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Abstract:

Introduction/purpose: The entire topological indices (T'I.,) are a class of
graph invariants depending on the degrees of vertices and edges. Some
general properties of these invariants are established.

Methods: Combinatorial graph theory is applied.

Results: A new general expression for T'1.,; is obtained. For triangle-
free and quadrangle-free graphs, this expression can be significantly
simplified.

Conclusion: The paper contributes to the theory of vertex and edge
degree-based graph invariants.

Key words: entire topological index, vertex and edge degree-based
graph invariant, degree (of vertex), degree (of edge).

Introduction

In this paper, we are concerned with connected simple graphs. Let G
be such a graph, and let V = V(G) and E = E(G) be its vertex and edge
sets, respectively. The graph G has |[V(G)| = n vertices and |E(G)| = m
edges. Two vertices u, v of the graph are said to be adjacent, denoted as
u ~ v, if w and v are the endpoints of an edge. The respective edge will
then be denoted by uv. A vertex u and an edge e are said to be incident,
denoted as u ~ e, if u is an endpoint of the edge e. Two edges ¢, f are
said to be incident, denoted as e ~ f, if the edges e and f have a common
vertex as the endpoint.
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The degree of a vertex v € V(G), denoted as d,, is the number of
vertices of GG that are adjacent to u. The degree of an edge ¢ € V(G),
denoted by d., is the number of edges of G that are incident to e. If the
endpoints of the edge e are the vertices u and v, then it is easy to see that
de = dy + dy — 2.

A graph is said to be regular of degree r if d,, = r holds for all u € V(G).
A regular graph of degree r with n vertices, has m = %nr edges.

The distance between two vertices u, v € V(G) (= length of the shortest
path connecting u and v) is denoted by d(u, v). If uw and v are adjacent, then

d(u,v) = 1.
For additional details of graph theory, see (Harary, 1969; Bondy & Murty,
1976).

In contemporary graph theory, especially in network theory and chemi-
cal graph theory, a large number of invariants of the form

TI=TI(G)= Y F(dsdy) (1)

z,yEV(G)
T~y

are being considered. They are usually referred to as “vertex-degree-
based topological indices”. In formula (1), the summation goes over all
pairs of adjacent vertices of the underlying graph G, i.e., over the pairs of
vertices at the unit distance, d(z,y) = 1. F stands for a real-valued func-
tion with the property F(x,y) = F(y,z) and F(z,y) > 0 for all values of
the variables = and y that the vertex degrees of the graph G may assume.
Some best known and most studied invariants of this kind are the first Za-
grebindex (F' = z+y), the second Zagreb index (F' = zy), the Randi¢ index
(F = 1/,/zy), the forgotten index (F = 2 +y?), the atom-bond-connectivity
index (F = /(z +y —2)/(zy) ), and the Sombor index (F = \/z2 + y?2).
For details see (Todeschini & Consonni, 2000; Gutman, 2023).

Motivated by the success of both the mathematical theory and (mainly
chemical) applications of the vertex-degree-based indices of type (1), their
modified version

TIve — TIUe(G) = Z F(dacyde) (2)

zeV(G), ecE(G)
Trr~~e

was put forward, first for F = = + y and F = zy (Kulli, 2016), and re-
cently also for ' = \/x2 + 2 (Kulli, 2022; Kulli & Gutman, 2022). The
latter graph invariant is now called the KG-Sombor index, and is denoted
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by KG = KG(G) (Kulli & Gutman, 2022; Kulli et al., 2022; Kosari et al.,
2023; Madhumitha et al., 2024). In the case of the KG-Sombor index, it
has been shown (Kulli et al., 2022; Kulli & Gutman, 2022) that

KGG) = 3 ng (dy+dy = 2022+ (dy + dy —2)2 |
z,yeV(G)
Ty

It is straightforward to state the generalization of the above formula:

Theorem 1. Let G be a simple graph. Then the invariant T'I,.., Eq. (2), can
be expressed solely in terms of the vertex degrees of G, and satisfies the
relation

TLe(G)= Y [F(dx,dz tdy—2)+ F(dy,ds+dy—2)| . (3)

m,@/xEAYZSG)
Proof. The edge e in formula (2) has two endpoints, say = and y. Bearing
this in mind, the summation in (2), for any particular edge e, must go over
both = and y. This results in the two terms on the right-hand side of (3).
Formula (3) follows now by taking into account that d. = d, + d,, — 2 for any
edge e = xy. O

Entire topological indices

Short time after the vertex— and edge-degree-based graph invariants of
the type (2) were conceived (Kulli, 2016), the “entire” topological indices
were put forward (Alwardi et al., 2018), first for the choices FF = = + y
(first Zagreb index) and F' = xy (second Zagreb index). Eventually, entire
indices were considered for the forgotten index (F = 22 + 42), (Bharali
et al., 2020), the Randi¢ index (¥ = 1/,/xy), (Saleh & Cangul, 2021), and
quite recently for the Sombor index (F = /22 + y2), (Movahedi & Akhbari,
2023).

The general form of these indices is

Tl =Tl (G) = > Flda,dy). (4)

z,yEV(G)UE(G)
r~y

Before stating Theorem 2, we recall some basic facts on line graphs
(Harary, 1969; Bondy & Murty, 1976).
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The line graph L(G) of the graph G is defined so that its vertex set is
E(G), and two vertices of L(G) are adjacent if the respective edges of G
are incident. Thus the line graph of the graph G has |E(G)| = m vertices

and m(L(G)) = X ,cv(e (%) edges.

Theorem 2. Let G be a simple graph and let L(G) be its line graph. Then
the invariant T1.,;, Eq. (4), can be expressed solely in terms of the vertex
degrees of G and L(G), and satisfies the relation

Tlow = TLu(G) = Y [F(dx, dy) + F(dy, dy + dy — 2) +

z,yEV(G)
T~y

+ F(dy,dx+dy—2)]+ S F(dnd,). (5)

z,y€V(L(G))
T~y

Proof. Itis evident that the summation on the right-hand side of (4) can be
divided into three parts, namely for

(@) zeV(G)andy e V(G)

(b) =z € V(G)andy e E(G) or vice versa;

() ze€E(G)andy < E(G)

In view of Eq. (1), the component of T'I.,,; pertaining to (a) is equal to
TI,i.e.,
> Fldy,dy) (6)

z,y€V(G)
T~y

whereas by Egs. (2) and (3), the component pertaining to (b) is equal to
TI,., i.e.,

3 [F(dx, dy + dy — 2) + F(dy, dy + dy — 2)] . (7)

z,yEV(G)
T~y

The component of T'I,.,,;, corresponding to the choice of pairs of incident
edges, namely (c), is equal to the T'7-index of the line graph of the graph
G:

Y. Fldsdy) (8)
w=y€x\lf\(/ZL/(G))

Combining (6)—(8), we arrive at

Tlont(G) = TI(G) + TL.(G) + TI(L(G))
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from which Eq. (5) directly follows. O

Special cases of expressions (6) and (8) were recognized by the authors
of the earlier papers on entire topological indices (Alwardi et al., 2018; Bhar-
ali et al., 2020; Saleh & Cangul, 2021; Movahedi & Akhbari, 2023), but no
one of them was aware of formula (7).

Theorem 2, and in particular formula (7), are stated here for the first
time.

Corollary 1. If G is a regular graph of the degree r, with n vertices and m
edges, then

Tlent(G) = %m“ [F(r,r) +2F(r,2r —2) + (r — 1) F(2r — 2,2r — 2)] .

Proof. In formula (5), all vertex degrees of GG are equal to r, whereas all
vertex degrees of L(G) are equal to 2r — 2. The first summation in (5)
goes over m = %nr terms, whereas the second summation goes over
m(L(G)) = gnr(r — 1) terms. O

In the case of triangle-free and quadrangle-free graphs (such are the
trees, hexagonal systems, fullerene graphs, nanotubes, etc.), formula (5)
can be simplified. Namely, the entire topological indices T'I.,,; of triangle-
free and quadrangle-free graphs can be expressed in terms of vertex de-
grees of the underlying graph G, without any reference to its line graph
L(G).

Corollary 2. If G is a triangle-free and quadrangle-free graph, then Eq. (9)
holds:

Tl = TLu(G) = Y [F(dx, dy) + F(dy, dy +dy — 2) +

z,y€EV(G)
T~y
+ F(dy,dy +d, — 2)} +

+ > F(du+dy—2,dy + dy — 2) 9)

u,veEV((G))
d(u,v)=2

where w is the (unique) vertex lying between the vertices u and v.
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Proof. If the graph G does not contain triangles and quadrangles, then two
vertices at distance 2, say « and v, have a unique vertex between them,
say w. Then ww and vw form a pair of incident edges, resulting in

Y F(dedy)= Y F(du+dy—2,dy+dw—2). (10)

z,yEV(L(G)) u,veV((G))
vy d(u,v)=2
Substituting (10) back into (5) yields (9). O
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O Tononornyeckux MHOEeKCaX, 3aBUCALLNX OT cTeneHemn BEpPLUNH
n pebep

UeaH N'yTMaH

KparyeBaLkuii yHUBEPCUTET, €CTECTBEHHO-MaTEMaTUYECKUI
dakyneterT, I. Kparyesau, Pecnybnvka Cepbus

PYBPUKA TPHTWU: 27.29.19 KpaeBble 3agaun v 3agayn Ha
CcobBCTBEHHLIE 3HAYEHNs aAns
06bIKHOBEHHbIX AnddepeHLmanbHbIX
YPaBHEHUA U CUCTEM YpaBHEHUN

BWA CTATbW: opurnHanbHas Hay4Has cTaTtbs

Pesrome:

BsedeHue/uenb: Bce mononoeudyeckue uHlekcs! (T'1.,;) npeod-
cmaersrom cobol Kracc uHeapuaHmos 2pagha, 3a8ucsauiux om
cmeneHel pacriofioxXeHUs eepliuH U pebep. YcmaHo8MeHb!
Hekomopsble obujue ceolicmea amux UH8apuaHmMos.

MemoObi: B daHHOU cmambe ripumeHsiemcsi KombuHamopHasi
meopus epaghos.

Pesynbmamel: [NonyyeHo HO8oe 060bWEHHOE 8bipakeHue Ors
Tl [nsa epaghos 6e3 mpey2orbHUKO8 U HembIpexy20/1bHUKO8
3mo eblpaxkeHue Moxem 6bimb 3Ha4UMEsIbHO YIPOU,EHO.

Bbig00bI: [JaHHasi cmambsi 6HOCUM 8K1ad 8 MeOoPUIo UH8apuaH-
moe e2paghos, 3asucsawux om cmeneHel 8epwuH U pebep.

Kntouesnie crioga: nosnHbIl mononoaudeckuli UHOeKe, UH8apu-
aHmbI 2paghos, 3asucsUIUX Om cmeneHell eepuwuH u pebep,
cmerieHb (8epuwuHbl), cmereHb (pebpa).
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O TOMOMOLWKUM MHAEKCMMA KOju 3aBUCe Of CTeneHa YBopoBa U
rpaHa

UeaH N'yTmaH

YHusepauTteT y Kparyjesuy, [pupogHo-matemaTuykm dakynTer,
KparyjeBau, Penybnuka Cpbuja

OBJIACT: matemaTtuka
KATEFOPWJA (TUM) YNAHKA: opyrmHanHim Hay4yHu pag

Caxxemak:

Yeod/uurb: TMomnyHu mononowku uHdekcu (T'1.,;) obpasyjy
Knacy epagho8CKUX UHBapujaHmu Koju 3aguce 00 cmereHa 4eo-
poea u cmeneHa epaHa. YcmaHo8/bLeHe Ccy HeKe onuime ocobu-
He o8uUX UHBapujaHMU.

Memode: lNpumerusaHu cy nocmynuyu KOMbUHamMopHe Meopu-
Je epagposa.

Pesynmamu: Hahena je Hosa onwma ¢hopmyna 3a T1.,;. 3a
epaghose 6e3 mpoyeriosa U Yemeopoyasioea oea ¢hopmyrna ce
3HayajHo nojedHocmassbyje.

Bakrbyuak: Pad donpuHocu meopuju epagh08CKUX UHBapuUjaHmMu
Koju 3asuce 00 cmereHa 48oposa U cmereHa epaHa.

KrbyyHe pequ: momiyHU momnosowku UHoekcu, epaghoecke UH-
eapujaHme Koje 3asuce 00 cmerieHa 4eopoea U epaHa, cmerneH
(4yeopa), cmernieH (epaHe).

EDITORIAL NOTE: The author of this article, Ilvan Gutman, is a current member of the
Editorial Board of the Military Technical Courier. Therefore, the Editorial Team has ensured
that the double blind reviewing process was even more transparent and more rigorous. The
Team made additional effort to maintain the integrity of the review and to minimize any bias
by having another associate editor handle the review procedure independently of the editor
— author in a completely transparent process. The Editorial Team has taken special care
that the referee did not recognize the author’s identity, thus avoiding the conflict of interest.

KOMMEHTAPUW PEOKONNEMMAW: AsTop AaHHOM cTaTbi WMBaH lyTmMaH saBnsieTca
OEVCTBYIOLLMM  YFIEHOM  pefkonferMn xypHana «BOeHHO-TEXHUYECKUA BECTHUKY.
Mostomy pegkonnernss nposerna 6Gonee oTkpblToe U Gonee cTporoe ABOWHOE criernoe
peueH3npoBaHme. Pepkonnernss npunoxuna [AOMNOMHUTENbHbIE YCUMWSA AN TOro
YTOObI COXPaHUTb LIENOCTHOCTb PELEH3MPOBaHNSt U CBECTU K MUHUMYMY MPeAB3ATOCTb,
BCNEACTBME Yero BTOPOW pPenaKToOp-COTPYAHMK YNpaBnsn NpoLEecCOM peLeH3VpoBaHUA
He3aBMCMMO OT peaakTopa-aBTopa, Takum o6pas3om npouecc peueH3npoBaHust Obin
abconioTHO  NPO3payHbLIM. Penkonnermss Bo un30exaHue KOH(NMKTa WHTEPECOB
no3aboTunacb O TOM, YTOObl PELIEH3EHT He y3Han KTO ABNAETCA aBTOPOM CTaTbMu.
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Abstract:

Introduction/purpose: In this paper, several critical remarks are pre-
sented concerning the paper of Igbal & Rizwan: Existence of the so-
lution to second order differential equation through fixed point results for
nonlinear F-contractions involving wy-distance from 2020.

Methods: Conventional theoretical methods of functional analysis.

Results: Itis shown that their use of the non-decreasing “control” function
F instead of a strictly increasing one in Wardowski-type results usually
produces contradictions.

Conclusion: It is shown that such results can be obtained in a more gen-
eral class of metric-like spaces, where strict monotonicity is the only as-
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sumption that has to be imposed on the function F. An example is pre-
sented showing that the obtained results are stronger than the classic
ones.

Key words: F-contraction, fixed point, metric-like space, strictly increas-
ing function.

Introduction and preliminaries

D. Wardowski’s result from (Wardowski, 2012) can be considered as one
of the significant generalizations of S. Banach'’s basic result from 1922. In
this generalization, Wardowski used a function F' : (0, 4+00) — R satisfying
the following three properties:

(F1) F'is strictly increasing, i.e., t; < to implies F'(t1) < F(t2);

(F2) for any sequence {a,} C (0,+00), lim,,— 1 a, = 0 if and only if

lim, 400 F(an) = —o0 (i.e., limy_04+ F(t) = —00);

(F3) there exists k < (0, 1) such that lim;_,o t*F(t) = 0.

He proved that a self-map 7' on a complete metric space (X,d) has
a unique fixed point if there exists a positive number r and a function F’
satisfying the previously mentioned conditions, such that, for all z,y € X
with Tx # Ty,

T+ F(d(Tz,Ty)) < F(d(z,y)) (1)

holds.
Later on, in another work (Wardowski, 2018), he generalized the men-
tioned result, replacing the condition (1) by the following one

pld(z,y)) + F(d(Tz, Ty)) < F(d(z,y)), (2)

where ¢ is some function from (0, +c0) to itself satisfying lim infs_,; ¢(s) >
0 for each ¢ > 0 (he called such mappings (¢, F')-contractions).

In a multitude of subsequent papers, dozens of authors used War-
dowski’s approach for mappings acting in various spaces (such as b-metric
spaces, partial metric spaces, metric-like spaces, cone metric spaces, G-
metric spaces, rectangular metric spaces, as well as in spaces endowed
with a w-distance) — a review of these results until 2022 can be found in
(Fabiano et al, 2022). We recall here the definitions of w-distance p of O.
Kada, T. Suzuki and W. Takahashi and metric-like . of A. Amini-Harandi.

Definition 1. (Kada et al, 1996) Let (X,d) be a metric space and let a
mapping p: X x X — [0, +o00) satisfy:
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(p1) p(z,2) < p(z,y) +ply, 2) forall z, y, z € X;
(p2) for any = € X, the function p (z,-) : X — [0, +0c0) is d-lower semi-
continuous;
(p3) forany e > 0, there exists 6 > 0 such thatp (z,2) < dand p(z,y) <
d imply d (z,y) < e.
Then, p is called a w-distance on X.

Definition 2. (Amini-Harandi, 2012) A metric-like on a nonempty set X
is a function i : X x X — [0,400) if the following conditions hold for all
z,y,z € X:

(11) p(z,y) = 0 implies = = y;
(12) p(z,y) = ply, z);
(13) p(z,y) < p(w, 2) + pu(z,y).

Then (X, i) is called a metric-like space.

Note that, see, e.g. (Igbal & Rizwan, 2020) or (Kadelburg & Radenovic,
2024), for a w-distance p on a set X, the mapping

p(z,y) = max{p(z,y),p(y, )}

is a metric-like on X.
The notions of convergent and Cauchy sequences, and continuous
functions, were introduced in metric-like spaces as follows.

Definition 3. (Amini-Harandi, 2012) Let (X, d) be a metric-like space and
{z,} be a sequence in X.

1. The sequence {z,} is said to converge to =z € X Iif
limy, oo d(z, xy,) = d(z, ).

2. {z,} is a Cauchy sequence if lim,, ;,—, 400 d(Zm, z,) €Xists and is fi-
nite.

3. The space (X,d) is said to be complete if every Cauchy se-
quence {z,} in X converges to some z € X such that
limyy, p—stoo d(Tm, Tn) = d(z, ) = limy, o0 d(zp, ).

4. AmappingT : X — X iscontinuous ata pointz € X iflim,, , o 2, =
x implies lim,,, { o, Tz, = Tx.

On the other hand, some authors considered different conditions on the
“control” function F, culminating in O. Popescu’s and G. Stan’s proof, see
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(Popescu & Stan, 2020), Theorem 5, that in fact just condition (F1) is suffi-
cient for obtaining the basic result from (Wardowski, 2012), see also (Fabi-
ano et al, 2022), Theorem 2.3 and Remark 2.4.

It is natural to ask whether the property (F1) of the function F' can be
replaced by a weaker property that F' is non-decreasing, but not strictly
increasing. Of course, there are a lot of such functions.

In the recent paper (Igbal & Rizwan, 2020), the authors tried to general-
ize the results of papers (Wardowski, 2012) and (Wardowski, 2018) in two
ways — firstly, instead of metric d they used w-distance p or metric-like ..
On the other hand, instead of the assumption (F1), the authors of (Igbal &
Rizwan, 2020) used the weaker assumption

(F1') the function F' is non-decreasing on (0, +00), i.e. t1 < to implies

F(t1) < F(t2),
together with the assumptions (F2) and (F3).

Unfortunately, all their results obtained under the assumption (F1’) may
be incompatible with a Wardowski-type contractive condition. To show that,
the following observation can be useful.

LEMMA 4. If F': (0,400) — R is a non-decreasing, but not strictly increas-
ing function, then there exists an interval (a,b) C (0,+0c0) such that the
restriction of F' to this interval is constant.

Proof. Since F is non-decreasing but not strictly increasing, then there are
a,b € (0,400) such that a < b and F(a) = F(b). But then F is a constant
function on (a, b). O

Now, it is easy to construct examples like the following one.

ExamMPLE. Consider X = [0, +00) with the standard metric d(z,y) = |x — y|
and the mapping 7' : X — X given by Tz = %x. The function

logt, 0<t<l,
F(t) = {0, 1<t<2,
log(t—1), t>2,

satisfies conditions (F1’), (F2) and (F3) (but not (F1)!). However, if % <
|z —y| < 2, then the condition (1) reduces to 7+ 0 < 0, i.e., 7 < 0, which is
incompatible with the basic assumption 7 > 0.
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One possible additional assumption when we use the function F' satis-
fying just the condition (F1’) could be that

{d(z,y):x,y e X } N (UIC> =0,
C

where I is the interval (a,b) such that F'(t) = C foreach ¢t € (a,b).

In order to improve and generalize the results from (Igbal & Rizwan,
2020), we first state the following two known lemmas that are of interest
in themselves and can be used in proving the Cauchyness of a Picard se-
quence {z,} = {T"xo} in both metric and metric-like spaces, see some
references on these lemmas in (Fabiano et al, 2022).

LEMMA 5. Let (X, d) be a metric-like space and {z,,} be a Picard sequence
init. If
d(Tn41, Tn) < d(Tn, Tp-1),

forall n € N, then xz,, # xz,, whenever n #£ m.

LEMMA 6. Let (X, d) be a metric-like space and {z,,} be a sequence in X
such that {d(x,+1,2,)} is @ non-increasing sequence and that

limy, oo d(Zp41,2,) = 0. If {z,,} is not a Cauchy sequence, then for some
e > 0 there exist two sequences {my} and {n;} of positive integers with
ng > my, > k, such that the following sequences tend to e+ as k — +oc:

d(mekvank) I d(memenk—l) Y d(QOk+1;x2nk) Y

d(Tomu—1,Tonp+1) s A (T2mpt1, T2npt1) s

REMARK 7. Lemma 6 is true without the hypothesis that the sequence
{d(zn+1,xn)} is noON-increasing. In that case one can get that the following
sequences tend to e as k — +oo:

d (I’mka .Z'nk) P d (.’L‘mk,l’nk_l) ) d (xmk+17 xnk) )

d(xmk_:L?wnk“l‘l) ) d(xmk,—&-lvxnk—&-l) )

In this paper, besides already mentioned problems with using non-de-
creasing functions in Wardowski-type results, we show how generalizations
of such results can be derived in the framework of metric-like spaces, using
just strict monotonicity of the “control” function F'. Modifying the original
Wardowski's example, we show that the obtained results are stronger than
Banach-type ones.
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Results

In this part of the work, ¢ will be a function that maps (0, +0) to itself
and for which liminfs_,;; ¢(s) > 0 is fulfilled for each ¢t > 0, while F" will be
a strictly increasing function that maps (0, +c0) to R. We aim to generalize
and improve all three results from (Igbal & Rizwan, 2020) by replacing the
metric d and the w-distance w with a metric-like . Concerning the function
F, just its strict monotonicity will be assumed. This will also extend D.
Wardowski’s result from (Wardowski, 2018).

THEOREM 8. Let (X, 1) be a complete metric-like spaceand 7' : X — X. If
@ and F are functions with the properties stated above, and such that, for
all z,y € X,

z #yand p(Tz,Ty) > 0 implies o(u(z,y)) + F(u(Tz,Ty)) < F(pu(z,y)),
3)

then T has a unique fixed point in X.

Proof. We first prove the uniqueness of a possible fixed point. Indeed, if =
and y be two distinct fixed points of the mapping T', then both conditions
would be met and still it would hold that p(u(x, y))+F(u(z,y)) < F(u(z,y)),
which is a contradiction with o (u(z,y)) > 0.

Similar as in the case of metric spaces, the continuity of mapping T’
follows from the contractive condition (2); however, due to the definition
of limits in metric-like spaces (see Definition 3), the proof is a bit different.
Namely, we have to prove that, for every sequence {z,} in X, u(z,,z) —
wu(x,z) =0asn — +oo implies that yu(T'z,,Tz) — 0 as n — +oc.

But it follows from the contractive condition (2) that u(Tz,,Tz) <
w(xy, z), implying that u(Tx,, Tz) — 0asn — +oo. Itremains to prove that
w(Txy, Tx) — u(Tz, Tx), which will follow if we show that u(Tz, Tx) = 0.
However, u(Txz,Tx) < 2u(Txz,Tx,) according to the triangle relation.
Thus, we have proved that the continuity follows from the contractive con-
dition.

In order to prove the existence of at least one fixed mapping point of
T, starting from an arbitrary point xy € X, form the corresponding Picard
sequence {z,}. If, for some k, x;, = z1_;1 holds, then according to the first
part of the proof, x;_1 is a unique fixed point of T'. Hence, assume that
Ty # xn—1 for each n € N. Then, putting x = z,_1 and y = z,, into the
contractive condition (3), it directly follows that the sequence p(z,, z,41)
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is non-increasing and so it has a limit as n — +o0o0. If we denote it by
w*, using the property of strict monotonicity of the function F', we get a
contradiction with ¢(u*) > 0. Then, according to Lemma 5, assuming that
the constructed sequence {z,} is not a Cauchy sequence, the conditions
for applying of Lemma 6 are fulfilled. Namely, by putting z = z,,, y = zp,,
we get

@(M(xnkﬂxmk)) + F(:u(xnwrwxnk-‘rl)) < F(M(xnk7xmk))'

Passing to the limit as & — +oo, we get a contradiction with
liminfs 4 @(s) > 0.

Since {z,} is a Cauchy sequence in the complete metric-like space
(X, ), then there exists a (unique) point z* € X such that

(2, ) = Hm (g, 27) = p(a”,27) = 0.
Since T is continuous, T'z* = z* holds. O

We now state several consequences of our Theorem 8.

Putting ¢(t) = 7 for each ¢t > 0 in the contractive condition (3) of The-
orem 8, where 7 is a positive constant, we get the main result of D. War-
dowski from (Wardowski, 2012), but in the framework of metric-like spaces
and with a weaker assumption on the function F':

COROLLARY 9. Let (X, ) be a complete metric-like space and 7' : X — X.
If F': (0,+00) — R is a strictly increasing function, such that, for all z,y €
X,

z #yand u(Tz,Ty) > 0implies 7 + F(u(Tz, Ty)) < F(u(z,y)),
then T has a unique fixed point in X.

The following example (which is adapted from (Wardowski, 2012), Ex-
ample 2.5) shows that our Corollary 9 is stronger than the Banach-type
fixed point result in metric-like spaces.

ExamMPLE. Consider the set X = {S,, : n € N}, where S,, = n(n;l) and

let u(x,y) = max{z,y} for z,y € X. Then, (X, 1) is a complete metric-like
space (of course, it is not a metric space). Let a mapping 7' : X — X be
givenby 7Sy = Sy and T'S,, = S,,—1 forn > 1.
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We show first that 7" is not a Banach-type contraction in (X, 1). Indeed,
it is

. w(TS,,TS1) .. max{S,—1,1} . Sp
lim ——————* = lim —————— = lim
n—+oo  p(Sy,S1) n—+oo max{Sy, 1} n—+oo Sy,
1
s(n—1

n—+oo n(n + 1)
which means that x(7'S,,, T'S1) < A u(Sy, S1) cannot hold for any A < 1 and
alln € N.

Now, we show that the contractive condition of Corollary 9 holds if we
take F'(t) = t+logt and 7 = 1. In this case, this condition can be rewritten
as

/.L(T.QZ', Ty) e/.l,(Ta:,Ty)—p,(a:,y) < 6_1
p(z,y)
forall z,y € X with z # y and u(Tx,Ty) > 0, i.e., in our example, as

)

maX{TSm’ TSTL} emax{TSm TSy }—max{S,,,
max{Sy,, Sp}

Sn} <e L.

Note that 7'S,,, # T'S,, holds (for m > n) if and only if one of the following
holds: 1° m > 2, n = 10r2°m > n > 1. Consider separately these two
cases.

1° In this case we have

maX{Tva TSl}emax{TSm,Tsl}7maX{Sm,S1} — Sm—1 eSm_lfS

m

- -1
—_— mle <e .
max{Sy,, S1} Sm
2° Similarly, in this case it is
maX{TSm’TSn}emax{TSm,TSn}fmaX{S,,L,Sn} _ Sm—lesm,lfsm <ce ™ < el

max{Sy,, Sp} Sm

Hence, all conditions of Corollary 9 are fulfilled and the conclusion fol-
lows.

REMARK 10. Since every partial metric space, in the sense of (Matthews,
1994), is also a metric-like space, Theorem 8 and Corollary 9 are also true
in the class of partial metric spaces.

REMARK 11. Since convergence, Cauchyness, completeness and continu-
ity are defined in the same way for all following classes of spaces: partial,
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metric-like, partial b-metric (Shukla, 2014) and b-metric-like spaces (Al-
ghamdi et al, 2013), then Theorem 8 can most likely be formulated and
proved for all these classes of spaces, including the most general one—b-
metric like spaces.

REMARK 12. Just like Theorem 2.1, the other two Theorems 2.2 and 2.3
from (Igbal & Rizwan, 2020) can be formulated and proved within the class
of metric-like spaces. And then only strict growth of the function F' has to
be assumed. One can use some function ¢ or a given constant ~ as in our
Theorem 8 or Corollary 9.

REMARK 13. Finally, note that the authors of (Igbal & Rizwan, 2020), in
the examples and applications at the end of the paper, used just functions
with strict growth, in contrast with the theoretical results in the paper which
they claim to hold when a non-decreasing function F' is used. Moreover,
in all these examples and applications, the only function F' that is used is
F(t) = Int, which is trivially known to produce only very well-known results
which can be treated in a classical way, without using the ideas from the
papers (Wardowski, 2012) and (Wardowski, 2018). That was also one of
our motivations to consider and discuss the work (Igbal & Rizwan, 2020).
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Abstract:

Introduction/purpose: Among excellent strategies available to control the
torque of asynchronous motors, we distinguish direct torque control. This
technique of control allows direct control of magnetic flux and
electromagnetic torque without the need to decouple them. Also, direct
torque control like each control strategy has some drawbacks, the major
drawbacks of this technique being operation at a variable switching
frequency and flux and electromagnetic ripples due to the use of hysteresis
regulators. It worsens acoustic noise, especially at low speeds, as well as
the control performances.

Methods: To improve the performance of direct torque control especially at
low speeds, the authors propose using fractional order PID in combination
with type-2 fuzzy logic controllers to regulate the speed of an induction
motor controlled by direct torque control.
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Results: The results obtained by the proposed regulators show the
improvements made to the system.

Conclusion: The proposed contribution can exert better control efforts.

Keywords: direct torque control (DTC), fuzzy logic controller (FLC),
fractional order controller (FO), induction motor (IM), FFT analysis.

Introduction

Induction motors (IMs) are widely used in many industrial applications
because of their low cost and simple construction (Berrabah et al, 2017).
In comparison between IMs and direct current motors, IMs have a simple
and rugged structure, higher maintainability, and economy (Belhamdi &
Amar, 2017). On the other hand, these motors are not without
inconvenience: their dynamic behavior is often very complex since their
modeling results in a system of nonlinear equations, strongly coupled and
multivariable. Some of its variables are not measurable, e.g. magnetic flux.
For these reasons, the IM requires an advanced algorithm to control the
torque and flux. From such algorithms, we distinguish direct torque control
(DTC) which was proposed by Mr. Takahashi in 1985 as an alternative to
field-oriented control (Prasad & Durgasukuamar, 2021). Fast dynamic
reaction, a straightforward control strategy, the lack of coordinate
transformations, the absence of position feedback, and current regulators
are all benefits of DTC (Quang & Dittrich, 2015; Trabelsi et al, 2012).
Despite all these advantages, this control has disadvantages such as high
torque and flux ripples due to the use of a hysteresis band, stator current
distortions, and poor performance at low and starting speeds (Trabelsi et
al, 2012). For these reasons, several research studies were developed to
master the performance of this control technique such as the use of
artificial intelligence techniques to replace the hysteresis regulators and
the switching table (Bounar et al, 2015; El Ouanijli et al, 2018), to control
the motor speed (Sai Krishna & Narasimha Reddy, 2019; Lakshmi
Prasanna et al, 2018), a combination between the SVM and DTC was
proposed in (Cherif & Yahia, 2020; Massoum et al, 2021). In (Benbouhenni
et al, 2017), the authors proposed to replace the conventional controller
used to control the speed of the IM by an adaptive fuzzy logic controller.
In (Ben Salem & Derbel, 2017), the authors proposed to control the speed
of the motor by sliding mode control and used Al to improve the DTC
performances.

As mentioned previously, among the disadvantages of the DTC
command is that it presents poor performance at low and starting speeds,
as well as the noise caused by the torque ripples. For these reasons,
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researchers have always worked to improve the performance of this
control, and they have used several techniques as we cited previously.
Among the best control strategies, we distinguish fuzzy logic controllers
(FLCs) which offer several benefits in various applications due to their
ability to handle imprecise, uncertain, or vague information. Also, FLCs
can model complex, nonlinear systems without requiring precise
mathematical models, and manage uncertainty and imprecision in input
data and system parameters. For these reasons, we propose in this paper
to replace the conventional regulator used to control the speed of the IM
with a developed one, such as type-2 fuzzy logic controller and the
fractional-order PID regulator after that to see the improvements made to
the system. In the second section, we present the model of the IM in the
stationary frame; after that we discuss the basics of DTC control, and then
in section 4, we present the different regulators used in this work. The
simulation results and their discussion make the objective of section 5.
Finally, we conclude the paper with a conclusion.

Model of the IM

The representation of the IM in the stationary reference to the a and
B axes is given by the following equations (Cherif & Yahia, 2020).

For the electrical variables

APas _
at Vas - Rslas

dogs _
~E% = Vgs — Rylps

d or 1
) % = —Rplyr — W Ppr (1)

dog
WT = _RrIBr + Wy Por

\

where the subscripts s and r refer to the stator and the rotor, a and B refer
to the components in the (a, B) frame, the terms V, |, and ¢ are used to
describe voltage, current, and flux, respectively, while Rs and R, refer to
the stator and the rotor resistances and wn is rotor pulsation.

The relationships between currents and flux are given by equation (2)
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L and M represent the motor and the mutual inductance, respectively.

The mechanical component of the motor is explained as follows
(Cherif & Yahia, 2020):

aqQ 1
a 7(Tem —T.) (3)

Tem and T represent respectively the electromagnetic torque and load
one, and J represents the motor inertia.

Direct torque control of an IM

DTC is a technique that directly controls the torque and flux of an IM
by adjusting the inverter voltage and frequency. This allows for precise
control of the motor speed and torque, without the need for complex
feedback control loops. It also enables an IM to have an accurate and
quick electromagnetic torque response.

The appropriate voltage vector is selected by means of a switching
table. The variation in the motor stator flux and torque is directly related to
the selection of switching states.

As a result, the choice is made by keeping the magnitudes of the flux
and torque within two hysteresis bands. These controllers ensure that
these two quantities are controlled separately (Takahashi & Noguchi,
1986; Depenbrock, 1987).

The inputs of hysteresis controllers are flux and torque errors, and the
voltage vector that is appropriate for each commutation period is
determined by the controllers' outputs (Shyu et al, 2010).

Generally, the purpose of this control is to regulate the stator flux and
the electromagnetic torque without having measured the speed, flux, or
torque. Only the measurements of voltages and currents are necessary. A
synoptic schema of the DTC of an IM is shown in Figure 1.
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Figure 1 — Synoptic schema of the DTC of an IM
Puc. 1 — HaznsidHas cxema npsiMo20 peayriuposaHus Kpymsieao MoMeHma 8
aCUHXPOHHOM Ogu2amerie
Cnuka 1 — CuHonmuuyka wema OUPEeKmMHo2 yripasrbaka MOMEHMOM Y UHOYKUUOHOM
momopy

Estimation of flux and electromagnetic torque

In DTC, the electromagnetic torque and stator flux are calculated from
the primary motor inputs, stator voltages, and currents (V; and I;). The
expressions of the flux into the stator can be evaluated as in equation (4).

Qs = [ Pas T Pps 4)

The variables in equation (4) are given as (Cherif & Yahia, 2020)

{Qoas = f (Vas — Rslgs) (5)
Pps = f (Vﬁs - RsIBs)
@qs and @gs are the components of the flux in the (a,B) frame (Cherif &

Yahia, 2020).
The angle 6 between the components of the flux is given in (6).
— $s
0= arctg(p— (6)

as
To determine the electromagnetic torque produced by the IM, the
cross-product of the stator quantities (stator flux and stator currents) can
be employed as follows
3
Tem = Ep((paslﬁs - (p,BsIas) (7)
where p is the number of poles pairs.
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The conventional switching DTC table

The conventional switching DTC table used to select the appropriate
voltage vector proposed by Takahashi (Takahashi & Noguchi, 1986), is
given in the following table.

Table 1 — DTC switching table
Tabnuya 1 — Tabnuya nepeknrodyamenel nNpsMoeo ynpasneHus Kpymsuum MOMEHMoM
Tabena 1 — Tabena npekudaya npu OUPEKMHOM yrpaesrbarby MOMEHMOM cursie

Sector 1 2 3 4 5 6
Flux Torque
Cix=1 | Cuq=1 V2| V3|V4|V5|V6 |VL
Ciq=0 | V7 | VO | V7 |VO|V7]|VO
Cirq=-1|V6 | V1| V2 |V3]|V4|V5
Cix=0 | Crq=1 | V3 | V4| V5]|V6 |Vl | V2
Cwq=0 | VO | V7 | VO | V7 | VO | V7
Ciq=-1 | V5| V6 |V1|V2]|V3]|V4

Cix and Cyq represent the flux and electromagnetic torque errors,
respectively (Mokhtari, 2014).

Fuzzy Logic Controller

Fuzzy Logic Controllers (FLCs) are used in applications where
traditional binary logic controllers may not be suitable or efficient. FLCs
introduce a degree of "fuzziness" or uncertainty into decision making,
which can be advantageous in various scenarios. We need to use FLCs
for many reasons, such as: handling uncertainty, human-like reasoning,
tolerance to noise and adaptive control (Aib et al, 2023).

FLC structure

Four principal components build the FLC controller: (Kamalapur &
Aspalli, 2023)

Fuzzification

The following operations are performed via the fuzzification interface
which

* measures the input variable's values, and

« performs the fuzzification function, which transforms input data
into appropriate linguistic values.
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Knowledge base

A linguistic control rule base plus a database make up a knowledge
base.

» The definitions needed to define linguistic control rules are
provided by the database;

* Using a set of language control rules, the rule base described the
domain experts' control objectives and control strategy.

Decision

An FLC's core is the logic for making decisions. It can use fuzzy
implications and the rules of inference from fuzzy logic to infer fuzzy control
actions and simulate human decision making based on fuzzy concepts.

Defuzzification

The defuzzification interface performs the following functions:
* A scale mapping that converts the distribution of output variable
values into the associated discourse universe, and

* Defuzzification, which involves changing an implied fuzzy control
action into an explicit control action (Aib et al, 2023; Kamalapur & Aspalli,
2023).

Inference and the formulation of rules

Fuzzy systems typically map input fuzzy sets to output fuzzy sets. The
relations between input and output fuzzy sets are known as fuzzy rules.
Any of the following can be used to derive fuzzy rules:

* Master insight and control designing information,

* Control actions were taken by the operator, or

* Gaining knowledge from the training examples.

The fuzzy rules in this study are created by learning from the training
instances. In this instance, the fuzzy control rules' general form is

If x is Al AND y is Bi THEN z =fi (x, y)

Where x, y, and z are the linguistic variables that, respectively,
indicate the control variable and the process state variables. A first-order
Sugeno fuzzy model is the outcome of a fuzzy inference system (FIS)
that takes the form of a first-order Sugeno fuzzy model. Ai and Bi are the
linguistic values of the linguistic variables, fi (x, y) is a function of the
process state variables x, y.
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Engine for fuzzy inference

The feature of the inference engine is to calculate the general price of
the manipulated output variable primarily based on the character
contributions of each rule in the rule of thumb base, i.e., the defuzzification
system. There's no systematic method for choosing defuzzification. In the
first-order Sugeno fuzzy model, each rule has a crisp output and the usual
output is acquired as weighted common as a consequent hence averting
the time-ingesting manner of defuzzification required in a conventional
FLC (Precup et al, 2020).

Type-2 fuzzy logic controller

A type-2 FLC is an extension of the traditional FLC, which allows for
the handling of uncertainties and higher levels of complexity in the system
being controlled. While a traditional FLC uses linguistic variables and fuzzy
rules to make decisions, a type 2-FLC (T2-FLC) goes a step further by
considering the uncertainties associated with the linguistic variables. In a
T2-FLC, each linguistic variable has a fuzzy set associated with it, and
each fuzzy set has a footprint of uncertainty (FOU) associated with it (Aib
et al, 2023). The FOU represents the level of confidence or uncertainty in
the membership values of the fuzzy set. By incorporating this uncertainty
information, a T2-FLC can handle situations where the membership values
are not precise or known with certainty. T2-FLCs are particularly useful in
systems with highly uncertain or imprecise input data. They allow for the
modeling and control of complex systems that exhibit varying degrees of
uncertainty. However, the increased complexity of T2-FLCs also means
that they require more computational resources and are often more
challenging to design and implement compared to traditional FLCs (Saidi
et al, 2020; Henini et al, 2021).

General type-2 fuzzy sets

A kind-1 fuzzy unit A on a time-honored set X can be characterized
by the club function as (8). (Shi, 2020)

A ={x,u(x)|vx € X, u(x) € [0,1]} (8)
a cuts of A can be defined as (9).

Aa = {x,|ux) = a,a €[0,1]} 9
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Ao consists of all of the element’s x within the domain X whose club
degree is extra than or identical to a, the function characteristic of which is
proven as:

1 ,x €A«
HA"‘_{O,xe Aa (10)

The definition of fuzzy units of variety multiplication is shown as (11).

a AX)> «a

vVx € X, aA(x) = a A A(x) = {A(x) Ax) < a

(11)

Then, type-1 fuzzy unit A may be represented through its a cuts as
(12).
A = Uge[o,1] ®Aq (12)

Type-2 fuzzy sets have 2 club capabilities, and a kind-2 fuzzy set A”
an established set X may be characterized by the way of the membership
function as (sixteen), where x € X.

A"={(xu),uy.(x,u)|vx € X,VuJx € [0,1]} (13)

M is the primary club function and pA“(x,u) is the secondary
membership function. Liu extended a cuts of type-1 fuzzy sets to popular
type-2 fuzzy sets and a cuts (a planes) of widespread type-2 fuzzy units
A™ a can be described as

Aa = {(x,u),uA™(x,u)|Vx € X,Vu € Jx € [0,1]} (24)

A well-known kind-2 fuzzy units A™ can be represented because the
union of its associated kind-2 fuzzy sets Aa”

A= Ugelo) FOU (A0) (15)
For a general type-2 fuzzy set, A is the union of the centroids of its
associated type-2 fuzzy sets for the minimum t-norm operation. A™ a, with

a € [0, 1]

CA a(x) =[1A"a,rA" a ] (16)
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{IA" a ,rA” a ] represent each -plane's estimated endpoints using the
KM type reduction procedure. Therefore, D times of the KM technique will
be used if the number of planes is D to produce the defuzzification result

of general type-2 fuzzy sets. (Shi, 2020).
The design of the type-2 FLC system

The structure of T2-FLC shown in Figure 2 is similar to that of type-1,
the only difference between them being the type of sets (Figure 3), and in
type-2 we have to use another step called type-reducer to change the

output of fuzzy into a type-1 fuzzy set.

Rule Deffuzzitier

|
|
: I ypc-‘l
| reduced fuzzy

A

b5
Crisp output

'y €Y

xi{ Fuzzifier Type reducer

| Type-2 input v ype-2output
\ fuzzy sets fuzzy sets

A

\ ——— | Inference

Figure 2 — Structure of a T2FLC
Puc. 2 — Cmpykmypa T2FLC
Cnuka 2 — Cmpykmypa T2FLC

In the type reduction stage, the type 2 interval fuzzy outputs of the
inference engine are converted into the type 1 interval fuzzy in order to do
defuzzification. The type reduction block is the primary distinction between
types 1 and 2 of fuzzy logic systems (Henini et al, 2021).

Consider a T2FLS having:
n, inputs, X= [X1....Xs] € X10.....0Xn;

one output yeY, and M rules, where the i" rules have the form:

R IF x; is F{'and ...and x, is Fy' THEN y'=C'; i=

1,...,M.

With F1', F2'...Fq' are the linguistic terms used in the past. The interval
Type-2 Gaussian fuzzy sets serves as their model (Fig. 11).
y is the output of the i" rule R'; C' is the consequent parameter.

885

Mabrouk, Y.A. et al, Application of the type-2 fuzzy logic controller and the fractional order controller to regulate the DTC speed in an induction motor, pp.876-897



QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

- ok
R L
(R Liy W

.:t'l: xli
aj b}

Figure 3 — Difference between type-1 and type-2 membership functions
Puc. 3 — PasHuua mexdy chyHKUusMU nipuHadnexHocmu muna 1 u muna 2
Cnuka 3 — Pasnuka usmely ¢pyHkyuja npunadHocmu muna 1 u muna 2

In Fig. 3, the upper membership function tz;(xj) can be used to
represent the footprint of uncertainty (FOU) as a bound interval and the
lower membership function ug;; (xj),where

Uz (xj) = exp [—%(%) 2] = N(my, 0}, %)) (17)
and:
up;j (%) = 0.8 Upry(xj) (18)

m;, and o; are respectively the imply and the usual deviation of Gaussian
primary MF of the kind-2 fuzzy set F' (Shi, 2020).

In this study, we use T2-FLC to control the speed of the IM; for this,
three membership functions (MFs) are established for output and are used
to characterize the range of fuzzy controller inputs (speed error and speed
error variation). The fuzzy inference system bases its inference of gains
on nine rules. MFs for both inputs and output are Negative (Ne), Zero (Z0o),
and Positive (Po). Two trapezoidal mfs for the two fuzzy sets (Po) and (Ne)
and a triangular one for the fuzzy set (Zo) are used in this study.

Fractional order PID

A fractional order PID (Proportional-Integral-Derivative) controller,
often referred to as a FO-PID controller, is an advanced control strategy
that extends the classical PID controller by introducing fractional calculus
principles. In a regular PID controller, the control action is determined
based on the current error, the integral of the error, and the derivative of
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the error (Maiti et al, 2020). The goal is to minimize the difference between
the desired setpoint and the actual process variable by adjusting a control
signal. In a FO-PID controller, the integral and derivative terms are
modified by using fractional calculus operators such as fractional integrals
and derivatives. Instead of the usual integer values for the integral and
derivative terms, fractional orders (non-integer values) are employed,
allowing for a more flexible and adaptable control action (Sharma et al,
2015).
The FO-PID controller can be mathematically represented as follows:
ut) = K _p*e(t) + K_i*DMNm) *e(t) + K_d* D?n) * e(t) (29)
where:
e u(t) is the control output (control signal) at time t,
e ¢(t) is the error at time t, calculated as the difference between the
desired setpoint and the actual process variable,
o K, K, and Ky are the traditional PID gains for the proportional,
integral, and derivative terms, respectively,
o D”(m) represents the fractional integral operator of the order 'm’,
and
o D7(n) represents the fractional derivative operator of the order 'n'.

The use of fractional orders in the integral and derivative terms allows
for more control flexibility and better performance in systems with non-
linear dynamics or time-varying processes. It can effectively deal with
processes that exhibit fractional-order behavior, which cannot be
adequately controlled by traditional integer order PID controllers (Sharma

et al, 2015).
i

A

PD Controller
.PID Controller

p=1
FOPID
Controllers
PI Controller
() ) A
P Controller A=1

Figure 4 — Structure schema of the FO-PI"DH controller
Puc. 4 — Cxema cmpyKkmypb! KoHmposnepa FO-PIAD*
Cnuka 4 — lllema cmpykmype koHmponepa FO-PID*
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FO-PID controllers have been applied in various fields, including
industrial process control, robotics, aerospace, and biomedical
engineering, where precise and adaptable control is required. However, it
is worth noting that the design and tuning of fractional order PID controllers
can be more complex than that of their classical counterparts, as the
choice of fractional orders introduces additional degrees of freedom that
need to be carefully optimized for optimal control performance.

We propose in this part to use T2-FLC, and FO-PID to control the
speed of an IM controlled by DTC. In the following section, we present and
discuss the simulation results of this proposition.

Simulation results and the discussion

We present a discussion which follows the simulation results and the
current spectral analysis of the DTC control applied to an IM, with three
different speed regulators, a load torque applied between t=0.2s and
t=0.4s and the rotation speed reduced from 150 to 50 at t=0.5s.

rotation speed

o ]
150 = —_—
140+ —w_PI 1
w_T2-FLC
—w_FO-T2FLC
£
£
= 155
; 150!
145
0.1 0.15 0.2 0.25
0 1 1 1
0 04 Time (s) 04 05 0.8

Figure 5 — Rotation speed of the IM
Puc. 5 — Ckopocmb 8pauwieHusi aCUHXPOHHO20 0su2amerisi
Cnuka 5 — bpsuHa pomauuje UHOyKyUOHO2 Momopa
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1.25 —0 |
12 —@__with-PI
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Figure 6 — Magnetic flux

Puc. 6 — MazHumHbIl nomok
Crniuka 6 — MaegHemHu ¢priykc

Electromagnetic torque

—Tem*

— Tem__with-PI
Tem__with-T2FLC

—Tem__with-FO-T2FLC

34 118 o

32
0.25 0.3 0.35

1 1 1

0.2 0.4 0.5 0.8
Time (s)

Figure 7 — Electromagnetic torque
Puc. 7 — OnekmpomagHUMHbIU MOMEHM
Cnuka 7 — EnekmpomagHemHu MomMeHam cure
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Figure 9 — FFT analysis of the stator current obtained with a classical regulator
Puc. 9 — Bl1®-aHanu3 moka cmamopa, roJsly4eHHO20 C MOMOWbIO K1accu4ecko20
peaynsmopa
Cnuka 9 — ®®T aHanu3a cmpyje cmamopa dobujeHa nomohy Krnacu4yHoe peaynamopa
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Figure 10 — FFT analysis of the stator current obtained with a T2FLC regulator
Puc. 10 — BlN®-aHanu3 moka cmamopa, rosy4YeHHbil ¢ nomMouibio peaynsamopa T2FLC
Cnuka 10 — @@T aHanu3a cmpyje cmamopa 0obujeHa nomohy peaynamopa T2FLC
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From the results shown in Figures (5 to 9), we can notice that:

With the T2-FLC and FO-T2-FLC regulators, the dynamics of the IM
is faster than with the classical one (Fig. 5), and the rotational speed
reaches its reference without any exceeding; also, we can notice that the
effect of the load torque with the T2-FLC and FO-T2-FLC is inconsiderable.

The magnetic flux and the electromagnetic torque (Figs. 6 and 7)
follow their references with a good dynamics and fewer ripples when using
T2-FLC and FO-T2-FLC regulators.

From the spectral analysis of the stator current (Figs. 9, 10, and 11),
we can conclude that with the FO-T2-FLC we obtained the best quality of
the current (as shown in the peaks in Fig. 8) with a reduced THD value.

Conclusion

This paper deals with a DTC scheme applied to an IM. Initially, the
motor system was studied and modeled, and all the corresponding
equations were given. Then, based on the hysteresis controller, the
conventional DTC design was presented and then explained. As this
traditional technique has numerous problems, such as torque and flux
ripples, and especially poor motor speed performances, we proposed
using a type-2 fuzzy logic controller (FLCT2) and the fractional order
controller (FOC) to regulate the rotation speed of this motor, and show its
influence on the behaviour of the motor. The simulation results showed
that the use of the t2-FLC and the FO-PID made it possible to bring several
improvements to the performance of DTC such as the speed of the
dynamic response, the improvement of the quality of the current by
reducing its THD value and the minimization of torque ripples. We propose
to carry out an experimental study of this strategy in future work.
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[MprMMeHeHue KoHTponnepa HeYeTKoOW NOrMKM TUNa 2 1 KOHTponnepa
ApOobHOro nopsiaka Npu perynmpoBaHuUmn CKOPOCTU NPSIMOro
yrnpaBneHns KpyTALWmMM MOMEHTOM B aCMHXPOHHOM ABuratene

HOHec Abdenbbadu Mabpyk?, koppecnoHaeHT, bawup MoxTapu?,

Tatie6 Annayu®

2 YHusepcuteT AMMapa Tenuoku, hakynbTeT 3MeKTPOTEXHUKN,
JTabopaTopusa no n3yveHuto 1 paspaboTke NONynpPOBOSHUKOBBIX U
AvanekTpuyeckmux matepunanos (LEDMASD),
r. Jlaryat, Amxupckasa HapogHas [Jemokpatudeckas Pecnybnuka

6 YuusepcuteT TuapeT, pakynbTeT 3MeKTPOTEXHUKN U SHEPreTUKM
1 nabopaTopust MHXEHEPHOIO Y BbIYMCIIUTENBHOMO MaLLMHOCTPOEHWS
(L2GEGI), r. Tnapet, Amxupckas HapogHas JemokpaTtunyeckas Pecnybnuka

PYBPUKA TPHTW: 27.47.19 ViccnepgosaHue onepauun,
28.17.00 Teopus mogenupoBaHus,
45.29.00 OnekTpuyeckne MalmHbl
BWO CTATbW: opurmHansHasa Hay4Has ctaTbs

Pesrome:

BeedeHue/uenb: Cpedu omiuyHbIX cmpameaul 8 yrnpasneHuu
KpymsiuumM MOMEHMOM aCUHXPOHHbIX Oeuzameneli 8bi0esnsiemcsi
npsiMoe  peaynuposaHue Kpymsiujeeo MomeHma. 3Omom memood
yrpaesieHus1 1103680s1siem HarnpsiMyro yrnpaensime MagHUMHbIM TOMOKOM
U asIeKmpoMazHUmMHbIM ~ MoMeHmomMm 6e3 Heobxodumocmu  ux
pasbeduHeHusi. OOHaKo npsIMOe  peaynupoeaHUe  Kpymsuje20
MoMeHma, kak u mwobasi Opyzass cmpameaus ynpasseHusi, umeem
Hekomopble Hedocmamku. OCHO8HbIMU HedocmamkaMu 3moeo
memoda sAensromcs  paboma  npu  NepeMeHHbIX  4Yacmomax
MEPEeKIIoYeHUs, a makxe  a/lekKmpoMasHUmHble  KonebaHusi
ecriedcmeue UCMoMb308aHUs 2UCMEPEe3UCHbIX peayrsimopos. 3mo
npusodUM K y8esluyeHUK aKycmuyeckoao Wyma, 0COBEeHHO Ha MarsibiX
CKOpocmsiX, a makxe yXyOWeHU Xapakmepucmuk pyresoeo
yrpaesieHUus.

Memodel: B uensax ynyqweHuss npouzeodumersibHoCmu npsmMoz20
peaynuposaHusi Kpymsiujeao MOMeHma, OCOOeHHO Ha HU3KUX
ckopocmsix, npednazaemcs ucronb3oeams PID dpobHoz20 ropsidOka &
codemaHuu C KOHmposiepamMu HevYemkol Jio2uku muna 2 O0ns
peaynupogaHusi 4Yacmombl 6paujeHuUsi acuHXpOHHO20 desuzameris,
yrnpasnsieMoao rpsiMbIM peaynuposaHueM Kpymsuweao MoMeHma.

Pesynbmamb/: Peaynbmamb/, roJsiy4eHHble 11pu  Ucriofib3ogsaHuu
npeanaeaeMb/x PecSyrnamopos, rnokasbigarom 3aMemydoe yrnyduweHue 8
cucmeme.

Bb1800bI: Pesynbmambi 0aHHO20 uccriedo8aHusi Mo2ym eHecmu eknad 8
YryyweHue yrpasreHusl.
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Knrouesbie criosa: npsiMoe peaynuposaHue kpymsuie2o momeHma (DTC),
KoHmpornep Hevyemkoul noeuku (FLC), koHmpornnep 0pobHoz20 ropsidka
(FO), acuHxpoHHbiIl 0guezamens (IM), aHanus Bl1®.

MpumeHa dasm nornykor KOHTponepa Tuna 2 u KoHTponepa
dpakumnoHor peda 3a perynucarwbe 6p3vHe OUPEKTHOT ynpaBibakba
MOMEHTOM CWMe Y MHOYKLUMOHOM MOTOpPY

JoHc A6denbadu Mabpyk?, ayTop 3a npenucky,
Bawup Moktapw?, Taju6 Anayn®

@ YuuepanteT Ammap Tenugju, Oacek 3a eneKTpoTeXHUKY,
JlTabopaTopwuja 3a npoyyaBar€e 1 pa3Boj NOMyNnpPoOBOAHMKA U
AvenekTpnyHux matepwjana (IEOQMACL),

Naryat, HapogHa Oemokpatcka Peny6nuvka Amkup

6 YuusepanteT y TuapeTy, OOcek 3a eneKTPOTEXHUKY U eHEPreTuKy
n JlabGopaTopuja 3a NHXeHEePCTBO N pavyyHapCKo MHXewepcTBo (L2GEGI),
TwapeT, HapogHa [lemokpatcka Penybnvka Amxump,

OBJIACT: maTematumka, padyHapcke Hayke, enekTpoTexHuka
KATEITOPWUJA (TWUIM) YITAHKA: opuruHanHu Hay4Hu pag

Caxemak:

Yeod/uurb: Mehy odnu4yHUM cmpameaujama 3a yrpasrbarbe MOMEHITOM
curie KoO acCuUHXpOHUX Momopa u308aja ce OUPEeKMHO yrpaerbarbe
momeHmom curnie. Osa mexHuka omozyhasa OUPEKMHO yrpasrbaH-e
MazHemHUM OIIyKCOM U erleKmpoMagHemHUM MoMeHmom curne 6e3
nompebe Oa ce pesdeajajy. Takofje, QUPEKMHO yrpasrbake MOMEHIMOM,
Kao u ceaka cmpameauja yrpaesbarba, umMa ceoje Hedocmamke 00 Kojux
Cy Hajeehu pad Ha rMPoMeHsbUBUM rpekudaykum ¢hpeKkeseHyujama, Kao u
efniekmpomazHemHa manacHocm ycried Kopuwhema peeayrnamopa
xucmepese. To dosodu G0 nozopwarba akycmudke byke, Hapo4yumo npu
Mmarnum 6p3uHama, Kao u 00 rnozopuiarba nepghopMaHcuU yrpasrbaksa.

Memode: [a 6u ce nobosbwarne rnepghopmaHce OUPeKmHoz yrpasrbarba
MOMEHMOM, Hapo4umo npu Manum 6p3uHama, npednaxe ce Kopuwhere
I/ koHmponepa ¢hpakyuoHoz peda y KombuHayuju ca hasu 5io2uyKuM
KOHmMposnepoMm Tvna 2, Kako bu ce peeynucana 6p3uHa UHOYKUUOHO2
Momopa KOHmMposucaHoe rmymem QUPEeKMHo2 yrpasrbaksa MOMEHMOM.

Pesynmamu: Wcnumueara Koja cy epuweHa roMoRy rpedrnoxeHux
peaynamopa rnokasyjy 0a je dowio Ao nobosbluarba y cucmemy.
Sakrbyyak: [llpednoxeHa pewera Mmogy Oa 0d0ogedy 0o borbee
ynpaesbarba.

KrbyuyHe peyu: QupeKkmHo ynpasibart-e MOMEHMOM curie, ghasu /102UYKU
KOHmMposiep, KoHmposiep ¢pakyuoHoe peda, UHOYKYUOHU MOmop,
OOT.
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Abstract:

Introduction/purpose: Turning is a typical machining process. However, an
appropriate solution for a concurrent optimization of minimizing surface
roughness, minimizing cutting forces and vibrations, and maximizing the
material removal rate in turning processes has not been found yet. This
article formulates the rule of separating an independent attribute from
multiple attributes by using the linear correlation coefficient in the spirit of
the cluster analysis first. Moreover, the evaluation of the concurrent
optimization of steel turning by means of probability - based multi -
objective optimization (PMOO) is taken as an example to show the
procedure including the separation of an independent attribute from
multiple attributes by using PMOO.

Methods: PMOO is a promising solution for turning processes. It is
necessary to have an independent attribute in the evaluation of PMOO to
be analogical as an independent event in the view of the probability
theory. The separation of an independent attribute from multiple attributes
by using the linear correlation coefficient is conducted in the spirit of the
cluster analysis. It further assumes that if the linear correlation coefficient
of two attributes in the cluster analysis is higher than 0.8, i.e., in case of
very strong correlation, then they could be put into one category, and only
one of them could be taken as an independent attribute to join the
evaluation of PMOO.

Results: The formulation reflects the essence of PMOO and its application
in material machining rationally, which opens a new way for solving the
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relevant problem. The example of the parameter optimization of steel
turning by means of PMOO indicates the rationality of the appropriate
solution.

Conclusion: This innovative study has practical significance of making the
utilization of PMOO method reasonable by providing a rational rule of
separating independent attributes from multiple attributes of PMOO.

Key words: multi — objectives, cluster analysis, independent attributes,
linear correlation coefficient, metal turning.

Introduction

Turning is a typical machining process. The number of turning
machines is about 30% of all cutting machines in a cutting workshop
(Thien Van et al, 2021; Hegde et al, 2022; Yildiz et al, 2023, Nguyen &
Vo Thi, 2022).

The surface roughness of machining, cutting forces, vibrations, and
the material removal rate (MRR) are usually used as the assessed
attributes of quality evaluation for the overall machining process. In order
to ensure the minimum value of surface roughness, Taguchi design and
the Response Surface Method (RSM) were frequently used to conduct
the optimization of cutting parameters such as cutting velocity, feed rate,
and cutting depth in the turning process for various materials with
minimizing surface roughness, or minimizing cutting forces, or
maximizing the MRR, solely (Thien Van et al, 2021; Hegde et al, 2022;
Yildiz et al, 2023, Nguyen & Vo Thi, 2022; Irzaev et al, 2021).

However, until now, an appropriate solution for a concurrent
optimization of minimizing surface roughness, minimizing cutting forces
and vibrations, and maximizing the MRR in turning processes has not
been achieved yet (Thien Van et al, 2021; Hegde et al, 2022; Yildiz et al,
2023, Nguyen & Vo Thi, 2022; Irzaev et al, 2021).

Actually, the concurrent optimization of minimizing surface
roughness, minimizing cutting forces and vibrations, and maximizing the
MRR in turning processes is a typical optimization problem with multiple
objectives (attributes); it is essentially focused on the simultaneity of the
optimization of multiples objectives.

Probability — based multi — objective optimization (PMOO) is a newly
developed approach to conduct the concurrent optimization problem of
multiple attributes (objectives). A new idea of preferable probability and
its assessment have been put forward (Zheng et al, 2024).

The core content of PMOO is taking the "simultaneous optimization
of multiple attributes" from the entire or systematic viewpoint of the
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system theory; therefore, a probability - based method was formulated on
the basis of the probability theory and the set theory, taking each
attribute as an independent event in the subsequent treatment.

The advantages of PMOO are its probabilistic foundation in view of
the system theory, rationality and certainty of its solution without any
artificial factors, and a simple and convenient algorithm in mathematical
treatment, which are obviously superior to other methods of multi-
objective optimization such as the Analytic Hierarchy Process (AHP), the
VISekriterijumsko KOmpromisno Rangiranje (VIKOR), the Technique of
Ranking Preferences by Similarity to the Ideal Solution (TOPSIS), Multi-
Objective Optimization (MOO) on the basis of the Ratio Analysis
(MOORA) , the Pareto solution, the Grey Relational Analysis (GRA), etc.
(Zheng et al, 2024; Salomon, 2019). Besides, this approach is superior
regarding simplicity in data processing to other metaheuristics.

The new approach could be employed in many fields involving
multiple attributes, including energy planning, economic affairs, operation
research, programming problems, material selection, mechanical design,
etc. Therefore, PMOO is a promising solution for a concurrent
optimization of minimizing surface roughness, minimizing cutting forces
and vibrations, and maximizing the MRR of turning processes in view of
the system theory (Zheng et al, 2024).

Moreover, from the perspective of the probability theory and the set
theory, the intersection of independent events and the joint probability of
independent events could be used to characterize the concurrent
occurrence of multiple independent events as the concurrent optimization
of multiple attributes. In this way, when it allocates each attribute to an
independent event, the problem of the simultaneous optimization of
multiple attributes becomes "rule - based". However, the allocation of
each attribute to an independent event naturally relies on the separation
of independent events from multiple attributes such that the PMOO
method could be used rationally.

Thus, separating an independent event from multiple attributes is of
considerable significance to ensure the appropriate application of the
PMOO method in material selection.

While, the cluster analysis could fortunately be employed to conduct
the separation of an independent attribute from multiple attributes. By
classifying things rationally, problems in the material world could be
clarified and understood gradually (Backhaus et al, 2021; Scitovski et al,
2021). In the process of the cluster analysis, the class is often not given
in advance, but it needs to be determined according to the characteristics
of the observed data, and there is no need to make any assumptions
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about the number and structure of classes. In the clustering results,
attributes belonging to the same class tend to be similar to each other in
a sense, while attributes belonging to different classes tend to be
dissimilar. The purpose of the cluster analysis is to classify attributes into
several classes according to certain rules. The cluster analysis can be
divided into the Q — type cluster analysis and the R — type cluster
analysis in accordance with different classification objectives. The Q -
type clustering analysis is for samples and the R - type clustering is for
performances (Backhaus et al, 2021; Scitovski et al, 2021).

Generally speaking, according to the degree of similarity, attributes
(or samples) are classified one by one; closely related classes are
clustered into a small taxon, and then gradually expanded, so that the
alienated ones are clustered into a large taxon, until all samples (or
performances) are clustered, forming a cluster diagram that represents
the affinity. Samples (or performances) are classified in accordance with
some requirements in turn (Backhaus et al, 2021; Scitovski et al, 2021).

The general viewpoint of classification is that the closer the similarity
of attributes is, the closer their similarity coefficient is to 1 or —I, while the
similarity coefficient of unrelated attributes is closer to 0.

Those with higher similarity are classified into one category, and
those with higher dissimilarity are classified into different categories. The
distance in the variable "space" is the characteristic between the "points".
Each sample is regarded as a point in the P-dimensional space, and the
distance between the points is measured by some kind of measurement.
The points that are closer to each other belong to one category while the
points that are farther away belong to different categories.

This paper mainly focuses on separating independent attributes from
multiple attributes of PMOO in respect of the R - type cluster analysis
rationally, so as to guarantee the appropriate application of the PMOO
method in material selection first. The evaluation of steel turning by
means of PMOO is presented as an example of the process of
separating independent attributes from multiple attributes for subsequent
evaluation.
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Procedure of separating an independent attribute
from multiple attributes in PMOO for material machining
by means of the cluster analysis

The formulation of separating an independent attribute from multiple
attributes in PMOO for material machining by means of the cluster
analysis is as follows:

1. Representative of similarity

As a representative of similarity, the linear correlation coefficient is
frequently employed as a branch to identify similarity (Backhaus et al,
2021; Scitovski et al, 2021).

The linear correlation coefficient is defined by

m m m
rjk ZZ(yij _uj)'(yik _uk) [Z(yij _uj)z 'Z(yik _uk)z]o.s

i=1 i=1 i=1 . (1)

In equation (1), rik is the linear correlation coefficient which is
employed to identify the degree of linear correlation between two
attributes y; and yi; uj is the average value of the j-th attribute and u is
the average value of the k-th attribute.

Obviously, the linear correlation coefficient is just the right coefficient
to reflect the linear proportional relationship between two attribute
indexes yj and yi; it is more reasonable to reflect the similarity between
samples or attributes; in addition, the linear correlation coefficient also
has the invariance of normalization similar to the equation (Backhaus et
al, 2021; Scitovski et al, 2021).

2. Rules of separating an independent attribute from multiple
attributes

As mentioned previously, in the PMOO method for material selection,
allocating each attribute to an independent event depends on
differentiating an independent event from multiple attributes through the
cluster analysis. This section gives the formulation of separation of an
independent attribute from multiple attributes.

In the light of the general rule of the R - type clustering analysis for
performance classification and the advantage of the linear correlation
coefficient in the cluster analysis, the linear correlation coefficient is
employed to formulate the separation of an independent attribute from
multiple attributes. The appropriate rules are given in the following steps:
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a) Evaluations of the similarity of attributes and classification

The linear correlation coefficient in the cluster analysis is used to
characterize the similarity of attribute indexes in the performance
classification first.

b) Identification of the attribute category

As for the attribute classification, it further assumes that if the linear
correlation coefficient of two attributes in the cluster analysis is higher
than 0.8, i.e., in case of very strong correlation, they can be put into one
category, and only one of them can be used as an independent attribute
to join the evaluation of PMOO while the attributes with the linear
correlation coefficient lower than 0.8 in the cluster analysis are
considered to be in different categories.

c) Evaluation of an independent attribute in PMOO for material
machining

Take each independent attribute to join the evaluation of PMOO for
material machining only. Especially, if more attributes than the
independent attribute are used to join the evaluation and the analysis of
the multi - objective optimization problem, it is equivalent to the increase
of the weighting factors of the corresponding attributes.

Application in the optimization of the steel turning
parameters

Thien Van et al. reported the results of the multi - objective
optimization problem of turning EN 10503 steel by using the VIKOR
method (Thien Van et al, 2021). However, the shortcomings of the
“closeness” to the “virtual ideal solution” and the additional weighting
factor of the VIKOR method remained.

In this article, the multi - objective optimization problem of the turning
of EN 10503 steel is re-analyzed by means of PMOO with the cluster
analysis rationally. In Thien Van’s research, the cutting velocity n, the
feed rate f, the depth of cut t, and the insert nose radius r were chosen as
the input parameters with three levels for each parameter. Taguchi's
orthogonal array Lo(3*) was used to conduct the design and experiments,
as shown in Table 1. The surface roughness Ra, the cutting force
components Fy, Fy, and F; (in the x, y, and z directions), the vibration
component amplitudes Ay, Ay and A; (in the x, y, and z directions), and
the material removal rate (the MRR) were taken as their evaluated
attributes (objectives). Their results are given in Table 2.
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Table 1 — Experiment design with Lg(3%)
Tabnuya 1 — lMnaHuposaHue akcriepumeHma ¢ Lo(3%4)
Tabena 1 — [u3ajH ekcriepumeHma ca Lo(3%)

No. | Coded value Actual value
n|f |t r|n f t r
(revimin) | (mm/rev) | (mm) | (mm)

1 1|1 |1 |1]|460 0.08 0.20 |04
2 1122 |2 |460 0.194 0.35 | 0.6
3 1|13 |3 |3 |460 0.302 0.50 | 1.2
4 2 (1|2 |3 |650 0.08 035 | 1.2
5 212 |3 |1 ]|650 0.194 0.50 |04
6 2 (3|1 |2 |650 0.302 0.20 | 0.6
7 3113|2910 0.08 0.50 | 0.6
8 3 (2|1 |3 |910 0.194 0.20 | 1.2
9 3 (3|2 |1 ]0910 0.302 035 |04

Table 2 — Experimental results with the Lo(3%) design
Tabnuua 2 — Pe3ynbmamel akcriepumeHma paspabomku Lo(3%)
Tabena 2 — Pe3ynmamu ekcriepumeHma ca ousajHom Lo(3%)

No. Ra Fx (N) Fy (N) Fz (N) AXx Ay (um) | Az (um) | MRR
(um) (um) (mm3/s)
1 0.840 | 85.2740 24.9800 | 107.4400 2.385 | 5.3594 | 5.5826 7.948
2 0.605 | 166.2340 47.5420 | 230.3210 3.9816 | 8.5019 | 9.0195 54.471
3 0.644 | 563.7300 153.285 | 965.2270 5.9601 | 12.1603 | 16.2276 | 178.071
4 1.122 | 219.2030 64.0220 | 335.7370 5.9392 | 8.8440 | 13.9882 | 57.823
5 0.669 | 152.2660 38.5830 | 191.5410 | 4.3123 | 7.6545 | 9.3600 42.398
6 0.643 | 175.3230 44.1470 | 211.6830 5.0853 | 9.9639 12.5087 | 31.447
7 0.621 | 191.0840 51.7270 | 300.1620 | 4.4647 | 7.4923 10.1177 | 60.009
8 0.729 | 212.9260 59.1170 | 307.8790 5.8284 | 8.4602 14.1956 | 33.694
9 0.675 | 124.9690 40.5450 | 164.2060 6.2633 | 10.1637 | 15.2682 | 38.130

Let us study the similarity of attributes (objectives) first.

The similarity analysis of these data shows that there is a strong
linear correlation among the cutting force components of F,, Fy, and F,,
and among the vibration component amplitudes of A, Ay and A; of the
turning process.

The linear correlation coefficients of Fx vs Fy and Fx vs F; are regey =
99.72 % and rer, = 99.64%, respectively, see Figure 1. The linear
correlation coefficients of Ax vs Ay and Ax vs A; are raxay = 97.77 % and
raxaz = 80.39%, respectively, see Figure 2.
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Figure 1 — Linear correlations of Fx vs Fy and Fx vs F;
Puc. 1 — JluHelHblie koppensauyuu mexdy Fx u Fy, a makxe mexdy Fx u F;
Cnuka 1 — JlunHeapHe kopenauyuje usmeRy Fx u Fy, kao u usmeRy Fx u F
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Figure 2 — Linear correlations of Ax vs Ay and Ax vs A;
Puc. 2 — JluHeliHbie koppensauuu mexoy Ax u Ay, a makxe mexoy Ax u Az
Cnuka 2 — JluHeapHe kopenayuje usmelly Ax u Ay, Kao u uameRy Ax u Az

As stated in the previous section, since there is a strong linear
relationship among F, Fy and F;, only one component of them can be
employed as the independent attribute to join the evaluation of PMOO.
The same applies for Ay, Ay and A,. Therefore, Fx and Ay are taken as the

independent attributes to join the evaluation of PMOO.

Finally, the surface roughness Ra, the cutting force components F,
the vibration component amplitudes Ay, and the material removal rate
MRR were taken as the actual evaluated independent multiple attributes.
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Furthermore, in accordance with PMOO, the MRR belongs to the
beneficial performance index to join the evaluation of partial preferable
probability while Ra, Fx, and Ay, belong to the unbeneficial performance
index to join the evaluation of their partial preferable probabilities.

The assessed consequences are shown in Table 3 which indicates
that experiment No. 2 has the highest total preferable probability P;: at the
first glance, followed by experiment No. 7.

However, the optimal configuation of Thien Van et al. is just
experiment No. 7 which obviously exibits poorer responses than
experiment No. 2 integrally (see the following detail for comparison).

As for experiment No. 2, the responses of the surface roughness,
the cutting force and the vibration component amplitudes (in the X, Y,
and Z directions), and the material removal rate (MRR) of experiment No.
2 are 0.605 ym, 166.2340 N, 47.5420 N, 230.3210 N, 3.9816 ym, 8.5019
um, 9.0195 um, and 54.471 mm?/s, respectively, while in experiment No.
7, the responses of the surface roughness, the cutting force and the
vibration component amplitudes (in the X, Y, and Z directions), and the
material removal rate (MRR) are 0.621 um, 191.084 N, 51.727 N,
300.162 N, 4.465 ym, 7.492 uym, 10.118 pm, and 60.009 mm?3/s,
respectively.

Furthermore, the range analysis can be conducted for the total
preferable probability P; to perform successive optimization, as shown in
Table 4. It indicates that the order of impact of the input variables is r >t
>f >n, and the subsequent optimal configuration will be ratsfons.

Table 3 — Assessed results of preferable probability and ranking

Tabnuuya 3 — lNony4yeHHble pe3yribmamabl NpednoymumersibHOU 8epOsIMHOCMU U

paHxXuposaHusi
Tabena 3 — [JobujeHu pe3ynmamu noxesbHe eeposamHohe u paHaupare

No. | Pra Prx Pax PmRrr Px10* | Rank
1 0.0986 | 0.1427 | 0.1863 | 0.0158 | 0.4135 | 9
2 0.1247 | 0.1222 | 0.1388 | 0.1081 | 2.2875 | 1
3 0.1204 | 0.0216 | 0.0800 | 0.3533 | 0.7344 | 6
4 0.0673 | 0.1088 | 0.0806 | 0.1147 | 0.6767 | 8
5 0.1176 | 0.1258 | 0.1290 | 0.0841 | 1.6051 | 3
6 0.1205 | 0.1199 | 0.1060 | 0.0624 | 0.9558 | 4
7 0.1230 | 0.1159 | 0.1245 | 0.1191 | 2.1123 | 2
8 0.1110 | 0.1104 | 0.08309 | 0.0669 | 0.6870 | 7
9 0.1170 | 0.1327 | 0.0710 | 0.0757 | 0.8329 | 5
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Table 4 — Results of the range analysis
Tabnuya 4 — Pe3ynibmambl aHanu3a paHxuposaHusi
Tabena 4 — Pesynmamu aHanuse paHaupara

Level n f t r
1 1.1451 | 1.0675 0.6854 | 0.9505
2 1.0792 | 1.5265 1.2657 | 1.7852
3 1.2107 | 0.8410 1.4839 | 0.6994
Range 0.1315 | 0.6855 0.7985 | 1.0858
Order 4 3 2 1
Optimum | n3 f2 t3 rz
Conclusion

By using the linear correlation coefficient as similarity of the cluster
analysis to conduct the classification of attributes, the separation of an
independent attribute from multiple attributes could be performed
rationally for the assessment of PMOO for material machining. In the
evaluation, only each independent attribute could join the evaluation of
PMOO. If more attributes than an independent attribute are used to join
the analysis and the evaluation of multi - objective optimization problem,
it is equivalent to the increase of the weighting factors of the
corresponding attributes. The example of parameter optimization of steel
turning by means of PMOO indicates the rationality of the appropriate
solution.
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OueHKa ToYeHUs cTanu, OCHoBaHHas Ha BEPOATHOCTHU MHOroLeneson
onTmMmn3auum ¢ CoOoTBeTCTBYHOLLNMM KOJTMHECTBOM anl/IGyTOB

MaoweHe Yxana, Jxu Nio®

CeBepo-3anagHbiil MONUTEXHUYECKUA YHUBEPCUTET,

r. CnaHb, HapogHas Pecny6nuka Knutai

@ dhakynbTET XMMNYECKOWN MHXEHEPUN, KOPPECNOAEHT
6 thakynbTET €CTECTBEHHBIX HAYK 1 TEXHOOMMIA

PYBPUKA TPHTW: 27.47.00 MaTemaTtnyeckas kKnbepHeTuka,
81.09.00 MatepunanoseaeHue
BWO CTATbW: opurmHanbHasa Hay4Has ctaTbs

Pesome:

BeedeHue/yernb: TodeHue — amoO MUMUYHbIL MPOUECC MexaHu4eckol
obpabomku  memanna. OOHako  nodxodsuiee  peweHue o
O00HOB8peMeHHOU  onmumu3ayuu  MUHUMU3auuu  wepoxoseamocmu
nogepxHocmu,  MUHUMU3auuUu  Ccuibl  pesaHus U eubpauyud,
MaKcuMaribHO20 y8eriu4eHUsT CKopocmu ydaneHusi CmpyXKu 8 medeHue
moyYeHusi rnoka He HalldeHo. B OaHHOU cmambe Ha OCHO8aHUU
KracmepHo20  aHanu3a  copmMmynupoeaHo  npasusio  8bloerieHus
HesasucumMoeo  ampubyma U3  MHOXecmea  ampubymos ¢
ucronb308aHUeM KoaghghuyueHma nuHelHolU Koppensuyuu. [lomumo
moeo, Ha fpuMepe OUeHKU OOHOBPEMEHHOU onmumu3auyuu MmokKapHoU
obpabomku cmarsiu ¢ MOMOWbIO MHO20KpUMepUasibHOU 8epOsimMHOCMHOU
onmumu3sayuu (PMOO) npodemoHcmpuposaHa rpouedypa ebiderieHuUsi
Hesasucumozo ampubyma u3 MHoxecmea ampubymos C MOMOUWbIO
PMOO.
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Memodbr: PMOO sensiemcsi nepcrnekmueHbIM peuieHUeM 8 MOKapHOU
obpabomke. B oueHke PMOO  Heobxodumo  npucymcmeue
HesasucumMo20 ampubyma, aHaro2u4yHO20 He3asUCUMOMY CObbImuK 8
meopuu eeposimHocmel. BbideneHue Hesasucumoz20 ampubyma us3
MHOXecmea ampubymos ¢ r[oMOoWwbio KoaghuyueHma nuHeldHou
Koppensiyuu ocywecmensiemcsi Ha OCHO8aHUU KIlacmepHOo20 aHasu3a.
Lanee npednonazaemcs, 4mMo ecnu KoaghguyueHm  nuHelHouU
Koppensayuu 08yX rMPU3HaKo8 fpu KacmepHOM aHasnuse rpesebiuaem
0,8, m.e. 8 crniydae 04eHb 8bICOKOU KOpPersayuu, mo Ux MOXHO omHecmu
K 00HOU Kameaopuu U moJsibKO OOUH U3 HUX MOXem paccmMampueambCcsi
Kak He3asucumbilt ampubym e oueHke PMOO.

Pesynbmambi:  @opmyrnuposka ompaxaem cymb PMOO u ee
NPUMEHEHUS 8 MexaHu4yeckoli obpabomke Mamepuarnos, 4mo
OMKpbIBAEM HOBbIE BO3MOXHOCMU O/l peweHuUsi 8axHoU 3adauyu.
lMpumep onmumusayuu napamempos MOYEHUS cmanu C MOMOWbLHO
PMOO csudemesniscmeyem 0O payuoHasibHOCMU COOMEEMmMCmeyouezo
peweHus.

Bbigodbl: Omo uHHOBaUUOHHOE uccriedogaHue uMeem rpakmu4yeckoe
3Ha4yeHue, MOCKO/IbKY OHO rod4yepkusaem ydobcmeo UcCnonb308aHUsI
memodos PMOQO, npedocmaensss payuoHanbHoe rpasuno Ors
ebI0erIeHUsT He3asucuMbIX ampubymos u3 MHoxecmea ampubymos
PMOO.

Kntoyesbie criosa: MHozouesnegol Mo0xo0, KAacmepHbIl aHamnus,
He3agucumMmble ampubymbl, KO3hpuuueHm JIUHEUHOU Koppensauyuu,
mokapHasi obpabomka memarina.

EBanyauuja okpeTara Yenvka nomohy BULLEKPUTEPUjyMCKE
onTtMMu3aumje Ha 6a3u BepoBaTHohe ca ogrosapajyhum 6pojem
aTpubyta

Maowerz Llenr2, hau Jy°

YHuepautet CeBepo3sanag, CujaH, HapogHa Peny6nuvka KuHa

a QakynTeT XeMUjCKOT UHXEH-EPCTBA, ayTop 3a NPenucKy

6 dakynTeT NPUPOLHMX HayKa v TexHomnoruja

OBJIACT: matemaTtuka, matepujanu
KATEITOPWUJA (TWUM) YITAHKA: opyruHanHm Hay4Hu pag

Caxxemak:

Yeod/yurb: Okpemare je murudaH rpouec MalluHcke obpade.
Mehymuwm, jow Huje npoHaheHo aBekeamHO pelwer-e 3a UcCmospeMeHy
onmumu3auujy ceohera xparasocmu, cuna pesara U eubpauuja Ha
Hajmary mMoa2yhy mepy y3 Hajeehy 6p3uHy yknarbarba Mamepujana rpu
npouecy okpemarba. ¥ o8om pady ¢hopmynuwie ce npasurio 3a odeajaH-e
He3agucHoz2 ampubyma 00 euwecmpykux ampubyma kopuwherem
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KoegbuyujeHma JiuHeapHe Kopesiauuje, Hajipe Ha OCHO8Y Kiiacmep
aHanuse. Lllmasuwe, Ha npumepy eeaslyayuje  UCMOBPEMEHe
onmumu3auyuje OKpemarsa Yesiuka [MOMORYy  8UWEKpUmepujyMcKe
onmumu3ayuje Ha basu eeposamHohe (PMOQ) npuka3aH je nocmynak
odsajarba He3asUCHO2 ampubyma 00 suwecmpykux ampubyma HeHUM
Kopuwherem.

Memodu: Y npeuecuma okpemara PMOQO 6u mozna 6umu dobpo
pewerse. HeorxodHo je da nocmoju He3agucHU ampubym y esarnyauuju
PMOO, cnu4yHo He3asucHom Ooeafjajy y meopuju eeposamHohe.
Odsajar-e HesasuCHo2 ampubyma 00 suwecmpyKux ampubyma rnomohy
KoegbuyujeHma nuHeapHe Kopersayuje epwu ce y ckialy ca Kiacmep
aHanu3om. [lpemnocmaerba ce da ako je KoepuyujeHm nuHeapHe
Kopenayuje dsa ampubyma y knacmep aHanu3u eehu od 0,8, 0OHOCHO
ako je Kopenayuja eeoma gucoka, mada OHU Mo2y bumu cmaesrbeHU y
JjeOHy kamezopujy, a camo jedaH 00 HUX MOXe, Kao He3aBUCHU
ampubym, 0a ce npudpyxu esanyauuju PMOO.

Pesynmamu: ®opmynayuja odcnukagsa cywmuHy PMOO u meHy
MPUMEHY Yy MalUHCKoj obpadu Mamepujana Ha payuoHanaH HaqyuH, Wwmo
omeapa Hoge MmozayhHocmu 3a pewasare bumHoz npobnema. Npumep
onmumu3ayuje napamemapa okpemarsa 4esnuka rnomohy PMOO ykasyje
Ha payuoHanHocm odeosapajyhee pewier-a.

Bakrbyuak: Oea uHosamueHa cmylduja uma rfpakmu4aH 3Hadvaj, jep
ucmude no2o0Hocm Kopuwherma memoda PMOO, npedcmasrbajyhu
payuoHanHo rnpasuno 3a o0deajabe He3asucHux ampubyma 00
suwecmpykux ampubyma PMOO.

KrbyyHe peyu: suweKkpumepujyMcKu, Krnacmep aHanu3a, He3agsucCHU
ampubymu, KoegpuyujeHm rnuHeapHe Koperauuje, okpemare Memarna.
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Abstract:

Introduction/purpose: In recent years, deep learning techniques, par-
ticularly Convolutional Neural Networks (CNNs), have demonstrated re-
markable performance in 5G communication systems by significantly im-
proving the accuracy of channel estimation compared to conventional
methods. This article aims to provide a comprehensive review of the ex-
isting literature on CNN-based channel estimation techniques, as well as
to enhance the state-of-the-art CNN-based channel estimation methods
by proposing a novel method called VDSR (Very Deep Super Resolu-
tion), inspired by Image Super-Resolution techniques.

Methods: To evaluate the effectiveness of various approaches, we con-
duct a comprehensive comparison considering different scenarios, in-
cluding low Signal-to-Noise Ratio (SNR) and high SNR, as well as Line-
of-Sight (LOS) and Non-Line-of-Sight (NLOS) scenarios. Through this
comparative analysis, we assess the performance of the existing meth-
ods and highlight the advantages offered by the proposed VDSR-based
technique.

Results: Our findings reveal a significant potential of CNN-based chan-
nel estimation in 5G communication systems, with the VDSR method
demonstrating a consistent performance across all scenarios. This re-
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search contributes to the advancement of channel estimation techniques
in 56G networks, paving the way for enhanced wireless communication
systems with improved reliability.

Conclusion: The VDSR architecture demonstrates remarkable adapt-
ability to different types of channels, which results in achieving requested
performances for all analyzed SNR values.

Key words: deep learning, CNN, 5G communication systems, very deep
super resolution.

Introduction

With the advent of 5G communication technology, the demand for high-
speed, low-latency, and reliable wireless communication is increasing ex-
ponentially (Albreem, 2015). The key enabler for 5G communication is
accurate channel estimation, which refers to the process of estimating
the wireless channel parameters between the transmitter and the receiver
(Morocho-Cayamcela et al., 2019). Accurate channel estimation is critical
for improving the performance of 5G communication systems, including
data rates, spectral efficiency, and reliability (Ma et al., 2015). In recent
years, convolutional neural networks (CNNs) have emerged as a promis-
ing technique for channel estimation in 5G communication systems (James
et al., 2011). CNNs are powerful deep learning algorithms that can learn
and extract complex features from large amounts of data. By leveraging
the power of CNNs, channel estimation in 5G communication systems can
achieve high accuracy, robustness, and efficiency (Ye et al., 2017; Kaur
et al., 2021).

This work aims to investigate the effectiveness of CNN-aided channel
estimation in 5G communication systems. Specifically, through exploring
the existing literature on CNN-aided channel estimation, a novel architec-
ture for CNN-based channel estimation is being proposed, and the perfor-
mance of the suggested approach will be assessed through simulations.

The rest of this paper is structured as follows. Section 2 describes the
5G new radio SISO-OFDM system. Section 3 provides a literature review
on CNN-aided channel estimation and describes the architecture used for
our method. Section 4 presents the results and analysis of the simulation.
Section 5 discusses the implications of our findings and provides recom-
mendations for future research. Finally, Section 6 presents the conclusions
of this work.
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5G new radio SISO-OFDM system

The focus of this paper is on analyzing a SISO-OFDM system that em-
ploys a single antenna at both the transmitter and receiver. This system is
depicted in the diagrams shown in Figure 1 and Figure 2 , and the channel
model is constructed accordingly.

Transmitter

Figure 1 shows the architecture of the transmitter, which involves con-
verting serial binary input bits (a sequences of zeros and ones) into a paral-
lel form. Based on the chosen modulation scheme, the binary bits are then
mapped onto symbols, with each symbol being K — dimensional and the
binary bits selecting one of M constellation points. Typically, K is 2, and
M is determined by the modulation scheme chosen at the higher layer.
Additionally, intermittent pilot symbols are inserted among the modulated
symbols, which serve as a reference for channel estimation and are also
recognizable to the receiver.

_— s —

Serial —| Syl — Add —— — Parallel Adq
DATA ——> to — myam i‘:f—» pilot — |FFT — to —— cyclic
Parallel ——| ppRing symbole____, . Serial preﬁx

—_—

Figure 1 — Block diagram for the OFDM transmitter model
Puc. 1 - bnok-cxema modenu nepedamyuka OFDM
Cnuka 1 — briok-Oujagpam 3a moder1 OFDM rnipedajHuka

Let Xs € {X,,, X,} where X,,, € {s0,s1,52,,sm—1} is the modulated
symbol selected by log, M binary input bits and X, € {po,p1,p2,...,Px—1}
are pilot symbols respectively. Equation 1 in the digital domain is Inverse
Discrete Fourier Transform operation which can be efficiently realized by
the Inverse Fast Fourier transform (IFFT) before adding the cyclic prefix
(Banerjee et al., 2022).

1 & ok
zs(n) = N Z Xs(k) exp (JQWFTL)- (1)
s 1.1 s

where Ny is the IFFT length. A parallel to serial converter is present after
the IFFT operation to serialize the output.
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Receiver

Figure 2 shows the architecture of the receiver, which includes a process
for estimating the timing of the received signal.

Cyclic Serial — —
Channel

preﬁx to F FT estimation
removal Parallel __, [

—
Equalise
and — " Parallel
symbol —— to —— DATA
De- . Serial
mapping

—

Interpolation

oo — Deeplearning

Figure 2 — Block diagram for the OFDM receiver model
Puc. 2 - bnok-cxema modenu ripuemHuka OFDM
Cnuka 2 — bnok-Oujaegpam 3a modenn OFDM npujemHuka

This process involves cross-correlating the input waveform with a refer-
ence waveform and compensating for any timing offset. Once the timing
offset has been accounted for, the cyclic prefix is removed from the re-
ceived waveform. If Y is the received OFDM symbol and yg is the output
of the FFT operation, then yg can be expressed in the following manner
(Banerjee et al., 2022):

Ng—1 I

- Vil (—j2ryn) @
=1 s

ys(n) = Fs

The pilot samples, which are located at predetermined positions, are
extracted from the signal and utilized to estimate the channel character-
istics. This channel estimation information is then used to equalize the
output ys(n). After equalization, the signal is demodulated based on the
modulation scheme that was employed at the transmitter.

Signal model

In an OFDM system (Soltani et al., 2019), for the ky, time slot and the
ith subcarrier, the input-output relationship is represented as:

Yir =Hi 1 Xik+ Zig (3)
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Considering an OFDM subframe of size NgNp, the time slot index & is
between [0, Np — 1], and the range of the subcarrier index i is [0, Ng — 1].
Y »: The received signal
X, i;: Transmitted OFDM symbol
Zi x,: White Gaussian noise
H;: the (i,k) element of H € CNsNr. [ represents time-frequency re-
sponse of the channel for all subcarriers and time slots.

5G data architecture

The physical layer of the 5G NR is based on resource blocks allowing
the NR physical layer to adapt to various spectrum allocations. A resource
block spans 12 subcarriers with a given sub-carrier spacing. A radio frame
has a duration of 10 ms and consists of 10 sub-frames with a sub-frame
duration of 1ms as shown in figure 3 . A sub-frame is formed by 1 or mul-
tiple slots each having 14 adjacent symbols (a variable number of OFDM
symbols per subframes, different from LTE) (3GPP. 2018).

Subframe

Subcarrier spacing slot:1ms

se: [ [T T T T T T [T T T

slot:0,5ms

sz, [T LD T]

slot: 0,25 ms

eoktiz) [P LA A T T A T T T

Figure 3 — Sub-frame architecture in 5G
Puc. 3 — lNodkadposasi apxumexkmypa 8 5G
Cnuka 3 — Apxumekmypa nodoksupa y 5G

In 5G NR, the pilot symbols are referred to as demodulation reference
symbols (DMRS) and this is used by the receiver for radio channel estima-
tion. The DMRS symbols are uniformly placed within sub-carriers as shown
in figure 4. We assume the DMRS symbols used in the 3GPP specification
(3GPP. 2020a).

Figure 4 shows the DM-RS pattern and frequency for type 1 and type
2. Type 1 on the left corresponds to every other resource element in the
frequency being occupied by a DM-RS symbol. Type 2 on the right shows
two consecutive resource elements occupied by the DM-RS symbols out of
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OFDM Symbol
duration
_L\

—
| Subcarrief<{_
DM-RS @
Symbol L |e g
RN Qc
e ~ a
[0]
S ]
» @ P
— © O
ac
~a
(]
>
[}
c
[
3
o
o
w —
Time 14 symbols slot period

‘ DMRS Configuration type 1‘ ‘ DMRS Configuration type 2 ‘

Figure 4 — Representational figure of the distribution of DM-RS
Puc. 4 - PenpeseHmamusHoe u3obpaxeHue pacnpedeneHuss DM-RS
Cnuka 4 — PenpeseHmamusgHu ripukas oucmpubyuyuje DM-RS

each group of six resource elements. Therefore, type 1 has a denser occu-
pancy at 50% of the resource estimates, versus one-third of the resource el-
ements for type 2. On the other hand, you can only have two such columns
of type 1 DM-RS, whereas there can be three different sets of type 2 DM-
RS as there are two more possible positions for a set of two DM-RS in each
group of six resource elements. This means that type 2 supports a larger
number of orthogonal signals, which is more suitable for multi-user MIMO.
These two types correspond to a trade-off between density and frequency
and the number of orthogonal DM-RS sequences supported.

Channel model

In wireless communication channels, the signal transmitted from a base
station to user equipment not only includes a direct line-of-sight (LOS) com-
ponent, but also other components that are reflected off scatterers, leading
to a multipath propagation environment. Each path of the signal experi-
ences different amounts of attenuation and delay (Wang et al., 2018). The
channel’s impulse response can be expressed as:
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L-1
h(t) = Z a;0(T — 1), (4)
i=0
where q; is the attenuation and ¢; is the delay in the i, path.

Tap Delay Line models

In TDL models, the channel impulse response (CIR) is represented by
a linear finite impulse response (FIR) filter. Each tap of the TDL model
is composed of several multipath component (MPCs) with non-resolvable
delays. Tap weights are modeled by a random process with amplitudes
following Rayleigh, Rician, or Weibull distributions (Wang et al., 2018).

A TDL (Tap Delay Line) profile in 5G communication represents a spe-
cific channel model that simulates the characteristics of radio wave propa-
gation in a wireless communication system. Three TDL models, nhamely
TDL-A, TDL-B and TDL-C, are constructed to represent three different
channel profiles for NLOS while TDL-D and TDL-E are constructed for LOS
(3GPP. 2020Db).

CNN-aided channel estimation

In recent times, there has been a significant surge in interest in channel
estimation techniques based on deep learning. This is due to their abil-
ity to adapt and learn from data, as opposed to conventional estimation
techniques that rely on a model-based approach.

A convolutional neural network (CNN) approach is chosen because the
channel estimation problem can be modelled as an image-processing prob-
lem (Banerjee et al., 2022; Soltani et al., 2019; Gizzini et al., 2021). The
CNN-based deep learning approach has proven to be efficient for handling
image processing problems as it keeps the number of parameters in weight
matrix less in comparison to a fully connected neural network model by
making use of parameter sharing and sparsity of connections.

Recently, the channel estimation in OFDM systems has been ap-
proached using a deep learning-based framework, where the time-
frequency grid of the channel response is represented as a 2D-image that
is only available at the pilot positions. (Soltani et al., 2019) presented a
deep learning-based framework for channel estimation in OFDM systems,
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which proposed an image super-resolution (SRCNN) and image denoising
(DnCNN) algorithms to estimate the channel. In (Banerjee et al., 2022) a
CNN model for Over-the-Air channel estimation has been applied, and the
model is proposed by Matlab.

In this paper, we present a novel method for channel estimation that
utilizes a very deep convolutional network inspired by VGG-net used for
ImageNet classification; the method was proposed by (Kim et al., 2016) and
presents a highly accurate single-image super-resolution (SR) technique.
The next sections will provide detailed explanations of the three methods.

Method 1: channel estimation using super-resolution (SR-
CNN) and denoising techniques

The method treats the channel grid with several pilots as a low-
resolution (LR) image and aims to estimate the high-resolution (HR) chan-
nel. To achieve this, the framework models the channel response as a
super-resolution image problem (Soltani et al., 2019).

The channel grid estimation is performed using two phases. In the first
phase, the image super-resolution (SR) CNN-based (Convolutional Neural
Network) algorithms (Dong et al., 2015), SRCNN, are implemented to in-
crease the resolution of the low-resolution (LR) input. The schema for the
CNN-based (Convolutional Neural Network) algorithms is shown in Figure
5.

In the second phase, an image restoration (IR) method based on CNN
(Figure 6 ) is utilized to eliminate the noise effects and improve the quality
of the estimated channel grid (Zhang et al., 2017).

Network architecture for SRCNN and DnCNN

The SRCNN technique involves utilizing an interpolation technique to
estimate the high-resolution image (channel) values initially, and then re-
fining the resolution by employing a three-layer convolutional network as
shown in Figure 7:

* The first convolutional layer uses 64 filters of size 9 x 9 followed by

RelLu activation,

» The second layer uses 32 filters of size 1 x 1 followed by ReLu acti-
vation.
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Figure 5 — Super-resolution based CNN, (a) 2D-image which is known only at the
pilot positions, (b) estimated channel as a high-resolution
Puc. 5 — CNN Ha ocHosge ceepxpa3peweHusi, (a) 2D-u3obpaxeHue, uzgecmHoe
MOoJIbKO Ha rno3uyusx nuioma, (b) oueHueaembIl KaHas 8bICOKO20 pa3pelieHusi
Cnuka 5 — CNN 3acHoeaH Ha cynep pe3onyyuju, (a) 2D-criuka Koja je no3Hama
camo Ha nusiom nosuyujama, (b) npouereHu KaHan sucoke pesornyuyuje

* The final layer uses only one filter of size 5 x 5 to reconstruct the grid
channel.
The DnCNN technique in Figure 8 is a residual-learning based network
composed of 20 convolutional layers:
* The first layer uses 64 filters of size 3 x 3 x 1 followed by a RelLU,

» Each of the succeeding 18 convolutional layers uses 64 filters of size
3 x 3 x 64 followed by batch-normalization and ReLU, and

* The last layer uses one 3 x 3 x 64 filter to reconstruct the output.

Method 2: channel estimation using a regression method

The approach used for channel estimation is the same as the first
method; the channel estimation problem was considered as an image pro-
cessing problem by viewing the resource grid as a 2D image. A regression
method based on deep learning is used in (Banerjee et al., 2022) to es-
timate a perfect channel. The input to the deep learning model is the LS
channel estimated data and the CNN model can be trained against a perfect
channel estimate as a reference, based on the statistical information avail-
able. CNN operates by applying convolution operations between images
and kernels of different sizes to extract feature information. This process
occurs in a multilayered system where the output of the convolution opera-
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=
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Restoration
Network

(a) (b)

Figure 6 — Denoising based CNN, (a) estimated channel which is considered as a
noised image, (b) estimated channel
Puc. 6 — CNN Ha ocHoge wymornodaesneHus, (a) OUeHOYHbIU KaHasl, Komophbil
paccmampugaemcs Kak 3awymrieHHoe u3obpaxkeHue, (b) oueHOYHbIU KaHar
Cnuka 6 — CNN 3acHosaH Ha cMar-erby WyMa, (a) MpouereHU KaHas Koju ce
cMampa C/uKoMm ca wymom, (b) npouereHu KaHar
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Conv + Relu
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2D-image which
is considered as
low-resolution

Estimated channel
as a high-resolution

Figure 7 — SRCNN architecture
Puc. 7 — Apxumekmypa SRCNN
Cnuka 7 — Apxumekmypa SRCNN

tion is passed through an activation function, which is a non-linear function
that transforms data. In regression problems, the final output layer is a re-
gression layer that calculates the half-mean-squared-error loss. Finally, an
optimization function is used to optimize the multilayered system, and the
choice of optimization function is determined by the user.

Network architecture for the regression technique

The CNN model consists of 5 hidden layers as shown in Figure 9, where
the first four hidden layers are associated with a ReLU activation function.

The fifth layer is associated only with the regression layer, as in regres-
sion problems the CNN output does not require an activation function.
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Figure 9 — Regression technique architecture
Puc. 9 — Apxumekmypa memoda pezapeccuu
Cnuka 9 — Apxumekmypa mexHuke peapecuje

The layers are ordered as follows:
» The first convolutional layer uses 64 filters of size 9 x 9 followed by
Relu activation,

» Each of the succeeding 2 convolutional layers uses 64 filters of size
5 x 5 followed by RelLu activation,

» The fourth layer uses 32 filters of size 5 x5 followed by ReLu activation,
and

» The final layer uses only one filter of size 5 x 5 followed by the regres-
sion layer to reconstruct the grid channel.

Method 3: channel estimation using Very Deep Convolu-
tional Networks

The channel estimation problem in this method was also modelled as an
image-processing problem, the main difference being that this technique
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is using a very deep convolutional network to improve the performance.
The SRCNN technique failed to create deeper models for super resolu-
tion with superior performance. However, (Kim et al., 2016) presented a
method (VDSR: Very Deep Super-Resolution) that utilizes a very deep con-
volutional network inspired by VGG-net used for ImageNet classification,
and it is found that increasing the depth significantly boosts the estimation
performances. Given that VDSR shows a highly accurate single-image
super-resolution, we want to apply this technique in the channel estimation
problem.

Network architecture for VDSR

The VDSR (Kim et al., 2016) technique uses a very deep convolutional
network inspired by Simonyan and Zisserman (Simonyan & Zisserman,
2014). The network structure cascades a pair of layers (convolutional and
nonlinear) repeatedly. An interpolated low-resolution (CLR) channel goes
through the layers and transforms into a high-resolution (HR) channel. The
network predicts a residual image and the addition of CLR and the residual
gives the desired output.

Network Depth

Conv + Relu

(=]
=
12}
172}
o
B
an
Q
~
+
>
(=
(o}
O

Conv+BN + Relu
Conv+BN + Relu

Estimated channel
which is considered Estimated channel
as a noised image

Figure 10 — VDSR architecture
Puc. 10 — Apxumekmypa VDSR
Cnuka 10 — Apxumekmypa VDSR

The VDSR architecture, depicted in Figure 10, consist of 20 layers
where layers except the first and the last, are of the same type:
» The first layer operates on the input grid channel,

» Each of the 18 convolutional layers uses 64 filters of size 3 x 3 x 64
followed by RelLU, and
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» The last layer, used for grid channel reconstruction, consists of a sin-
gle filter of size 3 x 3 x 64 followed by the regression layer.

Results and discussion

In this section, all the networks introduced in Section 3 were trained. Fol-
lowing that, the Mean Squared Error (MSE) was evaluated across a range
of Signal-to-Noise Ratios (SNRs). The setup involves a single antenna as
both the transmitter and the receiver. The 5G Toolbox in Matlab was used
for the channel modeling and pilot transmission. The training, testing, and
validation sets comprised 40000, 5000, and 5000 channels respectively.

For the purpose of creating test scenarios, a slot period of resource grid
consisting of 51 resource blocks was selected to form PDSCH data, form-
ing a matrix of resource elements with dimensions 612 by 14. In order
to map the pilots, a slot-wise type A mapping solution was adopted with
the DM-RS symbol position set to 2. Furthermore, a single DR-MS sym-
bol was introduced, featuring an additional position of 1.1t is worth noting
that these parameters and decisions were made in accordance with the
rigorous guidelines set forth by the 3GPP standard (3GPP. 2020b).

The parameters used for data generation are presented in Table 1. Dur-
ing this process, a sub-carrier spacing of 30 kHz was maintained, and the
actual data symbols were set to zero. Instead, only the DM-RS symbols
were embedded in the data as displayed in Figure 11. For the data trans-
mission, a repeated transmission approach was employed. This involved
looping through the data of a single slot period, which lasts 0.5 ms. By re-
peating the transmission within this time frame, the integrity and continuity
of the data were effectively maintained. Finally, the collected data was par-
titioned into the training, validation, and test sets in order to train the CNN
models.

Training CNN based channel models

The performance of the neural network-based channel estimation meth-
ods relies on the SNR value. ldeally, the weights of the neural network
should be optimized for each SNR value to achieve the best performance.
However, in practice, this approach is not feasible since the SNR value
is continuous, and retraining the network for every possible SNR value is
computationally intensive.
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Figure 11 — Resource grid images
Puc. 11 — NsobpaxeHusi cemu pecypcos
Cnuka 11 — Cniuke mpexe pecypca

Fortunately, training the neural network for a few representative SNR
values can still yield satisfactory performance. In such cases, the neural
network can estimate the channel for SNR values that are close to the ones
it was trained on, and can interpolate to SNR values that are not covered
in the training. Therefore, in our work, we have selected two ranges of rep-
resentative SNR values for training the neural network, a range of discrete
values [0, 5] for low SNR and [20, 25] for high SNR.

It is worth noting that for each of three methods, two models have been
trained, one for low SNR and the other for high SNR values Also, the mod-
els were trained using the parameters specified in Tables 2,3,4,5, for each
range of the Signal-to-Noise Ratio (SNR)
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Table 1 — Parameters for PDSCH DM-RS data generation
Tabnuua 1 — MNapamempsbl 2eHepayuu daHHbIx PDSCH DM-RS
Tabena 1 — Napamempu 3a eeHepucarbe PDSCH DMRS nodamaka

Parameters value
PDSCH Mapping Type Type A
DR-MS TypeA Position 2
DM-RS Additional Position 1
DM-RS Configuration Type 1
Subcarrier Spacing 30 kHz
Cyclic Prefix Normal
Bandwidth in number of resource blocks 51
Model Channel TDL
Power Delay Profile All profiles

Table 2 — Training parameters for the SRCNN method
Tabnuuya 2 — Napamempsi o6yyeHusi no memody SRCNN
Tabena 2 — Napamempu obyke 3a SRCNN memod

Training Parameters Value
Solver for training network | Adam (Adaptive Moment Estimation)
Batch Size 128
Initial Learn Rate 0.001
Max Epochs 5

Training progress for low SNR values

From the Loss graph in figures below (12,13 and 14 ), we can see that
both the training and validation losses decrease steadily over iterations,
indicating that the model is learning effectively without over-fitting. The
validation loss is consistently similar to the training loss, which suggests
that the model is generalizing well to new data.
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Table 3 — Training parameters for the DnCNN method
Tabnuuya 3 — Napamempbi 06yyeHusi no memody DnCNN
Tabena 3 — lNapamempu obyke 3a DnCNN memod

Parameters Value
Solver for training network | Sgdm (Stochastic Gradient Descent with Momentum)
Momentum 0.9
Initial Learn Rate 0.001
Learn Rate Schedule piecewise
Gradient Threshold Method absolute-value
Gradient Threshold 0.005
L2Regularization 0.0001
Batch Size 128
Max Epochs 30

Table 4 — Training parameters for the regression CNN method
Tabnuua 4 — Napamempbl 06yyeHusi o peapeccuoHHoMy memody CNN
Tabena 4 — lNapamempu obyke 3a peegpecuoHy CNN memody

Training Parameters Value
Solver for training network | Adam (Adaptive Moment Estimation)
Batch Size 32
Initial Learn Rate 0.0003
Max Epochs 5
—Loss Training —
.- I 60/ RMSE Training
g 2000 Loss Validation 2 1 ---RMSE Validation
g S40;
1000 |, B
\ E L
- \ % 20 stimammasrasismomponn
0 ‘ ‘ 0 | ‘
0 5000 10000 0 5000 10000 15000
iteration iteration
(a) Loss (b) RMSE

Figure 12 — Training progress for regression model
Puc. 12 - [Ipozpecc o0by4eHusi no pespeccuoHHolU modenu
Cnuka 12 — Hanpedak y ¢hasu obyyasarba 3a pe2pecuoHu mMooersn

Similarly, from the RMSE graph, we can see that both the training and
validation RMSEs displayed a consistent downward trend, indicating good
learning and that the models were gradually fitting the training data.
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Table 5 — Training parameters for the VDSR method
Tabnuua 5 — Napamempsi 06yyeHusi no memody VDSR
Tabena 5 — Napamempu obyke 3a VDSR memod

Parameters value
Solver for training network | Sgdm (Stochastic Gradient Descent with Momentum)
Momentum 0.9
Initial Learn Rate 0.1
Learn Rate Schedule piecewise
Learn Rate Drop Period 10
Learn Rate Drop Factor 0.1
L2Regularization 0.0001
Batch Size 32
Max Epochs 100
Gradient Threshold Method I2norm
Gradient Threshold 0.01
| ~Loss Training 60 RMSE Training
© 1000 -°-Loss Validation g ---RMSE Validation
= ! 250}
g = S |
; 407,
% 500]: é :\
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\io e
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Figure 13 — Training progress for the SRDn model
Puc. 13 - lpoepecc 8 obyyeHuu o modenu SRDn
Cnuka 13 — Hanipedak y ¢hasu obyyaear-a 3a SRDn moden

In the initial epochs, the loss and RMSE for Regression, SRDn and
VDSR show a rapid drop, suggesting that the models quickly learned from
the training samples. However, after that, the rate of improvement slowed
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down, and the training was stopped after the loss and RMSE curve flat-
tened, indicating that the model had reached the limit of learning from data.

3000 80 ‘ ‘ ‘
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> ]
7 4 40|
& 1000} S
- ; 20 iy
0 o‘
0 5 10 15 0 5 10 15
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Figure 14 — Training progress for the VDSR model
Puc. 14 - lNpoepecc 8 obyyeHuu no VDSR
Cnuka 14 — Hanpedak y ¢hasu obyyasara 3a VDSR moden

It is worth noting that for VDSR, the RMSE curve experienced some fluc-
tuations, which could be attributed to the complexity of the dataset. How-
ever, the Regression and SRDn models could not capture this complexity.

Training progress for high SNR values
The figures below (15,16 and 17 ) present the Loss and RMSE progress
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Figure 15 — Training progress for the regression model
Puc. 15 - lpozpecc 6 obyueHuUU 1o peepeccuoHHoU Modenu
Cnuka 15 — Hanpedak y ¢hasu obyyaearba 3a pespecuoHu mooersn
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Comparing the Loss and RMSE graphs in the preceding figures (15,16
and 17 ), it is clear that the trends follow a similar pattern. The models
show promising results, with no evidence of over-fitting or under-fitting.

As in the case of the low SNR, the training process presents a down-
ward trend of the loss and RMSE functions, showing that the models were
gradually fitting the training data in the same way as in the low SNR.
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— \\
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(b) RMSE for SR
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RMSE value

RMSE Training
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0.5 1 1.5 2
iteration «10%
(d) RMSE for Dn

Figure 16 — Training progress for the SRDn model
Puc. 16 - poepecc 8 obyyeHuu o modenu SRDn
Cnuka 16 — Hanpedak y ¢hasu obyyasar-a 3a SRDn moden

The RMSE curve presents some fluctuations in the cases of Regression,
SRDn and VDSR model training, which indicates the ability of models to
capture the complexity of the channel in the high SNR.
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Figure 17 — Training progress for the VDSR model
Puc. 17 - lpoepecc 8 obyyeHuu rno modenu VDSR
Cnuka 17 — Hanpedak y ¢hasu obyyasarka 3a VDSR moden

In summary, it could be seen in both low and high SNR values that the
VDSR presented fluctuation in RMSE during the training, which indicates
a high adaptability to the complexity of the channel.

Performance evaluation of CNN models using test data

The three methods (SRCNN + DnCNN, Regression CNN and VDSR)
are evaluated on 5000 random channels in both low and high SNR condi-
tions. Based on the provided RMSE (Root Mean Squared Error) values,
their performance can be compared with the traditional method of LS (Least
Squares). The results are presented in Table 6.

Table 6 — Performance evaluation of the CNN models
Tabnuuya 6 — OueHka npouseodumernbHocmu modernelti CNN
Tabena 6 — lNpoueHa nepgpopmaHcu CNN modena

Model RMSE (Low SNR) | RMSE (Hight SNR)
Least Square 2.0850 0.2425
Method1: SRCNN + DnCNN 0.4776 0.1299
Method2: Regression CNN 0.4942 0.1006
Method3: VDSR 0.4797 0.0968

For the low SNR, the SRCNN + DnCNN method and the VDSR method
have similar performances, with the RMSE values of 0.4776 and 0.4797, re-
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spectively. The Regression CNN method has a slightly higher RMSE. How-
ever, all three methods significantly outperform the Least Square method.

For the high SNR, the VDSR method has the best performance followed
by the Regression CNN method and the SRCNN + DnCNN method. Again,
all three methods significantly outperform the Least Square method.

In summary, the deep learning-based methods (SRCNN + DnCNN, Re-
gression CNN, and VDSR) are more effective than the traditional Least
Square method for channel estimation in both low and high SNR conditions.
Among the deep learning-based methods, VDSR appears to be the most
effective for high SNR conditions, while SRCNN + DnCNN and VDSR have
similar performance for low SNR conditions. The Regression CNN method
has slightly lower performance than the other two deep learning-based
methods, but is still significantly better than the Least Square method.
These results demonstrate the effectiveness of deep learning-based meth-
ods for channel estimation in wireless communication systems.

Channel Estimation MSE in terms of SNR for different chan-
nel profiles

The accuracy of channel estimation can be evaluated using the mean
square error (MSE) metric. The MSE is a measure of the average differ-
ence between the estimated channel and the actual channel, and it is com-
monly used to compare different channel estimation methods. The MSE
of channel estimation is affected by several factors, including the channel
profile and the signal-to-noise ratio (SNR)

To illustrate the impact of channel profile and SNR on channel estimation
for each of the three methods mentioned before, we have calculated the
MSE for each of the scenarios, Non-Line-of-Sight NLOS (TDL-A, TDL-B
and TDL-C) and Line-of-Sight LOS (TDL-D and TDL-E), in both low and
high SNR conditions.

Channel Estimation MSE for NLOS communication

In the context of NLOS communication, where there is no direct line-of-
sight between transmitting and receiving antennas, the signal travels along
multiple paths to reach the receiver, causing severe signal attenuation, de-
lay spread, and inter-symbol interference. The performance of the three

931

Laidouni, M. et al, Deep learning channel estimation for 5G wireless communications, pp.911-940



@ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

aforementioned channel estimation methods is impacted by the SNR val-
ues.
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Figure 18 — Channel Estimation MSE in terms of a low SNR for NLOS
Puc. 18 — OueHka kaHana MSE ¢ mouku 3peHusi Husko2o SNR dniss NLOS
Cnuka 18 — lNpoueHa kaHana MSE y ko0 Huckoe SNR 3a NLOS

In very low SNR conditions (Figure 18), with a high number of multi-
paths, the SRCNN + DnCNN and VDSR methods outperform the CNN re-
gression method, with VDSR exhibiting slightly better performance. The
superior performance of these deep architectures can be attributed to their
ability to better capture the complexity of the channel model.
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Figure 19 — Channel Estimation MSE in terms of a high SNR for NLOS
Puc. 19 - OyeHka kaHana MSE ¢ mouku 3peHusi ebicoko2o SNR dnss NLOS
Cnuka 19 — lNpoueHa kaHana MSE y ko0 eucokoz odHoca SNR 3a NLOS
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However, as SNR values increase (Figure 19), the performance of the
SRCNN + DnCNN method decreases drastically in comparison to the re-
maining methods. In contrast, the VDSR method continues to outperform
all other methods.

Channel Estimation MSE for LOS communication

Line-of-Sight (LOS) scenarios are often preferred due to a clear, unob-
structed path between transmitting and receiving antennas. In such sce-
narios, the signal travels directly between the antennas without being scat-
tered or reflected by obstacles, resulting in minimal attenuation and distor-
tion. As a result, channel estimation in the LOS scenarios is less challeng-
ing than in the NLOS scenarios.

0.060 ‘ 0.060 : —
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Figure 20 — Channel Estimation MSE in terms of a low SNR for LOS
Puc. 20 - OueHka kaHana MSE ¢ mouku 3peHusi Hu3ko2o SNR dns1 LOS
Cnuka 20 — lNpoueHa kaHana MSE y cmucny Huckoe SNR 3a LOS

However, even in the LOS scenarios (Figure 20), the accuracy of chan-
nel estimation is still impacted by SNR values. In a very low SNR values
(SNR < 2), the deep CNN architectures (SRCNN + DnCNN and VDSR) out-
perform the simplistic architecture of CNN regression, due to their ability to
capture the complexity of the channel model. The SRCNN + DnCNN and
VDSR methods are better suited for achieving accurate channel estimation
in such scenarios.
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Figure 21 — Channel Estimation MSE in terms of a high SNR for LOS
Puc. 21 — OueHka kaHana MSE ¢ mouku 3peHusi ebicoko2o SNR dnsi LOS
Cnuka 21 — lNpoueHa kaHana MSE kod sucokoe oOHoca SNR 3a NLOS

As SNR values increase (Figure 21), the performance of the CNN re-
gression method becomes more favorable, due to its simplistic architec-
ture being well adapted to the low complexity of the channel. On the other
hand, the performance of SRCNN + DnCNN decreases significantly due
to the negative impact of its deep denoising architecture (DnCNN). The
VDSR architecture, however, demonstrates remarkable adaptability to the
channel complexity, resulting in stable performance across a range of SNR
values.

Conclusion

By leveraging the power of deep learning algorithms such as CNNs,
channel estimation in 5G communication systems can be improved signif-
icantly. This work has showcased the potential that CNN offers compared
to the traditional method of the Least square for an accurate channel esti-
mation.

First, by conducting a comprehensive review of the existing literature on
CNN-based channel estimation, two of widely used methods were chosen,
namely the super-resolution and denoising method (SRCNN+DnCNN) and
the CNN regression method. Besides that, a novel method (VDSR, Very
Deep Super Resolution) was proposed in order to improve the accuracy
of the state-of-the-art CNN based channel estimation methods. The three
CNN models were trained on a large dataset in both low and high SNR
conditions.
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The trained models were evaluated and the results were compared to
the traditional method of Least Square. The compared results have demon-
strated the superiority of deep learning-based methods under varying SNR
conditions. Moreover, the novel method exhibits the best overall perfor-
mance in comparison to the two other deep learning-based methods.

Further, the impact of channel complexity on estimation accuracy was
investigated in the case of the CNN based methods. The results highlighted
the importance of selecting an appropriate channel estimation model based
on the specific communication scenario’s complexity and SNR values.

In NLOS scenarios with very low SNR values and a high number of multi-
paths, deep architectures such as SRCNN + DnCNN and VDSR outperform
the CNN regression method due to their ability to capture the complexity of
the channel model.

In contrast, in LOS scenarios, signal attenuation and distortion are min-
imal, making channel estimation less challenging. Nonetheless, the accu-
racy of channel estimation is still heavily impacted by SNR values, and
deep CNN architectures such as SRCNN + DnCNN and VDSR remain
better suited for achieving accurate channel estimation in very low SNR
values.

As the SNR values increase, the CNN regression method exhibits im-
proved performance due to its simplistic architecture that is well-suited to
the low complexity of the channel. Conversely, the performance of SRCNN
+ DnCNN deteriorates significantly due to the adverse impact of its deep
denoising architecture (DnCNN).

Notably, the VDSR architecture demonstrates remarkable adaptability
to the channel complexity, resulting in consistent performance across all
range of SNR values. This makes it a promising method for channel esti-
mation in diverse 5G communication scenarios (NLOS and LOS).

In future work, we propose to extend the evaluation of the proposed
method, VDSR (Very Deep Super Resolution), to Single-Input Multiple-
Output (SIMO) and Multiple-Input Multiple-Output (MIMO) channel mod-
els for 5G wireless communication. The performance of VDSR has shown
promising results in our current research, particularly in terms of its adapt-
ability to varying channel complexities and SNR values. The extended eval-
uation will provide valuable insights into the performance and robustness of
VDSR across different wireless communication setups, further enhancing
its applicability and potential for real-world 5G deployments. Additionally,
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investigating the impact of various system parameters, such as the number
of Additional DM-RS and DM-RS configuration types, on the performance
of VDSR in SIMO and MIMO models will enable to optimize and tailor the
method for specific wireless communication scenarios, paving the way for
improved channel estimation techniques in future 5G networks.
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PYBPUKA TPHTWU: 49.33.29 CeTu cBA3MN,
20.23.25 NHdopMaLMOHHbIE CUCTEMBI C
6a3amu 3HaHW

BWA CTATbW: opurnHanbHas Hay4Has cTaTtbs

Pesrome:

BeedeHue/uenb: 3a nocnedHue 200bi MemoOdbl 251yb60K020
oby4e- Husl, 8 4YacmHOCMU CBEPMOYHbIE HEUPOHHbIE cemu
(CNN), noka3sarnu ebICOKYt0 rpousgodumesibHocms 8 cucmemax
ces3u 5G, 3Ha4yumesibHO 108bICU8 MOYHOCMb OUEHKU KaHasa o
CpasHeHUIo ¢ 06bI4HbIMU Memodamu. Llenbto 0aHHOU cmambu
ser155emcs ececmopoHHUU 0630p cyuecmeyrowed aumepamy-
pbI o MmemodaMm OUueHKU KaHarna Ha ocHoge CNN. Nomumuo mo-
20, Cmambs HauesieHa Ha yCo8epUIEHCIMB08aHUE COBPEMEHHbIX
mMemoQdo8 oueHKU KaHana Ha ocHogee CNN nymem ripedrnoxe-
Huss Hogo2o mMemoda nod HassaHuem VDSR (Very Deep Super
Resolution), edoxHo8rneHHo20 Mmemodamu uzobpaxeHusi Super-
Resolution.

MemoOsi: [ns moao 4mobbi oyeHUmb aghghekmusHoCmMb pas-
JIUYHbIX 100x0008 bb110 MPO8EeOEHO 8CECMOPOHHEE CpagHeHUe
C y4emom pasfiuyHbIX CUeHapues, 8 MOM YUC/e C HU3KUM CO-
omHoweHuem cueHan-wym (SNR) u ebicokum SNR, a makxe
8 ycnosusix npsimol sudumocmu (LOS) u eHe npsimol sudumo-
cmu. Y4umblganucb makxe cueHapuu eHe rpedesnos 8UuOUMO-
cmu (NLOS). C nomowibro cpagHUMernbHo20 aHanu3sa bblina rpo-
u3sedeHa oyeHKa 3ghgheKmusHOCMU Cyuecmsyouux Mmemodos
U 8blisierieHbl npeumyujecmsa rpednazaemMoeo memoda, OCHO-
8aHHo20 Ha VDSR.

Pesynbmamei: Pe3ynbmambsl 0aHHO20 uccredoeaHusi oKasbi-
8arom 3Ha4umeribHbIl nomeHuuasn oUueHKU KaHasna, OCHO8aHHO-
20 Ha CNN e cucmemax cesisu 5G, npu amom memod VDSR
demoHcmpupyem cmabusbHy0 npou3eo0umMeribHOCMb 80 8CEX
cueHapusix. [JaHHoe uccredosaHue criocobecmayem coseplieH-
cmeosaHulo Memodoe OUeHKU KaHaroe 8 cemsix 5G, npoknaodbi-
gasi Mymb ycoB8epleHCmeo8aHHbIM cucmemam 6ecripogoOHOU
C8513U C 108bIWEHHOU HalexXHOCMbIO.

Bbigodbi: AApxumekmypa VDSR nipekpacHo npucrocobrieHa K
C/IOXKHOCMU KaHarsa, 4mo obecriequgaem cmaburbHyr rnpous-
godumernbHOCMb 80 8cem OuarasoHe 3HadyeHul SNR.

Knrouessie crosa: anybokoe obydeHue, CNN, cucmemsi cesasu
5G, ceepxenybokoe ceepxs8biCOKOe paspelieHue.
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MpoueHa kaHana aybokor yvewa 3a 5G bexunyHe
KOMYHUKaLmje

Moxamed 3yayu M. NangyHn, ayTop 3a Nnpenucky,
Taku-eddurHe Axmed A. beHjaxuja, bobaH 3. MNasnosuh,
Canem-bunan b. AmMokpaHe, Tyamu B. Aanu

YHuBep3uTeT oabpaHe y beorpaay, BojHa akagemuja, Kategpa
TenekoMyHukaumja n nHgopmatuke, beorpag, Penybnvka Cpbuja

OBJIACT: TenekoMyHuKaLuje, padyHapcke Hayke
KATEFOPWJA (TWM) YNAHKA: opurMHanHu Hay4Hu pag

Caxemak:

Yeod/uurb: TexHuke Qybokoe y4yersa, nocebHO KOHBOIyUUOHEe
HeypoHcke mpexe (CNN), nocrnedmwux 200uHa rnokasarne cy us-
y3emHe nepgopmaHce y 5G KoMyHUKayUOHUM cucmemuma ma-
KO Wwmo cy 3Ha4ajHo robosbwarne ma4yHocm MpoueHe KaHarna
y ropefiemy ca KOHeeHUUoHarnHUM mMemodama. Y osom pady
npedcmassbeH je ceeobyxeamaH rnpeeaned nocmojehe numepa-
mype 0 mex- HUKama rpoueHe KaHarna 3acHoeaHux Ha CNN-y.
lNoped moea, ocHosHU Yyusb pada jecme yHanpehueare Hajca-
spemeHujux memoda 3a rpoueHy kaHasna 3acHogaHux Ha CNN-y,
wmo je pesynmuparno npednazarem Hoge memode rnod Hasu-
eom VDSR (Very Deep Super Resolution), uHcnupucaHe mex-
Hukama Super Resolution cruke.

Memode: [a bu ce usspwuna npoueHa echukacHocmu pasnuyu-
mux npucmyna, crnpoeedeHo je ceeobyxeamHo riopeheme pa-
31u4dumuUx cueHapuja, yKrbydyjyhu Hu3zak OOHOC cueHar-wym
(SNR) u sucok SNR, kao u nuHujy onmuyke sudrbusocmu (LOS)
u cyeHapuo 6e3 sudrbusocmu (NLOS). Kpos ogy komnapamue-
Hy aHanusy rpouyereHe cy nepgopmaHce rnocmojehux memo-
0a u ucmakHyme npedHocmu Koje Hydu npedrioxeHa MexHUKa
3acHosaHa Ha VDSR.

Pesynmamu: Ha ocHogy OobujeHux pesysimama OMKPUBEH je
3Ha4ajaH rnomeHuyujasn npoueHe kaHasna sacHogaHoa Ha CNN-y y
5G komyHuKkayuoHuM cucmemuma, rpu 4yemy VDSR memod ro-
Kasyje KoHcmaHmHy rpedHocm y ceum cueHapujuma. OcCHos-
HU yurb ucmpaxueara jecme yHarnpelhierwe mexHuKa npoueHe
kaHana y 5G mpexama, yume ce dajy ocHoge nobosbwaHum be-
JKUYHUM KOMYHUKauuoHUmM cucmemuma ca eehiom rnoysdaHowhy.
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Bakmpyyak: VDSR apxumekmypa roka3syje usy3emHy rnpuna-
200spUB0CM pasIUYUMUM 8pcmama KaHana, wmo pesynmupa
obesbeher-em 3axmesgaHuUXx nepghopmaHcu 3a cee aHanu3upa-
He gpedHocmu SNR.

KrbyyHe peyu: dyboko yyerse, CNN, 5G komyHuKkayuoHu cucme-
mu, eeoma dyboka cyrnep pesonyuuja.
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Abstract:

Introduction/purpose: Anomaly detection-based Network Intrusion De-
tection Systems (NIDSs) have emerged as a valuable tool, particularly in
military fields, for protecting networks against cyberattacks, specifically
focusing on Netflow data, to identify normal and abnormal patterns. This
study investigates the effectiveness of anomaly-based machine learning
(ML) and deep learning (DL) models in NIDSs using the publicly avail-
able NF-UQ-NIDS dataset, which utilizes Netflow data, with the aim of
enhancing network protection.

Methods: The authors Sarhan, M., Layeghy, S., Moustafa, N. and Port-
mann, M. in the conference paper Big Data Technologies and Applica-
tions, in 2021, involve a preprocessing step where 8 features are se-
lected for the training phase out of the 12 available features. Notably,
the IP source and destination addresses, as well as their associated
ports, are specifically excluded. The novelty of this paper lies in the
preprocessing of the excluded features and their inclusion in the train-
ing phase, employing various classification ML and DL algorithms such
as ExtraTrees, ANN, simple CNN, and VGG16 for binary classification.
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Results: The performance of the classification models is evaluated using
metrics such as accuracy, recall, etc., which provide a comprehensive
analysis of the obtained results. The results show that the ExtraTrees
ML model outperforms all other models when using our preprocessing
features, achieving a classification accuracy of 99.09%, compared to
97.25% in the reference dataset.

Conclusion: The study demonstrates the effectiveness of anomaly-
based ML and DL models in NIDSs using Netflow data.

Key words: Network intrusion detection system (NIDS), Netflow features,
Machine/Deep learning, anomaly-based NIDS.

Introduction

As technology progresses, internet networks offer new communication
opportunities but also increase vulnerability to intrusions and attacks. This
is a significant concern in the military, where technology reliance is growing,
and cyber-attacks are becoming more frequent and advanced. To com-
bat these threats, a flexible defense system capable of analyzing large
amounts of network traffic is required. Anomaly-based Intrusion Detec-
tion System (IDS) offers a valuable methodology for detecting both known
and unknown attacks in intrusion detection systems (Van et al., 2017). In
the military context, traditional cybersecurity measures such as antivirus
software and firewalls are no longer sufficient to protect against advanced
threats. To adequately secure military networks against cyber-attacks, an
IDS can provide continuous monitoring of the network for potential threats
and offer an additional layer of protection (Labonne, 2020).

Network-based Intrusion Detection Systems (NIDSs) are a specific type
of IDS that operate at the network layer, analyzing network traffic in real-
time for signs of intrusion or malicious activity. In addition to anomaly-
based NIDSs, NetFlow is another valuable tool that can be used in the field
of NIDSs and attack detection. NetFlow provides network traffic informa-
tion that can be analyzed to identify patterns and potential threats, allowing
for early detection and response to cyber-attacks. By combining the power
of anomaly-based NIDSs and NetFlow analysis, military networks can be
more effectively protected against a wide range of cyber threats. With the
use of advanced technologies such as Deep learning and Machine learn-
ing, military networks can become even more resilient against sophisticated
attacks.
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The paper is structured as follows. Firstly, a comprehensive definition
of IDSs, specifically focusing on NIDSs and Anomaly-based NIDSs, is pro-
vided. Next, NetFlow is defined, and an overview of the datasets used in
the study is presented. The specific ML and DL techniques utilized in the
study are presented, along with the results of reproducing the study con-
ducted by (Sarhan et al., 2021) for binary classification. The authors of the
original study excluded the IP and port features from the dataset in the train-
ing phase, resulting in an 8-features model. The paper introduces a new
contribution that involves a preprocessing step applied to the excluded IP
and port features, resulting in a 13-features model. This contribution allows
us to explore the potential of using these features for improving the perfor-
mance of the classification in the context of anomaly-based NIDSs with
NetFlow data. Then, the NetFlow features for both models were adapted
to the input of deep learning techniques by converting the features vector
to images.

Finally, the paper presents the results of machine and deep learning for
both 8 and 13 feature models and provides recommendations for future
research in the field of anomaly-based NIDSs using machine and deep
learning techniques with NetFlow data.

Intrusion Detection System (IDS)

Confidentiality, Integrity, and Availability (also known as the CIA triad)
are three fundamental concepts of information security. An intrusion or a
cyber-attack is defined as all unauthorized activities that compromise one,
two, or all of these three components of an information system (Labonne,
2020).

Intrusion detection is the process of monitoring network traffic and com-
puter events to detect unauthorized or malicious activities. An Intrusion
Detection System (IDS) is any device or software application that performs
this function. An IDS uses its knowledge, including databases, statistics,
and artificial intelligence, to transform monitored activities into alerts.

IDSs are sometimes confused with two other security tools: firewalls
and Intrusion Prevention Systems (IPSs). Firewalls, IDSs, and IPSs are
security tools used to protect network systems but have different methods.
Firewalls detect intrusions at the network perimeter and analyze packet
headers to filter traffic based on predetermined rules. IDSs monitor net-
work activities and generate alerts, but cannot block suspicious activity on
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their own. IPSs function like IDSs but can take proactive action to block
threats. IPSs automate the process, while firewalls and IDSs require hu-
man intervention to process alerts (Labonne, 2020).

Types of IDSs

IDSs can be classified into three categories according to the type of
activities that are analyzed: host-based IDSs (HIDS) network-based IDSs
(NIDSs), and application-based IDSs (Labonne, 2020; Tufan et al., 2021).

An HIDS is installed on individual computer systems to analyze files,
processes, and system logs for suspicious activity. It can detect attacks
through indicators like failed logins or high CPU usage. An NIDS analyzes
network traffic using sensors placed at various points. It is more scalable
and cross-platform than HIDSs, commonly used to protect IT infrastructure.
However, a combination of both NIDSs and HIDSs can be used to achieve
a higher level of security. For the purpose of this work, the term "IDS”
specifically refers to NIDSs. Application-based IDS is a type of HIDS that
focuses on monitoring a specific application.

IDSs can be categorized based on the type of detection method
they use. There are three main categories: signature-based detection,
anomaly-based detection, and hybrid detection. Signature-based detec-
tion compares monitored data with a database of attack signatures, de-
tecting known attacks. This method can only detect known attacks, even
with the latest updates. Anomaly detection identifies unknown attacks by
flagging deviations from normal behavior. This approach does not require
a pre-existing database and can identify unknown attacks. However, it can
generate a significant number of false positives. Hybrid detection com-
bines both methods to detect known and unknown attacks, reducing false
positives and improving accuracy.

Anomaly-based NIDSs

Anomaly detection plays a critical role in network security, as anomalies
can indicate rare but serious events. The network-based NIDS analyzes
network-related events, such as traffic volume, IP addresses, service ports,
protocol usage, etc. It must detect all types of anomalies in the network.
In network-based NIDSs, intrusions typically are referred to as anomalous
through continuous observation and modeling of normal behavior in the
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networks. However, some anomalous behavior may be normal, highlight-
ing the need for anomaly-based NIDSs to adapt to dynamic network envi-
ronments with new protocols and updated behaviors. Various techniques,
such as statistical-based, knowledge-based, and machine learning-based,
have been used in anomaly-based NIDSs, but there are still research chal-
lenges to improve their performance and suitability with current network
data characteristics (Van et al., 2017). Anomaly detection techniques are
the most commonly used IDS detection type and are the most investigated
topic in the literature among researchers (Bahlali, 2019).

Our work primarily focuses on researching and implementing anomaly
detection in network-based NIDSs, commonly referred to as anomaly
detection-based NIDSs. Various ML and DL techniques will be explored
to enhance the performance of Anomaly detection-based NIDSs in detect-
ing network traffic anomalies using NetFlow features.

NIDS dataset and NetFlow
NIDS Dataset

Acquiring real-world network data flows is difficult due to security and
privacy concerns, which make it challenging to access such data (Sarhan
et al., 2022). Due to the challenges of obtaining real-world network data
flows, many researchers have developed network testbeds as a means to
generate synthetic datasets. These NIDS datasets contain labeled network
flows that are made up of certain features extracted from network traffic.
The features in a dataset are pre-determined by the authors based on their
expertise in the relevant domain and the tools used during the extraction
process (Sarhan et al., 2022). In recent years, the most widely used NIDS
datasets (Sarhan et al., 2021) that have been released within the past five
years are shown in Table 1.

These datasets are highly relevant as they capture modern behavioral
network attacks. It is important to note that these datasets differ signif-
icantly in terms of their feature sets, and therefore, the information they
contain varies considerably (Sarhan et al., 2021). This difference in these
datasets makes the evaluation of proposed ML-based NIDSs often unre-
liable when tested on multiple datasets using their original feature sets
(Sarhan et al., 2022).
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Table 1 — The most relevant NIDS datasets (Sarhan et al., 2021)
Tabnuua 1 — Haubonee pernegaHmHbie Habops! daHHbIx NIDS (Sarhan et al.,
2021)

Tabena 1 — HajpenesaHmHuju NIDS ckyrniosu nodamaka (Sarhan et al., 2021)

Dataset Release year Number of features
UNSW-NB15 2015 49
BoT-loT 2018 42
CSE-CIC-IDS2018 2018 75
ToN-loT 2020 44

NetFlow

NetFlow is a network protocol used for network traffic monitoring and
analysis. Compared to pcap format, NetFlow data contains less data, mak-
ing it easier to collect and process. Additionally, NetFlow is less intrusive
to privacy, further enhancing its appeal as a preferred network log format
(Cao et al., 2022). Rather than focusing on individual packets, flow mon-
itoring analyzes the flow of traffic, making it a more scalable approach to
traffic analysis. This process involves observing packets, exporting flows
using protocols like NetFlow and IPFIX, collecting data, and analyzing that
data in its entirety (Hofstede et al., 2014). Every flow in NetFlow contains
network statistics representing a connection between two hosts. These
statistics can be utilized to compute performance metrics and to identify
any unusual or abnormal network behavior (Cao et al., 2022).

NetFlow version 9 (NetFlow v9) is the most used version of NetFlow. It
is a protocol that enables the collection and export of flow records, provid-
ing detailed information about network traffic patterns such as source and
destination IP address, source and destination port, protocol, etc. (Cisco.
2011).

NetFlow v9 fields play a crucial role in IDSs by providing valuable infor-
mation for monitoring, analyzing, and tracking network traffic in real-time,
enabling the identification of potential security threats.
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Anomaly Detection using Machine learning and Deep
learning

Machine learning

Machine learning (ML) has proven to be a highly effective approach to
solving diverse problems. One area where machine learning models can
be applied is NIDSs, which involves categorizing input data into specific
classes, such as "benign” or "attack”, as well as identifying various types
of attacks (Fosic et al., 2023).

Various machine learning algorithms such as decision trees, Extra-
Trees, SVM, etc., are employed for classification. For this study, a super-
vised machine learning approach was adopted using a NetFlow dataset
with uniquely labeled records. Benign traffic was labeled as 0 (class 0),
while anomalies or network attacks were labeled as 1 (class 1).

An ExtraTrees ensemble classifier was utilized as it belongs to
the "trees” family and has demonstrated reliable performance in NIDS
datasets, allowing for a valid comparison with (Sarhan et al., 2021).

Artificial Neural Network (ANN)

The ANN is a type of machine learning algorithm consisting of intercon-
nected neurons organized as an input layer, a number of hidden layers,
and an output layer. Each layer has a specific number of neurons. The
information enters the neural network via the input layer, it is processed in
the hidden layers and the result can be retrieved in the output layer (Anitha
& Arockiam, 2019; Cahyo et al., 2016).

This study implements an ANN to assess its effectiveness in training
NetFlow features, aiming to extract meaningful information and improve
the accuracy of NIDSs.

Deep Convolutional Neural Networks (CNNSs)

Deep learning (DL) is a sub-field of ML that models the learning process
using multiple layers of neurons. DL algorithms offer a more automated
solution by allowing models to learn feature representations directly from
data. This approach is highly effective as a tool for NIDSs, due to its ability
to process and learn the data to discover complex features (Rizvi et al.,
2023).
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In the context of DL, the convolutional neural networks (CNNs), have
shown promise in efficiently selecting features and identifying the latent
relationships among them (Liu et al., 2019). Inspired by the success of
CNNs in image classification tasks, this work aims to apply CNNs to NIDSs
leveraging their ability to extract meaningful NetFlow features and classify
data accurately (Liu et al., 2019).

Our work involves transforming NetFlow features into images and uti-
lizing two different architectures for classification. The first architecture uti-
lizes a simple CNN structure, while the second is based on the VGG16
model. The comparative analysis of these two architectures will provide
insight into the optimal approach for utilizing neural networks in NIDSs.

Evaluation Metrics

In this study, the selection of appropriate performance metrics was
given careful consideration to assess the effectiveness of the NIDS model:

1. Accurac - e
: y TP+ FP+TN+FN
TP
2. Recall (D ion R TPR = rh LN
ecall (Detection Rate or ) TP+ FN
o TP
3. Precision “ TP+ FP

Recall * Precision

4. F1-Score =2

*
Recall + Precision
1

5. AUC (Area Under the Curve) = /TPR(FPR) drppRr
0
where TPR(FPR) is the function that maps each FPR = 77
value to the corresponding T PR.

6. Score time (ps) : refers to the duration required for predicting a sin-
gle test sample.
where prediction TP = true positive, TN = true negative, FP = false positive
and FN = false negative.
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Experiments & results

Hardware and library used

The experimentation phase involved a hardware setup consisting of an
11th Gen Intel(R) Core(TM) i7-11800H processor with 16 virtual CPUs run-
ning at a frequency of 2.30GHz. The system was also equipped with 16GB
of RAM and an NVIDIA RTX 3060 GPU.

The Python programming language (3.9.16) and the Scikit-learn plat-
form (1.2.1) were utilized for machine/deep learning classification tasks.
Additionally, TensorFlow (2.10.1) and Keras (2.10.0) were also used in this
study.

NF-UQ-NIDS dataset

The first step of the proposed classification model and methodology is to
collect data on traffic flow. The dataset selected for this study is the NF-UQ-
NIDS, which is a pre-labeled NetFlow packet containing benign and attack
data. This dataset, as published by (Sarhan et al., 2021), was created by
merging and converting the four datasets, into NetFlow version 9 format.
A total of 12 relevant features were chosen to construct this dataset. The
Table 2 shows the descriptions of these features.

The advantage of this dataset is that it offers the advantages of shared
datasets and it is more recent than other publicly available datasets which
will facilitate a reliable evaluation of proposed learning models across var-
ious network settings and attack scenarios.

The NF-UQ-NIDS dataset comprises 11994893 flow records labeled, as
either benign or attack. The dataset includes twenty (20) types of attacks,
out of which 9208048 (76.77%) are benign flows and 2786845 (23.23%) are
attacks. Various types of features, including categorical, numeric (integer,
decimal, and binary), and temporal features, are used in the dataset.

Data pre-processing

Data pre-processing involves transforming the raw data into a format
that can be used for machine/deep learning tasks. Furthermore, the pres-
ence of nominal features or categorical features, and Non-similar scale fea-
tures can pose a challenge during data pre-processing. To address the first

949

Adli, T.B. et al, Anomaly network intrusion detection system based on NetFlow using machine/deep learning, pp.941-969



Eﬁ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

Table 2 — NetFlow features of NF-UQ-NIDS with brief descriptions
Tabnuua 2 — Xapakmupucmuku NetFlow NF-UQ-NIDS ¢ kpamkum onucaHuem
Tabena 2 — NetFlow obenexja NF-UQ-NIDS-a ca kpamkum onucuma

Feature Description
IPV4_SRC_ADDR IPv4 source address
IPV4_DST_ADDR IPv4 destination address

L4 SRC_PORT IPv4 source port number

L4 DST_PORT IPv4 destination port number
PROTOCOL IP protocol identifier byte
TCP_FLAGS Cumulative of all TCP flags
L7_PROTO Layer 7 protocol (numeric)
IN_BYTES Incoming number of bytes
OUT_BYTES Outgoing number of bytes
IN_PKTS Incoming number of packets
OUT_PKTS Outgoing number of packets
FLOW_DURATION_MILLISECONDS | Flow duration in milliseconds

challenge, encoding techniques might be required to transform these fea-
tures into a suitable format. As for the second issue, normalization may be
necessary to ensure that all features take the same range of values.
In the case of the NF-UQ-NIDS dataset, the main issues were identified
as nominal features and differences in feature value ranges. To address
these issues, One-Hot Encoding and Feature Normalization were used.
The authors of (Sarhan et al., 2021) utilized only eight (8) NetFlow
features out of the total twelve (12) features present in the NF-UQ-NIDS
dataset. In particular, they excluded the source and destination IP ad-
dresses as well as their associated ports during the model training.
However, taking inspiration from (Figueiredo et al., 2023), our main con-
tribution involves the incorporation of the dropped features (IP source/des-
tination and ports) in our study. This inclusion aims to improve the detection
of malicious IP addresses and assess the impact compared to the approach
adopted by (Sarhan et al., 2021).

Source and destination ports pre-processing

In order to make the dataset suitable for ML and DL, the source and
destination ports were merged into a unified feature, preserving the net-

950



work application’s corresponding port for each flow. However, having both
ports in the dataset would not be useful for an ML model, since one of the
ports is typically a dynamic port that is assigned during the network rout-
ing process. These dynamic ports are usually found in the higher range of
ports (49152 to 65535), whereas the lower port numbers are reserved for
specific network applications. A single feature called "port” was created for
each flow, consolidating port numbers between 0 and 4096. The process
for converting port numbers is outlined in Algorithm 1. Flows with port num-
bers above 4096 were mapped to the category 4096, which might limit the
NIDS’s ability to distinguish between different ports beyond this threshold.
Nevertheless, this approach still covers the most frequently used ports in
both benign and malicious network traffic (Figueiredo et al., 2023).

Algorithm 1 Port number conversion

1: for Row in Dataset do
sp < SourcePort
dp < DestinationPort
if sp < dp then
Port < sp
else
Port < dp
end if
if Port > 4096 then
Port + 4096
end if
12: Row < Row + Port
13: end for

- =
- O

Source and destination IP pre-processing

The inclusion of source and destination IP addresses and ports in the
training phase is a key aspect of this study. An IP address served as an
identifier for each system in the network; it is hard to translate into a fea-
ture for ML. Two of the most common approaches to solve this problem
are (Figueiredo et al., 2023): (a) removing these features altogether as in
(Sarhan et al., 2021) which results in the loss of valuable contexts, such
as the general network location, or (b) using a dictionary to translate the
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IP addresses to a number, which can be reversed in the end to identify a
malicious IP address. Although a dictionary can effectively map individual
systems and detect patterns such as traffic originating from the same IP
address, this method may not work well in a different network context due
to high misclassification rates and the increasing dataset size.

To strike a balance between the two prevalent options, a particular ap-
proach was applied, involving the conversion of each IP address to a binary
feature denoting either Internal or External. (Figueiredo et al., 2023). The
assignment of the "Internal” label was based on IP addresses belonging
to a private address space (starting with ”192.168.”, "172.16.”, or ”10.”),
while IP addresses outside this range were labeled as "External” (Algo-
rithm 2). Since Internal and External are fundamental characteristics of
every network flow, this method yields more contextual information about
the network compared to simply removing the source and destination IPs.
Moreover, this feature is context-independent, making it easy to apply the
model to different networks.

Algorithm 2 IP address conversion

1. for Row in Dataset do
2: if 1P starts with "192.168.” or ”172.16.” or ”10.” then
3 IP < Internal

4: else
5

6

7:

IP + FExternal
end if
end for

After mapping the IP source and destination addresses into the cate-
gories "Internal” and "External,” it is necessary to employ data encoding
techniques to convert these categorical features into numerical represen-
tations.

Encoding data is the process of transforming some input to numbers,
usually in a way that is reversible and allows the translation between the
resulting output and the original input (Figueiredo et al., 2023).

Assigning a unique number to each category when encoding categorical
features can result in an ordinal encoding which may mislead ML models.
As such, a binarization technique called One-Hot Encoding was used. This
technique converts each category of a specific feature into a new binary
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feature with the value one (1) meaning that it belongs to this category and
zero (0) otherwise.

After applying this technique to the mapped IP addresses, two new fea-
tures are obtained for each IP address, as illustrated in Figure 1.

IP Address External IP Address Internal IP Address
One-Hot
External Encoding 1 0
Internal — 0 1
Internal 0 1
External 1 0

Figure 1 — One-Hot Encoding of an IP address
Puc. 1 - lopsivee koduposaHue IP-adpeca
Cnuka 1 — One-Hot kodupar-e U adpece

Data normalisation

The normalization step is important for the training process since the
difference in the feature scales can cause problems during the training.
With the normalization, each feature would have an equal impact on the
model prediction results.

The Min-Max normalization technique was utilized to scale all values
in the dataset between 0 and 1. This technique performs a linear trans-
formation on the original data. The advantage of Min-Max normalization is
that it preserves the relationships among the original data values (Labonne,
2020; Bahlali, 2019). The normalized feature is given by:

x; — min(x;)

= . 1

max(z;) — min(z;) M
where x; and £; denote the original and the normalized feature value, re-
spectively.

1D NetFlow data to 2D NetFlow images

In this work, two different approaches were explored. The first approach
involved constructing an image directly from the features. The second ap-
proach involved constructing the image by building a square surrounding
correlation matrix (SC matrix), as utilized in (Liu et al., 2019)
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First approach: reshaping features image

For the 8 features, constructing an image with a size of 3x3 was insuf-
ficient. To address this issue, zeros were added to the missing pixels, as
shown in Figure 2.

e 8 Features R
fi f, 5 £ f5 f £ f5 ¥ n matrix of size 3x3
flow 1
flow 2 ||
A i Transformation

into Matrix

€-=-=-=--

NF-UQ-NIDS in CSV format

Figure 2 — NetFlow to matrix transformation by reshaping
Puc. 2 - lNpeobpasosaHue NetFlow e mampuuy nymem usmeHeHUs GhopMbi
Cnuka 2 — lNpeobrnukosane NetFlow y mampu4yHy mpaHcghopmayujy

For the 13-feature scenario, the Recursive Feature Elimination (RFE)
technique was employed to select the nine most significant features for
the analysis. Following this, a simple reshaping technique was applied to
transform the data into images of size 3x3.

Second approach: using SC matrix

Based on the approach in (Liu et al., 2019) which proposes a localization
technique that utilizes the correlation matrix to process NetFlow data, the
correlation matrix is used to evaluate the correlations among the features
in NetFlow data. In this study, the top-k (k=8) highly correlated features
Xio, Xi1,, X7, were selected from the Netflow features X, X1, ..., X,,, for
each numeric feature X; to construct a square SC matrix. For each row of
NetFlow data, an image is generated by concatenating the SC matrices of
all features. An example of NetFlow images generated using this approach
is shown in Figure 3.

This technique provides a powerful approach for extracting meaningful
information from NetFlow data and improving the accuracy of NIDSs. In
the case of 8 features, the issue of a missing value for the ninth pixel was
resolved by substituting it with zero, maintaining the size of the image at
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Xo X1 X2 X3 X4 Xs X6 X7 .. Xn

[Xn][Xlz] [XnO][an][XnZ]
[Xw][ Xo ][Xm] [Xn][ X1 ][Xls] [ ] [Xn7][ Xan ][an]
[Xoe][Xos][Xm] [Xm][Xls][XM] [Xnﬁ][XnS][XM]
(b)
Figure 3 — Transformation of 1D NetFlow features to 2D NetFlow
(a) NetFlow features (b) 2D image
Puc. 3 - lNpeobpasosaHue 1D NetFlow e 2D NetFlow
(a) Ampubym NetFlow (b) 2D-u3zobpaxeHue

Cnuka 3 — TpaHcgpopmayuja 1D NetFlow obenexje y 2D NetFlow
(a) NetFlow obenexje (b) cnuka 2D

3x27 pixels. Similarly, for 13 features, images with dimensions of 3x39
pixels were generated.

Evaluation

The attack detection performance of the NetFlow datasets NF-UQ-NIDS
was evaluated, reproducing the results of the authors (Sarhan et al., 2021)
for binary classification. The evaluation was conducted using 8 features,
and the obtained results were compared with our results using 13 features.
The additional features were obtained through data pre-processing, includ-
ing the IP source and destination and their corresponding ports.

To evaluate the performance of the proposed ML and DL models on
the NF-UQ-NIDS dataset, an ExtraTrees ensemble classifier was selected
based on its demonstrated success in achieving reliable performance on
NIDS datasets (Sarhan et al., 2021). Additionally, a simple ANN model
was implemented as an ML classifier. The DL model utilized in this study
employed a simple CNN architecture and incorporated transfer learning
from the VGG16 model.

ExtraTrees classifier

An ExtraTrees ensemble classifier consisting of 50 randomized deci-
sion tree estimators was applied using the sklearn library in Python Extra-
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TreesClassifier(n_estimators=50, class_weight="balanced”). The option
“balanced” is set due to the imbalanced dataset. To ensure the datasets
are reliably evaluated, five-fold cross-validation is conducted, and average
metrics such as accuracy, Area Under the Curve (AUC), precision, recall,
F1-score, and the time required to predict a single test sample in microsec-
onds (us) are calculted using the sklearn library. The results are shown in
the Table 3.

Table 3 — Binary classification results using ExtraTrees ML
Tabnuua 3 - Pe3ynbmambl 6uHapHoU Kiaccugukayuu ¢ Ucrosib308aHUem
ExtraTrees ML
Tabena 3 - Pesynmamu buHapHe Knacugukayuje kopuwhermem ExtraTrees ML

Metrics 8 features 13 features
Accuracy 0.9744 0.9909
AUC 0.9917 0.9940
Recall 0.9672 0.9861
Precision 0.9632 0.9884
F1-score 0.9459 0.9804
Score time (us) 5.87 5.03

The results show that the 13-feature model performs better than the
8-feature model across all evaluated metrics.

The 13-feature model has an accuracy of 0.9909, which is higher than
the 8-feature model’s accuracy of 0.9744. Additionally, the 13-feature
model has a higher AUC (0.9940) than the 8-feature model (0.9917),
indicating better overall performance in distinguishing between the two
classes. The 13-feature model also shows better recall (0.9861) and pre-
cision (0.9884) than the 8-feature model (0.9672, 0.9632, respectively),
which means it is able to correctly identify more positive samples (higher
recall) and make fewer false positive predictions (higher precision) than the
8-feature model. The F1-score is higher for the 13-feature model (0.9804)
than for the 8-feature model (0.9459), indicating that it has a more optimal
trade-off between precision and recall.

The 13-feature model has a slightly lower time to predict a single test
sample than the 8-feature model, with 5.03 ps for the 13-feature model and
5.87 us for the 8-feature model.
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Our results indicate that the additional features provide valuable infor-
mation that improves the model’s ability to distinguish between benign and
attack traffic, and ultimately improve the model’s attack detection perfor-
mance.

ANN model

The summary in Figure 4 provides a detailed description of the proposed
ANN model architecture. The ANN is based on an input layer with 8 or 13
inputs for both 8 and 13 feature models.

Model: "sequential"

Layer (type) Output Shape Param #
flatten (Flatten) (None, 8) 0
dense (Dense) (None, 256) 2304
dense 1 (Dense) (None, 256) 65792
dense 2 (Dense) (None, 256) 65792
dense 3 (Dense) (None, 256) 65792
dense 4 (Dense) (None, 256) 65792
dense 5 (Dense) (None, 20) 514
softmax (Softmax) (None, 20) 0

Total params: 265,986
Trainable params: 265,986
Non-trainable params: 0

Figure 4 — ANN model summary for the 8 features input
Puc. 4 - Kpamkoe onucaHue modenu ANN 051 esoda 8 chyHkyuli
Cnuka 4 — Peaume moderna ANN 3a yHoc 00 8 obenexja

The evaluation of the ANN model was conducted using a specific con-
figuration, which included the following parameters: Adamax optimizer,
the learning rate of 0.001, categorical cross-entropy loss function, and 30
epochs of training.

The results shown in Table 4 indicate that the addition of four fea-
tures has significantly enhanced the model's performance. Both models
show promising results, with the 8-feature model achieving an accuracy of
0.9285, and the 13-feature model achieving an accuracy of 0.9673. Fur-
thermore, the AUC increased from 0.9806 to 0.9939, indicating the model’s
improved ability to distinguish between attack and benign samples. The
recall increased from 0.8103 to 0.8810, and the precision improved from
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Table 4 — Binary classification results using ANN machine learning
Tabnuuya 4 — Pe3ynbmamabi buHapHoU Knaccugukayuu ¢ ucronbzogaHuem ANN
ML
Tabena 4 — Pe3synmamu buHapHe knacugukayuje kopuwhersem ANN ML

Metrics 8 features 13 features
Accuracy 0.9285 0.9673
AUC 0.9806 0.9939
Recall 0.8103 0.8810
Precision 0.8729 0.9757
F1-score 0.8404 0.9259
Score time (us) 115.32 100.38

0.8729t0 0.9757. The F1-score also increased from 0.8404 to 0.9259, indi-
cating an overall improvement in performance. Additionally, the prediction
time slightly decreased, which is a positive outcome.

Discussion: ExtraTrees Vs ANN

The ExtraTrees with 13 features outperformed the 8-feature model from
(Sarhan et al., 2021) with an accuracy of 0.9909 compared to 0.9744.

The ExtraTrees for 8 and 13 features, outperformed the ANN in all the
evaluation metrics. However, it is noteworthy that the ANN still achieved a
high level of accuracy and showed significantimprovement after incorporat-
ing the four additional features. The ExtraTrees show better accuracy than
the ANN for both the 8 and 13 features. Moreover, both models performed
well in terms of the AUC, indicating their ability to distinguish between at-
tack and benign flow. In terms of recall, the ExtraTrees outperformed the
ANN for both the 8 and 13-feature models, with consistently better perfor-
mance observed for the 13-feature model. When it comes to precision, the
ExtraTrees using 13 features exhibited better precision metrics. The Ex-
traTrees using 13 features achieved the highest F1-score, surpassing all
other models in performance.

The ExtraTrees model demonstrated a slightly faster score time com-
pared to the ANN model for both the 8 and 13 features.
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The results obtained from both the ExtraTrees and ANN models indicate
that incorporating the excluded features was more effective in detecting
attacks compared to utilizing only 8 features.

CNN model based-NIDS

The process for training a CNN model on NetFlow data involves two
key steps: 1) converting 1D NetFlow features into 2D NetFlow images,
and 2) inputting the NetFlow image data into the CNN model using both
direct training and transfer learning techniques. Transforming 1D NetFlow
features into 2D images enables the utilization of the powerful image clas-
sification capabilities of CNNs, leading to improved accuracy in NIDSs (Liu
et al., 2019).

In this study, two different CNN models were employed. The first model
is a simple CNN composed of three convolutional layers. The second
model utilized is the widely recognized VGG16, known for its significant
contributions to CNN models.

Simple CNN

The summary in Figure 5 provides a detailed description of our simple
CNN model architecture, including the arrangement and specifications of
each layer. The proposed CNN model is based on an input layer with an
input size of (32,32,1).

For the evaluation of the simple CNN model, a specific configuration was
employed, incorporating the following parameters: the Adamax optimizer,
a learning rate of 0.001, the use of categorical cross-entropy as the loss
function, and training for a total of 30 epochs. The performance results of
the proposed simple CNN model for both cases with 8 and 13 features are
presented in Table 5.

Based on the obtained results, for the Simple CNN model, using the 13
features with an image size of 3x3 provides the best overall performance,
as itachieved the highest accuracy (0.9884), AUC (0.9970), recall (0.9648),
Precision (0.9850) and F1-score (0.9747) compared to the other models,
suggesting that the additional features contribute valuable information for
the classification of the attacks. Accuracy increased from 0.9508 to 0.9884
going from 8 to 13 features with a 3x3 image. It increased further to 0.9686
with a 3x39 image compared to 0.9657 for 3x27 image.
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Model: "sequential"

Layer (type) Output Shape Param #
conv2d (Conv2D) (None, 32, 32, 16) 160
max_pooling2d (MaxPooling2D) (None, 16, 16, 16) 0
conv2d_1 (Conv2D) (None, 16, 16, 32) 4640
max_pooling2d_1 (MaxPooling 2D) (None, 8, 8, 32) 0
conv2d 2 (Conv2D) (None, 8, 8, 64) 18496
max_pooling2d 2 (MaxPooling 2D) (None, 4, 4, 64) 0
flatten (Flatten) (None, 1024) 0
dense (Dense) (None, 128) 131200
dense 1 (Dense) (None, 2) 258

Total params: 154,754
Trainable params: 154,754
Non-trainable params: 0

Figure 5 — A Simple CNN model summary
Puc. 5 — Kpamkoe onucaHue modernu Simple CNN
Cnuka 5 — JeOHocmasaH pesume CNN modena

The score time tends to increase as the image size grows larger. Among
the different image sizes evaluated, the 3x39 image size exhibited the high-
est score time (178.34us). On the other hand, using 8 features with 3x3
images demonstrated the fastest score time, with a minimal difference com-
pared to the 13 features using the same 3x3 image size.

Among the tested configurations, it seems that utilizing 13 features with
a 3x3 image size offers the optimal balance of accuracy, AUC, recall, pre-
cision, and F1-score. The inclusion of the four features, combined with the
reshaping approach, leads to enhanced performance for NIDSs.

VGG16 model

VGG16 has a relatively straightforward architecture compared to other
deep learning models. VGG16 has a hierarchical structure that gradually
increases the complexity of feature extraction, allowing it to capture both
low-level and high-level features in images. (Van et al., 2017).

In the study, a 32x32x3 input layer is utilized. Two strategies are em-
ployed: transfer learning with a pre-trained model on the ImageNet dataset
and training the VGG16 model from-scratch. The structure of the adapted
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Table 5 — Binary classification results using a simple CNN model

Tabnuua 5 — Pe3ynbmambi bBUHapHOU Kraccughukayuu ¢ Ucrosib308aHUeM

npocmot modesniu CNN

Tabena 5 — Pe3synmamu buHapHe Knacughukayuje kopuwherem jedHocmagHoe

CNN modena
8 features 13 features

Metrics Image 3x3 | Image 3x27 | Image 3x3 | Image 3x39
Accuracy 0.9508 0.9657 0.9884 0.9686
AUC 0.9889 0.9889 0.9970 0.9932
Recall 0.8933 0.8989 0.9648 0.8882
Precision 0.8947 0.9508 0.9850 0.9743
F1-score 0.8940 0.9241 0.9747 0.9293
Score time (us) 80.89 108.6 3 81.13 178.34

VGG16 model, specifically designed for the binary classification between

benign and attack instances, is shown in Figure 6.

Model: "Adapted VGG16"

Layer (type) Output Shape Param #
vggl6 (Functional ) (None, 1, 1, 512) 14714688
flatten (Flatten) (None, 512) 0
dense (Dense) (None, 256) 131328
dropout (Dropout) (None, 256) 0
dense_1 (Dense) (None, 2) 514

Total params: 14,846,530
Trainable params: 131,842

Non-trainable params: 14,714,866

Figure 6 — Adapted VGG 16 model summary

Puc. 6 — Kpamkoe onucaHue aBanmuposaHHol modenu VGG16
Cnuka 6 — lNpunaesoheHu pesume VGG16 modena

The evaluation of the adapted VGG16 model involved a specific config-
uration with the following parameters: Adamax optimizer, a learning rate
of 0.001, categorical cross-entropy as the loss function, and training for 30
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epochs. The performances of the VGG16 model trained on both 8 and 13
features are presented in Table 6.

Table 6 — Binary classification results using the VGG16 model
Tabnuua 6 — Pe3ynbmambl buHapHoU Kriaccughukauuu ¢ UCrosib308aHUEM
modenu VGG16
Tabena 6 — Pesynmamu buHapHe knacugukayuje kopuwhermem VGG16 modena

8 features 13 features
Metrics Image 3x27 Image 3x3 Image 3x39 Image 3x3
Pre From Pre From Pre From Pre From

Trained | scratch | Trained | scratch | Trained | scratch | Trained | scratch
Accuracy 0.9026 | 0.9505 | 0.9012 | 0.9750 | 0.9536 | 0.9670 | 0.9532 | 0.9665
AUC 0.9609 | 0.9875 | 0.9577 | 0.9924 | 0.9885 | 0.9925 | 0.9896 | 0.9930
Recall 0.7739 | 0.8911 0.7729 | 0.9162 | 0.8668 | 0.9199 | 0.8693 | 0.8855
Precision 0.8002 | 0.8953 | 0.7958 | 0.9749 | 0.9285 | 0.9369 | 0.9248 | 0.9674
F1-score 0.7868 | 0.8932 | 0.7842 | 0.9446 | 0.8966 | 0.9283 | 0.8962 | 0.9246
Score time (us) | 346.32 | 1062.95 | 363.30 | 568.34 | 431.23 | 876.50 | 342.89 | 888.771

Comparing pre-trained and from-scratch models, the results suggest
that the from-scratch models tend to achieve superior performance in terms
of accuracy, AUC, recall, and F1-score. However, the pre-trained models
have lower score time compared to the from-scratch models.

For the 8 feature, the VGG16 model trained from-scratch with a 3x3
image size achieves the highest accuracy (0.9750), AUC (0.9924), Recall
(0.9162), Precision (0.9749) and F1-score (0.9446). In the case of the
13 features trained from-scratch, the results show that both image sizes
produce comparable outcomes, particularly in terms of accuracy and AUC.

In conclusion, the from-scratch VGG16 models display superior perfor-
mance in terms of evaluation metrics, while the pre-trained models excel in
computational efficiency. This can be attributed to the fact that pre-trained
models are not optimized for the specific task of network intrusion detection,
as the VGG16 model was originally pre-trained on the ImageNet dataset,
which has a different set of features.
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Overall, the VGG16 model gives very good results for this network intru-
sion detection task, with accuracy and AUC over 0.95. This shows that the
model has learned the patterns in the NetFlow data very well for detecting
network intrusions.

Result summary and discussion

This part presents an overview of the results obtained from various tests
of anomaly-based NIDSs. The results show that the ExtraTrees model out-
performed all other models for 13 feature inputs. It also showed relatively
high recall and precision, which indicates a good balance between identify-
ing true positives and avoiding false positives. Moreover, it had the lowest
prediction time (5.03 ps) among all models, which makes it a good choice
for real-time applications. Additionally, using ExtraTrees with 13 features
has shown better results than the one of (Sarhan et al., 2021) with the
highest accuracy of 0.9909.

The ANN model also demonstrates a good performance with 13 fea-
tures, but its score time is significantly higher than the ExtraTrees model,
at 100.38 ps.

As for the deep learning models, the VGG16 from-scratch outperformed
the pre-trained model in most cases, especially in terms of precision and
recall. However, it had a significantly higher prediction time, which could
be a disadvantage in some real-time applications. Regarding the proposed
simple CNN model, it showed relatively good performance, especially for
image 3x3 in both 8 and 13 features input. However, its performance was
not as good as the ExtraTrees but is better than VGG16 models, and its
prediction time was higher than ExtraTrees but lower than VGG16.

In conclusion, among the tested models, the ExtraTrees model utilizing
13 features demonstrates superior performance in terms of accuracy, AUC,
F1-score, and score time. However, for the DL models, the simple CNN
model provides better performance compared to the VGG16 models.

Conclusion

This study presents ML and DL models based-NIDSs using Netflow fea-
tures. The ML models utilized are ExtraTrees and ANN, while the DL mod-
els employed include VGG16 and a simple CNN model proposed in this
study. The models were trained on the NF-UQ-NIDS dataset.
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Our main contribution is the inclusion of the excluded features in the
binary classification process, based on the work by (Sarhan et al., 2021).
This enhancement aims to improve the performance of the binary classi-
fication model in NIDSs to classify the flow data as either "attack” or "be-
nign”, resulting in two training datasets: one with the original 8 features and
another with the enriched 13 features by using the technique proposed in
(Figueiredo et al., 2023). Additionally, both the proposed ML and DL mod-
els were evaluated using appropriate performance metrics such as accu-
racy, recall, precision, and F1-score.

The results demonstrate that the ExtraTrees model outperformed other
methods in binary classification using the 13 features and shows better
results compared to the one presented in (Sarhan et al., 2021).

These findings suggest that the inclusion of the four excluded features
in (Sarhan et al., 2021) contributed to the improved performance of the
classifier. The results of this study have practical implications for the devel-
opment of more efficient and accurate NIDS systems for detecting network
attacks.

In future work, the second version of the NF-UQ-NIDS dataset, known
as NF-UQ-NIDS-v2, proposed in (Sarhan et al., 2022), will be considered
for further investigation. This dataset is advantageous as it contains a
larger number of records, totaling 75987976, and includes 43 features.
Training machine learning and deep learning models on this dataset can
improve their accuracy and robustness due to a larger number of features.
This dataset has the potential to enhance the performance of NIDS sys-
tems in detecting network attacks.
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AHOManbHas cuctema obHapyKeHUs1 BTOPXKEHWUI B CETb Ha
ocHoBe NetFlow ¢ ncnons3oBaHuem malumHHOro/rnybokoro
0o6y4eHuns

Tyamu B. Aann, koppecnoHpeHT, Canem-bunan b. AMokpaHe,
boban 3. MNaenoeny, Moxamed 3yayu M. NangyHu,
Taku-a0duHe Axmed A. BeHsaxus

YHusepcuteT 060poHsbl B I. benrpaa, BoeHHas akagemus,
[enapTaMeHT TenekoMMyHVKaumn 1 MHHPOPMaTMKK,
r. benrpag, Pecnybnuka Cepbus

PYBPUKA TPHTWU: 20.23.25 UHdopmMaLMOHHbIE CUCTEMBI C
6a3amu 3HaHun,

49.33.29 Cetu cBs3n
B[O CTATbW: opurnHanbHas Hay4Hasi cTaTbs

Pesrome:

BsedeHue/uenb: Cucmembl 0bHapyxeHUs1 aHoMasiull Ha OCHO-
8e cemeeoz2o ObHapyxeHusi emopxeruli (NIDS) cmanu ueH-
HbIM UHCMPYMeHMOM, 0COB6eHHO 8 obriacmu 80eHHO20 npume-
HeHus1, 015 3auumsi cemeti om kubepamak, ¢ poKycom Ha daH-
Hbix Netflow dns udeHmudgbukauuu HopMmarbHbIX U aHOMaslbHbIX
nammepHos. B OaHHoU cmambe uccnedyemcs aghghekmus-
Hocmb Moderniell MaWUuHHO20 0byyeHusi (ML) u ary6okoeo oby-
yeHusi (DL) Ha ocHoge aHomanut 8 NIDS ¢ ucrionb3oeaHuem 06-
wedocmynHozo Habopa OaHHbIx NF-UQ-NIDS, ucrnionbs3ytou,ezo
OarHble Netflow, ¢ yenbio nosbileHUs 3awumsi cemu.
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Memodsi: Aemopsi Sarhan, M., Layeghy, S., Moustafa, N. u
Portmann, M. e ceoem Ooknade Ha KoHghepeHuuu «Big Data
Technologies and Applications», npogedeHHoli 8 2021 200y uc-
ronb3o08asnu amarn rnpedobpabomku, Ha KOMopom 8blbuparomcsi
8 npusHakos 0ns hasbl 0byyeHuUss u3 docmyrHbix 12 npusHa-
Kos. Bbinu uckmodeHbl IP-adpeca UCXOOHbIX U UenesbiX y3ros,
a makxe cesi3aHHble C HUMU riopmbl. Hoeu3Ha daHHOU cma-
mbU 3aKrYaemcs 80 BKITIHYeHUU 8cex 0oCmyrHbIX hyHKUUU
Ha amarne oby4eHusi C UCMOo/b308aHUEM pPasfiuYHbIX aneopum-
mos knaccucpukayuu ML u DL, makux kak ExtraTrees, ANN, npo-
cmas modenib CNN u VGG 16 npu buHapHoU Knaccugukayuu.

Pesynbmamei: [NpouseodumenbHocmb mModernell Knaccuguka-
Uuu oyeHuU8aemcs ¢ Ucroib308aHueM MempukK, Makux Kak mou-
Hocmb, rnoslHoma u m. 0., 4Ymo obecriedusaem KOMI/1E€KCHbIU
aHarsnu3 rory4YeHHbIX pe3ynsmamos. Pe3ynbmamsi nokasbiea-
tom, ymo modernb ML ExtraTrees npesocxodum ece ocmarsibHble
modernu npu ucronb308aHuUU MpU3HaKoe Ha amarie rnpedobpa-
6omku u docmuzaem 99,09% moyHocmu Krnaccugukayuu, no
cpasHeHuro ¢ 97,25% 6 amanoHHoM Habope OaHHbIX.

Bbigo0bI: MiccriedosaHue nokasaso 8bICOKYH 3QhheKmueHOCMb
pPasnuYHbIX an2opummos Knaccugukayuu modenet ML u DL e
NIDS c ucnonb3oeaHuem 6a3sbi daHHbIx Netflow.

Kniouesbie crnosa: cemesable cucmembl OBHapyXeHUsT 8mop-
xeHul (NIDS), xapakmepucmuku Netflow, mawuHHoe/2rybokoe
oby4eHue, aHomarsbHbIU NIDS.

Cuctem oTkpuBaha aHoManmja y Mpexu Ha 6asm NetFLow
MpPOTOKOMNa NPMMEHOM MaLUUHCKOr/QyboKor yyena

Tyamu B. Aanwn, aytop 3a npenucky, Canem-bunan 6. AMokpaHe,
BbobaH 3. MNMaenosuh, Moxamed 3yayu M. JlangyHu,
Taku-ed0uHe Axmed A. Berjaxuja

YHuBep3autet ogbpaHe y beorpany, BojHa akagemuja, Kategpa
TenekoMyHukaumja n uigopmatuke, beorpag, Penybnvka Cpbuja

OBJIACT: padyHapcke Hayke, TenekoMyHukauuje, cajoep
6e3benHocCT

KATEFOPWJA (TUM) YNAHKA: opyrmHanHiu Hay4Hu pag
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Caxxemak:

Yeod/yusb: lNpoHanaxemwe MpexHuUx aHomanuja, 6asupaHo Ha
npumeHu cucmema 3a 0emekyujy 3rloHaMmepHux yrnada y Mpexy
(NIDS), npedcmasrba usyzemHo epedaH anam, nocebHo y 8oj-
HUM fipuMeHama, 3a 3awmumy mMpexa o0 cajbep Harada, ca ro-
cebHum ¢hokycom Ha Netflow nodamke padu udeHmudbukauuje
HOpMarHuUX u UHyuGeHmHux cumyauuja. ¥ ogom pady je cripo-
8e0eHO ucmpaxueare Koje aHanusupa egukacHocm y bopbu
rnpomue aHomariuja npumeHom modena MawuHckoe yderba (ML)
u dybokoe ydema (DL) y NIDS-y kopuwhermem jagHo docmyri-
He ba3se nodamaka NF-UQ-NIDS koja cadpxu Netflow nodamke,
padu nobosbwara 3awmume MpPEXe.

Memode: Aymopu Sarhan, M., Layeghy, S., Moustafa, N. u Port-
mann, M. y pady ca koHgepeHyuje Big Data Technologies and
Applications, uz 2021. 2o0duHe, kopucmusnu cy rpedobpady y
Kojoj ce 8 obenexja usdeaja 3a ¢hasy mpeHuUHaa 00 yKyrnHo 12
docmynHux obenexja. NocebHo cy usyzeme usgopHe u odpedu-
wHe IP adpece, kao u wuxosu npunadajyhu nopmosu. nasHuU
dorpuHoc 08oe pada 00HOCU Ce Ha yKiby4ugare ceux 0ocmyri-
Hux obernexja y paly mpeHuHzaa, Kopuwherem pa3nuqumux asn-
2opumama Knacugpukayuje ML u DL, kao wmo cy ExtraTrees,
ANN, jedHocmasHu CNN u VGG 16 3a 6uHapHy knacugbukayujy.

Pesynmamu: lNepgopmaHce aHanusupaHux KrnacugpukayuoHux
modena esasnyupaHe cy noMohy HEKOTUKO Mempuka (maJyHocm,
od3us, npeyusHocm u dpyeo), Yume je omozyheHa ceeobyxeam-
Ha KoMmnapayuja 0obujeHux pedynmama. Y 3asplwHoj aHanusu
pesynmamu rokasyjy 0a ML moden ExtraTrees HaOmaluyje cee
ocmarie modesie kopucmehu rpednoxeHy npedobpady ceux 0o-
cmyrnHux obenexja, nocmuzaswu maJyHocm Krnacugukayuje od
99,09%, y nopehery ca 97,25% y pechepeHmHOM cKyry rnoda-
maka.

Bakrpyyak: CnpoeedeHo ucmpaxuearse aHanusupa eguka-
CHOCM pa3snuyumux anzopumama Knacugpukauuje ML u DL mo-
Oena y NIDS-y kopuwherem 6ase Netflow.

KmbyyHe peuu: cucmem omkpusarsa ynada y mpexy (NIDS),
Netflow obenexja, mawuHcko yuyewe (ML), dyboko y4vere
(DL).
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Abstract:

Introduction: Analyzing the high-dimensional datasets used for intrusion
detection becomes a challenge for researchers. This paper presents the
most often used data sets. ADFA contains two data sets containing
records from Linux/Unix. AWID is based on actual traces of normal and
intrusion activity of an IEEE 802.11 Wi-Fi network. CAIDA collects data
types in geographically and topologically diverse regions. In CIC-IDS-
2017, HTTP, HTTPS, FTP, SSH, and email protocols are examined. CSE-
CIC-2018 includes abstract distribution models for applications, protocols,
or lower-level network entities. DARPA contains data of network traffic.
ISCX 2012 dataset has profiles on various multi-stage attacks and actual
network traffic with background noise. KDD Cup ‘99 is a collection of data
transfer from a virtual environment. Kyoto 2006+ contains records of real
network traffic. It is used only for anomaly detection. NSL-KDD corrects
flaws in the KDD Cup 99 caused by redundant and duplicate records.
UNSW-NB-15 is derived from real normal data and the synthesized
contemporary attack activities of the network traffic.

Methods: This study uses both quantitative and qualitative techniques.
The scientific references and publicly accessible information about given
dataset are used.

Results: Datasets are often simulated to meet objectives required by a
particular organization. The number of real datasets are very small
compared to simulated dataset. Anomaly detection is rarely used today.
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Conclusion: The main characteristics and a comparative analysis of the
data sets in terms of the date they were created, the size, the number of
features, the traffic types, and the purpose are presented.

Key words: ADFA, AWID, CAIDA, CIC-IDS-2017, CSE-CIC-2018,
DARPA, ISCX 2012, KDD Cup 99, Kyoto 2006+, NSL-KDD, UNSW-
NB15.

Introduction

With the increase in computer applications and large amounts of
data being processed around the world, the need for data protection has
multiplied in recent years. Intrusion detection systems (IDSs) are the
primary line of defense that protects networks from malicious attacks.
The IDS is generally classified into three installation types: host-based,
network-based, and hybrid (Proti¢ & Stankovi¢, 2020). The network-
based intrusion detection systems can also be divided into signature-
based and anomaly-based, both of which are inspired by the human
immune system. The signature-based (misuse-based) IDS protects the
network by proactively detecting the presence of known attacks by
comparing unknown network traffic against a database of known attack
signatures. It detects malicious software based on the knowledge
gathered through known attacks. The main advantage of signature-based
IDSs is their high detection speed. The main disadvantage of signature-
based IDSs is the difficulty in detecting unknown attacks. Anomaly-based
IDSs detect unusual network behavior by detecting deviations from a
statistical model of normal network behavior and by looking for activities
that deviate from the created model. The main advantage of anomaly-
based IDSs is the detection of unknown attacks. The main challenge in
anomaly detection is determining what is identified as normal.

The main problem in intrusion detection is the huge amount of data.
Since the type of features and the number of instances determine the
applicability of IDSs, analyzing high-dimensional datasets becomes a
challenge for researchers. Simulated datasets or datasets obtained from
real network traffic differ in size, number of features, purpose, type of
attacks, etc. (Omar et al, 2013; Jie et al 2018). A number of authors
examine, describe and compare various datasets such as ADFA-LF,
ADFA-WD, AWID, CAIDA, CIC-IDS-2017, CSE-CIC-2018, DARPA 98,
SCX 2012, KDD Cup ’99, Kyoto 2006+, NSL-KDD and UNSW-NB15 data
sets, which differ in the number of features, type of attacks and purpose
(Proti¢, 2018; Bohara et al, 2020; Borisniya & Patel, 2015; Thakkar &
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Lohiya, 2020; Khraisat et al, 2019; Ferriyan et al, 2021; Serkani et al,
2019; Mighan & Kahani, 2021; Soltani et al, 2021).

In this paper, we present the main characteristics and a comparative
analysis of the given data sets in terms of the date they were created,
their size, attacks/anomalies, the number of their features, their traffic
types, and their purpose.

Data sets

A list of ADFA-LF, ADFA-WD, AWID, CAIDA, CIC-IDS-2017, CSE-
CIC-2018, DARPA 98, ISCX 2012, KDD Cup 99, Kyoto 2006+, NSL-
KDD, and UNSW-NB15 data sets, with comprehensive descriptions, is
given it the text that follows.

ADFA-LD and ADFA-WD datasets

In 2013, the Australian Defense Force Academy (ADFA) developed
two data sets containing records from Linux/Unix (ADFA-LD) and
Windows (ADFA-WD) systems, respectively. The datasets are free to
use for research purposes only. The datasets are evaluated by the host-
based IDS (HIDS) (system-call-based). The ADFA-LD consists of system
call traces obtained from a temporary local Linux server, and six
cyberattacks (Xie et al, 2014). The ADFA-WD is a set of DLL access
requests and system calls from a variety of hacking attacks (2015). Both
ADFA datasets are the benchmarks for evaluating IDS based on system
calls.

ADFA-LD

System call traces are used by HIDS to detect attacks on target
systems. ADFA-LD consists of 833 normal training traces, 4372 normal
validation traces, and 746 attack traces, all collected under the Linux
system, namely: Adduser (91), Hydra FTP (162), Hydra SSH (176),
Java_Meterpreter (124), Meterpreter (75), and Web Shell (118). Each
system call is represented by an integer (Zhang et al, 2020).

ADFA-WD

ADFA-WD is high-quality collection of DLL access requests and
system calls for a variety of hacking attacks. The dataset was gathered
on a Windows XP SP2 host. The default firewall was enabled, and
Norton AV 2013 was installed to detect only sophisticated attacks and
ignore low-level attacks. The operating system environment allowed for
sharing and the configuration of network printers. It was running
applications like webserver, database server, FTP server, streaming
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media server, PDF reader, and so on. A total of 12 known vulnerabilities
for installed applications were exploited using the Metasploit framework
and other custom approaches. ADFA-WD is composed of 355 normal
training traces, 1827 normal validation traces, and 5542 attack traces
(Borisniya & Patel, 2015).

AWID

The Aegean Wi-Fi Intrusion Detection (AWID) data set is a publicly
available labeled data set that was created in 2016 and is based on
actual traces of normal and intrusion activity of an IEEE 802.11 Wi-Fi
network (Natkaniec & Bednarz, 2023). Character data and imbalance
between attack and normal data characterize AWID, which may influence
IDS evaluation (Chen et al, 2021). The dataset contains 155 distinct
features and 14 simulated existing attacks (Sudaroli Vijayakumar &

Ganapathy, 2018).
Table 1 — AWID attack classes
Tabnuua 1 — Knaccbl KUC/IOMHbI amak
Tabena 1 — AWID knace Hanada

Attack class Description

Sending a larae number of deauthentication management frames with
Deauthentication | specific destination MAC address. Results in the connection loss of a client
with MAC address or disconnection of all clients that receive the frame.

Similar to a deauthentication flood, uses disassociation management

Disassociation frames.

Block The attacker sends a fake ADDBA messade on behalf of a real client with
Acknowledge high sequence numbers, causing the AP to not accept frames.

Authentication Involves sending a larae number of authentication request frames; AP

2 request overloads can cause it to shut down and drop the wireless network.
3 Fake Power Takes advantage of the Power Savinag mechanism by sending a null frame
L_f Saving on behalf of the victim with the power saving bit set to 1.

Relies on the Request-to-Send/Clear-to-Send mechanism; causes STA to

Clear-to-Send wait for a transmission that never occurs;

Request-to- Similar to a CTS flood, involves sendina a larae number of RTS frames,
Send which prevents other clients from accessing the medium.

Involves sending multiple beacon frames with different SSIDs; causes

it confusion for end users attempting to connect to the correct network.

Probe Request | Drain resources from the AP; sends large number of probe request frames.

Probe Response | Involves flooding a victim with a large number of probe response frames.

Wireless network created by an attacker designed to attract unsuspecting

s Honeypot victims.

= Evil Twin Wireless network created by an attacker that is an exact replica of an

s existing network used by the victim.

o Attacking wireless networks where direct access to the access point is not

o Caffe Latte necessary. P

E Hirte Extension of the Caffe Latte attack in which ARP packets are fraamented
to collect more IVs from the connected device; easier to crack WEP key.

ARP Injection Injecting a fake ARP Request into the wireless network

- The attacker first performs a fake authentication with the Access Point and

S Fragmentation then receives at least one frame. Attacker can guess the first 8 bytes of the

8 keystream. Then constructs a frame with a known payload, breaks it into

= fragments.

- Chop-Chop Dropping the last byte of the encrypted frame and then guessing a valid

Integrity Check Value (ICV).
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IEEE 802.11i, also known as WPA2, was an improvement to the
original IEEE 802.11 standard that aimed to improve protocol security. It
significantly augments and expands the well-known AWID2 corpus by
capturing and analyzing traces of wide range of IEEE 802.1X Wi-Fi
network attacks. AWID3 is expected to be a great improvement in the
design and evaluation of IDSs. Attacks from the wireless MAC layer to
higher ones that are common to IEEE 802.3 networks.

CAIDA

Center of Applied Internet Data Analysis (2002-2016) created the
CAIDA data set and made it widely available to the research community
who provide data or network access. CAIDA contains three datasets:
CAIDA 0C48 (contains various types of data observed on an OC48 link
in San Hose), CAIDA DDoS (contains one hour of DDoS attack traffic
divided into 5-minute pcap files), and CAIDA Internet Traces 2016
(CAIDA Equinix-Chicago High-speed Internet backbone passive traffic
traces) are three datasets contained in CAIDA. CAIDA datasets collect a
variety of data types in geographically and topologically diverse regions.
Because of numerous flows, these benchmarking are ineffective
(Proebstel, 2008).

CAIDA OC48

The CAIDA 0OC48 Peering Point Traces Dataset (2002-2003)
contains anonymized passive traffic traces collected from large ISP’s
west coast OC48 peering point from 2002 to 2003. The payload is
removed and IP addresses anonymized using CryptoPAn prefix-
preserving anonymization tool with the same key for all traces in this
dataset. The CAIDA OC48 data is useful for research on the internet
traffic characteristics such as application breakdown, security events,
topological distribution, and flow volume and duration. These traces can
be read by any program that supports the pcap (tcpdump) format
(CAIDA, 2020a).

CAIDA DDoS

This dataset contains the traffic traces of a flooding DDoS attack
over a one-hour period. The attack’s goal was to consume the computing
resource of the targeted server. IP addresses have been
pseudonymized, and their payloads and non-attack traffic have been
removed from the dataset for security reasons, limiting its usability. This
dataset found its application in detecting low rate stealthy as well as high-
rate flooding DDoS attacks (Behal & Kumar, 2016). This type of DoS
attack attempts to prevent access to the targeted server by consuming
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computing resources on the server and by consuming all computing
resources on the server as well as all network bandwidth connecting the
server to the Internet. The one-hour trace is divided into 5-minute pcap
files. Only attack traffic to the victim and responses to the attack from the
victim are included in the traces. Traces in this dataset are anonymized
using CryptoPAn prefix-preserving anonymization using a single key. The
payload has been removed from all packets (CAIDA, 2020b).

CAIDA Internet Traces

The CAIDA Internet Traces dataset contains three subsets:

- 2008-2014: contains anonymized passive traffic traces from
CAIDA’s equinix-chicago and equinix-sanjose high-speed
Internet backbone connections.

o the first available traffic trace is an hourly traffic trace
collected during the DITL 2008 measurement event;

o contains anonymized packet headers in pcap format
for a single direction of the bidirectional OC129 link at
the equinix-chicago monitors;

o a one-hour recording resulted in 83GB compressed
pcap files;

o a monthly one-hour trace is collected;

o traffic traces are anonymized using CryptoPan prefix-
preserving anonymization;

o during recording, packets are truncated to a specified
length (64-96 B) to avoid excessive packet loss due
to disk 1/O overload.

o payload is removed from all packets; only header
information at the transport layer is retained;

o the Endace network cards used to record these
traces provide timestamps with nanosecond
precision;

- 2015-2016: contains anonymized passive traffic traces from
CAIDA’s equinix-chicago monitors on high-speed Internet
backbone links.

- 2018-2019: contains anonymized passive traffic traces from
CAIDA’s equinix-nyc monitor.

Starting with the 2010 traces, the original nanosecond timestamps
are provided as separate ascii files alongside the pcap files. The traces
can be read with any software that can read pcap (tcpdump) files
(CAIDA, 2019).
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CIC-IDS-2017
In 2018, the Canadian Institute for Cybersecurity (CIC) created the

CIC-IDS-2017 dataset. The dataset consists of ~2.8 million benign and
malicious records with 77 features and ~128 thousands current common
attack covering 11 criteria (see Table 2) with 14 types of attacks
(Sharafaldin et al, 2018). For this dataset, the authors examined the
abstract behavior of 25 users based on HTTP, HTTPS, FTP, SSH, and
email protocols. The attacks implemented include brute-force FTP, brute-
force SSH, DoS, Heartbleed, web attack, Infiltration, Botnet and DDoS
(UNB University of New Brunswick: Canadian Institute for Cybersecurity,

2018).

Table 2 — CIC-IDS-2017 criteria and description
Tabnuuya 2 — CIC-IDS-2017 kpumepuu u onucaHue

Tabena 2 — CIC-IDS-2017 kpumepujymu u onuc

No Criteria Description

Complete A complete network topology includes Modem, Firewall,
1 Network Switches, Routers, and presence of a variety of operating
configuration systems such as Windows, Ubuntu and Mac OS X.
> Complete Traffic By having a user profiling agent and 12 different machines in

Victim-Network and real attacks from the Attack-Network.

Section 4 and Table 2 show the benign and attack labels for

3 Labelled Dataset | each day. Also, the details of the attack timing will be published
on the dataset document.
Complete As Figure 1 shows, we cover_ed both within and between
4 - internal LAN by having two different networks and Internet
Interaction S
communication as well.
Complete Because we used the mirror port, such as tapping system, all
5 Capture traffics have been captured and recorded on the storage
server.
6 Available Provided the presence of all common available protocols, such
Protocols as HTTP, HTTPS, FTP, SSH and email protocols.
Included the most common attacks based on the 2016 McAfee
7 Attack Diversity report, such as Web based, Brute force, DoS, DDoS,
Infiltration, Heart-bleed, Bot and Scan covered in this dataset.
Captured the network traffic from the main Switch and memory
8 Heterogeneity dump and system calls from all victim machines, during the
attacks execution.
Extracted more than 80 network flow features from the
9 Feature Set generated network traffic using CICFlowMeter and delivered
the network flow dataset as a CSV file. See our PCAP analyzer
and CSV generator.
Completely explained the dataset which includes the time,
10 MetaData attacks, flows and labels in the published paper.
11 Day, Date, Days of normal network activity and attacks.

Description, Size
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CSE-CIC-2018

A joint project between the Communication Security Establishment
(CSE) and the CIC produced the CSE-CIC-2018 dataset, which included
detailed descriptions of intrusions along with abstract distribution models
for applications, protocols, or lower-level network entities.

The final data set included seven different attack scenarios: Brute-
Force, Hearth Bleed, Botnet, DoS, DDoS, Web Attacks and Infiltration
(see Table 3). The attack infrastructure consists of 50 machines and the
victim organization consists of 5 departments and includes 420 machines
and 30 servers (Kali Linux).

Table 3 — CSE-CIC-2018 attacks and tools
Tabnuya 3 — CSE-CIC-2018 amaku u UHCmpyMeHmab|
Tabena 3 — CSE-CIC-2018 Hanadu u anamu

Attack

Tools

Victim

Bruteforce (1 day)

FTP — Patator; SSH — Patator

Ubuntu 16.4 (Web Server)

DoS (1 day)

Hulk, GoldenEye, Slowloris,
Slowhttptest

Ubuntu 16.4 (Apache)

DoS (1 day)

Heartleech

Ubuntu 12.04 (Open SSL)

Web (2 days)

Damn Vulnerable Web App
§DVWA); In-house selenium

ramework (XSS, Brute-force);

Ubuntu 16.4 (Web Server)

Infiltration (2 days)

First level: Dropbox download
in a windows machine;
Second Level: Nmap and
portscan;

Windows Vista & Macintosh

Botnet (1 day)

Ares: remote shell, file
upload/download, capturing
screenshots and key logging

DDoS & PortScan (2 days)

Low Orbit lon Canon for UDP,
TCP, HTTP requests

Windows Vista, 7, 8.1, 10 (32-
bit) and 10 (64-bit)

The dataset includes the captured network traffic and the system
logs of each machine, as well as 80 features extracted from the captured
traffic using CICFlowMeter-V3. CICFlowMeter is a network traffic flow
generator that produces bidirectional flows (Biflow), where the first packet
determines the forward (source to destination) and reverse (destination

977

Proti¢. D. et al, Cybersecurity attacks: which dataset should be used to evaluate an intrusion detection system? 970-995


https://www.unb.ca/cic/research/applications.html#CICFlowMeter
https://www.unb.ca/cic/research/applications.html#CICFlowMeter

ﬁ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

to source) directions, hence the 83 statistical features such as Duration,
Number of packets, Number of bytes, Length of packets, etc.

The application output is in the CSV file format with six columns
labeled for each flow, namely FlowlD, SourcelP, DestinationlP,
SourcePort, DestinationPort, and Protocol with more than 80 network
traffic features. Normally, TCP flows are terminated when the connection
is broken (by the FIN packet), while UDP flows are terminated by a flow
timeout. The flow timeout value can be set arbitrarily according to the
particular scheme, e.g. 600s for TCP and UDP. A list of extracted
features can be found at (UNB University of New Brunswick: Canadian
Institute for Cybersecurity, 2017).

The dataset shows class imbalance as about 17% of the instances
contain abnormal traffic. The data set is not used as a treasure trove for
signature-based IDS, but to promote anomaly-based intrusion detection
(Levy & Khoshgoftaar, 2020).

1998/1999 DARPA intrusion detection evaluation dataset

The DARPA dataset was produced by the Lincoln Laboratory of the
Massachusetts Institute of Technology (MIT) in 1998 and 1999. The
dataset consists of two parts: online and offline. All network traffic
including the total payload of each packet, was recorded in tcp dump
format and made available for analysis. In these evaluations, the data
was in the form of sniffed network traffic, Solaris BSM audit data,
Windows NT audit data (1999 DARPA), and file system snapshots, and
an attempt was made to identify intruders that had penetrated a test
network during the data collection period. The IDSs are tested in an
offline evaluation using network traffic and audit logs collected from a
simulated network (Lippmann et al, 2000). The test network consisted of
a mixture of real and simulated machines; background traffic was
artificially generated by the real and simulated machines while attacks
were carried out against the real computers.

The DARPA dataset is used to measure the detection rate and false
alarm rate for network traffic consisting of four types of attacks: Denial of
Service (DoS), probing (Probe/Scan attacks), and two types of privilege
escalation attacks — User to Root (U2R) and Remote to Local (R2L). The
1998 DARPA Intrusion Detection Evaluation Dataset (1998 DARPA)
contains 41 features and a class. In total, there are 409021 records with
classes labeled as either normal or one of the 22 attack types. However,
only 409020 records can be used, primarily because of errors in the
records within the dataset (see Table 4) (Khor et al, 2009).
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Table 4 — 1998 DARPA record types
Tabnuua 4 — 1998 DARPA 8udsbi 3anucu
Tabena 4 — 1998 DARPA knace 3anuca

Record type Number of records
Normal 97277
Denial of Service 391458
Probe 4107
Remote to Local 1126
User to Root 52

The DARPA 1999 consists of weeks 1-3 of training data and weeks
4-5 of testing data. Weeks one and three contain normal traffic and week
two contains labeled attacks (Thomas et al, 2008). The descriptions of
the attacks are listed in Table 5.

Table 5 — DARPA attack classes and descriptions
Tabnuua 5 — DARPA knaccbl amak u onucaHue

Tabena 5 — DARPA knace Hanada u onuc

Attack class Attack type Description
Ipsweep, Scans a computer network or a DNS server to find
Isdomain, valid IP addresses
mscan
portsweep, Scans a computer network or a DNS server to find
Probe mscan active ports
queso, mscan Scans a cqmputer network or a DNS server to find
hostoperating system types
Scans a computer network or a DNS server to find
satan S
known vulnerabilities
selfping Solaris operating system crash
Active termination of all TCP connections to a
DoS tcpreset o
: specific host
(Designed to - - — -
. . Corruption of ARP cache entries for a victim not in
disrupt a host or arppoison hers’ h
network service) - others’ cac s -
crashiis Crashes the Microsoft Windows NT web server
Dosnuke Crashes Windows NT
guest, dict Gains local access to the machine
ppmacro Exfiltrates files from the machine
R2L framespoof Modifies data in transit to the machine
(Attacker who ppmacro NT power point macro attack
does not have an | framespoof Man-in-middle web browser attack
accounton a netbus NT trojan-installed remote administration tool
victim machine) | sshtrojan Linux trojan SSH server
ncft Linux FTP file access-utility with a bug that allows
P remote commands to run on a local machine
U2R (Local user
on a machine is ntfsdos, Secret attacks, where a user who is allowed to
able to obtain sqlattack access the special files exfiltrates them
privileges
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The DARPA 1999 test data consisted of 190 instances of Probe
(37), DoS (63), R2L (53) and U2R (37) attacks. The following types of
attacks were added to the training set (see Table 6).

Table 6 — DARPA attack types
Tabnuuya 6 — DARPA knacckl amak
Tabena 6 — DARPA knace Hanada

Attack class Attack type
DoS appache?2, back, land, mailbomb, neptune, pod, processtable,
teardrop, smurf, syslogid, udpstorm, warexzlient
Probe ntinfoscan, iligal-sniffer
ROL ftpwrite, httptunnel, imap, named, netcat, phf, sendmail, snmpget,
xlock, xsnoop
casesen, eject, fdlformat, floconfig, loadmodule, nukepw, perl,
ppmacro, ps, secret, srchole, xterm, yaga

U2R

The main criticisms of the DARPA data relate to: (1) the software
used to generate traffic on the testbed, which is not publicly available, (2)
the evaluation criteria do not take into account the system resources
used, (3) the ease of use, (4) the type of system it is on, (5) the
procedures used in building the dataset and performing the evaluation,
(6) the background data does not include background noise such as
packet storms, (7) strange packets, (8) anomalous Internet traffic that is
not caused by malicious behavior, etc.

ISCX 2012

The ISCX 2012 dataset has two profiles. Alpha performs various
multi-stage attacks, and Betha generates actual network traffic with
background noise. The dataset contains network traffic for HTTP, SMP,
SSH, IMAP, POP3, and FTP protocols but no HTTPS traces. The
distribution of simulated attacks is not based on real world statistics
(Sharafaldin et al, 2018).

The dataset shows realistic network behavior and includes
various intrusion scenarios. It is shared as a complete network capture
with all internal traces to evaluate the payloads for a deep data packet
analysis. In addition, the dataset includes seven days of both normal and
malicious network traffic activity.

The dataset was created using profiles that contain abstract
representations of network traffic actions and behaviors. ISCX-IDS
2012 contains two different profiles to create network traffic behaviors
and scenarios (Table 7) (Khan et al, 2019).
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Table 7 — ICSX 2012 criteria
Tabnuua 7 — ICSX 2012 kpumepuu
Taberna 7 — ICSX 2012 kpumepujymu

No

Criteria

Description

Realistic
network traffic

Ideally, a dataset should not exhibit any unintended properties, both
network and traffic wise. This is to provide a clearer picture of the real
effects of attacks over the network and the corresponding responses of
workstations. For this reason, it is necessary for the traffic to look and
behave as realistically as possible. This includes both normal and
anomalous traffic. Any artificial post-capture trace insertion will
negatively affect the raw data and introduce possible inconsistencies in
the final dataset. Consequently, all such adjustments are highly
discouraged.

Labelled
Dataset

A labeled dataset is of immense importance in the evaluation of various
detection mechanisms. Hence, creating a dataset in a controlled and
deterministic environment allows for the distinction of anomalous
activity from normal traffic; therefore, eliminating the impractical process
of manual labeling.

Total
interaction
capture:

The amount of information available to detection mechanisms are of
vital importance as this provides the means to detect anomalous
behaviour. In other words, this information is essential for post-
evaluation and the correct interpretation of the results. Thus, it is
deemed a major requirement for a dataset to include all network
interactions, either within or between internal LANs.

Complete
Capture

Privacy concerns related to sharing real network traces have been one
of the major obstacles for network security researchers as data
providers are often reluctant to share such information. Consequently,
most such traces are either used internally, which limits other
researchers from accurately evaluating and comparing their systems, or
are heavily anonymized with the payload entirely removed resulting in
decreased utility to researchers. In this work, the foremost objective is
to generate network traces in a controlled testbed environment, thus
completely removing the need for any sanitization and thereby
preserving the naturalness of the resulting dataset.

Diverse
intrusion
scenarios

Attacks have increased in frequency, size, variety, and complexity in
recent years. The scope of threats has also changed into more complex
schemes, including service and application-targeted attacks. Such
attacks can cause far more serious disruptions than traditional brute
force attempts and also require a more in-depth insight into IP services
and applications for their detection. Through executing attack scenarios
and applying abnormal behaviour, the aim of this objective is to perform
a diverse set of multistage attacks; each carefully crafted and aimed
towards recent trends in security threats. This objective often labels
many of the available datasets as ineffective and unfit for evaluating
research results.

Day, Date,
Description,
Size

7 days of normal network activity and attacks
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The ISCX IDS 2012 dataset is publicly available for researchers at
(UNB University of New Brunswick: Canadian Institute for Cybersecurity,
2012).

KDD Cup '99

The KDD Cup ‘99 dataset is a collection of data transfer from a
virtual environment and used for 5" Knowledge Discovery and Data
Mining Tools competition. It is a subset of the 1998 DARPA dataset
collected by simulating network traffic in a medium sized U.S. Air Force
LAN (TCP dump data) over a nine-week period.

The dataset was collected and distributed at the Massachusetts
Institute of Technology (MIT) Lincoln Laboratory. The KDD Cup '99
consists of the full KDD Cup ’99 dataset, which includes simulation of
normal connections and four attack classes (Probe, DoS, R2L, U2R), a
10% KDD dataset for training the classifiers, and a KDD test dataset
intendend for testing (Gifty Jeya et al, 2012, pp.28-32).

The structure of the full dataset is given in Table 8.

Table 8 — KDD Cup '99 file content
Tabnuya 8 — KDD Cup '99 codepxxaHue ¢hatinos
Tabena 8 — KDD Cup ‘99 cadpxaj chajnosa

File File content
kddcup.names List of features
kdd.data.gz Full data set (uncompressed)
kdd.cup.data 10 percent.gz 10% subset (compressed)
kddcup.newtestdata 10 percent_unlabeled.gz 1.4M, 45M uncompressed
kddcup.testdata.unlabeled.gz 11.2M, 430M uncompressed
kddcup.testdata. unlabeled 10 percent.gz 1.4M, 45M uncompressed
corrected.gz Test data with corrected labels
training_attack types List of attack types
typo-correction. it Short description of corrections

to the data set

The full KDD Cup ‘99 dataset contains 4,898,431 single connection
records, each of which consists of 41 features labeled as normal or
attacks (Tavallaee et al, 2009).

The number of instances is given in Table 9. The attack classes are
described in Table 10.
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Table 9 — KDD Cup "99 instance number
Tabnuya 9 — Homep crniy4dasi 8 6ase KDD Cup 99
Tabena 9 — bpoj uHcmaHyu y KDD Cup 99 6asu

Attack class Training set 10% Training set Test set
Normal 492,708 97,278 60,593
Probe 41,102 4,107 4,166

DoS 3,883,370 391,458 229,853
R2L 1,126 1,126 16,347
U2R 52 52 70

Table 10 — KDD Cup '99 attack classes
Tabnuua 10 — Knaccel amak e 6aze KDD Cup 99
Tabena 10 — Knace Hanada y 6a3u KDD Cup ‘99

Attack class

Attack type

Probe ipsweep, nmap, portsweep, satan

DoS back, land, neptune, pod, smurf, teardrop

R2L fpwrite, spy, phf, guesspasswd, imap, warezclient, warezmaster, multihop
U2R rootkit, perl, loadmodule, bufferoverflow

The features describing the connections can be classified into four

categories:

Basic features — determined from the packet header without

examining the contents of the packet.

Content features — determined by analyzing the content of the

TCP packet (number of unsuccessful attempts to login to the
system).

Time features — determine the duration of the connection from a

source IP address to a destination IP address. The connection is
a sequence of data packets that begin and end at predefined

times.

Traffic features — are based on a window that has an interval of a

certain number of connections (suitable for describing attacks
that last longer than the interval of the specific time features).

The features are listed in Table 11.
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Table 11 — KDD Cup '99 features
Tabnuua 11 — Ampubyme! 6a3sl KDD Cup 99
Tabena 11 — Ampubymu y 6asu KDD Cup ‘99

No Feature Description
1. duration length of connection
2. protocol type type of protocol (TCP, UDP...)
3. service destination service (ftp, telnet...)
4. flag status of connection
5. source bytes No. of B from source to destination
6. destination bytes No. of B from destination to source
7. land If the source=destination address are the same land=1/if not, 0
8. wrong fragments No. of wrong fragments
9. urgent No. of urgent packets
10. hot No. of hot indicators
11. failed logins No. of unsuccessful attempts at login
12. logged in If logged in=1/if login failed 0
13. # compromised No. of compromised states
If a command interpreter with a root account is running root
14. root shell Ay
shell=1/if not, then 0
15. su attempted If su command is attempted=1, otherwise=0
16. # root No. of root accesses
17. # file creations No. of operations that create new files
18. # shells No. of active command interpreters
19. # access files No. of file creation operations
20. # outbound cmds No. of outbound commands in an ftp session
21. is host login is host login=1 if the login is on the host login list/if not 0
22. is guest login If a guest is logged into the system = 1 otherwise 0
No. of connections to the same host as the current connection at
23. count ) .
a given interval
oa srv count No. of connections to the same se}'vice as the current connection
at a given interval
25. serror rate % of connections with SYN errors
26. srv error rate % of connections with SYN errors
27. rerror rate % of connections with REJ errors
28. Srv rerror rate % of connections with REJ errors
29. same srv rate % of connections to the same service
30. diff srv rate % of connections to different services
31. srv diff host rate % of connections to different hosts
32. dst host count No. of connections to the same destination
33, dst host srv count No. of connections to the same_destination that use the same
service
24, dst host same src rate % of connections to the sagnet?vcijf:tination that use the same
35. dst host srv rate % of connections to different hosts on the same system
36. dst host srzr:;e StV port % of connections to a system with the same source port
37, dst host srv diff host rate % of connections to the san;g;;ervice coming from different
38. dst host serror rate % of connections to a host with an SO error
39. dst host srv serror rate % of connections to a host and specified service with an SO error
40. dst host serror rate % of connections to a host with an RST error
% of connections to a host and specified service with an RST
41. dst host srv serror rate

error
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The main criticism is that the KDD Cup 99 dataset is not an
authentic simulation of real network traffic. Other problems include
complexity of the training and test sets, the impact of duplicates to
machine learning algorithms, the number of attack instances of attack is
too high relative to the number of instances of normal traffic, the
relationship between each attack category is not realistic, the instances
of individual attacks are similar to the instances of normal traffic for the
R2L attack types, etc.

Kyoto 2006+

The Kyoto 2006+ dataset contains records of real network traffic
data collected from November 2006 to December 2015 on five different
computer networks inside and outside Kyoto University (Proti¢, 2018,
pp.587-589). The first part of the dataset contains records collected from
~350 honeypots, including two darknet sensors with ~300 unused IP
addresses and other IDSs (Song et al, 2011; Singh et al, 2015;
Najafabadi et al, 2016). To generate traffic, the authors developed a
server that was deployed on the same network as the honeypots. The
first part of the Kyoto 2006+ dataset recorded from 2006 to 2009 consists
of 24 features containing ~90 million instances. Fourteen statistical
features were derived from the KDD-Cup '99 dataset (KDD, 1999; Ashok
Kumar & Venugopalan, 2018). The authors also added 10 additional
features that were used exclusively to detect anomalies. In the
observation period, more than 50 million sessions with normal traffic, 43
million sessions with known attacks and 425,000 sessions with unknown
attacks were recorded. As a part of the Kyoto 2006+ dataset, a total of
20GB of data was collected from November 2009 to December 2015
(Park et al, 2018). The IDS Bro was used to convert packet-based traffic
into a session format. (Demertzis, 2018; McCarthy, 2014). IDS Bro is a
behavioral and signature-based analysis framework that provides
detailed information about the hypertext transfer protocol (HTTP), the
domain name system (DNS), the secure shell (SSH) communication
protocol, and irregular network behavior (Song et al, 2011). It is suitable
for high-performance network monitoring, protocol analysis, and real-time
application layer status reporting. The Bro event engine is responsible for
receiving and converting the internet protocol (IP) packets into events
that are passed to the policy script interpreter that generates the output.
DoS, exploits, malware, port scans and shell code attacks were recorded
with no additional information about a specific attack. The Kyoto 2006+
dataset does not provide detailed information on attacks parameters.
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Instead, the feature Label determines whether the session is normal or
not (Ting, 2011). Table 12 presents the Kyoto 2006+ dataset.

Table 12 — Kyoto 2006+ dataset
Tabnuua 12 — Kyoto 2006+ 6a3a 0aHHbIX
Tabena 12 — Kyoto 2006+ 6a3a nodamaka

No Feature Description

1 | Duration — basic Length of the connection (in seconds)

2 | Service — basic Connection’s server type (dns, ssh, other)

3 | Source bytes — basic No of data bytes sent by the source IP address

4 | Destination bytes — basic No of data bytes sent by the destination IP address
No of connections whose source IP address and destination

5 | Count IP address are the same to those of the current connection in
the past two seconds

6 | Same_srv_rate % of connections to the same service in the Count feature

7 | Serror_rate % of connections that have ‘SYN’ errors in the Count feature

8 | Srv_serror_rate % of connections that have ‘SYN’ errors in Srv_count

9 | D No of connections whose source IP address is also the same

st_host_count

to that of the current connection

No of connections whose service type is also the same to

10 | Dst_host_siv_count that of the current connection

% of connections whose source port is the same to that of

11 | Dst_host_same_src_port_rate the current connection in the Dst_host_count feature

% of connections that have ‘SYN’ errors in the

12 | Dst_host_serror_rate Dst_host_count feature

% of connections that have ‘SYN’ errors in the

13 | Dst_host_srv_serror_rate Dst host srv count feature

The state of the connection at the time of connection was

ﬁ* VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

14 | Flag written (tcp, udp)

15 | IDS_detection Reflects if IDS triggered an alert for the connection

16 | Malware_detection Indicates if malware was observed at the connection

17 | Ashula detection. Means if shellcodes and exploit codes were used in the
- connection

18 | Label Indicates whether the session was attack or not

19 | Source IP_Address Source IP address used in the session

20 | Source Port_Number Indicates the source port number used in the session

21 | Destination_IP_Address It was also sanitized

22 | Destination_Port_Number Indicates the destination port number used in the session

23 | Start_Time Indicates when the session was started

24 | Duration Indicates how long the session was being established

NSL-KDD

The NSL-KDD dataset is created from the KDD Cup '99 dataset. It
corrects flaws in the KDD Cup '99 dataset caused by redundant records
in the training set and duplicate records in the test set. Furthermore, the
number of records in both the training set and the test sets is appropriate
(Protic, 2018, pp.587-589). The training set contains 21 different attack
types, while the test set contain 37 different attack types. The known
attacks are those presented in the training set, while the additional 16
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attacks are only available in the test set (see Table 13) (Nkiama et al,
2016). Normal traffic in the training set contains 67,343 instances, while
normal traffic in the test set contains 9,711 instances.

Table 13 — Kyoto 2006+ attack classes

Tabnuua 13 — Knaccgh amak e 6a3e Kyoto 2006+
Tabena 13 — Knace Hanada y 6asu Kyoto 2006+

Attack class Attack type — Training set Attack type — Test set
Probe ipsweep, nmap, portsweep, satan ipsweep, nmap, portsweep, satan
back. land. neptune. pod. smurf apache2, back, land, mailbomb,
DoS ' »hep » pod, ' neptune, pod, processtable, smurf,
teardrop
teardrop, udpstorm, worm
o guess_passwd, ftp_write, imap,
gue_ss_passwd, ftp_write, imap, httptunnel, phf, multihop, named,
R2L multihop, phf, spy, warezmaster, .
. snmpguess, snmpgetattack, sendmail,
warezclient
warezmaster, xlock, xsnoop
U2R buffer_overflow, loadmodule, perl, buffer_overflow, loadmodule, rootkit,
rootkit perl, ps, sglattack, xterm
UNSW-NB-15

In 2015, Moustafa et al introduced a hybrid academic intrusion
detection UNSW-NB-15 dataset derived from real normal data, and the
synthesized contemporary attack activities of network traffic. The dataset
consists of raw network packets containing nine different attacks
(Moustafa & Slay, 2015). Raw network packets from the UNSW-NB 15
dataset are generated by the IXIA PerfectStorm tool at the Cyber Range
Lab of UNSW Canberra. The tcpdump tool was used to capture 100 GB
of raw traffic (Pcap files).

This dataset contains nine types of attacks, namely Fuzzers,
Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance,
Shellcode and Worms. The Argus and Bro-IDS tools are used and twelve
algorithms are developed to generate a total of 49 features with the
specified class label (UNSV Sydney, 2021). The total number of records
is two million and 540,044 stored in the four CSV files:

- The ground truth table and the list of event files.

- One partition from this dataset was configured as a training and

test set.

- The number of records in the training set is 175,341 records and

the test set consists of 82,332 records of different attack and
normal types.

This dataset is a collection of network packets exchanged between
hosts (see Table 14) (Ahmad et al, 2022).
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Table 14 — UNSW-NB-15 data type
Tabnuua 14 — Budb! daHHbIx 8 6aze UNSW-NB-15
Tabena 14 — Bpcme nodamaka y 6asu UNSW-NB-15

No Data type Description

1 Normal Natural transaction data

> Analysis An attack targets web appllcatlo_ns through emails, ports, or

web scripts

3 Backdoor Using backdoor to secure remote access

4 DoS Attacks computer memory

5 Exoloits An instruction that takes advantage of bugs/errors caused by

P unintentional behavior on the network

6 Fuzzers An attack to crash the system by inputting a lot of random data

7 Generic A technique to clash the block-cu_)her configuration by using
hash functions

8 Reconnaissance A probe to evade network security controls by collecting

relevant information

9 Shellcode Code is used to exploit software vulnerabilities

10 Worms A set of virus codes can be added to a computer system or
other programs

Conclusion

The researchers worldwide investigate various cybersecurity issues,
such as malicious attacks on computer networks. The main challenges in
evaluating intrusion detection and intrusion prevention are the massive
amounts of data in well-known and publicly available datasets. The
majority of the datasets presented in this paper are simulations of real
network traffic. Several are hybrid, and one is based on real network
traffic. The size, number of features, purpose and type of attacks of each
dataset vary.

We presented datasets primarily used for intrusion detection, namely
ADFA-LF, ADFA-WD, AWID, CAIDA, CIC-IDS-2017, CSE-CIC-2018,
DARPA 98, SCX 2012, KDD Cup '99, Kyoto 2006+, NSL-KDD and
UNSW-NB15. The main characteristics and the comparative analysis are
provided. The authors’ main goal is to assist researchers in selecting
datasets that best meet their needs.
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Yrpo3bl knbepbesonacHocTu: Kakor Habop oaHHbIX cnegyet
ncnonb3oBaTb ANd OUeHKU CUCTEMbI o6Hapy>|<eHV|;| aTak?

Hanuena [. Npotu4@, Muomup M. CtaHkoBU4O®

2 BoopyeHHble cunbl Pecny6nvkmn Cepbus, MeHepanbHbil WTab,
YnpaBneHve nHdopMaThki U TeNeKkoMmMyHukaumn (J-6),
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6 Matematuyeckmii UHCTUTYT CepbcKoi akagemMumn Hayk u UCKYCCTB,
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PYBPUKA TPHTW: 20.23.25 NHdopMaLumoHHbIe cucTembl ¢ 6azamu 3HaHUiA
BWO CTATbW: opuruHansHasa Hay4Has ctaTbs

Pe3some:

BeedeHue/yensb: AHanus MHO20MEPHbIX Habopos OaHHbIX,
ucrionb3yembix — Onid  OBHapy)XeHusi ~ 8MOPXKEeHUU,  CcmaHoeumcs
HacmosiuwumMm 8bI13080M Orisi  uccriedoeamernell. B 0OaHHoU cmambe
npedcmaesieHbl camble  ucronb3yemble Habopbl OaHHbiXx. ADFA
ekimroyaem 0ea Habopa OaHHbIX, codepxauwjux 3anucu u3 Linux/Unix.
AVID ocHoeaH Ha chakmuyeckux HopMaribHbIXx Oelicmeusix u criedax
emopxxeHuli 8 Wi-Fi cemb cmaHdapma IEEE 802.11. CAIDA cobupaem
eeoepachudeckue U moriosioeudeckue OaHHble PasfuYHbIX PEe2UuOHO8.
CIC-IDS-2017 ocHosaHa Ha npomokonax: HTTP, HTTPS, FTP, SSH u
anekmpoxHou nodyme. CSE-CIC-2018 skntovyaem abcmpakmHbie modenu
pacripocmpareHusi 07151 PUIoXeHUU, NPOMOKO/IbI UU cemesbie Modesiu
HwkHe20 yposHs. DARPA codepxum OQaHHble O cemesom mpachuke.
Habop OdaHHbIx ISCX 2012 codepxum pasnudHbie 8udbl MHO209MarHbiX
amak u ¢hakmuyeckull cemesol mpaghuk ¢ ¢hoHosbIM wymom. KDD Cup
99 npedcmaensiem cobol cmodenuopogaHHyro 6asy  OaHHbIX
supmyarnbHol cemesoli cpeldbl. Kyoto 2006+ codepxxum 3arnucu O
peansHoMm cemesom mpacbuke. OH UCMOIb3yemcs UCKIYUMEsbHO 051
obHapyxeHusi aHomanut. NSL-KDD koppekmupyem Hedocmamku e
KDD Cup 99, ebisgaHHble U3bbIMOYHbIMU U OybrupyrouuMucs
3anucamu. UNSW-NB-15 cos0aH nymem o0b6beduHeHusi pearibHo20 U
CUHMEe3Upo8aHHO20 mpadghuKka, KOmopbIl Onucbieaem amaku Ha
cemesoll mpachux.

MemoOsi: B daHHoM uccriedosaHuuU UCOb308aHbl KOIUYECMBEHHbIE U
KayecmeeHHble MemoObl. Paccmampueatomcsi Hay4Hble peghepeHchl U
obuwedocmyrHas UHgopMayusi o ebiluernepeyducieHHbIx 6azax 0aHHbIX.

Pesynbmamsbi:  Habopbi daHHbIX 4acmo moldenupytomcs  Ons
docmuxeHuss ueneli KOHKpemHoU opeaHu3auuu. Komnuyecmeo
pearnibHbix  Habopos 0OaHHbIX HaMHO20 MEeHbWe Konu4decmea
modenupyembix Habopoe OaHHbix. ObHapyxeHue aHomanul pedko
ucrosb3yemcsi 8 CO8PEMEHHOM MUpE.
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co30aHusi, pasmepa, Korudecmea ampubymos, eudos mpacghuka U
Ha3HayYyeHUs.

Knouessie criosa: ADFA, AWID, CAIDA, CIC-IDS-2017, CSE-CIC-
2018, DARPA, ISCX 2012, KDD Cup 99, Kyoto 2006+, NSL-KDD,
UNSW-NB15.
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OBJIACT: padyHapcke Hayke, eNnekTpoHvKa, TeENeKoMyHuKaumje
KATETOPWJA (TUIM) YIAHKA: opurnHanHu HayyYHu pag

Caxemak:

Y800: Awnanusa eeniukux CcKyrnoea rodamaka Koju ce Kopucme 3a
demekyujy ynada nocmaje ucmpaxueadyku u3asos. Y pady cy
npedcmaerbeHU Hajuewhe KopuwheHu cKynosu mnoGamaka. ADFA
cadpxu 0sa ckyna rnodamaka ca 3arnucuma u3 Linux-a u Unix-a. AWID je
3acHoeaH Ha peasiHoj HOpMaslHOj aKmueHOCMU U akmusHocmu yrada y
IEEE 802.11 Wi-Fi mpexy. CAIDA cadpxu nodamke ca 2eoepaghCKux u
mononowku pasnu4umux peauoHa. CIC-IDS-2017 je 6asupaHa Ha
npomokonuma:; HTTP, HTTPS, FTP, SSH u email. CSE-CIC-2018
yKIbydyje —arcmpakmHe mMolene Oucmpubyuuje 3a  annukauuje,
npomokone u MpexHe eHmumeme Huwxez Hueoa. DARPA cadpxu
nodamke 0 MpexHom caobpahajy. ISCX 2012 je ckyn nodamaka
pasnu4dumux suwecmereHux Harnada u cmeapHoe MpexHoe caobpahaja
ca nosaduHckum wymom. KDD Cup 99 je cumynupaHa 6asza nodamaka
supmyarnHo2 MpexxHoz oKpyxera. Kyoto 2006+ cadpxu 3arnuce peasiHoa
MpexHoe caobpahajau Kopucmu ce UCK/by4ugso 3a Oemekyujy
aHomarnuja. NSL-KDD kopueyje npobneme uz KDD Cup '99 usasesaHe
pedyHdaHmHuUM 3arnucuma u Oynnukamuma. UNSW-NB-15 Hacmaje
KombuHauujom pearniHoz U CuHMemusoeaHoe caobpahaja koju ornucyje
akmueHocmu muria Harala Ha MpexHU caobpahay.

Memode: Oeaj pad kKopucmu KeanumamueHy U KeaHmMumamugHy
mexHoroaujy. PasmampaHe cy HayyHe pegbepeHue u jagHo docmyriHe
UuHgbopmauuje o damum 6azama nodamaka.
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Pesynmamu: base noGamaka ce 4ecmo cumynupajy O0a 6u 6unu
ucnyreHU Uurbesu Koje 3axmeesa oopefjeHa opeaHusauuja. bpoj peasnHux
basa nodamaka je eeoma masnu y nopefjerwy ca cumynupaHum 6a3ama
nodamaka. [lemekyuja aHomaruja daHac ce pemko Kopucmu.
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Abstract:

Introduction/purpose: Advances in information and communication tech-
nologies have enabled the creation of a symbiotic environment of hu-
mans and machines in which humans interact with machines to get bet-
ter quality of everyday life. In that interaction, environment problems of
information security and in particular data privacy are at the forefront. In
many countries, there is legal regulation that regulates this problem in
terms of securing the goals that must be realized when manipulating pri-
vate data, and the technology itself is the choice of the creators of infor-
mation systems. Blockchain technology is one of the methods of choice
to ensure the integrity of data and undeniable transactions while digital
certificates in conjunction with it enable the realization of data privacy of
patients.

Methods: The cryptographic methods of asymmetric cryptography ap-
ply blockchain technology and reliable methods of identification in cy-
berspace, which enables the preservation of data privacy at a high level.
Results: This paper describes the method of patient health data privacy
protection in a healthcare system based on digital certificates as an iden-
tification method in cyberspace and Blockchain technology as a method
for preserving the integrity of transactions and a healthcare information
system. The proposed concept enables the separation of private and
medical data in such a way that with the accepted principle of patient
ownership of medical data, it is possible to achieve primary and sec-
ondary use of healthcare data without compromising the patient’s pri-
vacy.

Conclusions: The concept of identity assignment to every element in the
healthcare information system and the organization/storage of data in ac-
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cordance with the principles of Blockchain technology proposed in this
paper enable the realization of a high level of data privacy in accordance
with the European Union General Data Protection Regulation at the inter-
national level. In addition, the proposed concept enables the detection
of unregistered devices or entities in the system and thus preserves the
integrity of the system and increases its overall information security.

Key words: information security, healthcare IS, medical data, pri-
mary and secondary usage, asymmetric cryptography, digital signature,
Blockchain organization, block structure.

Introduction

Blockchain technology is a mechanism designed to ensure the integrity
of large data sets. This technology has experienced its full promotion and
affirmation with the launch of the financial system Bitcoin, the first reliable
decentralized digital currency in the electronic world. Bitcoin is essentially a
digital value/money generation system that uses purpose-designed proce-
dures and communication protocols to manage and exchange the created
digital value, Bitcoin. It is important to understand that Bitcoins are digital
data, not a physical entity. The developed Bitcoin generation and exchange
protocols are based on asymmetric cryptographic systems to ensure the re-
liability of transactions, their immutability and integrity. The application of
electronic signatures and hash functions ensures the reliability of creating
Bitcoin and transactions that make payments and exchanges of Bitcoin.
Transactions change the ownership of Bitcoin from one entity to another.
In this virtual cash transaction, control mechanisms based on electronic
signatures and verification of the possession of appropriate private crypto-
graphic keys enable the correct realization of transactions and exchange
of values. Defined control mechanisms also prevent the spending of non-
existent money or the multiple use of existing money (double spending).
The rules on establishing a consensus regarding the correctness of trans-
actions and the ways of their realization establish mutual trust of individual
Bitcoin owners. The basics of the Bitcoin system were first described in
the paper (Nakamoto, 2008) in 2008. Bitcoin is the first virtual digital cur-
rency system to successfully solve the problem of double spending and
establishing trust in a network of mutually distrustful entities.

The model of functioning of the financial system is not unique in every-
day life. In the abstract sense, it can be applied to any system in which enti-
ties interact with each other and there is no a priori confidence in the correct
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behaviour, accuracy of the data presented, their integrity during the trans-
action and later in time. With the advent of Bitcoin and the blockchain tech-
nology described in it, for the first time, there was technology that provides
a satisfactory solution to this type of problem. This is particularly important
for environments where accuracy, consistency, integrity and transparency
must be achieved while preserving the privacy of the data of transaction
participants.

In this way, by ensuring the integrity and credibility of the data,
blockchain technology has enabled the automation of many life and busi-
ness processes and thus permeates everyday life and the entire reality.
In addition to initial applications in finance (Hines, 2020; Smith, 2020; Lee
& Deng, 2018), blockchain technology is massively applied in surveillance
and management systems based on complex systems of devices with var-
ious processing capabilities such as the Internet of Things (Balamurugan
et al., 2023; Kumar et al., 2022) and Smart cities (Kumar et al., 2022). In
this context, the possibilities of applying blockchain technology in health-
care information systems are particularly emphasized (Shoniregun et al.,
2010; Bhushan et al., 2022, 2023). The dominant examples of the appli-
cation of blockchain technology in information systems of this type relate
to:

* Protecting patients’ privacy and managing their healthcare data, using
various identification, authentication and authorization techniques in
patients’ private data management procedures (personal identification
data, medical data, etc.) in blockchain technology are included in a
certain way to ensure the credibility and integrity of the data to the
process of its sharing and storage.

* Monitoring supply chains for medical devices and pharmaceutical
products has a significant role in healthcare systems. Counterfeit-
ing products and their origin (medical devices and pharmaceuticals)
has a significant prevalence in the world. In addition to the conse-
quences of the use of uncertified devices and drugs in the treatment
of people and the consequences for their health, financial losses of
companies in the healthcare industry are also significant. Therefore,
concepts and labeling systems of medical devices and pharmaceutical
products have been developed and data on them is stored in appro-
priate blockchain structures. Each entity in the supply chain can verify
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the origin and credibility of each individual product, see for example
(Stawicki, 2023).

* For clinical research, it is very important that the data obtained during
the research is credible, that during the research data is collected in
accordance with current legislation and that the data is stored in such
a way that it cannot be changed and its integrity can always be verified.
Blockchain technology is enabling these challenges to be overcome
and is widely applied in this segment. Some of possible approaches
can be seen in (Stawicki, 2023).

Protecting and managing patients’ privacy and their data is one of the
key challenges in healthcare information systems. This paper presents a
concept for solving this problem based on the synergistic application of
digital certificate and blockchain technology.

Blockchain technology

The diversity and disparity of terminology in the field of digital currencies
makes Blockchain technology equate the digital currency Bitcoin. That is
not quite right. Bitcoin technology is more complex and contains Blockchain
technology as one of its building blocks. Also, Blockchain technology in
the academic literature is defined and described in different ways. For
our approach, the most suitable definition is the one based on the Data
Structure Theory which defined a blockchain as a linked list of data blocks.
Copies of a blockchain list are stored on different computers and the num-
ber of copies is not limited. Synchronization between the data contents of
list copies and data integrity is realized by execution proprietary designed
protocols for blockchain blocks management. Blockchain blocks manage-
ment assumes rules for new block construction and their registration in the
blockchain list. Block construction and management rules are based on
cryptographic methods dedicated for data integrity preserving and conse-
quently have the property that the registration of an unverified data block
in the blockchain list is an intractable task. Every attempt to falsify the
blockchain list by entering an unverified block is easily detectable by ap-
plied mechanisms. A high level of data integrity protection in blockchains is
achieved by a specific application of hash functions and the cryptographic
method of digital signature for digital data.
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Such a powerful integrity protection mechanism has experienced its full
promotion in data distribution systems in unsafe peer-to-peer (P2P) net-
works, but a complete solution had to go a few more steps further:

- How to construct a decentralized mechanism for confirming the accu-
racy of the data included in the candidate block for registration in the
blockchain list such that mutually distrustful members of the network
have a high degree of confidence in its correctness.

- How to ensure synchronization of blockchain lists stored in different
places/devices and the consistent use of data.

Solving these two problems opens the door for the construction of a
reliable decentralized system, regarding the correctness and integrity of
data blocks, for storing data. Nowadays, decentralized data management
provides autonomy for data owners/users and independence from third par-
ties. One of the reasons that speaks in favour of decentralized organization
of data and their use lies in the fact that this increases the reliability of the
functioning of the system because the cessation of work of one blockchain
list holder does not prevent others from participating in business processes
that include a blockchain list. In the case of centralized storage, the situa-
tion is exactly the opposite. The integrity, decentralization and public avail-
ability of a blockchain list are the key characteristics of the immutability of
a blockchain list.

These properties are due to the application of the cryptographic mech-
anisms in Blockchain technology and therefore we will briefly describe the
cryptographic mechanisms Blockchain technology is based on.

Blockchain technology and cryptographic mechanisms

In this section, we will briefly describe the cryptographic mechanisms
on which Blockchain technology and its power rest. A detailed overview
of cryptographic mechanisms, their characteristics and theoretical expla-
nations can be found in (Menezes et al., 1997; Zheng, 2022; Zheng et al.,
2023). Additional information and explanation regarding the application of
cryptographic techniques in identification and authentication can be found
in (Todorov, 2007; Boonkrong, 2021) and (Mamdouh et al., 2021).




Cryptographic hash functions

Informally speaking, hash functions are a class of functions that map
data of an arbitrary length in essence to data of a fixed length in bits. The
hash function is usually denoted by H, a given data by m and its hash value
is denoted by h,,,

H(m) = hp,.

Interest in this class of functions was expressed in the late 1960s
and early 1970s in the context of large data set searches, see (Knuth,
1998), and later found widespread use in cryptology in which numerous
researchers dealt with their nature and properties. For cryptology, hash
functions which have the following properties are of particular importance:

» For a given value h, it is computationally intractable to find a value,

some H(m) = h.

» For a given value m, it is computationally intractable to find the value

mq so that H(m1) = H(msg).

* It is computationally intractable to find two values m, mo so that

H(ml) = H(mg)

The standardized hash functions are, for example, SHA256, SHA2 and

SHAS3.

Cryptographic transformations

Cryptography deals with the problem of protecting the transmission of
messages between two parties in communication, let us call them Alice
and Bob, so that the information they exchange is available only to them
and to no one else. This is achieved by corresponding message trans-
formations called cryptographic algorithms and the parameters on which
the transformation depends are the message being protected, m, and the
cryptographic key or keys if there are more than one. The process of trans-
formation by which a message is prepared for sending through a commu-
nication channel is called encryption and the result of that transformation is
data called a cipher text. The fact that the cipher text that we denote with ¢
is obtained by the transformation of the message m using the cryptographic
algorithm E and the cryptographic key k; is denoted by
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Ek1 (m) = C.

The transformation by which the receiving side is transforming a mes-
sage c, the cipher text, into its original form by applying the cryptographic
key k- is called decryption and it is denoted with D

Dy, (c) = m.

When a k; = ko, a cryptographic system is called symmetric and when
it is k1 # ko, a system is called asymmetric. A graphical representation
of a symmetric cryptographic transformation is shown in Figure 1 and a
graphical asymmetric cryptographic transformation is shown in Figure 2.

O Plaintext l Ciphertext Plaintext @
e - Q, > G -

Sender Encrypt Decrypt Recipient

Same key is used to encrypt
and decrypt message

N
{
Shared Secrat Key
Figure 1 — Symmetric cryptographic transformation
Puc. 1 - CummempuyHoe Kpunmozpaghuyeckoe rnpeobpasosaHue
Cnuka 1 — CumempuyHa Kpunimozpaghcka mpaHcghopmauvuja

Asymmetric cryptographic algorithms

Asymmetric cryptographic algorithms were first described in the work of
Diffi and Hellman in 1976 (Diffie & Hellman, 1976) and have revolutionized
the cryptographic world. Before the seminal paper of Diffie and Hellman in
order to protect the message, the sender and the recipient must securely
exchange the cryptographic key they intend to use, otherwise anyone who
is able to access their key can find out the contents of the exchanged mes-
sage. As a consequence, it is not easy to organize the distribution and
management of cryptographic keys in symmetric cryptographic systems
and especially if the communication networks in which they are applied
consist of a large number of participants.




In the case of asymmetric cryptographic algorithms, the encryption and
decryption keys are different and the encryption key is usually denoted with
p and the decryption key with d. For such systems, the following facts are
characteristic:

* When only the encryption key is known, it is not possible to reconstruct
the decryption key, and vice versa, and

 Although the decryption key is known, it is not possible to reconstruct

the encryption key.

This has brought new possibilities to the cryptographic world.

Let us show this giving one example.

Let Alice want to send Bob a protected message by applying an asym-
metric cryptographic algorithm with the encryption and decryption functions
E, D, respectively. The procedure proceeds as follows, Figure 2:

* For a given system, Bob constructs his encryption key pg and the

decryption key dp in the prescribed way.

» On some public directory, Bob publishes his encryption key pg.

* Alice takes over pp from the public directory and constructs a cipher
c for her message m as
c=FE, (m)

* Bob gets ¢ and by applying the deciphering operation D and the key
dy gets
m = Dg,(c)

Due to the fact that the encryption key can be made publicly known,
the name public key is still used in the literature and, for the purpose of
keeping the communication secret, the decryption key must be kept secret
and therefore it is called a secret or private key.

The security of communication stems from the fact that on the basis of
the knowledge of the public key it is not possible to obtain a secret key and
decrypt the cipher.

Asymmetric cryptographic algorithms are based on difficult-to-solve
mathematical problems:

» The problem of factorization of natural numbers, and

» The problem of discrete logarithms in finite groups.

With this in mind, it follows that asymmetric algorithms by the degree of
security they provide fall into the class of practically secure cryptographic
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Figure 2 — Asymmetric cryptographic transformation
Puc. 2 — AcummempuyHoe Kpunmozpaghudeckoe ripeobpasosaHue
Cnuka 2 — AcumempudyHa Kpunmozepagcka mpaHcghopmayuja

algorithms. The methods to compromise them are known, but it is not pos-
sible to provide the required resources for the successful execution of these
algorithms (Galbraith, 2012).

In today’s practice, the most common ones are asymmetric crypto-
graphic algorithms RSA, El Gamal, and Diffie-Hellman as well as the al-
gorithms derived from the arithmetic of points on elliptical curves.

Electronic signature

In addition to advances in the solution for distribution of cryptographic
keys, asymmetric algorithms have enabled the definition of the identity of
objects involved in transactions in the electronic world as well as verifying
the origin and integrity of data involved in transactions. In this way, it is
possible to unambiguously identify interactions and their participants in the
electronic world.

Declaring the origin of electronic data/documents is carried out by the
data/document electronic signature procedure and the verification of the
integrity and origin of the document by the verification of the electronic sig-
nature procedure. These procedures are based on appropriate asymmetric
cryptographic algorithms. Let us call the actors of this process Alice and
Bob. Alice has a pair of asymmetric keys appropriate for the electronic
signature generation and the verification procedures (p4,d4) and wants to




send Bob a message m but so that Bob can be sure, upon receipt, that the
message was sent by Alice and that the message on the transmission path
has not been changed. Alice creates a digital signature for the message m
using the procedure for creating an electronic signature

Sign (m,da) = sig (m)

and she sends Bob a message (m, sig (m),p4). Bob conducts an elec-
tronic signature check for the message he received,

Verify (m,sig(m),pa)

and if he gets the result that the verification is successful, he knows that
the message comes from Alice because it is verified by her public key, the
electronic signature verification key, and that the message has not been
changed on the transmission path. Bob’s belief regarding the origin and
integrity of the received message rests on the mathematical fact that the
probability of successful verification of an electronic signature created by
a certain private key is infinitely small if an inadequate public key is used.
The consequence of this fact is that the electronic signature algorithm and
its corresponding key pair, in this case, represent a unique set of data and
can serve to create Alice’s identity in the electronic world. Alice proves her
identity to Bob by verifying her electronic signature for the agreed docu-
ment. This is the basic principle, but there are still many technical details
whose considerations are not the subject of this text.

Electronic signature algorithms can be constructed in different ways, to
use entire messages or just their hash values. Today, algorithms stan-
dardized in (Chen et al., 2023) are most commonly used in practice. The
graphical representation of the creation of the electronic signature and its
verification is given in Figure 3.

Creation of the Blockchain list

Conceptually, Blockchain is, as we previously stated, a linked list and
as such has its beginning, a generic block (the Genesis block), and some
number of blocks between the Genesis and the last block added to the list.
Each block has a predefined structure.
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Figure 3 — Generation and verification of the digital signature procedure
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Block structure

A graphical representation of Blockchain and its block structure is shown
in Figure 4.

At the abstract level, every block has two clearly separated parts. The
transaction part consists of the digital representation of the transactions
between the community members, data are named transactions and each
one is electronically signed by the data holder. The block header part con-
sists of the following fields:

* Merkle hash is data calculated over the entire dataset that a block
carries but constructed in a specific way that enables fast checking
whether or not a piece of data is contained in the transaction part of
the block. The details of the construction of Merkle hash value for a
single block and its properties can be seen in more detail in (Summers,
2022). One of the key features is that even minimal changes in the
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Figure 4 — Blockchain and the block structure, (Liang, 2019)
Puc. 4 — brnokyelH u 6rioyHas cmpykmypa, (Liang, 2019)
Cnuka 4 — brniokyejH u cmpykmypa 6noka, (Liang, 2019)

data result in the newly constructed Merkle hash not matching the
previous one, the one that corresponds to the data before the change,
and this is evidence of a violation of data integrity within the block.

* Immediate predecessor block header is processed by the defined
hash function and the calculated value is entered in the appropriate
data field. That value represents the control data for the immediate
predecessor block data integrity.

» A timestamp is a data evidence for the block existence in the quoted
time that is electronically signed by the time stamp authority.

» The weight-factor, defined in the system, is a random time variant
value. It is used for the decision whether the candidate block for reg-
istering in the block chain is formed in an appropriate way. Namely, if
the block hash value is below the weight-factor value, the block is well
formatted and qualified for entering the blockchain. In the opposite
case, the registration of the block is rejected.

Creating qualified block for entry in the blockchain list

The data involved in the formation of blocks and transactions may be
different in its nature. For the purpose of this description, we will consider
that there is a single data source from which to form blocks and pool of
transactions, and, eventually, upon a successful procedure, to register a
block in a blockchain list.

The pool of transactions is accessible by all entities in the community.
Entities that want to try to form a block for registering in the blockchain cre-
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ate the block candidate are usually called miners. The protocol proceeds
as follows:

1.

The miner selects some number of transactions from the transaction
pool and includes them in the transaction part of the block. After that,
the miner computes the Merkle hash of the selected transactions,
obtains a timestamp as evidence about the time of construction and
fills in the timestamp field.

From the last block in the blockchain, the miner computes its hash
value and fills in the computed value in the Hash Value of Previous
Block field.

The miner fills in the weight factor field by the current system weight-
factor value.

Using some random number generator, the miner obtains some value
and writes it into a field labelled Nonce.

After that, using the defined hash function and the candidate block
header, the miner computes the hash value. In the case that the
calculated value is lower than the current system weight factor, the
miner successfully constructs the eligible block and broadcasts it for
verification. In the opposite case, he/she goes back to step 4.

Upon new block candidate broadcasting, the recognition of its novelty
procedure for its admission to the blockchain starts by the members of
the blockchain community. The community members conduct the eligibility
verification procedure as follows:

1.

First, the verifier checks whether the Hash Value of Previous Block
field contains the hash value of the last block registered in the
blockchain. By this check, the verifier prevents incorrect copies of
blockchain usage. The negative result assumes that the candidate
is rejected for registration.

2. After that, the verifier checks the existence of each individual trans-

action from the block transaction part in the transaction pool. The
absence of any of the selected transactions assumes the rejection of
the candidate for registration in the blockchain.

The Merkle hash value for the transaction part is calculated by the
verifier and compared with the Merkle hash field in the block candi-
date. If the values are equal, the verification continues; otherwise,
the block candidate is rejected.




4. At this stage, the verifier uses a defined hash function over the block
candidate header data to obtain the hash value. The obtained value
is compared with the system weight factor at the time written in the
timestamp field. If the computed value is lower than the appropriate
system value, the check is positive; if it is not, the check is negative.
If the check is negative, the candidate is discarded.

5. In the case that all checks are fulfilled, the validation of the candidate
is successful, the block is entered and registered into the blockchain
and the transactions from the transaction part of the block are deleted
from the transaction pool.

In the previously described procedure, the criterion for the block candi-
date eligibility is that its hash value is lower than the current system weight
factor. This criterion is the evidence of the effort made by the miner to find
a convenient nonce to achieve the declared relation regarding the system
defined weight factor, and it is named Proof-of-Work. In digital currency
systems, miners obtain financial benefits for successfully created blocks.
For different applications of Blockchain technology, various mechanisms
are applied to create credible blocks, see (Summers, 2022).

Security of electronic health systems

The turbulent development of technology in the last few decades has
led to tremendous advances in the field of Information and Communica-
tion Technologies and the possibility of interactive communication between
humans and machines. This created a symbiotic community of humans
and machines called cyberspace. The new technological environment has
brought the possibility of automating many life and business processes and
has significantly changed everyday life. One of the areas of everyday life
and work that has undergone a significant change by applying technologi-
cal capabilities is the health care system.

By creating complex information systems connected with various med-
ical devices and means of monitoring the condition of patients, mobile and
stationary, and networking of all actors in systemic processes has led to a
major change in the way of operation, protocols and treatment. The con-
sequence of these changes is a significant improvement in the quality of
services and their results while reducing costs and increasing efficiency.
But like any new technology, this one, in addition to its great benefits, also
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brings significant challenges, especially in the field of managing patients’
medical data and preserving their privacy.

Essentially, these problems have their origin in the technology itself and
represent the translation of the existing security challenges into a real ex-
isting living environment.

Security challenges in information systems

The security of information systems is a complex and extensive issue
(Stamp, 2011). Basically, on an abstract level, the challenges that informa-
tion systems security addresses can be roughly classified into three groups:

- Ensuring the confidentiality of data relating to data protection in such a
way that its content is available only to those entities for which it is
intended. This applies to all processes of manipulation, processing
and transfer of data.

- Ensuring the integrity of the system and data. This includes the ability
to detect unauthorized changes to the architecture and structure of
the system in relation to the defined structure of the system, when it
comes to the system itself, or to detect unauthorized changes in data
in relation to its initial correct content.

- Ensuring undeniability for activities in the system. This implies that for
each action in the system, it can be unambiguously determined which
entity performed it as well as when and what exactly was done.

The previously described information security challenges in the litera-
ture are known as the CIA Information Security Triad.

If one looks closely at the requirements of the CIA triad, it is easy to
see that for their realization it is necessary that the entities that make up
the system, whether passively providing specific functionality or having an
active role in it, must be identifiable in a unique way. In other words, each
of them must be assigned a unique identity within the system - electronic
identity.

Electronic identity

From the very beginning of the development of computer systems, there
was a need to distinguish users who use the system by their identification.




Over time, techniques for identifying users in information systems were
developed so that today they can be classified into one of three groups.
User identification is based on:

- What the user knows (username and password, etc.)
- What the user owns (electronic certificate, etc.)

- What the user is (fingerprint, iris, other biometric data, etc.)

With the advent of asymmetric cryptography (Diffie & Hellman, 1976),
conditions were created for the formation of a system for the unique identifi-
cation of objects in the digital world through digital certificates and the public
key infrastructure (PKI), (Buchmann et al., 2013; Vacca, 2004). The identity
of each object is determined by a pair of cryptographic keys, a public one
and a secret one, for a chosen asymmetric cryptographic algorithm. The
nature of the facility (people, devices, software) and its associated public
key within the existing public key infrastructure generates a digital certifi-
cate associated with that object. A specific body, the registration authority,
within the given PKI infrastructure guarantees for the accuracy of the infor-
mation included in the digital certificate and, in the case that the application
for the issuance of the certificate is correct, forwards it to the competent au-
thority for issuing digital certificates, the Certification Body. A certification
body creates a digital certificate for the entity that has requested the is-
suance of the certificate and guarantees the accuracy of the information
contained therein by its digital signature. The architecture, mode of oper-
ation and guarantees regarding the issued digital certificates of the certifi-
cation body are given in the documents of the certification policy, practical
rules of operation and internal rules of operation. In order to achieve inter-
operability in the application of digital certificates as expressions of digital
identity, their format and content are standardized through the document
of the International Telecommunication Union and the World Organization
for Standardization ITU-T X.509, ISO / IEC 9594-8, (Cooper et al., 2008).
The main characteristics of certificates generated in accordance with X509
Standard are:

- By their structure, they can be very complex due to recursive definitions
in the standard and the analysis of the correctness of the structure
and content can be resource demandable.
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- Their size, expressed in bytes, is about two kilobytes, in average, which
can cause problems while working in resource-limited environments.

For the purpose of creating and using electronic identity in resource-
limited environments, Lightweight X.509 Digital Certificates Standard has
been created (Forsby et al., 2018) that goes beyond the above-mentioned
features and enables the application of digital certificates as methods of
identification in resource-limited environments. In Figure 5, the structure
and the content of both certificate profiles are presented.

Standard X.509 certificate profile CBOR X.509 certificate profile for loT

algorithm

Field Content description Field Content description
Version X.509 Version of certificate Version Fixed to 3

Serial Number Serial number of the certificate Serial Number Unsigned integer
Signature Algorithm ID Identification of the signature Signature Algorithm ECDSA With SHA256

Issuer (CA) name

X.500 Name of the certificate
issuer

Issuer (CA) name

EUI-64 as UTF8 String

Validity Period

(beginning date, ending date)

Validity Period

UTCTime

Subject name

Certificate owner X.500 name

Subject name

EUI-64 as UTF8 String

Subject Algorithm
Public 1D

Public key algorithm ID

Key Info Public Key
Value

Value of the public key

Public Key
Value

ecPublicKey followed by
secp256rl and 64-byte
uncompressed ECC
public key

Issuer Unique ID

Identification of the certificate
issuer

Issuer Unique 1D

Not present

Subject Unique ID

Identification of the certificate
owner

Subject Unique ID

Not present

Extension

Additional information

Extension

Additional information

CA Digital Signature

Digital  signature of the
certificate by CA

CA Digital Signature

ECDSA With SHA256 Sig
value

Figure 5 — X.509 certificate profiles
Puc. 5 - lNpogunu cepmugbukamos X.509
Cnuka 5 — lNpogpunu cepmucbukama X.509

e-Healthcare information security

Health information systems by their nature are very complex in archi-
tecture due to heterogeneity of devices that make them up and their func-
tionality. The information security of such systems includes many different
aspects of which in this section we will consider the security of medical
data.

The introduction of information and communication technologies in
health systems resulted in the creation of e-Healthcare systems. They are
by their nature network-oriented in the sense that they provide the creation
and rapid exchange of health information in order to increase the quality




and efficiency of medical services and treatment results. At the heart of
any such system there is medical data of patients which can be, by its na-
ture, multimedia, text, image and sound. The user’s acceptance of such
systems depends largely on patients’ confidence in the protection of pri-
vacy, integrity and undeniability in the management of their medical data
(Singh & Zhou, 2022; Murphy, 2015). Medical data of patients is collected
and used by a number of medical professionals from the health care sys-
tem. This use can be classified as:

1. Primary — when this data is used in the treatment of patients.

2. Secondary — when this data is used for other purposes; for example,
for medical research purposes, medical and pharmaceutical statis-
tics, various business and economic records.

The nature of the right to use medical data has changed over time and
today it is accepted that the owner of the medical data is the patient from
whom the data was collected and that any use of that data, which in terms
of scope and content includes the ability to recognize the patient’s real iden-
tity, requires his explicit consent, (Singh & Zhou, 2022). Therefore, many
legislations pay close attention to protecting patient privacy through vari-
ous legal solutions, e.g. the General Data Protection Rule (GDPR) in the
European Union or the Data Privacy Protection Act in the Republic of Ser-
bia.

e-Healthcare data privacy concept based on Blockchain
technology

As we mentioned earlier, the security of information systems rests on
the ability to know, for every activity undertaken in the system, who and
when did it, and this applies to each entity in the system (people, devices,
software). Regarding medical information in this system, the basic unit is
the electronic health record (EHR) (Shoniregun et al., 2010). The data con-
tained in the EHR is primarily used for medical procedures of the patient to
whom the data belong and secondary for medical research needs, medical
and pharmaceutical statistics, various business, administrative and eco-
nomic needs. The need for a strict control of access to the identity of the
patient to whom the medical data belongs further emphasizes the require-
ments for strong and reliable security mechanisms in such systems espe-
cially in the management of this data. In order to implement appropriate
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identification and authorization techniques, it is necessary to establish un-
ambiguous and reliable identification mechanisms.

Identification of entities in the system

In many countries, the transition towards a digitalized society is being
implemented and legal solutions define the identification of persons in the
electronic world for administrative and business purposes. Consequently,
in health insurance, it is customary for persons to be joined by qualified
electronic certificates in accordance with X.509v3 Standard which confirms
the link between personal and electronic identity. The personal certificate
is issued in accordance with the legislation governing this area.

It is common for users to have a smart card in the health insurance
system that serves for personal identification in the system, an electronic
health-care patient identification document (eHPID). In addition to a digital
certificate whose public key represents the electronic identity of the patient,
a personal health number (LZB) is also assigned to serve as an identifica-
tion element in health procedures. The relationship between the public key
contained in the electronic certificate and the LZB is such that it is in no way
possible to obtain another from one piece of data; for example, an LZB is
generated in a random way. Public key pairs and LZBs are kept in a crypto-
graphically protected form in databases with restrictive access rights. The
access to this database is possible only with the explicit consent of the pa-
tient, which can be expressed by providing the ePHID for inspection and
typing the PIN to access this data.

Professional members of the e-Healthcare system possess identifica-
tion smart cards - the employee electronic healthcare identification card
(eEHID).

Issued digital certificates are placed on these identification cards (eHID,
ePHID).

For devices, digital certificates are issued in accordance with the
Lightweight X.509 Digital Certificates description that is compatible with
X509v3 Standard.




Procedure of medical examination, generation and preservation
of results

In order to present the security concept of an electronic health system
based on blockchain technology and the PKI infrastructure, we will use a
simplified scenario of medical examination, creation of medical data and
records in the system:

1.

Upon arrival at the doctor’s office, the patient is identified with the
system with his ePHID card and the doctor is identified with his eHID
card.

. If the system does not recognize the patient or the doctor as legiti-

mate entities, the health system issues a report containing the rea-
son for not holding the examination and generates a report that is
recorded in the blockchain system records.

If the system recognizes both the patient and the doctor as legitimate
entities in the health care system, the doctor is allowed to create
a new medical report with a system-generated identification ordinal
number in which the patient’s identity is represented by an LBZ num-
ber. The doctor writes in the report anamnesis, ailments, diagnosis
and conclusion about medical treatment. The electronic form of the
report is digitally signed by the doctor and the system places it in the
blockchain for medical reports.

If the diagnostic process ended at this level, the physician prescribes
the necessary therapy and medications, and the system determines
the prescription identification number and forms an electronic form of
the prescription that the doctor electronically signs. According to the
electronic signature of the prescription, it is placed in the prescription
blockchain.

. Ifthe process of medical care of the patient requires additional exam-

inations or medical interventions, the doctor generates a request with
the necessary medical data to which the system assigns an identi-
fication number and whose electronic form is digitally signed. The
request generated in this way is placed in the blockchain for medical
instructions.

Each request for additional healthcare examinations is individually
digitally signed by the issuing doctor and constitutes a unit medical

transaction.
1015
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7. The identification numbers of prescriptions, instructions and medi-
cal procedures are written into the blockchain, which represents the
patient’s healthcare history. This blockchain has unique numerical
identification and connection with patient’s identity and this identifi-
cation is stored in a specially protecting database.

The described concept of creation and storage of electronic healthcare
reports and their usage makes medical data separate from the data on the
identity of the patient. The actual identity of the patient can only be obtained
by knowing the identification parameter of the user’s medical data, which is
not feasible because this data is stored in the register of users of the health
system, which is a highly protected database with restrictive access policy.
A graphical representation of the system is given in Figure 6.

Blockchain node Blockchain node

Blockchain node

“Blockchain node

Blockchain node
Blockchain node

Timestamp Timestamp Timestam,

Transaction |4 l“ Transaction ||

Transaction

Block 0 Block n-1 Block n

Figure 6 — Graphical presentation of the system structure, (Salman et al., 2019)
Puc. 6 — I'paghuyeckoe uzobpaxeHue cmpykmypbl cucmemel (Salman et al.,
2019)

Cnuka 6 — pacbuuku npukas cmpykmype cucmema(Salman et al., 2019)

Security analysis

The processes of digital transformation of society and the transition of
life processes towards cyberspace inevitably highlight the issues of infor-
mation security and the preservation of privacy of personal data. Unautho-
rized access to any individual's personal data can have serious adverse




consequences for him or her. The damages can be personal, psycholog-
ical, business, material and social. By identity theft and access to health
data, an individual can be subjected to damage in terms of obtaining em-
ployment, premiums of insurance companies and bank loans, and the like.
These examples show the importance of preserving the privacy of medical
data for an individual in each community.

As we have previously stated, the first and basic element of security is
the establishment of a reliable identification system in the electronic health
insurance system.

In the proposed concept, each entity that makes up the system (peo-
ple, devices) has a defined electronic identity in the form of a digital cer-
tificate. Digital certificates for persons are issued in the form of a quali-
fied digital certificate in accordance with the legislation of the community
in which the system operates. Digital certificates for devices are issued in
the Lightweight X.509 Digital Certificates format, which is compatible with
X509 Standard and which allows installation on devices with very limited
processing resources. This reliable method of identification enables reli-
able tracking of events in the system and prevents any activities that are
inconsistent with the role assigned to the system by the entity. This en-
ables efficient and up-to-date monitoring of the functioning of the system,
which brings as an additional benefit the reliability of the functioning of the
system as a whole. Additionally, identifying each individual entity in the
system makes it possible to verify the integrity of the system and disable
access to the system to devices that are not logged as its elements.

The main activity in the health system, including the eHealthcare sys-
tem, is data collection, its analysis, use and preservation. The system must
be designed and implemented in such a way as to enable relatively easy
primary and secondary use of this data in accordance with legal regula-
tions. The mechanisms for managing this data must be such as to protect
the privacy of the data.

In the proposed concept, this goal is achieved by separating the pa-
tient’s identification data and his/her medical data. The patient’s identifi-
cation data is stored in a highly secured database with strictly defined and
restricted access rights. As identification data in this database, the identi-
fication number of the blockchain containing the patient’'s medical data is
stored. The medical data block contains identifiers of the patient’s medical
procedures and through them a connection among the patient’s physical
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identity and medical data is established. In this way, the separation of
identity and content of medical data is achieved.

The primary use of patient data requires access to a secure database to
identify a blockchain containing the identifiers of medical procedures and
their results for a given patient. This approach requires the patient’s explicit
consent and can be realized, for example, by physically using an ePHID
card and entering a PIN value that testifies that the patient has willingly
used the card to access medical data. Regarding to its content, electronic
medical data does not contain any references to the identity of the patient,
but the connection is established through their randomized numerical iden-
tifiers. In this way, the anonymity of the patient is achieved in relation to
the content of medical reports.

The integrity of medical data is guaranteed by the electronic signature of
the initiator of the medical procedure or the implementer of the procedure
and the creator of the results. This guarantees the integrity and immutability
of the data at the time of its creation. The integrity and credibility of data
over time is guaranteed by storing it in a way that is provided by blockchain
technology.

Relationship of the proposed solution concept with some
other solutions

Blockchain technology has strongly supported the transformation of
healthcare businesses towards paperless business and the cyber world.
As in all business and life processes in cyberspace, information security is
essential in this segment as well. However, in this sense, Blockchain tech-
nology in itself represents one of the building blocks and support for building
a data privacy mechanism, but not its essential part. Different concepts for
the protection and privacy of health data are applied in the implemented
systems of electronic health care with the application of blockchain tech-
nology. An exhaustive overview of the solutions described in the literature
regarding the methods of identification and authentication of entities in the
healthcare information system as well as the protection of privacy in the
management of their data can be found in (Fernandez-Aleman et al., 2013;
Jayabalan & O’Daniel, 2016). In the following paragraphs we will look at
two solutions that are based on similar ideas as the solution proposed in
this paper, but the ways of realization are different.




The concept described in (Wang et al., 2019) is based on blockchain and
cloud technologies. The security of medical data and EHR is ensured by
their creator (medical institution + authorized person) encrypting them and
additionally encrypting them before placing them in the appropriate space
at the storage location in the cloud . The indexes of the generated EHR
records are stored in the corresponding blockchain. Encryption mecha-
nisms are such that they enable keyword searches over encrypted data.
This concept enables the secondary use of health data, but the mecha-
nism is relatively complex. The owner of the medical data is still the person
whose examination created the record and who fully controls the access to
that data. The right of access is obtained only with the explicit consent of
the data owner. The procedure for accessing the desired data is as follows.

The interested entity sends a list of keywords that relevant records must
contain to the EHR creator. The creator sends to the entity a digital patern
to search the EHR record space. After finding the requested records, the
interested entity addresses the owner of the data, whose identifier it re-
ceives after finding the indexes that match the set of keywords, for consent
to access the data. If access is granted, the operation of decrypting the
EHR data and sending it securely to the interested entity is undertaken.

Theoretically, the weakness of this concept lies in the fact that the pa-
tient’s privacy is not fully protected. It is possible to create a targeted set of
queries by keywords in order to analyze the situation whether a specific pa-
tient has a certain type of health problem. The problem lies in the fact that
this information is obtained before the right of access to specific medical
data.

The concept formulated in (Omar et al., 2019) proposes a solution based
on Blockchain technology and cryptographic mechanisms. Cryptographic
mechanisms are used to protect privacy and Blockchain technology to
store health data. The application of cryptographic methods ensures the
anonymity of patients, and Blockchain technology ensures data integrity
and immutability .

The solution described in this paper uses usernames and passwords
as a method of user identification and authorization. The allowed activities
in the system are defined based on the roles assigned to users. Patients
have the role of data source and they pass their personal health data to
the system in an encrypted form. Entities that use data in the system, data
users, require access to data in the system, which is allowed only after

Cizelj et al, eHealthcare system data privacy concept based on Blockchain technology, pp.996—1027



Eﬁ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

successful authentication. The registration authority is responsible for the
authentication process . Access and exchange of health data are protected
by special cryptographic mechanisms. Each transaction of data stored in
the blockchain is marked with a special blockchain identifier, on the basis of
which the data contained in the transaction is accessed and this identifier
is forwarded to the initiator of the block generation.

In order for the data user to access the data contained in one block of a
patient, he/she must have the identifier of that block, which is owned only
by the patient as a source of data, so this protocol also implicitly requires
the patient’s consent to access the data. When the user knows the desired
number, he/she turns to the registration authority for the authorization of
access to the requested data. If the user’s authentication is successful,
he/she receives the desired private data of the patient whose data he/she
requested.

In relation to the described concept of EHR data management, the con-
cept proposed in this paper has certain security and functional advantages.
It refers to the applied identification and authentication mechanism. The
method based on digital certificates is organizationally and functionally, in
our opinion, less complex in terms of scalability and interoperability. From
the functionality point of view, the concept proposed in this work with its
data organization, equally easily enables primary and secondary use of
medical data without endangering the disclosure of the patient’s identity in
case of secondary use. In this way, the proposed concept of EHR data or-
ganization enables the implementation of an electronic healthcare system
in legislative systems with different approaches to the ownership of medical
data.

Conclusion

The processes of digital transformation of society and the transition of
life processes towards cyberspace inevitably highlight the issues of infor-
mation security and the preservation of privacy of personal data. Unau-
thorized access to an individual’s personal data can have serious adverse
consequences for him or her. The damages can be personal, psychologi-
cal, business, material and social. Identity theft and access to health data
can inflict harm to the person in question in terms of obtaining employment,
insurance premiums, bank loans, and the like. These examples show the




importance of maintaining the privacy of medical data for the individual in
each community and the community as a whole.

This paper presents the concept of object identification and privacy pro-
tection based on blockchain technology and the PKI infrastructure. The
application of these technologies helps the concept achieve the following
goals:

— The use of digital certificates as carriers of electronic identity enables
a unique distinction of entities in the system. The application of
Lightweight X.509 Digital Certificates enables the identification of de-
vices with limited process capacities, which is significant from the
point of view that devices with limited processing capacities (sensors,
mobile and wearable devices) also participate in such systems.

— The system of registering events in the system and preserving the history
of the system is such that for each activity it is known who did it, and
when it was undertaken. This enables the detection of incidents, the
analysis of their causation and the definition of prevention procedures.

— The mechanism of separation of identification and medical data enables
the primary and secondary use of medical data in accordance with the
data privacy regulations.

— Digital signature and blockchain technology enable the integrity of medi-
cal data to be preserved both at the time of its creation and over time.

The enumerated security features of the proposed concept enable the
implementation of electronic health systems as zero trust information sys-
tems (Rais et al., 2024; Kudrati & Pillai, 2022; Garbis & Chapman, 2021)
and at the same time ensure compliance with the EU GDPR.
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Pesrome:

Beedenue/yenb: [poepecc 8 obracmu UHGOPMaUUOHHBIX U
KOMMYHUKaUUOHHbIX mexHooaul rno3eonunu co3dams cpedy
cumbuosa mexdy modbMU U MawuHamu, 8 Komopod rirodu e3au-
modelicmsytom ¢ MawuHamu 05151 yrlyHWeHUs Kayecmea rnosce-
OHesHoU XU3HU. B ces3u ¢ amum eo3Hukaom rpobrems! UH-
gopmayuoHHoU be3zonacHocmu, 8 YacmHocmu, KOHghuOeHUU-
anbHocmu 0aHHbIX. Bo MHO2uX cmpaHax cyujecmesyrom rnpaso-
8ble paMKu, peaynupyroujee 3mom 0rpoc C MOYKU 3peHUsI Ue-
nied, Komopsie OOMKHbI OCYWEeCmeIAmcs npu MaHurnynuposa-
HUU JTUYHBIMU OaHHbIMU, @ caMa mexHos102us siersgemcsi 8b160-
pom cozdamerneli UHGhOPMaUUOHHbIX cucmeM. bBbriokyelH mex-
Hosozusi sierisiemcss 00HUM U3 rpedrnoYymumersibHbIX Memodos
obecrnedeHus yernocmHocmu GaHHbIX U HE0bX0OUMbIX mpaH3akK-
uud, a yugposbie cepmugbukamsi 8 codemaHuu ¢ Heli obecrie-
Yyugarom KOHghuGeHyuabHOCMb UHGhopMauuu o nayueHmax.

Memoobi: C nomowkro Kpunmozpaguyeckux memodos acum-
mempu4HoU Kpunmoepaguu ocyusecmensemcsi 6riok4eliH mex-
Homoausi U HadexHble MemoObl udeHmugukayuu 8 Kubep-
rpocmpaHcmee, 4Ymo 03680/1iem coXpaHsamb KOHUOeHyuasb-
HOCMb UHGhOpMaUUU Ha 8bICUIEM YPOBHE.

Pesynbmamel: B daHHoU cmambe oruckleaemcsi Memod 3a-
wumsbi KOH¢huOGeHyuarnbHOCMuU MeOUUUHCKUX OaHHbIX MayueH-
moe 8 cucmeme 30pagoOXpaHEeHUsl, OCHOBaHHbIU Ha Uugpo-
8bIX cepmugukamax kak memoode udeHmucbukauyuu e kubep-
npocmpaHcmee u 6r10k4elH mexHono2uU Kak Memode coxpa-
HEeHUSs UeriocmHocmu mpaH3akyul U UHghopMayuoHHoU cucme-
Mbi 30pasooxpaHeHusi. [lpednazaemasi KOHUenuus rno3eosisiem
pasdenume uYHbIe U MeOUUUHCKUE OaHHble maKuM 0b6pasom,
ymo npu cobnodeHuu npasa cobcmeeHHOCMU rnayueHma Ha
meduyuHCcKue daHHble CmMaHOB8UMCS 803MOXHbIM MepP8UYHoe U
8MOpUYHOE UCIMOIb308aHUE MEOUUUHCKUX OaHHbIX, He Hapywas
npaesa nayueHma Ha HerpuUKOCHOBEHHOCMb JIUYHbIX OaHHbIX.

Bbieodbi: KoHuenuusi udeHmugukayuu obbekma 8 uHgopma-
UUOHHOU cucmeme 30pagooxpaHeHus U opaaHu3ayusi/xpaHeHue
OaHHbIX 8 coomeemcmeuu ¢ npuHyunamu 610Kk4eliH mexHo-
Jioeuu, nNpednoXeHHbIMU 8 3mol cmambe, M03801I0M 08bI-
cumb KOHghuOeHyuanbHOCMb UHgopmauuu 0o MexOyHapoOHO-
20 yposHs 8 coomeemcmeuu ¢ Obwum peariaMeHmom 3auju-
mbi daHHbIX Egponelickoao Corosa. [Nomumo moezo, npednazae-
Masi KoHUuenyusi criocobcmeayem obHapyXeHUI0 Hesapeaucmpu-
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poBaHHbIX ycmpolicme unu 06beKxmos 8 cucmeme, maxkum obpa-
30M COXpaHsisi UesIoCmMHOCMb CUCMeMbI U r108bilasi ee obulyto
UHGbopMayUOHHY 6e30MacHOCMb.

Knrouesbie criosa: uHgopmayuoHHas 6e3onacHoCcmb, MeOUUUH-
CKasi UH¢hopmayuoHHas cucmema, MeduyuHckue 0aHHble, rnep-
BUYHOE U 8MOPUYHOE UCIMO/b308aHUE, acuMMempUYHas Kpuri-
moepacpusi, yughposasi nodnucek, 6riokyeliH opeaHudayusi, 6104-
Hasi cmpykmypa.

KOHLl,eI'IT NPMBATHOCTU NoaaTaka y eNeKTPOHCKOM
30paBCTBEHOM CUCTEMY 3aCHOBaH Ha BriokyejH TeXHomnorujmu

Hejar b. Unsers, Tomucnae b. YHkawesuh, Sopax . banal

WHctutyT BJIATAKOM, Beorpan, Penybnuka Cpbuja

OBJIACT: nHbopmaLmoHu cuctemu, KpUnTonoruja,
paJvyHapcke Hayke
KATETOPWJA (TWM) YNAHKA: opurMHanHu Hay4Hu pag

Caxemak:

Y8o0/uurb: Harnpedak y UHghopMayUOHO-KOMYHUKaUUOHUM Mex-
Homoaujama omoayhuo je cmeapare cuMbUOMUYKO2 OKPYKeHa
JBYOU U MawuHa y KojeM JbyOu UHmMepakyujoM ca MawuHama
rnobosbwasajy keanumem ceakoOHeg8HoO2 Xueoma. Y mom KOH-
mekcmy, npobrnemu uHpopmayuoHe bezbedHocmu u nocebHo
npuseamHocmu nnodamaka u3bujajy y npeu nnaH. Y MHo2uM 3e-
MrbaMa rocmoju 3aKOHCKa peayriamuea KojomM ce maj npobriem
peaynuwe y cmucry obesbehema yurbesa Koju ce Mopajy pea-
nu3ogamu npu MaHunynayuju npusamdum rnodayuma, a cama
mexHoroeuja je usbop Kpeamopa UHhopMaUyUOHUX cucmema.
Griokuejm mexHosnoauja je jeOHa 08 memoda u3bopa 3a obe3be-
hemwe uHmezpumema nodamaka u Heropeyus8oCcMuU mpaHcak-
Yuja, 0ok OueumarHu cepmucbukamu y cripesu ¢ kom omozyha-
8ajy ocmeapusar-e rpusamHdocmu nodamaka nayujeHama.

Memode: NpumeHom Kpunmoepagckux Mmemooda acumMempuyHe
Kpunmozpacbuje peasnusyje ce briokyejH mexHosioauja u rnoysoda-
HuU memodu uéeHmucbukayuje y cajbep npocmopy, wWmo oMoay-
haea o4ysarbe npusamHocmu nodamaka Ha 8LUCOKOM HUBOY.

Pesynmamu: Oeaj pad ornucyje KoHUenm sawmume rpusamHo-
cmu nnoGamaka nayujeHama y 30pascmeeHoM cucmemy. 3acHo-




8aH je Ha OuaumarnHumMm cepmugbukamuma Kkao MemoQdy udeHmu-
ukauyuje y cajbep npocmopy u 6510K4EjH MeXHOMo2uUju Kao Me-
mody 3a o4yeare uHmezpumema mpaHcakyuja u uHgpopmayu-
OHOe cucmema 30pascmeeHoe ocuayparba. [1pednoxeHuU KOH-
uenm omoeyhasa cenapauyujy npusamHux u MeQUUUHCKUX r10-
Oamaka mako wmo je, y3 npuxeaheHu npuHyumn eaacHuWmMmea
nayujeHma Had meduyuHcKuM rnodayuma, moeyhe ocmeapumu
rnpumapHy U cekyHOapHy yriompeby MeOUUUHCKUX rodamaka
be3 yepoxasarba rpusamHocmu rnodamaka nayujeHma.

Bakrpyyak: KoHuenm udeHmucbukauyuje eHmumema y 30pas-
CmMeeHOM UHGOPMaUUOHOM cucmeMy U opeaHu3ayuja/Jysare
rnoGamaka, y cknady ca npuHyunuma brI0KYejH mexHosoauje,
Koju cy npednoxeHu y oeoMm pady, omocyhaeajy ocmeapugare
8UCOKO2 HU8oa rnpusamHocmu rnodamaka y cknady ca uHmep-
HayuoHanHum 0okymeHmom European Union General Data Pro-
tection Regulation. Noped moea, rnpednoxeHu KOHUenm oMoay-
haea demekuujy HepeaucmposaHux ypehaja unu eHmumema y
cucmeMy U Ha maj Ha4uH o4yearbe UHmeepumema cucmema u
rnoeehare He208e ceeyKkynHe uHgopmayuoHe 6e3bedHocmu.

KrbyyHe peyu: uHgopmayuoHa 6e3bedHocm, 30pagcmeeHu UH-
gopmayuoHu cucmem, MeOUUUHCKU nodayu, npumapHa u ce-
KyHOapHa yriompeba, acumempuy4Ha Kpunmoezpadbuja, Oueu-
masiHu nomnuc, 6ri0Kk4ejH opaaHu3ayuja, cmpykmypa broka.
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Abstract:

Introduction/purpose: Tracked vehicles play a vital role across various
domains, from military operations to construction and agriculture. This
study focuses on improving the efficiency of tracked vehicles by optimiz-
ing both gear ratios and gear-shifting strategies while preserving other
performance aspects.

Methods: The optimization process involves a genetic algorithm for de-
termining optimal gear ratios, considering performance constraints. Fur-
thermore, the paper introduces a gear-shifting optimization algorithm
aimed at enhancing fuel economy to the maximum, while allowing for
a valid comparison between two sets of gear ratios.

Results: Optimizing gear ratios leads to substantial reductions in fuel
consumption, as the engine operates within more efficient regions. Addi-
tionally, the optimized gear-shifting strategy further enhances efficiency,
resulting in a fuel consumption reduction exceeding 12%, when com-
bined with the optimized gear ratios.

Conclusions: This paper offers a direct and robust approach for optimiz-
ing powertrain gear ratios and gear-shifting strategies in tracked vehi-
cles. The results demonstrate significant improvements in fuel efficiency
without compromising other critical vehicle performance parameters.
Key words: tracked vehicles, gear ratio optimization, gear-shifting strat-
egy, genetic algorithm, fuel efficiency enhancement.
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Introduction

Tracked vehicles encompass a wide range of applications, from con-
struction and agriculture to military purposes. A defining characteristic of all
tracked vehicles is their high fuel consumption (Jimenez-Espadafor et al.,
2011). Reducing fuel consumption could significantly enhance vehicle de-
sign flexibility or extend operational range. Consequently, substantial at-
tention is directed towards enhancing the energy efficiency of tracked vehi-
cles. Recently, hybridization of tracked vehicles has gained significant at-
traction in the scientific community (Randive et al., 2021; Han et al., 2019;
Bhatia, 2015). Many studies extensively analyze and optimize the propul-
sion systems of these vehicles, yielding considerably improved energy ef-
ficiency outcomes (Qin et al., 2018; Zhang et al., 2021).

In the context of the Serbian-made infantry fighting vehicle BVP M80A,
initial investigations into hybridization and energy efficiency have emerged
(Milicevi¢ & Muzdeka, 2021; Mili¢evi¢ et al., 2021). Various hybrid propul-
sion configurations have been introduced, while retaining a manual five-
speed gearbox. With the viability of hybridization established, optimization
of both the powertrain and transmission has been demonstrated to yield op-
timal results (Zou et al., 2012). Hence, optimizing the gearbox becomes a
logical pursuit. Also, most vehicle efficiency studies have employed a man-
ual gearbox with predetermined gearshifting strategies (Milicevi¢ & Blago-
jevi¢, 2022). So apart from optimizing gear ratios, it is wise to consider
gearbox automation and the development of an appropriate gearshifting
strategy. It is evident that each set of gear ratios corresponds to a specific
gearshifting strategy capable of achieving optimal fuel economy (Ahssan
et al., 2020). In other words, determining gear ratios and establishing an
optimal gearshifting strategy are inherently intertwined when pursuing op-
timal fuel consumption.

The objective of this study is to optimize the transmission of a combat
tracked vehicle by determining optimal gear ratios and an optimal gearshift-
ing strategy, along with an analysis of enhanced energy efficiency. The
reference vehicle chosen for this study is the BVP M80A.

Simulation model

A simulation model was developed to facilitate the optimization of the
powertrain. This model encompasses all relevant motion resistances,
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which are mathematically formulated and subsequently integrated within
the Simulink environment.

Drive cycle

A driving cycle represents the manner in which a vehicle is utilized, en-
capsulating its speed, acceleration, and path parameters (Achour & Olabi,
2016). Atits simplest, it can be understood as the history of motion, specifi-
cally the history of a vehicle’s speed, acceleration, and road gradient. Con-
sequently, the energy efficiency and responsiveness of the vehicle and all
its subsystems significantly depend on the chosen driving cycle. In contrast
to wheeled vehicles, which have a set of standardized driving cycles, there
is no standardized driving cycle for tracked vehicles. Hence, for the pur-
poses of this study, a custom drive cycle was artificially synthesized, sim-
ulating a real-life road path that includes authentic turns and road grades.
This drive cycle takes into account road gradient and frequent steering ma-
neuvers, aiming to replicate real-life driving conditions. The speed, lateral
acceleration, and grade are presented in Figure 1.
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Figure 1 — Adopted drive cycle
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Vehicle dynamics

An established vehicle dynamics model has been employed for external
resistances (Milicevi¢ & Blagojevi¢, 2023). The theoretical model covers
resistances stemming from track-terrain interaction, grade, air resistance,
centrifugal force, inertial forces, and turning resistance moments. An em-
pirical formula was utilized for the coefficient of lateral resistance. The force
on the outer track is defined as:
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modified due to load transfer). The fourth and fifth terms are the longitu-
dinal forces resulting from the effect of centrifugal force and the slope of
the terrain, and the sixth and seventh terms are the acceleration and air
resistance. The eighth term is the moment of turning resistance. The pre-
sented equations have been implemented in the Simulink environment with
the drive cycle data as an input, and the forces on the tracks as an output.

Engine

The quasi-static model with no transient dynamics was adopted. Fuel
consumption is defined as:

dmy B

dt f(Te>ne)v (3)

where T, and n. are the effective torque and the rotational speed of the
engine.
The total consumption is:

t
C:/O dm. 4)

The ICE model is based on a fuel map of the reference vehicle (Hard-
enberg & Buhl, 1982).

Transmission

Transmission is modeled as a simple five gear mechanical transmission.
All kinematical relationships are assumed to be ideal. The model takes into
account 'negative’ flow of power, i.e. power flowing from the tracks to the

engine:
1
T, = T - igb Niran’ Tw>0 (5)
T,, - Qran Tw <0

Tgb

where T, is the torque at the drive wheel, i, is the current gearbox ratio
and 74, is the efficiency coefficient of transmission.

Optimization procedure

This section introduces the optimization procedure applied to determine
the optimal gearbox ratios and the most effective gear-shifting strategy for
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Figure 2 — Fuel map contour of the ICE (g/kWh)
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a given drive cycle. The standard gear-shifting strategy for the reference
vehicle is illustrated in Figure 3. However, this strategy remains effective
only within specific gear ratios and is not applicable when gear ratios are
altered. For that reason, focusing solely on optimizing gear ratios, without
also optimizing or at least adjusting the transmission shifting strategy, fails
to maximize the vehicle’s efficiency and cost-effectiveness, not to mention
the absence of a reference for comparison.

Consequently, this paper introduces not only optimization of gear ra-
tios, but also a gear-shifting optimization algorithm, whose main usage is
enhancing fuel economy to the maximum, while allowing for a valid com-
parison between two sets of gear ratios. This comparison is achieved by
utilizing an optimal gear-shift strategy for both sets.

In this study, the optimizations of gear ratios and the gear shift strategy
are carried out individually. Initially, gear ratios are determined through the
utilization of a genetic algorithm and a Simulink vehicle model. Following
this, an optimal gear shift strategy is established using an iterative algo-
rithm, based on the predetermined gear ratios. Hence, it can be inferred
that the optimization procedure encompasses the enhancement of two dis-
tinct problems: optimizing gear ratios and optimizing gear shift strategy.
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Figure 3 — Diagram of the reference vehicle dynamic coefficient with an example
of gear-shifting instances
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Furthermore, to ensure that the adopted gear ratios and the gear-shifting
strategy can meet the demands of the driving cycle and prevent physi-
cally impossible outcomes during optimization, the Simulink model includes
stopping criteria in the event of unmet torque or speed requirements.

Optimization of gear ratios

Gear ratio constraints

Gear ratios in the transmission significantly impact vehicle performance.
Therefore, during the optimization of gear ratios, it is essential to either
have a comprehensive driving cycle covering all possible scenarios and
motion conditions, or introduce specific constraints. Ideally, a comprehen-
sive driving cycle would help alleviate algorithm constraints, but since stan-
dardized driving cycles for tracked vehicles do not exist, certain limitations
must be introduced in this case.

A high-speed tracked vehicle possesses key performance metrics,
heavily influenced by transmission gear ratios: gradeability, maximum
speed, and acceleration (Randive et al., 2019). Gear ratios of the first and
fifth gears notably affect the vehicle’s capability to move on slopes and




achieve maximum speed. The adopted test vehicle is capable of operating
on a slope of 60% and reaching a top speed of 65 km/h, achieved with the
declared gear ratios for the first and fifth gears:

i =3.97

1y = 0.57.

Consequently, the gear ratio for the first gear can be larger but not
smaller, whereas for the fifth gear, the situation is reversed. Hence, the
constraints on the gear ratios for the first and fifth gears are:

i > 3.97

6
1y < 0.57. ©)

In principle, gear ratios of the other gears are allowed to vary. However,
due to the vehicle’s combat nature, performance must never be compro-
mised, ensuring a sufficient power reserve for acceleration at all times. This
constraint will be incorporated into the algorithm itself through a penalty
function.

In the event of overhauling the entire transmission, even the gear ratio
of the final drive could become a subject of optimization. In such a sce-
nario, the product of the final drive gear ratio and the transmission gear
ratio would be the optimized parameter. However, given the primary focus
on the transmission, for the purposes of this study, the existing gear ratio
of the reference vehicle’s final drive will be adopted, which is i;q = 5.786.

Genetic algorithm procedure

The genetic algorithm (GA) optimization procedure is applied. Among
the heuristic-based optimization techniques, the genetic algorithm (GA)
stands out, utilizing a population of solutions in its search process. Its ap-
plication is often in enhancing energy efficiency (Eckert et al., 2016, 2021).

A genetic algorithm (GA) functions as a search heuristic that emulates
the natural evolution process. This approach is a common choice for gen-
erating valuable solutions to optimization and search problems. By adjust-
ing the optimization parameters, it is possible to modify both the algorithm
exploratory capabilities and its convergence speed which makes the GA a
very good choice for robust optimization.
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The primary objective of optimization is to identify the minimum values
of the objective function, corresponding to the designated set of gear ra-
tios relative to the vehicle’s drive cycle. To achieve this, a control-oriented
Simulink model was developed, and it is executed during each iteration
of the optimization process. The optimization’s ultimate aim is to reduce
fuel consumption across the entire drive cycle. The fuel consumption is
expressed in liters per 100 km/h:

M fuel

Jp= —2>—
/ dcycle “Pf

- 100, (7)
where m, is the mass of fuel consumed during the drive cycle, d .. is
the traveled distance and py is the fuel density. The mass of fuel consumed

is obtained as:
N

mpui = BSFC- [ P, ®)
=1

where BSFC is the brake specific fuel consumption of the engine, and P,

is the engine effective power which directly depends on the required torque

and speed:

Te — TTE(] ,

Utran

)
We = Wreq * ltran

In this way, the objective function can be defined as:

F=Jy
subjectto: T, < Temaz (10)
Wemin < We < Wemaz
Given that the optimization of the combat tracked vehicle is being per-
formed, the vehicles performance must never be compromised. In this
case, the performance primarily refers to the reserve of power (torque) in

the second, third, and fourth gear. This constraint is taken into account
using a penalty function defined as:

1
Tres ’

where T,., is the torque reserve, which is obtained as the difference be-
tween the current torque and the maximum available for the given speed:

Tres = Tmaa: (w) - Tcurrent (w> (12)

P=

(11)




Therefore, the final objective function for the optimization of gear ratios
is obtained as follows:

F:(wl'Jf+WQ-P)
subjectto: T, < Temaz (13)

Wemin < We < Wemaz

where w; and wy are weights whose values can be changed depending on
optimization priority.

Selection, crossover and mutation

The entire driving cycle is considered as one instance in the optimiza-
tion. The GA creates a vector of gear ratios z(k) and evaluates its perfor-
mance over the entire driving cycle:

x(k):[xl To T3 Ta 1:5] (14)

Each vector z(k) in the population is evaluated. Then, mutation and
crossover operations are performed over the entire population, creating
modified populations which are then evaluated. Original and modified pop-
ulations are then combined, reordered best to worst and re-sized.

The crossover function randomly selects two members of the original
population via the MATLAB function randperm. This step ensures that two
distinct parents are chosen for crossover. The uniform crossover is ap-
plied to the selected parents’ positions. It takes two parent positions and
a parameter v as inputs and returns two child positions. The v parameter
controls the blending of genetic information from the parents.

The Mutate function is called for each child’s position. The Mutate func-
tion takes the child position, mutation rate, and the mutation step size as
inputs and returns the mutated child position. After mutation, the child’s
position is checked to ensure it remains within the specified boundaries. If
the mutated value exceeds the defined boundaries, it is replaced with the
boundary value to keep the solution within the feasible search space. The
flowchart of the applied genetic algorithm procedure is shown in Figure 4.

As mentioned, the Simulink model is equipped with a stopping mecha-
nism that halts the simulation if any physical constraints are violated. If the
simulation duration is shorter than the length of the drive cycle, the value
of ’'Inf’ is assigned for the given population.
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Gear selection optimization

In order to minimize fuel consumption while maintaining the adequate
performance of the vehicle, it is not enough to determine only the optimal
gear ratios; it is also necessary to define the appropriate gear-shifting strat-
egy, i.e., to select the appropriate gear ratio.

This problem constitutes a gear selection optimization challenge. It en-
tails discovering the most efficient gear-shifting strategy for a given drive
cycle. Since one must independently select the optimal gear for each drive
cycle instance, it qualifies as a discrete optimization problem. This problem
is addressed through an iterative process (see Figure 5).
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Figure 5 — Iterative gear-shifting optimization procedure
Puc. 5 - UmepamusHas npoyedypa onmumu3ayuu rnepexkirodeHus nepedady
Cnuka 5 — UmepamuesHa npouyedypa onmumu3ayuje cmpameauje rnpoMmeHe
cmerieHa rnpeHoca

The iterative process involves checking each gear (indexed as j) for
every instance i in the drive cycle to find the most fuel-efficient gear-shifting
strategy for the vehicle.

Minimizing fuel consumption while maintaining optimal reserve torque
may lead to a higher frequency of gear shifts which could drastically in-
crease mechanical wear. For that reason, the durability function L needs
to be included. The function gives a predefined penalty value of 1 if the
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gear was changed compared to the previous instance, and 0 if it was not:

I_ 0, ]:i:]:i—l
L, ji # Ji—1

The objective function which is evaluated for every gear is defined as:

(15)

f:wl-Jf—ng-P—ng'L (16)

where wy, wy and w3 are the weight factors, J; is the fuel consumption,

and P, is the reserve power.

Results

Applying the genetic algorithm to the optimization problem of gear ratios
results in significantly lower fuel consumption. The change in the objective
function value is depicted in Figure 6.
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Figure 6 — Fitness function value
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The new gear ratios lead to the shifting of the engine operating points
towards more efficient regions of engine operation (Fig. 7).
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Figure 7 — Distribution of the engine operating points for the original and the
optimized case
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Figure 7 illustrates that, with the new gear ratios, the engine operates
in a more efficient region. For instance, it is noticeable that numerous op-
erating points in the highly inefficient region (detail A) are eliminated in the
optimized scenario.

The original and optimized gear ratios are compared in Table 1. Due to

Table 1 — Gear ratios - original and optimized values
Tabnuya 1 — lNepedamoyHble Hucna — UCXOOHbIE U ONMUMU3UPOBaHHbIE
3Ha4yeHust
Tabena 1 — lNpeHocHU 0GHOCU - OpucuHasiHe 0 onmumu3ogaHe epedHocmu

Gear Original Optimized
i1 3.91 3.91

i2 1.84 1

i3 1.241 0.7693

iq 0.833 0.7475

i5 0.571 0.5412

the close proximity of the gear ratios of the third and fourth gears, consid-
eration can be given to eliminating one gear, effectively resulting in a four-
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speed transmission. However, comprehensive analyses of the required
performance are necessary for making such a decision.
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Figure 8 — Comparison of gear-shifting strategies for original and optimized gear
ratios
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ONMMUMU3UPOBaHHbIX repedamoyHbIX Yuces
Cnuka 8 — lNopehere cmpameeauja npomeHe cmereHa rpeHoca Koo
opu2uHaIHUX U onmumMu308aHUX MPeHOCHUX 00Hoca

After optimizing the gear ratios, the optimization of the gearshift strategy
was undertaken. First, the gearshift strategy was optimized for the original
gear ratios, followed by the optimization for the optimal gear ratios. The
optimization of gear shifting enabled the comparison of two transmissions
with different gear ratios, as presented in Table 2. The comparison of the
gearshift strategies is illustrated in Figure 8.

Table 2 — Fuel consumption comparison
Tabnuuya 2 — CpasHeHue pacxola morisiuea
Tabena 2 — lNopehere nompouwirke eopusa

Case Relative fuel consumption [-] | Improvement [%]
Original gear ratios 100 -
Optimized gear ratios 87.32 12.68

Uniform weights were applied to gear-shifting optimization for both the
initial and optimized gear ratios. The highest weight was assigned to fuel
consumption (w; = 0.4), while the remaining two weights were set to ws =




ws = 0.3. This alignment in weight distribution led to notable similarities in
the gear-shifting strategies, attributable to the resemblance in gear ratios.

Conclusion

This paper introduces a study and an analysis focused on improving the
efficiency of tracked vehicles by optimizing gear ratios while maintaining
other performance aspects. The motivation for this research arises from the
existence of previous investigations where modernized powertrains were
hybridized, yet the gear ratios remained unchanged, which adversely af-
fected their overall efficiency. In this context, it was natural to explore the
potential for efficiency improvement in terms of gear ratios.

A genetic algorithm was employed to optimize the gear ratios. The Ser-
bian IFV named BVP M80A, which had already been studied, was adopted
as the reference vehicle. For comparison purposes and to achieve maxi-
mum efficiency, optimization of the gear-shifting strategy was also imple-
mented. During the optimization of both the gear ratios and the gear-shift
strategy, care was taken not to compromise other crucial vehicle perfor-
mances. A penalty function was introduced for the preservation of reserve
torque, and weight factors for optimizing gear-shift strategies were also
considered to ensure torque reserves and gearbox durability.

Using a model created in Simulink, optimization was conducted, yield-
ing results that demonstrated fuel efficiency increase exceeding 12%. It
is important to note that weight factors are variable, and the penalty func-
tions magnitude can vary. The method described in this paper offers a
direct and robust approach to optimizing powertrain gear ratios for vehi-
cles. In the future, the focus will be on developing forward-looking models
to assess vehicle performance, as well as on creating hybrid optimization
approaches that encompass weight factors.
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Abstract:

Introduction/purpose: When concrete structural members are subjected to
fire and then exposed to slow or rapid cooling, there are various changes
affecting density, porosity, thermal damage, speed of sound propagation,
modulus of elasticity, compressive strength, absorptivity, etc. The heavy
use of concrete to build structures on the one hand and the problem of fires
on the other require a deep understanding of the effect of fire on the
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structural behavior of concrete, especially after cooling. So far, the two
cooling methods used to put out a possible fire have been water and free
air. Our objective is to experimentally analyze the use of the extinguisher as
the third method of cooling concrete exposed to high temperatures.
Methods: To achieve our objective, a series of mechanical and physical
tests waw carried out on specimens 40 mm in diameter and 40 mm in
height, exposed to high temperatures of 200, 400, and 600 °C. These test
samples were then subjected to three different cooling regimes, namely:
free air, water immersion, and extinguisher use.

Results: The results clearly show that the use of the extinguisher is more
appropriate than the other two cooling methods, namely, natural cooling
and immersion in water.

Conclusion: The results from this experimental study could be of practical
use when trying to extinguish a possible fire in a concrete structure.

Key words: concrete, fire, experimental analysis, extinguish, water, free
air.

Introduction

Because of its many advantages over other construction materials,
such as simple workmanship, durability, strength, and ease of
implementation, concrete has become the primary structural material in
the construction of nearly all buildings (Kodur, 2014).

Fire is one of dangerous threats that attack structures. Compared to
steel, which has a low thermal conductivity, and to wood, which is rapidly
combustible, concrete construction material is characterized by its good
fire resistance; however, it can lose part of its resistance (Annerel &
Taerwe, 2009; Ingham, 2009). The type of cement, the nature of the
aggregate, the dimensions of structural elements, the porosity and the
moisture content of concrete as well as its thermal properties are all factors
which determine the degree of fire resistance (Akga6zoglu, 2013). The fire
resistance is increased with the increase in the dimensions of a concrete
element (Tanacan et al, 2009).

During their lifetime, concrete structures can be subjected to high
temperatures during fire or near furnaces and reactors. It will then lead to
the deterioration of the structural quality of concrete.

In China, recent statistics show that in 2018 alone, there were
237,000 fires, including almost 107,000 in residential buildings (Bi et al,
2020). Fires can start in tunnels and buildings alike (Annerel & Taerwe,
2009; Khoury, 2000; Du et al, 2018; Tomar & Khurana, 2019; Zhao et al,
2019). This indicates that the occurrence of fire misfortunes is becoming
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more and more common, which affects the safety of structures and leads
to significant economic deficits (Hertz, 2005; Aitcin, 2003; Liu et al, 2019).

Under high temperatures, physical properties change and chemical
transformations occur in the cementitious matrix, leading to a deterioration
of its mechanical characteristics (Hertz, 2005; Aitcin, 2003; Liu et al, 2019;
Hammoud et al, 2014; ACI, 1989; Khoury et al, 2007; European
Commissions, 1992; CEN, 1994; CEN, 2002; CEN, 2004; Bazant &
Kaplan, 1996; Phan & Carino, 2000). They also participate in the growth
of shrinkage, transient creep, and changes in durability (Pihlajavaara &
Kesler, 1972). Mechanical properties such as strength, modulus of
elasticity, and volume stability of concrete are significantly reduced during
these exposures (Li et al, 2012). Free water in pores and part of chemically
bound water in hydrated cement paste are released and a large amount of
energy is consumed due to exposure to high temperatures (Su et al, 2014).

This special situation implies the need to assess the safety of
concrete structures with regard to possible fires. This analysis is therefore
an essential task to ensure the structural safety of concrete structures
(Hammoud et al, 2014). In practice, concrete structural elements must
fulfill the fire safety requirements defined in the design codes for building
structures (ACI, 2007; ACI, 2008; CEB, 2002).

According to the literature, the analysis of the behavior of concrete
under high temperatures has been the subject of numerous works, leading
to appreciable results (Zhai et al, 2019). We quote:

Wang et al (Wang, 2014) conducted static compression tests and a
Split Hopkinson Pressure Bar Impact (SHPB) test on concrete specimens
75 mm in diameter and 55 mm in height. These specimens are heated to
high temperatures of 100 to 900 °C and then cooled naturally.

Tao et al (Tao et al, 2011) conducted a compression test on concrete
cylinders 50 mm in diameter and 35 mm in height under rapid heating from
200 to 600 °C using microwaves.

Shi et al (Shi et al, 2014) performed SHPB compression-shock tests
on cylindrical specimens 98 mm in diameter and 50 mm in height. These
concrete blocks are subjected to high temperatures of 200 to 800 °C and
are cooled by natural cooling or cold water.

Under different applied loading levels, Jia et al (Jia et al, 2011ab)
carried out compression-impact tests on concrete specimens 50 mm in
diameter and 35 mm in height. Using microwaves, these concrete
specimens were quickly heated to 200—650 °C.

Under various projectile velocities, Li et al (Li et al, 2012) performed
an impact compression experiment on a SHPB device and concrete
specimens 98 mm in diameter and 48 mm in height heated to 200-800 °C.
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Similarly, Su et al (Su et al, 2014) carried out the same tests but on
specimens 49 cm high.

SHPB impact compression tests and numerical simulations on
concrete blocks 70 mm in diameter and 35 mm in height heated to 200-
800 °C were developed by Huo et al (Huo et al, 2013).

Previous experimental and numerical research revolves around
micromechanics and constitutive models of concrete at high temperature
(Huo et al, 2013; Gawin et al, 2011; Ezekiel et al, 2013; Jia et al, 2011ab;
Bangi & Horiguchi, 2012; Noumowe, 2005; Tenchev & Purnell, 2005; Van
der Heijden et al, 2007; Wang & Shang, 2014; Lu, 2011; Zhai et al, 2014;
Zhang et al, 2013, Carstensen et al, 2013). They analyze the mechanical
properties of concrete at high temperature or after high temperature (Ma
et al, 2015). However, the analysis of the behavior of concrete cooled after
high temperatures has yet to be fully investigated (Zhai et al, 2019).

In turn, Zhai et al (Zhai et al, 2014) conducted impact compression
tests on concrete specimens. These test specimens of 35 MPa
compressive strength are heated to high temperatures of 200 to 800 °C
and are then cooled naturally or in water.

This article is an experimental contribution analyzing the effect of the
cooling mode on the thermal behavior of concrete. Until now, the cooling
methods used were natural cooling or immersion in water. Through this
work, we used natural cooling, water, and a new mode of cooling, powder
extinguishers.

To achieve our objective, we carried out mechanical tests on
compressive strength, thermal damage, and dynamic modulus of
elasticity, and tested physical properties: porosity, density, and speed of
sound propagation. These tests were carried out while hot and after
cooling. The samples tested were exposed to high temperatures: 200 °C,
400 °C, and 600 °C. After exposure to these temperatures, the samples
were then cooled using air, water, and powder extinguishers.

Materials used and sample preparation

Cement

The cement used is Portland cement composed of the CPJ CEM II/B-
L 32.5 N type, with a minimal resistance of 32.5 MPa at 28 days. Tables
1, 2 and 3 respectively give the chemical, mineralogical, and physical
composition of the cement used in this study.
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Table 1 — Chemical composition of cement
Tabnuuya 1 — Xumu4yeckull cocmas uemeHma
Tabena 1 — Xemujcku cacmas yemeHma

CaO SiO2 Al2O3 Fe203 SOs3 K20 Na20 MgO
60.10 18.13 3.25 2.56 2.71 0.26 0.22 1.75

Table 2 — Mineralogical composition of cement according to Bogue
Tabnuya 2 — MuHepanoau4eckulli cocmas yemeHma (Bogue)
Tabena 2 — MuHepanowku cacmas yemeHma (Bogue)

Element CsS C.S Cs3A CsAF
Content (%) 71.976 50.488 4.280 7.790

Table 3 — Physical characteristics of cement
Tabnuua 3 — ®u3uyeckue ceolicmea UemeHma
Tabena 3 — ®usuyka ceojcmea uemeHma

Characteristics Values
Apparent density (g/cm?) 4000
Absolute density (g/cm?) 1065
Start of setting (minute) 2990
End of setting (minute) 150 + 30
Normal consistency (%) 230 £ 50

Water composition

For the manufacture of test specimens, we used drinking water
distributed by the public service network. The results of the chemical
analysis of this water are summarized in Table 4.

Table 4 — Chemical analysis of water composition
Tabnuua 4 — Xumuyeckul aHanu3 cocmaea 800bl!
Tabena 4 —Xemujcka aHanu3a cacmasa 8o0e

Organic
material

32.86 51.36 | 38.00 | 0.00 113.60 65.46 | 368.44 12.22 | 0.03 7.88 0.18

Ca Mg Na K Cl S04 COs NOs3 Fe pH
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Aggregates

In this analysis, we used continuous crushed gravel of 3/8 mm in size
and quarry sand of 0/4 mm in size.

Preparation of the samples

The dimensions of the specimens used in this study are: the diameter
¢ = the height h = 40 mm. For the preparation of the samples, we adopted
the quantities given in Table 5:

Table 5 — Formulation of micro-concrete Kg/m3
Tabnuua 5 — Cocmas mukpobemoHa, ka/m3
Tabena 5 — ®opmynauyuja mukpobemoHa kg/m3

Cement Sand 0/4 Gravel 3/8 Water Super-plasticizer | E/C
350 616 1143 202 17.5 0.57

The samples were covered with plastic film to avoid any water
exchange with the external environment and were stored in the laboratory
at a controlled room temperature of 20 + 2°C.

The specimen heating and cooling

The specimens were classified into four groups (Gi1, G2, Gz and Ga).
We measured the mass and speed of propagation of sonic waves before
exposing the samples to temperatures of 200, 400, and 600 °C.

The three groups of specimens (Gi, G2 and G3) were subjected to
maximum temperatures of 200°C, 400°C and 600°C, respectively.

The specimens were heated with a constant temperature rise rate
equal to 5 °C/min up to the test temperature. Then, to stabilize the thermal
field, these specimens were kept at the target temperature for one hour.

The last step was the temperature drop ramp of 1°C/min down to an
ambient temperature. On the other hand, the fourth group (G.) was
maintained at an ambient laboratory temperature equal to 20°C. For each
group, we used a cooling mode for one minute. For 24 hours after the
cooling stage, for each specimen, we calculated the mass and the speed
of propagation of sonic waves.
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Results and discussion
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Figure 1 — Effect of temperature and the cooling mode on density
Puc. 1 — BnussHue memmnepamypbl U pexuma OXiax0eHusi Ha MiomHOoCMb
Cnuka 1 — Ymuuaj memnepamype u Ha4uHa xnahera Ha 2yCmuHy

Table 6 — Effect of temperature and the cooling mode on density (Kg/m3)
Tabnuua 6 —BnusiHue memrnepamypbl U pexxuma oxsiax90eHusi Ha NomHocme (ke/m3)
Tabena 6 —Ymuuaj memnepamype u HayuHa xnafjera Ha eycmuHy (kg/m3)

20°C 600 °C Kg/m3 %
C. Nat 2225 1998 227 10.2
C. Wat 2225 2027 198 8.9
C. Ext 2225 1998 227 10.2

C. Nat: natural cooling
C. Wat: water cooling
C.Ext : extinguisher cooling

Figure 1 shows the effect of temperature and the cooling mode (air,
water, and extinguisher) on density. When the temperature increases, the
density of the samples decreases for the three cooling modes. Table 6
shows that the density drop between 20 and 600 ° C is the same, 10.2%,
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in both natural and extinguisher cooling. On the other hand, it is a little
lower for rapid cooling by immersion in water, at 8.89%.

Porosity
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Figure 2 — Effect of temperature and the cooling mode on porosity
Puc. 2 — BnusHue memnepamypbl U pexuma OXnaxx0eHusi Ha nopucmocms
Cnuka 2 —Ymuuaj memnepamype u Ha4uHa xnahera Ha nopo3Hocm

Table 7 — Effect of temperature and the cooling mode on porosity (%)
Tabnuya 7 — BnusiHue memrepamypbl U pexxuma oxnaxoeHusi Ha nopucmocms (%)
Tabena 7 — Ymuyaj memnepamype u Ha4uHa xnahera Ha nopoaHocm (%)

20°C 600 °C %
C. Nat 23.45 27.38 14.3
C. Wat 23.45 25.24 7.1
C. Ext 23.45 25.21 7.0

Zatir, S. et al, Experimental analysis of the thermal behavior of concrete, pp.1048-1068

Figure 2 shows the effect of temperature and the cooling mode (air,
water, and extinguisher) on porosity. It was discovered that the porosity
value increases in lockstep with increasing temperature from 20 °C to
600 °C.

Table 7 shows that with natural cooling, porosity increases twice as
compared to the other two cooling modes.
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The speed of sound propagation
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Figure 3 — Effect of temperature and the mode of cooling on the speed of sound
propagation
Puc. 3 — BrusiHue memnepamypbl U pexumMa OXi1ax0eHuUsi Ha CKopocmb
pacrnpocmpaHeHusi 38yka
Cnuka 3 —Ymuuyaj memnepamype U Ha4duHa xnahera Ha 6p3uHy wupera 38yka

Table 8 — Effect of temperature and the mode of cooling on the speed of sound
propagation (m/s)
Tabnuuya 8 — BnusiHue memriepamypbl U pexxuma OXJ1ax0eHUs1 Ha CKOpOCMb
pacripocmpaHeHusi 38yka (M/c)
Tabena 8 — Ymuuaj memnepamype u HadyuHa xnafjerma Ha 6p3uHy wupera 38yka (m/s)

20°C 600 °C m/s %
C. Nat 3769 2206 1563 41.47
C. Wat 3769 2068 1701 45.13
C. Ext 3769 2666 1103 29.27

Figure 3 shows the effect of temperature and the mode of cooling (air,
water, and extinguisher) on the speed of sound propagation. It clearly
shows that the speed of propagation decreases with increasing
temperature. Table 8 shows that with sprinkler cooling, the speed of sound
propagation is significantly lower than with the other two cooling methods.
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Elasticity dynamic modulus
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Figure 4 — Effect of temperature and the mode of cooling on the dynamic modulus of
elasticity
Puc. 4 — BriusiHue memnepamypbl U pexuma ox/1axo0eHusi Ha OUHaMu4ecKuli MoOyrib
ynpyeocmu
Cnuka 4 —Ymuuyaj memnepamype u HaduHa xnafiera Ha QUHaMu4yku ModyIyc
enacmu4Hocmu

Table 9 — Effect of temperature and the mode of cooling on the dynamic modulus of
elasticity (GPa)
Tabnuuya 9 — BnusiHue memnepamypbl U pexxuma oxnaxoeHusi Ha OuHamudeckul MooOyrib
ynpyaocmu (ella)
Tabena 9 — Ymuuaj memnepamype u Ha4uHa xnahera Ha OuHamMuyKu Moodyryc
enacmuyHocmu (GPa)

20°C 600 °C Gpa %
C. Nat 28.99 8.78 20.21 69.7
C. Wat 28.99 7.82 21.17 73.03
C. Ext 28.99 12.77 16.22 55.95

In Figure 4 we have shown the effect of temperature and the mode of
cooling (air, water, and extinguisher) on the dynamic modulus of elasticity.
When temperature increases, the dynamic modulus of elasticity of the
samples decreases. Table 9 clearly shows that with quench cooling, the
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drop in the dynamic modulus of elasticity is absolutely lower than with the
other two cooling modes.

Compressive strength
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Figure 5 — Effect of temperature and the mode of cooling on compressive strength
Puc. 5 — BrusiHue memnepamypbl U PexuMa OX1ax0o0eHuUsi Ha NPOYHOCMb Npu cxamuu
Cnuka 5 — Ymuuyaj memnepamype u Ha4uHa xnahera Ha KOMIpecusHy cHazy

Table 10 — Effect of temperature and the mode of cooling on compressive strength (MPa)
Tabnuua 10 — BrnusiHue memrepamypbl U pexxuma oxsiax0eHus1 Ha rMpoYHOCMb rpu
cxamuu (mla)

Tabena 10 — Ymuuaj memnepamype u Ha4yuHa xnahera Ha KomnpecusHy cHazy (MPa)

20°C 600 °C Mpa %
C. Nat 23.53 16.12 7.41 315
C. Wat 23.53 17.02 6.51 27.7
C. Ext 23.53 16.93 6.6 28.0

Figure 5 shows the effect of temperature and the cooling mode (air,
water, and extinguisher) on compressive strength. We notice that
resistance decreases with increasing temperature. This loss of resistance
can reach 40%.

Table 10 clearly shows that compressive strength is practically the
same for all three cooling modes.
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Thermal damage
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Figure 6 — Variation in thermal damage as a function of temperature and the cooling
mode
Puc. 6 — MIsameHeHuUe mepmu4eckozo rnospexoeHus 8 3agUcCUMOCMU Om memMrepamyphb!
U pexxuma oxnaxoeHusi
Cnuka 6 — Bapujayuja mepmarnHoe owmehera y 3agucHocmu 00 memrnepamype u
HaquHa xnahera

Table 11 — Variation in thermal damage as a function of temperature and the cooling
mode (%)
Tabnuua 11 — MismeHeHuUe mepmMu4eCcKo20 rMnoepexo0eHust 8 3agucuMocmu om
memnepamypbl U pexuma oxnaxoeHusi (%)
Tabena 11 — Bapujayuja mepmarnHoz owmehera y 3agucHocmu 00 memnepamype u
HayuHa xnahera (%)

20°C 600 °C %
C. Nat 12.301 66.42 81.5
C. Wat 12.301 69.15 82.2
C. Ext 12.301 53.42 77.0

In Figure 6, we show the effect of temperature and the mode of
cooling (air, water, and extinguisher) on the variation of thermal damage.
We note, for the three cooling modes, that damage increases with the
increase in temperature. It is clear the thermal damage is a little lower with
the use of the extinguisher as a means of cooling.
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Absorption of water
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Figure 7 — Effect of temperature and the mode of cooling on initial water absorption
Puc. 7 — BniusiHue memmnepamypbl U pexuma OX1axx0eHus1 Ha HadarbHoe
sodorioarioweHue
Cnuka 7 —Ymuuaj memnepamype u Ha4uHa xnahera Ha uHuyujanHy ancopnuyujy eode

Table 12 — Effect of temperature and the mode of cooling on initial water absorption
(g/cm2)
Tabnuya 12 — BrusHue memnepamypbl U pexumMa OxXnaxoeHusi Ha HayasibHoe
godorioarnoujeHue (e/cm?2)
Tabena 12 — Ymuuyaj memnepamype u Ha4uHa xnahera Ha UHuUyujaHy ancopnyujy
s8o0e (g/lcm2)

20°C 600 °C g/lcm? %
C. Nat 0.23854 0.6773 0.43876 64.8
C. Wat 0.23854 0.5933 0.35476 59.8
C. Ext 0.23854 0.4633 0.22476 48.5

Figure 7 shows the effect of temperature and the cooling mode (air,
water, and extinguisher) on initial water absorption. It is observed that
water absorption increases with increasing temperature, particularly at
600 °C. In addition, it is found that water absorption under cooling with the
extinguisher is always lower compared to the other two cooling modes. We
notice in Table 12 that the use of the extinguisher to put out fire has less
absorptivity compared to the two other cooling methods.
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Conclusion

The primary goal of this paper is to provide an experimental
contribution to the study of the effect of a mode on the behavior of micro-
concretes exposed to high temperatures. In this study, the temperatures
used are those tested in the majority of previous studies; they are 200,
400, and 600 °C.

Until now, two cooling modes have been used to extinguish fire: one
slow, which is natural cooling; and the second fast, which is water cooling.
Through this research attempt, we have examined a third mode of cooling;
it is the extinguisher. This cooling process practically constitutes an
intermediate mode between a slow one and a fast one. For better
compression, we carried out mechanical tests concerning compressive
strength, thermal damage, modulus of elasticity, and other physical
properties: porosity, density, and speed of sound propagation. These tests
were carried out hot and after cooling on specimens previously exposed
to temperatures of 20°C, 200°C, 400°C, and 600°C.

According to the results obtained (Figures 1 to 7 and Tables 6 to 12),
it can be concluded that cooling by the extinguisher presents the most
suitable mode for extinguishing a fire of up to 600 °C.

Overall, the analysis of the parameters analyzed (Figures 1 to 7 and
Tables 6 to 12) leads us to suggest using the powder extinguisher in the
process of extinguishing fire in concrete structures exposed to
temperatures up to 600 °C.

In a future study, we will try to analyze the effect of cooling time on
the thermal behavior of ordinary concrete as well as to extend this study
to other existing concrete types.
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OKcnepuMeHTanbHoe uccrnegoBaHne TENMNOBbLIX CBOMCTB 6eToHa

Capa 3arap?, Hacp Paxan®, koppecnoHgeHT, Xyda baroeH®,

A60dynatizu3 Cyaiicun®, Xanuma Tyayan®, Xanud E6mmaxan®

a YHusepcuteT Taxpn Moxammepq Belap, aenapTaMeHT apxuTekTyphbl v
ypb6aHuama, r. Bewap, Amkupckas HapogHas OemokpaTtuyeckasa Pecnybnuvka

6 Yunsepcutet Tywm Myctadbl CTamBynu, CTponTenbHbIN (akynbTeT,
r. Mackapa, Amxunpckas HapogHas [emokpaTtunyeckas Pecnybnuka;
YHuBeEpCUTET eCTECTBEHHBIX HayK U TeXHonorun, nabopatopus
MaLUMHOCTPOEHUS N MPOYHOCTU KOHCTPYKLMA, . OpaH,
Amxunpckas HapogHas [JlemokpaTtudeckas Pecnybnuka

® YuusepcuteT Tywmn Myctadbl Ctambynu, cTponTenbHbln dakynbsTeT,
Mackapa, Amxupckasa HapogHasa [lemokpatundeckas Pecnybnuka

PYBPUKA TPHTW: 67.09.33 BeToHbl. XXene3o6eToH. CTpouTenbHble
pacTBOpbl, CMECH, COCTaBbl
BWO CTATbW: opurmHanbHas Hay4Has ctaTbs

Pe3swome:

BeedeHue/uenb: Npu eo30elicmeuu o2HS, a makxe rpu bbicmpom unu
MeOneHHOM  oxnax0eHuu  4Yacmel  6emOHHO20  COOPYXXEHUs
poucxodsam pas/iuyHble U3MEHEHUS MJI0MHOCMU, [opucmocmu,
CKOpocmu pacrpocmpaHeHus 38yka, MoOysisi yrpyaocmu, rnpo4YHocmu
Ha cxamue, 8000roaioweHUs u fnp. dmu npoueccbl makxe moaym
8bl3gamb mepmuyeckoe rospexdeHue. Lllupokoe ucnonb3o8aHuUe
bemoHa 6 cmpoumesniscmge, ¢ OOHOU CMOPOHbLI, U Mpobrnemsl,
8bI38aHHble 8030elicmeuemM Oz2Hs, ¢ Opyaol, mpebyrom yarybrieHHo20
MOHUMAaHUSI 8MIUSIHUST O2HSI Ha rnosedeHue 6emoHHOU KOHCMPYKUUU,
0cobeHHO nocne oxnaxdoeHus. [o cux nop Onsi myweHus roxapa
ucrnionb3oeanucb 08a Memoda oxnaxdeHus: eodol U €80600HbLIM
nomokom e030yxa. Llenb OaHHOU cmambu — 3KcrepuMeHmanbHO
uccriedogamb  UCIMOMb308aHUE O2HeEmMywumerss Kak mpembezo
criocoba oxnaxdeHuss 6emoHa, nodsepaaruie2ocsi 8030elicmeuro
8bICOKUX memrepamyp.

Memodei: [ns docmuxeHusi uyenu uccrnedogaHusi bbina nposedeHa
cepusi MexaHU4YecKux U @uaudyeckux ucrnbimaHuli obpa3yos
Auamempowm 40 mm u ebicomoli 40 mm, nodeepaHymbix 8030elicmeuro
ebicokux memnepamyp 200, 400 u 600 °C. 3amem ucribimyemble
obpasubl  ObiIu  Mods8epeHymbl  MpeM  pasfuYHbIM - pexumam
oxnaxo0eHusi, a UMEHHO: c80000HbIM MOMoOKoM 6030yxa, godol U
ogHemywumersnem.

Pesynbmamebl:  Pe3ynbmambl  00HO3Ha4YHO  [oKasbigarom, 4mo

ucrnosnb308aHue osHemywumerns yesnecoobpasHee, yem 08a Opyaux
MemoQda oxnax0eHusl, a UMEHHO: 8030yxoM U 8000U.
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Bbig00bI: Pe3ynbmambl 3mo20 3KcrepuMeHmabHo20 uccriedogaHusl
Mo2ym O6bimb 0/1€3HbI Ha Mpakmuke npu MmyweHuu foxapa e
6EMOHHOM COOPYKEHUU.

Knroyessie crnosa: 6emoH, rnoxap, aKcrnepumMmeHmarbHoe
uccriedosaHue, myuweHue, 80da, 8030yX.

ExcnepvmeHTanHa aHanusa M3noxeHocT 6eToHa TEPMUYKUM
npomeHama

Capa 3atap?, Hacp Paxan®, aytop 3a npenucky, Xyda bargex®,

A60ynajzus Cyajecun®, Xanuma Tyayan®, Xanud E6Gmmaxamn®

2 Yuusepautet Taxpu Moxameq y Beliapy, Ogersere 3a apxuTekTypy u
ypbanusam, bewap, HapogHa [lemokpaTtcka Penybnvka Amkup

6 Yuueepantet Myctada Ctambonu, Oacek 3a rpafhesuHapcTso, Mackapa,
HapogHa [demokpatcka Penybnuka Amxup;
YHUBEP3UTET NPUPOLHUX Hayka u TexHororuje, JlabopaTopuja 3a MalLUHCKe
CTPYKTYpe 1 CTabunHocT KoHCTpyKumje, OpaH,
HapopgHa [lemokpaTtcka Penybnvka Amxup

& YHuBep3uteT Myctada Ctamboynu, Oacek 3a rpahesBnHapcTBo,
Mackapa, HapogHa JemokpaTcka PenyGnvka Amxmp

OBJIACT: maTtepwjanu, rpaheBrHapcTBO
BPCTA YJTAHKA: opyrnHanHu Hay4Hu pag

Caxemak:

Yeod/yurb: Kada cy Oenosu 6emoHcKe cmpyKmype U3foxeHu oejcmey
gampe, a 3amum 6p3om usiu criopom xnahersy, 0onasu 0o pasIUYUMUX
fpoMeHa y 2yCmuHU, MOPO3HOCMU, MEePMUYKOM owmehemy, 6p3uHu
wupera 38yka, MOOyMycy enacmuyHOCmu, KOMIPEeCcUsHOj CHa3u,
ancopnyuju, umo. PawupeHa ynompeba 6emoHa y epalhesuHapcmesy, ¢
jedHe cmpaHe, u npobnemu Hacmanu ycred U3JIoXKeHoCmuU roxapy, C
Opyee cmpaHe, 3axmesajy OemasbHO pa3ymesar-e ymuuaja eampe Ha
rnoHawar-e cmpykmype bemoxa, Hapo4umo rocrie xnahera. [o cada cy
KopuwheHa dea memoda xnahewa 3a eawere eampe — 68000M U
crnoboGHUM cmpyjarbeM 8aslyxa. Y pady je ekcriepumeHmarnHo
aHanusupaHo Kopuwhere npomusroxapHoe arnapama Kao mpehee
Ha4yuHa 3a xniahiere 6emoHa U3/10KeHo2 8UCOKUM memrepamypama.

Memode: U3splieHa je cepuja MexaHUYKUX U DU3UYKUX ucriumuearba
y3opaka, rpeyHuka 40 mm u eucuHe 40 mm, U3MIOXEeHUX BUCOKUM
mewmriepamypama o0 200, 400 u 600 °C. Samum cy mecm-ernpyseme
nodspeHyme xnahemy Ha mpu pasfuduma  HaduHa: criobo0HUM
cmpyjarbeM  8aslyxa, rnomanakem y 800y U  Kopuwherem
rpomuerioxapHoe anapama.
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Pesynmamu: Pe3ynmamu jacHO nroka3yjy O0a je kopuwhere
rpomueroxapHoe arapama Mo200HuUje 00 npeocmana dea memoda
xnahera, mj. npupodHoe xnahera Ha 8a3dyxy U Hamarnara 8000M.

Sakrbyyak: Pesynmamu oege ekcriepumeHmarnHe cmyduje moenu 6u da
umajy npakmuy4Hy npuMeHy Mpu awery eseHmyarsnHoe roxapa y HeKoj
6eMmMOHCKOj cmpyKkmypu.

KrbyyHe peyu:. 6emoH, eampa, ekcriepuMeHmarHa aHanusa, eawere,
g800a, rpupodHo cmpyjare sasdyxa.
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Abstract:

Introduction/purpose: Bauxite residue as a waste product from the
aluminium industry produced through the Bayer process is mainly
composed of iron oxide, titanium oxide, silicon oxide and undissolved
alumina together with a wide range of other oxides and a minor content of
rare earth elements, gallium, vanadium and scandium, which vary
according to the country of origin of the bauxite. The extraction of valuable
elements from bauxite residues and the minimisation of bauxite residues
during different treatments are an open research field.
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Methods: Different hydrometallurgical and pyrometallurgical methods were
used for the treatment of bauxite residues. In this study, the results of the
hydrometallurgical treatment of bauxite residue from Alumina Zvornik using
sulfuric acid and hydrochloric acid will be shown in order to study the
change of the mineralogical composition. Leaching efficiency will be
calculated using the ICP OES analysis. The XRD-Analysis was used for the
characterization of the initial material and solid residues studying the
change of the mineralogical phases.

Results: Leaching of bauxite residues with sulphuric and hydrochloric acid
leads partially to the change of mineralogical structure and the transfer of
elements into a liquid phase. Natural precipitation of iron is observed over
time. Silica gel formation is confirmed during leaching of bauxite residues
with hydrochloric acid.

Conclusion: A new research strategy for treating bauxite residue is needed
in order to ensure a complete change of the initial minearlogical structure
and the most efficient transfer of metals into a liquid phase.

Key words: bauxite residues, aluminium, hydrometallurgy, acid,
recycling, rare earth elements.

Introduction

The Bayer process is a traditional industrial method for the production
of alumina from bauxite ore. The chemical quality of precipitated aluminum
hydroxide, and consequently the final alumina product in the Bayer
process directly depends on the level of impurities in a refinery’s Bayer
liquor. Under optimal reaction parameters (temperature and time), it is
possible to remove iron, zinc and copper from the Bayer liquor using a
precipitation agent such as calcium hydroxide with an efficiency of more
than 90%, in such a way that the treated solution is still economically
usable in the following stages of processing while obtaining different types
of aluminum trihydrate. (Damjanovic et al, 2020)

In Europe, alumina refineries operate in Bosnia and Herzegovina
(Alumina, Zvornik), France, Hungary, Germany, Greece, Ireland (AAL),
Romania (ALUM), Spain and Ukraine, while significant BR deposits from
refineries that have stopped their operations (legacy sites) exist in former
Yugoslavia (Podgorica, Kidricevo, Mostar, Obrovac), Italy, France (RT),
Germany, Hungary and other countries. The current BR production level
in the EU is 6.8 million tonnes per year while the cumulative stockpiled
level is a staggering >250 million tonnes (dry matter).

The mineralogical structure of bauxite residue, where nearly 80 %
consists of three of these phases: cancrinite, sodalite and hematite, is
shown in Table 1. (Castaldi et al, 2008)
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Table 1 — Typical mineralogical structure of bauxite residue (in wt. -%)
Tabnuua 1 — Tunu4HbIl MUHepanoau4yeckuli cocmag 60Kkcumogozo wiama (8
POYEHMHOM COOMHOWEHUU)

Tabena 1 — TunuyHa MUHepasicka cmpykmypa 6oKcumHux ocmamaka (y mexuHCKUM

npouyeHmuma)

Cancrinite [NasCai 5AleSis024(CO3)1.6]: 29.0-33.0
Sodalite [Nas(Cl,OH)2AleSisOz24]: 16.0-24.0
Hematite [Fe203]: 27.0-29.0
Boehmite [AIO(OH)]: 5.0-6.0
Gibbsite [AI(OH)3]: 4.0-5.0
Anatase [TiO2]: 5.0
Andradite [Ca-Fe-Al-Si oxides]: 4.0
Quartz [SiO2]: 2.0

Bauxite residues contain scandium and gallium (Approx. 50-150 ppm)
and up to an order of magnitude higher for elements such as: vanadium
and rare earths elements (0.05-0.5 %). Since 1991, MYTILINEOS,
Greece, has been doing pioneering research on BR handling and reuse,
focusing initially on massive low value applications such as use as a raw
material for geopolymer bricks, cement clinker production, iron production,
bricks and tile production, soil remediation (vegetation), extraction of rare
earth elements, and road substrate.

Due to the generation of large amounts of bauxite residue (red mud),
an alternative method, called the Pedersen Process was considered in
order to prevent bauxite residue generation (Lazou et al, 2020). In the
conventional Pedersen Process, iron in bauxite is separated in the form of
pig iron through a carbothermic smelting-reduction step which has a
carbon dioxide emission similar to that during conventional iron production
In order to eliminate the carbon dioxide emission of this step, the focus of
their work was to reduce the iron oxides of bauxite ore by hydrogen gas
prior to smelting and minimizing the use of solid carbon materials for the
reduction. Calcination and reduction of bauxite ore by hydrogen was
studied by the thermogravimetry method supported by the microstructural
and phase analysis confirming that the reduction of hematite to magnetite
and magnetite to iron starts at temperatures below 560 °C with a slow rate
and is faster at higher temperatures. At higher temperatures, i.e., 860, 960,
and 1060 °C, the formation of hercynite (FeAl,O,) retards the complete
reduction to metallic iron.

The possibilities to recover rare earths from bauxite residues, which
commonly contain only low concentrations of rare-earth elements, but are
available in very large volumes and could provide significant amounts of
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rare earths to European countries are the main research subject of the
European funded projects (EURARE; REMOVAL, SCALE, REDMUD) in
the last ten years. The extraction rate of the rare earth recovery from these
industrial waste streams is a part of a comprehensive, zero-waste,
“product-centric” valorisation scheme, in which applications are found for
the residual fractions that are obtained after removal of not only the rare
earths but also other critical metals such as scandium, vanadium and
gallium and especially the base elements: aluminium, titanium and iron
(Binnemans et al, 2015).

Unfortunately, the extraction of aluminium, iron and titanium from
bauxite residue under acid leaching is limited due to an insufficient amount
of acidic solution from leaching caused by the polymerization of silica
(Rivera et al, 2017). Kinetic studies have demonstrated that, at constant
temperatures, silica dissolution increases with increasing acid
concentrations, but it decreases when the temperature is increased and
the acid concentration is reduced. This is due to the enhancement in the
solubility of monomeric silicic acid formed during acidic leaching. The
control mechanismes of silica dissolution have been described according to
the shrinking core model by a chemical reaction stage, i.e., silica
polymerization, followed by a diffusion stage, because of the silica gel
adsorbed on the surface of the particles that limits the metal extraction.
The recovery of iron, titanium, aluminium, and rare earth elements from
bauxite residues preventing silica gel formation was performed using the
dry digestion process with sulphuric acid and hydrogen peroxide (Alkan et
al, 2018). The operational parameters were investigated and the addition
of 2.5M hydrogen peroxide into 2.5M sulfuric acid was decided to be the
best leaching condition to have favored quartz formation with a
suppressed rhomboclase precipitation. Since the leaching reactions are
mainly controlled by diffusion, no significant increase in the efficiencies
was observed after 30 minutes of leaching. While Si gel was not formed in
the oxidative environment, high titanium extraction from bauxite residue
was only achieved when hydrogen peroxide was introduced into the acidic
solution.

The combined pyrometallurgical and hydrometallurgical treatment of
bauxite residue for the recovery of valuable metals included firstly
carbothermic reduction (Xakalashe & Friedrich, 2018). The reductive
smelting of bauxite residue uses coke as the reductant between 1500 and
1550°C and acidic to basic fluxes to low temperature smelting and the
production of conditioned slag. Additional conditioning of bauxite residue
with basic oxygen furnace slag and bottom ash as fluxing agents in the
smelting process was performed in order to recover the valuable metals
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with the exclusive use of the secondary resources as slag formers (Lucas
et al, 2018). The final products based on aluminium, titanium, rare earth
elements and scandium were obtained after a hydrometallurgical
treatment using leaching, filtration, and precipitation (Yagmurlu et al,
2019).

The aim of this work is to offer the first information about the
characterisation of bauxite residue from Alumina, Zvornik, and study its
behaviour after a hydrometallurgical treatment using hydrochloric and
sulphuric acid under the atmospheric pressure in the absence of hydrogen
peroxide!

Methods

The mineralogical characterization of the samples was carried out
using the X-ray diffraction technique — XRD. After the measurement, we
processed the spectral images of the sample with the help of Difrac
software, EVA v 4.2.2. The obtained values d (28), which are characteristic
for each mineralogical phase, were compared with the literature data in
the existing database, and thus we identified the present crystal phases.

The sample preparation was performed in single steps. The samples
needed to be prepared so that their granulation was about 50um, so that
a flat-surface pallet could be made in polyethylene molds. In most
samples, it was difficult to fulfill this condition due to the hardness of the
samples that could not be prepared in the crucible. Regardless of the
difficulties, making a pallet that did not have a flat surface was successful.
The operational conditions are present in Table 2:

Table 2 — Operational data for the XRD-measurement
Tabnuua 2 — OnepamugHbie OaHHble 07151 PeHM2eHOCMPYKMYpPHO20 aHanu3a
Tabena 2 — OnepayuoHu nodayu KopuwheHu 3a peHO2eHOCMPYKMYpPHY aHanusy

Device | Model Producer | Current | Voltage | Time Range | step
per 20
step
XRD Endeavor | Bruker 40mA 35KV 40mA 10-90 0.5
D8

In order to determine the elements in the ppm range, the samples are
measured on the ICP-OES device, using an optical emission technique
that uses inductive-coupled plasma as a source. This technique is
intended for analysing trace elements and requires translating the sample
into an acidic solution. The sample preparation was performed using ISO
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6607-1985 method. The method involves the destruction of the sample
with three concentrated acids (sulfuric, nitric and hydrochloric) at the
beginning, and the treatment of the precipitate with hydrofluoric acid to
translate residual elements (except SiO,) into a solution. After this
preparation, a complete dissolution was expected. Total dissolution was
confirmed during the treatment of solid residue obtained in the leaching
experiments at 90°C.

Material

Due to its properties such as high alkalinity, bauxite residue can be
used as an input material in various neutralization processes. Three
different types of bauxite residue were compared, as shown in Table 3.

Table 3 — Chemical Composition of BR (Lucas et al, 2021)
Tabnuya 3 — Xumuyeckutli cocmae 6okcumosoeo wiiama (Lucas et al, 2021)
Tabena 3 — Xemujcku cacmas 6okcumHux ocmamaka (Lucas et al, 2021)

Percent Sc
(%) Fe20s | AlO3 CaO SiO2 TiO2 Na20 | Cr20s3 (ppm)
Germany 35.3 15.7 6.7 14.0 11.4 8.9 0.2 86
Greece 44.0 23.0 10.2 55 5.6 1.8 0.3 122
Zvornik 49.3 12.0 8.2 10.5 4.6 25 0.13 76

This table shows that the bauxite residue from Zvornik, Bosnia and
Herzegovina contains mostly iron oxide. The Greek bauxite residue
contains more scandium, aluminium oxide, and chromium oxide but
smaller content of sodium oxide than the German and Zvornik ones. The
bauxite residue from Germany is highly alkaline due to the presence of
sodium hydroxide from the Bayer process. Bauxite residue was provided
from Alumina Ltd, Zvornik, Bosnia and Herzegovina, as the starting raw
material. The Alumina factory has been in the continuous production mode
since October 6, 1978, and continuously processes bauxite and produces
alumina, hydrates, zeolites, and other related aluminosilicate
products. The Alumina company currently has about 1500 employees,
which is about 25 % of all employees in Zvornik. Alumina owns a red mud
disposal site located about 5 km from the factory. The transportation of the
red mud suspension from the factory to the landfill is carried out by suitable
pumps. The area of the red sludge landfill is about 1 km?, as shown in
Figure 1.
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Figure 1 — Area of the accumulated bauxite residue in Zvornik, Bosnia and Herzegovina
Puc. 1 - lNnowadk ckonneHuss 6boKcumogozo wiama 8 2.380pHUK, bocHusi u
lepuyezosuHa
Cnuka 1 — lNospwuHa akymynucaHoe 6okcumHoz ocmamka y 380pHuKy, bocHa u
XepuezosuHa

During the operation of the Alumina Ltd. company, about 19.4 x 106
m? of red mud suspension was disposed of. Depending on the quality of
bauxite, the amount of completely dry red mud typically ranges from 0.8 to
2 tons of tailings per ton of alumina produced. The Alumina Ltd. company
from Zvornik uses bauxite with a silicon dioxide modulus between 8.5 and
12. Accordingly, the amount of red mud that is separated and disposed of
at the landfill is about 1.0 - 1.2 tons per ton of Al,Os; produced, or
approximately 400,000 t / per year. The installed technical-technological
equipment at the clearing plant is of a continuous (uninterrupted) nature,
where there are five installed autoclave batteries of 11-12 interconnected
autoclaves in series (each autoclave has 50 m?3).
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The bauxite residue from alumina was filtrated, washed and dried at
105 °C for 24 h.The chemical composition of bauxite residue is shown in

Table 4.
Table 4 — Chemical composition of BR, Zvornik
Tabnuya 4 — Xumuyeckuli cocmas 60kcumogoeo wiiama 8 e.380pHUK
Tabena 4 — Xemujcku cacmag 60KCUMHUX ocmamaka y 380pHUKY

Ignition loss at 8,32 Gaz0s3 0,225
1000°C

SiO2 10,52 CuO 0,007
Fe203 49,29 K20 0,159
Na20O 2,45 TI203 0,088
TiO2 4,59 MnO 0,145
CaO 8,23 MgO 0,627
Al203 12,03 NiO 0,034
Ag20 0,001 PbO 0,019
BaO 0,014 P20s 0,930
Cr203 0,133 ' ZnO 0,016
Sc203 0,011 V205 0,135
C0203 0,012 SrO 0,075

One additional elemental ICP -OES analysis was performed in order
to establish the content of rare earth elements (REE) presented in Table 5:

Table 5 — Content of rare earth elements in BR, Zvornik
Tabnuua 5 — CodepxxaHue pedKo3eMeribHbIX 3/1IeMEeHMo8 bOKCUMmMo8o2o wiiama
8 2. 380pHUK
Tabena 5 — Cadpxaj enemeHama pemkux 3emasba y 60KCUMHUM ocmauyuma y 380pHUKY

Content | Pr Sc Y La Ce Nd Sm Th total
ppm 12 76 133 114 250 96 11 8 700

As shown in Figure 2, the XRD-analysis found the following phases:
hematite, perovskite, cancrinite, cancrinite, ilmenite, calcite, diaspore,
gibbsite, and hydrogarnet. Iron is available in the hematite and ilmenite
structures. Titanium is present in perovskite and ilmenite structures, while
aluminum is available in the structures of cancrinite, diaspore, boehmite,
gibbsite, and hydrogarnet.
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COD 5910082 Fe2 O3 HemaliteCOD 5910082

COD 9004427 Ca O3 Ti PerovskiteCOD 9004427

COD 9004241 AI3 Na4 014,35 Si3 CancriniteCOD 9004241
COD 9000814 Fe O3 Ti limeniteCOD 9000914

COD 9000095 C Ca 03 CalciteCOD 9000085

COD 1008750 Al H O2 DiasporeCOD 1008750

COD 9008237 Al H3 O3 GibbsiteCOD 9008237

:

V@q(f\’kguh *YJ ml

2Theta (Coupled TwoTheta/Theta) WL=1.78897

Figure 2 — XRD-analysis of BR from Zvornik
Puc. 2 — PeHmeaeHocmpyKkmypHbIU aHanu3 60Kcumogoeo wiiama 8 2. 380pHUK
Cnuka 2 — PeHOzeHocmpykmypHa aHanu3a bokcumHoa ocmamka u3 380pHUKa

COD 9015964 Fe2 03 HeMmatiteCOD 9015964
COD 9002801 Ca 03 Tl PerovskiteCOD 9002801
COD 9005158 AI35 Ca3 H9.785 012 HydrogamelCOD 9005158
COD 9000914 Fe O3 Ti limeniteCOD 8000914
COD 1008750 Al H 02 DiasporeCOD 1008750
COD 9008237 Al H3 03 GibbsiteCOD 9008237
: COD 9002158 Fe H 02 GoethteCOD 9002158
S0000— COD 9015659 AI3 Ca2 H 013 Si3 ZoisiteCOD 9015659

30000
Zﬂﬂmé

: l k N L,Lt}x MLL
10000 v L -
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20 30 40 50 &0 70 80 a0

2
g
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Figure 3 — XRD-analysis of solid residue after leaching with 1mol/L hydrochloric acid at

90 °C for 2 hours

Puc. 3 — PeHmeaeHoCcmpyKmypHbIU aHaiu3 meepdo2o wiiama rnocre ebiujesiaqyusaHusi

1 mornb/n consiHol kucriomai npu 90°C 8 meyeHue 2 yacoe
Cnuka 3 — PeHO2eHOCmpyKmypHa aHanu3a 4e8pcimoea ocmaimka rocsie fyxerba
1 Mol/L xnoposodoHu4Hom kucenuHoMm Ha 90°C, y mpajary 00 08a cama

COD 9005158 Al3.5 Ca3 H9.785 012 HydrogarnetCOD 9005158
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Experimental

The first experiments were performed in order to study the change of
the mineralogical structure during leaching experiments. The leaching was
performed using 1mol/l hydrochloric acid and 1mol/L sulfuric acid at 90 °C
with a solid/liquid ratio 1:10 and a mixing rate of 200 rpm for 2 hours. The
obtained XRD-analysis results are shown in Figures 3 and 4.

| COD 9015964 Fe2 O3 HematiteCOD 9015964
| COD 9002301 Ca 03 Ti PerovskiteCOD 9002801
| COD 9000914 Fe O3 Ti llmeniteCOD 9000314
COD 9000095 C Ca 03 CaldteCOD 9000035
| COD 1008750 Al HO2 DiasporeCOD 1008750
COD 9012247 Al HOZ2 BoehmiteCOD 9012247
COD 9002158 Fe H 02 GoethiteCOD 9002158
COD 1011081 Al H3 03 GibbsiteCOD 1011081
| COD 9000514 Al Ca H 05 Si VuagnatiteCOD 9000514
- 1 COD 9003337 Al0.114 Ca2 Fe1.886 O5 BrownmilleriteCOD 9003337
30000 | COD 1011087 02 Si Quartz lowCOD 1011097
- COD 9004096 Ca 04 S Anhy drite COD 9004096

| Ik LM@M@M

T T T T T T T T T T T T T T
20 30 40 S0 &0 70 80 90

40000-=

Counts

2Theta (Coupled TwoTheta/Theta) WL=178897

Figure 4 — XRD-analysis of solid residue after leaching with 1mol/L sulphuric acid at
90 °C for 2 hours
Puc. 4 — PeHmaeHocmpyKmypHbIU aHau3 meepdo2o wriama rnocie ebiujenaqueaHust
1 mone/n cepHou kucrnomsi pu 90°C 8 meyeHue 2 yacos
Cnuka 4 — PeHO2eHOCMpyKmypHa aHasiu3a 4epcmoa ocmameka rocrie fyxera
1 Mol/L cymnopHom kucenuHom Ha 90°C, y mpajarby 00 0sa cama

The comparative analysis of the obtained XRD-analysis results is
presented in Table 6.

The analysis of the initial bauxite residue in Figure 2 has shown that
Fe is present in the hematite and ilmenite structure, Ti in perovskite and
ilmenite and Al in cancrinite, diaspore, boehmite, gibbsite and hydrogarnet.
Direct leaching of BR (as shown in Figs. 3 and 4) confirms that the mineral
structure is not only changed, but also some new compounds are found
such as vuagnitit, brownmillerite, anhydrite (CaS0O.), as shown int Figure
3. The addition of sulphuric acid leads to the formation of unsoluble

calcium sulphate.
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Table 6 — Comparative analysis of the mineralogical phases
Tabnuua 6 — CpasHumerbHbIl aHanu3 MUuHepanoau4yeckux ¢as
Tabena 6 — YropedHa aHanusa MuHepasnowkux ¢gasa

Material Process Mineral Phase composition
Hematite Fe203
Bayer Perovskite CaTiO3
Red mud (autoclave) Cancrinite AlzSisNasO14.35
. T=150°C limenite FeTiOs
Eggléﬁlée) t=2 hours Calcite CaCOs
addition of Diaspore AIOOH
NaOH Gibbsite Al(OH)s
Hydrogarnet AlzsCazHo.875012
Hematite Fe20s
Solid residue Perovskite CaTiOs
after a Leaching of BR Alz5CaszHo 875012
; . Hydrogarnet
Ieach!ng of using Diaspore AIOOH
BR with 1 mol/L HCI, o Al(OH)s
hydrochloric | 90 °C, 120 min g“ﬁf FeOOH
acid Z;’i; te' € CaAls(SiO4)(Si207)O(OH)
Hematite Fe203
Perovskite CaTiOs3
limenite FeTiO3
] ) Calcite CaCOs
Solid residue Leaching of BR | Diaspore a-AlIOOH
I?efztaecrh?n of using Boehmite Y-AIOOH
BR it 1 mol/L H2SOs, | Goethite FeOOH
sulfuric acid | 90 °C. 120 min Gibsite Al(OH)s
Vuagnatit CaAlSiO4(OH)
Brownmillerite Caz(Al,Fe)20s
Quartz SiO2
Anhydrite CaS0Oq4

The analysis of the obtained solution with the calculated leaching

efficiencies is shown in Table 7:
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Table 7 — Chemical composition of the obtained solution and the calculated leaching
efficiency
Tabnuua 7 — Xumudeckuli cocmae rosy4eHHO20 pacmeopa U paccHumaHHasi
aghbghbekmusHOCMb 8biler1aqyu8aHus
Tabena 7 — Xemujcku cacmas 0obujeHo2 pacmeopa u udpadyHama egukacHocm

nyxera
Elements from | Leaching with 1M HCI (90°C, Leaching with 1M H2S04 (90°C,
solutions are 2hours, s/L: 1/10) 2hours, s/L: 1/10)

presented as Content (mg/L) | Leaching Content (mg/L) | Leaching
compounds Efficiency (%) Efficiency (%)
Al203 7190 59.76 7292 60.61

SiO2 2351 22.34 1369 13.01

P20s 84.7 9.10 128.1 13.76

V205 8.8 6.51 41.4 30.66

SrO 12.6 16.8 7.9 10.53

Gaz03 10,9 4.84 22.4 9.95

K20 46.2 29.05 56.4 35.47

Y203 16.3 9.65 13.6 8.05

NiO 4.44 13.08 9.1 26.76

Cr20s 15.3 11.50 19.1 14.36

MnO 11.2 7.7 15.2 10.45

Ce203 13.3 4.54 4.0 1.37

Sc203 4.98 45.27 5.82 52.90

PbO 5.27 27.73 4.4 23.16

Fe20s3 718 1.46 1096 2.23

TiO2 233 5.07 441 9.60

For aluminum, the maximum leaching efficiency was about 60 % for
both used acids. The small leaching efficiency has confirmed that the
leaching time of 2 hours was not enough to ensure complete leaching
efficiency. Leaching efficiency from scandium is maximal for critical metals
(52.90 %), but not sufficient.

Therefore, the increased concentration of solution, reaction
temperature, and duration of process in the presence of hydrogen
peroxide will be considered in order to increase leaching efficiency. The
formation of silica gel is confirmed in a study of the leaching process with
sulfuric acid under the atmospheric pressure, as shown in Figure 5:
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Figure 5 — Formation of silica gel after sulfuric acid leaching at 90°C
Puc. 5 — ObpasosaHue curnukazessi nocse cepHOKUC/IOMHO20 8bilyeriayugaHusi rnpu
90°C
Cnuka 5 — @opmuparbe cusiuka eena HakoH pacmeaparba CyMIOPHOM KUCESTUHOM Ha
90°C

Natural precipitation of iron from the obtained solution has been
confirmed after leaching with hydrochloric acid, as shown in Figure 6!

_— .
D TR RS S e ¥
215
i

Figure 6 — Natural precipitation of iron after hydrochloric acid leaching at 90°C
Puc. 6 — EcmecmeeHHOe ocax0eHue xese3a rocse COMsIHOKUCIOMHO20
sbiwenaqusaHus npu 90°C
Criuka 6 — [NpupodHO marnoxerse xene3a HaKoH pacmeaparba X/10p08000HUYHOM
KucesnuHom Ha 90°C

The formation of silica gel and the natural precipitation of iron can be
prevented through the dry digestion process in the presence of hydrogen
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peroxide, as mentioned in the literature review. The performed
experiments of acidic leaching confirmed some difficulties related to a
direct leaching process. Therefore, highly efficient technology is proposed
to improve leaching efficiency of valuable metals. The pyrometallurgical
method can ensure destroying the mineralogical structure of bauxite
residue forming a more suitable slag structure for better leaching using
different acids. A combined pyrometallurgical and hydrometallurgical
method for the treatment of bauxite residue will be reported in the future in
order to improve a direct leaching process.

Conclusion

The hydrometallurgical treatment of bauxite residue with 1mol/l
hydrochloric acid and 1mol/L sulphuric acid at 90°C for 2 hours leads to a
maximum leaching efficiency of aluminium about 60 %, 53 % of scandium
and a minimum efficiency of other valuble elements, respectively. The
analysis of the changes in the mineralogial structure has revaled that small
changes are possible during the hydrometallurgical treatment. A new
research strategy for the treatment of bauxite residue is needed in order
to ensure a full change of the initial mineralogical structure and the most
efficient transfer of metals from bauxite residues to a liquid phase. The
formation of unsoluble calcium sulphate is found during leaching with
sulphuric acid. The silica gel formation and the natural precipitation of iron
from the solution are some difficulties that can be prevented using dry
digestion. The following step is an improvement of a direct leaching
process using a pyrometallurgical method such as hydrogen plasma
reduction.
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O6paboTka GOKCMTOBOrO LWWNaMa — KUCIOTHOE BhbllLienaynsaHme
(nepBas yacTb)

Cpeuko P. Ctonuy, koppecnoHaeHT, Bradumup JamsaHoBu4®,
Paducrnas dununosund®, Mepu [1. Kamapan?, 6epHo I". ®puapux?

2 TexHM4ecku yHuBepcuTeT ropoga AxeH,
MHCTUTYT MeTannyprmyeckmx npoLeccoB 1 PELUKIMPOBaHNSA MeTarsoB,
r. AxeH, PegepaTneHasa Pecnybnvka MepmaHus

6 000 ,AnymuHa‘, r. 3BopHuK, Pecnybnuka Cepbckas,

BbocHus u NepuerosmHa
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PYBPUKA TPHTW: 61.13.21 Xumunyeckue npouecchbl
BWO CTATbW: o63opHas ctatbs

Pe3some:

BeedeHue/yenb: Bokcumosbili  wnam,  sensouwulcss  noboYyHbIM
rpodQyKmMoM antoMUHUE80U MPOMbILIIEHHOCMU, MoyYaemMbil 1o criocoby
Batiepa, 8 ocHosHOM cocmoum u3 Okcuda »esnesa, okcuda mumaHa,
okcuda KpeMHUsl U Hepacmeopumo20 okcuda aloMuHUs, a makxke
WIUPOKO20 criekmpa Opyaux OKcudo8 U He3Ha4umesibHo20 CoOepXXaHusi
pedKko3eMernbHbIX 3/1IEMEHMO8, 2ausl, eaHalus U ckaHOUs. M3enedeHue
UEHHbIX 3remeHmos8 U3 bOKCUmMOo8020 wnama U MUHUMU3auusi e2o
obpaszosaHuss 8 xo00e obpabomku sensomcsi  Hedocmarmo4YHo
uccriedosaHHoU obiacmeio.

Memoder: B obpabomke 60Kkcumogoeo wiiama Ucrob308asuch
pasnuydHble eaudpomMemarsypaudeckue U nupoMemarniypaudyeckue
memoOdsi. B daHHomM uccnedosaHuu npedcmasneHbl pe3yrbmamal
a2udpomemarnnypaudeckoli obpabomku 6okcumoeoeo wiiama U3
2n1uHo3ema 380PHUK C UCOMb308aHUEM CepHOU U COMSIHOU Kuciom ¢
UEenblo  U3Y4YeHUs]  U3MEHEHUSI  MUHepasio2Uu4ecKoeo cocmasa.
SgppekmusHocmb  8bleIa4ueaHusi paccyumaHa Ha OCHOBaHUU
aHanuza ICP OES. PeHmeeHocmpykmypHbIli — aHanu3  bbin
ucrnonb3oeaH 8 U3y4eHUUu ceolicme UCXO0HO20 Mamepuana u
meepdoeo wrama u 8 Uusy4eHuuU U3MeHeHUU MUHepanoau4eckux gas.

Pesynbmamel: BbiwenadyusaHue 60Kcumogoeo wrnama cepHol Uu
conssHoU ~ Kucriomol  4acmuyHO  npueodum K  U3MEHEHUIO
MUHepasnoau4yeckol cmpykmypbl U rpeobpal3oeaHuro 3/1eMEeHmMo8 8
XUOKyto ¢pasy. C medeHueM spemeHU Habrrodaemcsi ecmecmeeHHoe
ocaxOeHue xeneza 8 cocmosiHuu rnokos. [lodmeepxOeHO
obpa3zoeaHue cusnukazesisi 8 mpoyecce ebiujeriaqyusaHusi 60KCUMo8o20
wnama corssiHol Kucromod.

Bbigodsi: B obnacmu obpabomku 6okcumoegoeo wiama Heobxodumo
paspabomampb Ho8yH uccedoeameribCKyr cmpameauto C Ueslbio
obecrieyeHusi MOSIHO20 U3MEHEHUSI UCXOOHOU MUHeparoau4eckol
cmpykmypsbl u Haubornee aghghekmusHO20 rnpeobpasosaHusi MemMarisios
8 XUOKyr hasy.

Kniroueesnbie crosa: bokcumosnili wnam, antomMuHud,
eudpomemansnypeus, Kucrioma, PeyuknuposaHue, pedKo3eMeslbHbIE
3/1eMeHMbI.
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TpeTnparwe 6OKCUTHMX OcTaTaka — nyxewe (NpBuU 4eo)

Cpehko P. Ctonuh, ayTop 3a npenucky, Bradumup OamjaHosuh®,
Paducnas dununosuh®, Mepu [l. Kamapan?, 6epHd . dpuapux?

@ TexHNYKM yH1Bep3anTeT y AxeHy, MHCTUTYT 3a npouecHy meTanyprujy u
peunknuparwe metana, AxeH, CaBesHa Penybnuka Hemauka

5 AnymuHa foo, 3sopHuk, Peny6nvka Cpricka, BocHa 1 XepueroeuHa

OBJIACT: xemujcke TexHonoruje
KATEITOPUJA (TWUIM) YITAHKA: opyruHanHu Hay4Hu paja

Caxemak:

Yeod/uyurb: Ocmamak 00 nyxera 6okcuma je omnadHu rpodykam u3
uHAycmpuje anymuHujyma Hacmao y bajeposom ripoyecy cacmaesbeH 00
oKcuda eqnesa, mumaHa, Cunuuyujyma U HepacmeopeHoe arnyMUHUjyM-
okcuda ca WUPOKUM CrieKmpom Opyaux okcuda U MUHUMAaITHUM cadpxajem
efleMeHama pemkux 3emasba, 2asujyma, eaHadujyma u ckaHoujyma, Koju
ce Mera cazniacHo 3eMsbU U3 Koje riomude. Ekcmpakyuja epedHux
enleMeHama u3 OOKcumHO2 ocmamka U MuHuMu3auyuja 6OKcumHoe
ocmamka Kpo3 pasfiudume mpemmaHe Cy OMBOPEHO UCMPaxXueayko
roswe.

Memode: Pasnuyume xudpomemarypuwke U rnupomemarnypuke memooe
KopuwheHe cy 3a mpemupare OOKCUMHUX ocmamaka. Y pady cy
fpukasaHu pesynmamu xudpomemarnypuwkoa mpemmaHa Kopuherem
CYMIIOpHE U X/I0p080OOHUYHE KUCEJTUHE Kako bu ce rpoyyusne rnpoMeHe
MuHeparickoe cacmasea. EcbukacHocm rnyxewa 6uhe u3spadyyHama
kopuwherwem WU OEC aHanuse. PeHdzeHocmpykmypHa aHasnusa
KopuwheHa je 3a Kapakmepu3auujy rnoyemHoz2 mamepujana u 4epcmoe
ocmamka rpoyyasajyhu rnpomeHe MUHepariowKux gasa.

Pesynmamu: Pacmeaparwe 60KcUumHO2 ocmamka CyMIOPHOM U
XJ10POBOOOHUYHOM KUCETUHOM 800U 0erTUMUYHO OO0 NPOMEHE MUHEPAasiCKe
cmpykmype U mpaHcgepa enemeHama y meuHy ¢pasy. [lpupodHa
npeyunumauuja xenesa rpucymHa je mokoM cmajara. Dopmupar-e
cunuka eena nomepljeHo je mokom pacmeaparba 60KCUMHUX ocmamaka
XIT0POBOOHUYHOM KUCESTUHOM.

Sakrbyyak: Hoea ucmpaxueadka cmpameauja HeorxodHa je 3a
mpemupar-e 60KcumHo2 ocmamka kKako 6u ce obezbeduna romriyHa
rnpoMeHa MUHepasriowKe cmpykmype U MHO20 egbukacHUjU [PeHoC
Memarna y meyHy ¢hasy.

KrbyyHe peyu: 6okcumHU ocmamak, anyMuHujym, xuépomemariypauja,
KucesnuHa, peuyuknupare, efileMeHmu pemkux 3emarba.
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Abstract:

Introduction/purpose: Decades of dealing with unexploded ordnance (UXO)
in some areas of the Republic of Serbia have confirmed that it presents a
substantial hazard to the security of people, property, and the environment.
Even though the terrain has been cleaned, various threats from difficult-to-
find UXO components remain serious. Inadequate systemic solutions for
UXO management can have significant harmful consequences.

ACKNOWLEDGMENT: The research reported in this paper was supported by Project 451-
03-47/2023-01/200091 (Ministry of Science, Technological Development and Innovation of
the Republic of Serbia) and written as part of Project 1.23/2023 (Ministry of Defence of the

Poti¢, I. et al, Risk management of unexploded ordnance in the Republic of Serbia for environmental protection - Borovac case study, pp.1087-1114

Republic of Serbia).
1087


http://orcid.org/
http://orcid.org/
http://orcid.org/
http://orcid.org/
http://orcid.org/

QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

Methods: Based on the spatial distribution analysis and different UXO types
and quantities, this article studies the effects of dangerous components of
unexploded ordnance on human lives and the environment. Two different
geospatial analyses were performed including the guidelines for risk
management through risk elimination based on multiple criteria, the GIS,
and the Remote Sensing analysis.

Results: Two different geospatial analyses resulted in the areas at high risk
of remaining UXO.

Conclusion: The article significantly contributes to creating an
environmental risk management strategy for UXO-contaminated regions. It
presents an effective technique for addressing risk assessment challenges
in such sites. The analysis considers both risk analysis and environmental
protection options. Using the multi-criteria analysis and the GIS, it estimates
the exposure of built structures, people, soil types, and plant species to
UXO dangers in key locations. This paper serves as a guideline for
environmental risk assessment.

Keywords: UXO, risk management, environmental protection, security,
geospatial analysis.

Introduction

The Republic of Serbia has been facing the problem of unexploded
ordnance (UXO)! remaining on its territory as a legacy of modern armed
conflicts. Removing and destroying UXO should be considered a practical
security task, as it entails reducing explosive ordnance and devices to a
form in which they can no longer perform their intended lethal function.
The detection and removal of UXO have become an increasingly urgent
problem.

On the one hand, there is a need to reduce risks to the population and
the environment from the explosion. On the other hand, the likelihood of
unwanted accidents increase over time due to various physical and
chemical processes in UXO, increasing the risk and possibility of
extremely negative consequences on the environment and humans. The
effects of UXO containing depleted uranium are not territorially or
temporally limited; they cause far-reaching impacts on both friendly and
hostile military and civilian targets, contaminating the air, land, and water,
thus indirectly entering the food chain of living beings. Contamination
extends to places that have not been directly impacted by armed conflicts.
U-234, U-235, and U-238 are three isotopes of natural uranium that differ

1 The widely established term unexploded ordnance (UXO) will continue to be used further

on.
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only in nuclear properties. Since uranium is a radioactive element, it emits
atomic radiation when it decomposes in the environment. The chemical
properties of depleted uranium (DU) are identical to those of natural
uranium; however, it has much fewer isotopes than U-235 (0.2%)
(McLaughlin et al, 2003). It is a low-level radioactive waste element as a
by-product of uranium processing for nuclear reactors and weapons.

UXO does not contain only depleted uranium which was used during
the bombing campaign against the Republic of Serbia in 1999 (Orlic,
2000). First and foremost, the impact of explosive charges (certain types
of explosives) must be considered during detonation (explosion). The
explosive charge compositions vary depending on the UXO manufacturer
although they mainly contain highly destructive explosives (high
explosives). TNT is the most common one; smaller charges may use more
powerful explosives (such as tetryl) or other types (Cauderay, 1993).
Explosive charges come in various weights depending on the type and
function of a projectile (Orli¢, 2000). Ammunition with higher explosive
content harms technical equipment and results in more human resource
losses. It does not only harm human health by inflicting physical damage
(loss of limbs, loss of sight and hearing, etc.), but it also damages the
environment by destroying pedological and geological substrates, causing
ecological damage, and alike.

As a by-product of nuclear technology, depleted uranium is classified
as low-level radioactive waste (Sahoo et al, 2004) and is mainly disposed
of in specialized landfills. Since DU is increasingly used for military and
civilian purposes, there is a significant increase in radiotoxicity and
chemotoxicity to humans and the environment. Evaluating the depleted
uranium impact implications on the environment and individuals is
contentious (Orli¢, 2000).

Representatives of Western countries' official military and state
institutions reduce the potential for damage, stating that uranium is already
present in the natural environment and that its increase due to weapons
with depleted uranium is insignificant and geographically variable (Popovic
et al, 2008). In contrast, non-official organizations, such as US military
veterans' associations or environmental movements, often draw harsh
conclusions (Popovic et al, 2008). One of the purposes of this research is
to show possible acute and subsequent geospatial consequences for the
environment using the multi-criteria GIS analysis.

Considering the time that has passed and the fact that the
contaminated sites have been cleared for years, it is not likely that the
national radioactivity monitoring would reveal substantial quantities of
depleted uranium in the environment. Estimating the risk of unexploded
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ordnance to the environment, contamination, mobility, and the possibility
of depleted uranium being absorbed into diverse inorganic or organic
substrates is crucial for future research.

Several research groups in Serbia have examined depleted uranium
contamination, primarily through the Ministry of Education, Science, and
Technological Development - funded scientific research programs, and,
during remediation initiatives in southern Serbia, international cooperation
has been achieved (Popovic et al, 2008). Since 2011, radioactivity
management (owing to the environmental samples from the places where
depleted uranium ammunition was used) has been mandated as part of
the national monitoring program for radioactivity. Depending on needs,
additional research should consider analytical techniques with higher
sensitivity, such as high-resolution mass spectrometry and other more
advanced physicochemical methods. Past analyses do not indicate
significant deviations from natural variations in the uranium isotope content
and ratios. The research might lead to a better understanding of the
speciation and mobility of depleted uranium in the environment. Results
that show the current or permanent threat of UXO can be obtained using
the multi-criteria data analysis and GIS techniques. The effects of the
endangerment of subsurface and surface water sources, soil, and other
resources were derived based on the geo-ecological features of the
studied area. The number of endangered residents can be estimated
based on the facilities in the analyzed region at a specified distance from
the contaminated sites (Popovic et al, 2008).

The term ‘unexploded ordnance’ is defined by the majority of experts
in the field as "means equipped with military explosives that did not
explode or function as intended, which includes military ammunition, anti-
tank and anti-personnel mines, water mines, bombs, rockets, mortar
shells, artillery shells, hand grenades or rocket-propelled grenades, and
missiles or rocket-propelled grenades" (Landmine Action, 2002; The
Geneva International Centre for Humanitarian Demining, 2019; Martin et
al, 2019; Australian Government, Defence, 2020; Government of Canada,
2021).

Remote sensing is becoming an increasingly necessary and
inescapable means of space data collection for military purposes. Along
with monitoring and documenting the condition of diverse natural and
social phenomena, all satellite primary missions and programs can
effectively complete increasingly complex duties associated with military
actions (Regodi¢, 2008). The GIS is critical for data management
concerning geographic areas (environmental changes) and is one of the
most promising research methodologies and information technologies.
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Evelyn Pruit's (1960) definition of remote sensing was: "Remote sensing
is a technigue for acquiring data via systems that are not in direct physical
touch with the event or item being studied" (Salomonson, 2014). GIS maps
enable the integration and updating of vast volumes of data. This
procedure is critical for safety purposes while testing for possible UXO.

Materials and methods

According to the research by the Demining Center of Serbia, it is
estimated that the territory of the Republic of Serbia contaminated by UXO
covers approximately 25 km? (Republika Srbija, Centar za Razminiranje,
2022). The area cleared of cluster bombs following international standards
has grown to 11.6 km2. Using the data on the sites effectively cleaned in
the areas of Bujanovac (Table 1), PreSevo (Table 2), and the airport
complexes in the vicinity of Sjenica (Table 3), researchers may estimate
the level of contamination and the probability of severe environmental
impacts.

Table 1 — Overview of the UXO removed from the Bujanovac Municipality (Republika
Srbija, Centar za Razminiranje, 2022)

Tabnuya 1 - Ocmomp Hepa3opeaswiuxcsi boernpunacos, 8bI8€3eHHbIX U3
myHuyunanumema bysHosay (Pecnybnuka Cepbus, LleHmp pa3amuHuposaHus, 2022
200)

Tabena 1 — lNpeaned HeekcrnodupaHux ybojHUX cpedcmasa yKIoHeHUX ca mepumopuje
onwmunHe byjanosay (Republika Srbija, Centar za razminiranje, 2022)

Type and quantity of
means

1 |,Borovac-3“ Bujanovac 0.102 BLU 97 -1 pc

BLU 97 -1 pc

2 |,Borovac-4“ Bujanovac 0.109 UXO (missile) -1 pc
Fragment of KM -1 pc
TMA -10 pcs

Artillery shell fuzes-3 pcs
3 |, Turijska brda“ -Bujanovac 0.389 RB -1 pc

155 mm artillery shell -1
pc

PMA-2 -3 pcs

4 |,Bujanovac sever” Bujanovac 0.276 Hand grenade M52P3 -1
pc

5 |,Bujanovac sever” Bujanovac 0.145 PMA-2 -5 pcs

PMA-1 -3 pcs

PMR-2A -1 pc

S.No.|Locality name Area (km?)

6 |[,Bujanovac sever” Bujanovac 0.071
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,Bujanovac sever* Bujanovac

0.114

PMA-2 -5 pcs
RB -1 pc
Mb bomb -1pc
RB -1 pc

,Dobrosin® Bujanovac

0.220

PMA-2 -6
RB -1 pc
PMR-2A -3 pcs
RB -1 pc

,Lu€ane" Bujanovac

0.073

UXO -10
RB -1 pc
762 mm rounds -1.341
RB -1 pc

10

»1S Bujanovac — TS Berivojce® Bujanovac

0.018

PMA -2
RB -1 pc

11

»,Konculj-Singerit“ Bujanovac

0.199

PMA -20
RB -1 pc

12

»1S Bujanovac — TS Berivojce® Bujanovac

0.002

i

13

»Konculj-Singerit 1“ Bujanovac

0.269

TMA-5 -1 pc

RB 1 pc

Projectiles for RRB M79 -
9
RB 1 pc
Ammunition -1.577
RB -1 pc

14

Turijsko brdo

0.076

Anti-personnel mines -4
RB -1 pc

15

Bogdanovac 1

0.113

MK-4 -12
RB -1 pc

16

Bogdanovac 2

0.146

MK-4 -14
RB -1 pc

17

Jastrebac 1

0.114

MK-4 -13
RB -1 pc

18

Jastrebac 2

0.155

MK-4 -8
RB -1 pc

19

Karadnik

0.123

BLU97A/B -10
RB -1 pc
UXO -5

RB -1 pc

20

Sebrat

0.176

MK-4 -36
RB -1 pc
UXO -1pc
RB -1 pc
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BLU97A/B -68
RB -1 pc
UXO -15
RB -1 pc

21 |Borovac 1 0.060

BLU97A/B - 28
RB -1 pc
UXO -56
RB -1 pc

22 |Borovac 2 0.088

PMA2 -14
RB -1 pc
RB -1 pc
RB -1 pc

23 |Bujanovac 1.179

Fragments of AB-6
RB -1 pc

Fragments of UXO -5
RB -1 pc

24 |Rafatova ¢esma 0.092

Note: KM - cluster munition; RB, PMA2, BLU97A/B, MK -4, TMA, PMR-2A - different
types of cluster bombs, AB - air bomb, MbM - mortar shell, UXO - unexploded ordnance

Over two decades after the bombing of Serbia, the issue of explosive
remnants of war still exists. Even in the cleared areas, there is a chance that
UXO will be detected. Such a situation presents an exceptional danger to
both residents and employees (in construction of roads, housing, tourism,
industrial and other infrastructure, etc.). Serbia faces numerous demining
issues, and the pace at which they are resolved is contingent on the
availability of financial funds for demining, among other things. Since 2002,
the Demining Center has performed these functions primarily as an
autonomous governmental entity but with significant assistance from foreign
organizations and funders. Besides that, reconnaissance of areas
suspected of being contaminated with cluster bombs, mines, and other UXO
is being carried out to reduce the environmental threat. Additionally,
demining projects are being created, and funds are being supplied for their
execution. The quality of demining is monitored, international cooperation is
conducted, international standards and agreements are implemented, etc.
(Republika Srbija, Centar za razminiranje, 2022).

However, the repeated reference to war remnants must not obscure
the reality that some areas are also contaminated with ammunition
dispersed and buried after explosions in manufacturing units and
warehouses or burglaries into ammunition depots. Quantities of unexploded
ordnance (whether in warehouses or dispersed) are not the data that may
be made widely accessible. The given data is accessible to selected
structures to carry out important projects for the clearance of UXO from the
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designated sites. As a result of these findings, there is a reasonable
assumption that different forms of UXO are, after fires and explosions at
military storage and manufacturing units (in the cities of Paracéin, Kraljevo,
Vranje, and Cacgak), currently being discovered outside military facilities over
an area of about 13.5 km?,

Table 2 — Overview of the UXO removed from the Presevo Municipality (Republika Srbija,

Centar za Razminiranje, 2022)
Tabnuua 2 — Ocmomp Hepa3opsgasuwiuxcsi 6oernpunacos, 8bI8E3eHHbIX U3

myHuyunanumema [lpeweso (Pecnybnuka Cepbus, Llenmp pa3muHuposaHusi, 2022 200)

Tabena 2 — lNpeaned HeekcrnnodupaHux ybojHUX cpedcmasa yKIoHeHUX ca mepumopuje
onwmuHe lNpeweso (Republika Srbija, Centar za razminiranje, 2022)

No. Locality name Area (in km?) Type and quantity of means
1 Bustranje 0.205 KM -48 pcs
2 Bustranje - Deren 0.148 KM-9 pcs
3 Satkin Vir 0.129 fragments of KM
4 Satkin Vir 1 0.100 KM-2 pcs
5oL\ 0.032 KM-1 pc

5 Satkin Vir 2 AB -1 pc

. . 0.244 KM-25 pcs
6 Reljan Brezov¢ani UXO -6 pcs
7 Satkin Vir 3 0.118 fragments of KM
8 Pec&eno - school 0.088 "
9 Cerevajka 1 0.165 MbM -1 pc

. 0.106 MbM -2 pcs

10 Cerevajka 2 Fragments of KM-4 pcs

Note: KM - cluster munition, AB - air bomb, MbM - mortar shell, UXO - unexploded
ordnance

Table 1, Table 2, and Table 3 list the UXO types reported in the
Presevo, Sjenica, and Bujanovac zones. A total of 4.232 km? was cleaned
in the Bujanovac area. In the municipality of PreSevo, the demining
procedure covered 1.334 km? of the territory. In the municipality of Sjenica,
the region around the airport complex was cleaned during the last four
years.

NATO forces launched approximately 15,000 large projectiles on the
territory of the former Yugoslavia (Bozanic et al, 2018). Unguided and
guided air bombs and missiles from various combat systems amounted to
approximately 25,000 tons, with 1,660 cluster bombs, dispensaries
containing about 330,000 cluster bombs and more than 50,000 pieces of
depleted uranium ammunition (Pamucar et al, 2011). Depleted uranium is
radioactive, a health hazard, and a persistent contaminant of the
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environment. Several hundred locations were bombed during the NATO air
raids in 16 municipalities in Serbia, not including Kosovo and Metohija (City
of Ni§ - Mediana and Crveni Krst, Kraljevo, Brus, PreSevo, Bujanovac,
KurSumlija, Raska, Gadzin Han, Tutin, Sjenica, Cacak, Vladimirci, Kni¢,
Stara Pazova, and Sopot) (Pamucar et al, 2011; Bozanic et al, 2018).

Table 3 — Overview of the UXO removed from the areas of the airport complex in the
Sjenica region (Republika Srbija, Centar za Razminiranje, 2022)

Tabnuuya 3 — Ocmomp Hepa3opsgasuwiuxcsi boenpunacos, 8bIBE3EHHbIX C Meppumopuu
aspodpoMHO20 Komrrekca 8 peauoHe CoeHuua (Pecriybniuka Cepbus, Llenmp
pa3muHuposaHusi, 2022 200)

Tabena 3 — lNpeaned HeekcrnnodupaHux ybojHUX cpedcmasa yKoHeHUX ca nodpydja
aepoodpomckoe komrnekca y peauoHy CjeHuya (Republika Srbija, Centar za razminiranje,

2022)
No. Locality name Year Type and quantity of means
1 2018. Cluster bomb-29 pcs
Cluster bomb-71 pcs
2 . . . 2019. I -
The airport in the region of gsu;trir :rct)mebr bgﬁ:ﬁf [Z:cs
Sjenica y P
Cluster bomb-72 pcs
3 2020. Air bomb MK-82 -1 pc
80 mm artillery shell -1 pc

Table 4 — Remaining cluster ammunition in the Bujanovac Municipality (Republika Srbija,
Centar za Razminiranje, 2022)
Tabnuua 4 — Ocmaswuecsi kKaccemHble boenpunackl 8 MyHuyunanumeme bysHosay,
(Pecnybnuka Cepbusi, LileHmp pasmuHuposgaHusi, 2022 200)
Tabena 4 — lNpeocmana kacemHa myHuyuja y onwmuHu byjaHosay, (Republika Srbija,
Centar za razminiranje, 2022)

Populated Name of the | Number of Size of the
No. | District | Municipality P suspected suspected suspected
place 2
area areas area (km?)
1 P¢injski | Bujanovac Borovac Borovac 5 1 0.281
IN TOTAL 1 0.281

The remaining mine problems in Bujanovac

Name of the | Number of Size of the

No. | District | Municipality Populated suspected tsuspected suspected
place e
area areas area (km?)
1 P¢&injski | Bujanovac Dobrosin Dobrosin 1 1 0.028
2 P¢injski | Bujanovac Konculj Tustica 1 0.144
3 P¢injski | Bujanovac ga\v/_n 0 Dordevac 1 0.390
ucje
IN TOTAL 3 0.562
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The study emphasizes the municipality of Bujanovac since it is an area
that, according to the most recent official data from the Serbian Demining
Center, is primarily contaminated with UXO and demands special attention
(Table 4).

Research area

The research area is in the Bujanovac municipality near Borovac, the
regional Juzna Morava River and the JUG military base. The area
encompasses 87.05 km? and is located within UTM 34n 555335.402,
4690210.743 and 564706.827, 4699481.616 coordinates. Three analyses
have been performed within this area (Fig. 1). Borovac is a settlement in
Serbia in the municipality of Bujanovac in the P¢inja district. According to
the 2011 census, its population was 166 people (Republika Srbija,
Republi¢ki zavod za statistiku Srbije, 2023). In 2002, there were 214
inhabitants. According to the 1991 census (before the bombing), the
population was 267. It is essentially an adult population. Only 44 homes
have remained in the community, fewer than in the previous census (61 in
2002), and the average number of people per household is 3.77 (Republika
Srbija, Republi¢ki zavod za statistiku Srbije, 2023). Serbs predominantly
populate this village, and a reduction in the number of residents was seen
in the past three censuses. During the air raids on Serbia in 1999, Borovac
was heavily bombed. In certain instances, using depleted uranium led to the
relocation of the inhabitants on a large scale, and some were directly or
indirectly killed.

Input data

The current situation with UXO (types and quantities) in the Republic
of Serbia can be discovered through the multi-criteria data analysis. The
content of the documents was examined based on national and international
legal regulations concerning UXO risk management. The comparison
method demonstrates the crucial distinction in comprehending the need for
protection and adequate risk management of residual UXO containing
depleted uranium. The GIS analysis is fundamental in the areas with such
a significant time and space framework in which this study is conducted. The
spatial dispersion of harmful consequences on environmental and human
health is not depicted.

Different sets of geospatial data were used to perform a spatial analysis
of the potential diffusion of the extension of the UXO impact on the
environment:

e Digital Elevation Model (DEM): A DEM with 4.4 m vertical accuracy
(Tadono et al, 2016) and 22.45 m spatial resolution was chosen as elevation
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data. The initial data for completing a hydrographic analysis to extract
watersheds and watercourses was the JAXA ALOS Global Digital Surface
Model AW3D30 (Eorc.Jaxa, 2019). TauDEM 5.3 (Tarboton et al, 2015) was
used for a terrain analysis to delineate watersheds and extract
watercourses.

e Land Cover is created using multispectral satellite imagery: Sentinel
2 satellite imagery was downloaded from Copernicus Sci-Hub (Copernicus,
2020) to create a land cover map using the Dzetsaka classification plugin
(Karasiak, 2016) in QGis (QGIS, 2022). The research used Sentinel 2 S2B
MSIL2A 20210913T093029 NO0O301 R136 T34TEN 20210913T114013
cloud-free imagery collected on September 13th, 2021. Satellite data was
analyzed and classified using 10m red, green, blue, and near-infrared
bands. The Random Forest machine learning algorithm classified five
classes from satellite imagery: developed, barren, forest, pastures, and
planted/cultivated areas. The Random Forest supervised classification
necessitates the creation of a comprehensive and precise training zone
selection for each class (Mas & Flores, 2008; Duro et al, 2012; Poti¢ & Potic,
2017; Poti¢ et al, 2017). Regression is used as a pixel-based supervised
learning task to model and predict variables where numerical true ground
values are provided for the research area. Regression trees (decision trees)
are used to classify satellite data, iteratively separating the dataset into
distinct branches and maximizing the information gained to understand
nonlinear correlations. The Random Forest classifier classifies data with
high accuracy using classification trees. The accuracy assessment is
performed by generating the error matrix in the Semi-Automatic
Classification Plugin (Congedo, 2021) in QGis (QGIS, 2022), which is
provided as a table that compares reference data (i.e., ground truth data)
with map information for several sample areas to ensure the quality of the
classification (Congalton & Green, 2019). Twenty randomly selected points
are obtained for each class to finalize the accuracy assessment. Overall
accuracy is the ratio of correctly classified samples to total sample units
(Congalton & Green, 2019). The Kappa analysis is a discrete multivariate
technique for detecting whether two error matrices differ statistically
(Plackett, 1976; Congalton & Green, 2019). High-resolution imagery from
Google Earth Pro (Google Earth, 2020) and downloadable Sentinel 2 colour
and false-colour composites were used to ensure the quality of the accuracy
evaluation points.

e Google Earth Pro (Google Earth, 2020) was used to collect
additional data, with all watercourses enclosed by a 1-kilometer buffer zone
around four UXO locations corrected and updated. Furthermore, the same
software is used for digitizing topographic labels and all buildings within a 1-
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kilometer buffer zone. The buffer zone for building collection was created as
a 1-kilometer 3D distance from the main four UXO drainage streams.

Results

The first analysis for the entire research area consists of delineating
watersheds, creating streams and drainage paths from four UXO locations
(Fig. 1), and performing a land cover (LC) classification (Fig. 2). When of
adequate quality, groundwater is a resource initially considered in all water
supply evaluations to settlements. However, subsurface waters have a very
tight relationship with surface waters, and they most commonly share their
fate in quantity and quality. Significantly, when soil is contaminated with
UXO and drainage systems contain contaminating particles (for example,
depleted uranium), they affect groundwater quality and, belonging to
multiple catchments, go to other watersheds. Therefore, risk assessment
and environmental management (land and water) are crucial. Groundwater
and surface water contamination are long-term concerns, mainly if we are
talking about increasing water radioactivity.

o
drainage path = drainage network () 4-UXO 1 km buffer uxo:
+__bulldings watershed L) drainage network 1 km buffer @ 1-4

Figure 1 — Research area (source: Figure 2 — Land cover of the research area
Sentinel 2 (ESA, 2020) and Google Puc. 2 — 3emnsHol nokpos obnacmu
Earth Pro (Google Earth, 2020) obcrnedosaHusi
Puc. 1— Obnacmb obnedosaHusi Cnuka 2 — 3emrbuwiHU nokpueay rnodpydja
(ucmouHuk: Sentinel 2 (ESA, 2020) u ucmpaxuearba

Google Earth Pro (Google Earth, 2020)
Cnuka 1 - lNodpyyje ucmpaxusara
(useop: Sentinel 2 (ESA, 2020) u
(Google Earth, 2020)
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The land cover analysis (Fig. 2) results (Table 5) revealed that
planted/cultivated areas dominate the research area, accounting for more
than 33% of the total area, followed by forest and barren classes, each
accounting for more than 20%. Both the developed class and the pasture
class account for less than 10% of the total area (Table 5).

Table 5 — Land cover report for the entire research area
Tabnuua 5— Omyem o 3eMIIsIHOM MOKPOBe 110 8celi meppumopuu obcredosaHusi
Tabena 5 — N3gewmaj 0 3eMrbULIHOM MOKPUBaYdy 3a UesIoKyrnHO rnodpydje

ucmpaxuearba

Class Pixel Sum Percentage % Area (km?)
1 developed 67094 7.71 6.71

2 barren 183244 21.05 18.32

3 forest 247794 28.47 24.78

4 pastures 79705 9.15 7.97

5 planted/cultivated 292627 33.62 29.26
Total 870464 100 87.05

The classification data's reliability is assessed by calculating the
confusion matrix, followed by an overall accuracy and a discrete multivariate
technique - Kappa analysis (Congalton & Green, 2019) (Table 6). The forest
class is the only one which is 100% accurately classified. All other classes
have some misclassifications, which leads to an overall accuracy of 84.28%
and a Kappa hat classification of 0.79, which is a substantial result (Table
6).

) Table 6 — Confusion matrix (pixel count)

Tabnuya 6 — Mampuua nymaruyb! (Kornudyecmeo nukcesned)
Taberna 6 — Mampuua koHgby3uje (6poj nukcena)

Value\Classified 1 2 3 4 5 Total ground truth points to the
class

1 developed 18 | 1 0 0 2 21

2 barren 2 16 | O 0 3 21

3 forest 0 0 20| 0 0 20

4 pastures 0 0 0 17|10 17

5 planted/cultivated 0 3 0 3 15 | 21

Total 20 | 20| 20 | 20 | 20 | 100

Overall accuracy [%] = 84.28 Kappa hat classification = 0.79

All drainage paths belong to the Juzna Morava River watershed, a
regional drainage network. Therefore, the second performed analysis was
to determine the number of buildings within a 1-kilometer 3D distance buffer
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zone (19.13 km?) from four UXO locations with drainage paths directly
connected to the drainage network (Fig. 1). The total number of 801
buildings is collected in the second analysis in the broader zone of UXO
impact.

The third, more focused analysis spans 3.62 km? by encircling a 1-
kilometer 3D distance buffer zone around four UXO locations (Figs. 1- 8). The
total number of buildings within this 3D distance buffer zone is 168 (Fig. 3).

Figure 3 — Four UXO areas with a 1 km buffer zone, source: Sentinel 2 (Copernicus,
2020)

Puc. 3 — HYemsipe mecmHocmu nod Hepa3opeaswumucsi boernpurnacamu ¢ 6ychepHol
30HoU npomsikeHHocmbio 1 kM, ucmoyHuk: Sentinel 2 (Copernicus, 2020)
Cnuka 3 — Yemupu nodpyuyja nod HeekcrnodupaHum y6ojHUM cpedcmeuma ca baghep
30Hom 00 1 km (Copernicus, 2020)

The first selected UXO location is within a 1 km 3D distance buffer zone
encompassing 79 buildings. The minimum building distance from UXO is
355.44 m, while the maximum distance from UXO is 980.56 m. The mean
distance from UXO is 637.26 m (Fig. 4).

The second selected UXO location is within a 1 km 3D distance buffer
zone and counts 86 buildings, where the closest one is 309.98 m from UXO.
The farthest building is 982.96 m away. The mean building's distance from
UXO is 683.89 m (Fig. 5).

The third selected UXO location is within a 1 km 3D distance buffer
zone that counts 79 buildings, where the closest one is 258.61 m away from
UXO. The farthest building is 978.79 m away. The mean building's distance
from UXO is 665.97 m (Fig. 6).
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Figure 4 — UXO area 1 with a 1 km buffer
zone and buildings within the zone
Puc. 4 — MecmHocmb 1 nod
Hepa3sopeaswiumucs boenpunacamu ¢
bygpepHoli 30HOU npomsikeHHocmbto 1
KM U COOPYXXEHUSIMU 8HYympU 30HbI
Cnuka 4 — lNodpyyje 1 nod
HeekcrodupaHum ybojHuM cpedcmeuma
ca bagpep 3oHom 00 1 km u objekmuma
yHymap 30He

Figure 6 — UXO point 3 with a 1 km buffer
zone and buildings within the zone
Puc. 6 — MecmHocmb 3 nod
Hepa3sopeaswumucs boenpunacamu ¢
6ygbepHoli 30HOU MpomsixxeHHocmbto 1
KM U COOPYXEHUSIMU 8HympU 30HbI
Cnuka 6 — Nodpyyje 3 nod
HeekcnodupaHum ybojHuUM cpedcmeuma
ca bagpep 30HOM 00 1 km u objekmuma
yHymap 30He
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Figure 5 — UXO area 2 with a 1 km buffer
zone and buildings within the zone
Puc. 5 — Mecm+ocmb 2 nod
Hepa3opeaswumucsi boenpunacamu ¢
6yghbepHoli 30HOU npomsikeHHocmbio 1
KM U COOPYXXEHUSIMU 8HympU 30HbI
Cnuka 5 — lNodpyyje 2 nod
HeekcrodupaHum ybojHuUM cpedcmeuma
ca bagpep 3oHom 00 1 km u objekmuma
yHymap 30He

Figure 7 — UXO point 4 with a 1 km buffer
zone and buildings within the zone
Puc. 7 — MecmHocmb 4 nod
Hepa3sopeaswumucsi boenpunacamu ¢
6yghepHoli 30HOU rnpomsi>xeHHocmbo 1
KM U COOPY>XEHUSIMU 8HYmpU 30HbI
Cnuka 7 — lNodpyuje 4 nod
HeekcrnodupaHum ybojHuM cpedcmeuma
ca baghep 30HOM 00 1 km u objekmuma
yHymap 30He
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There are 131 buildings in a 1 km 3D distance buffer zone, the closest
of which is 469.38 m from UXO in the fourth UXO location. The farthest
building is located 996.43 m away. The mean distance between buildings
and UXO is 843.24 m (Fig. 7).

The land cover (Fig. 8) report (Table 7) for the area within four UXO 1
km buffer zones reveals that the dominant class in the area is the barren
land with 43.5 % area coverage, followed by the planted/cultivated area (~
23%) and forests (17.5%).

Figure 8 — Land cover of four UXO areas within a 1 km buffer zone
Puc. 8 — 3emnaHol nokpos yembipex mecmHocmel nod Hepa3opeaswumucs
boenpunacamu 6 npedenax 1-kunomemposol bygepHoU 30HbI
Cnuka 8 — BemrbulwiHU Nokpusay Yyemupu nodpydja nod HeekcrimodupaHum ybojHuUM
cpedcmeuma y okeupy baghep 3oHe 00 1 km

Table 7 — Land cover report for four UXO areas within a 1 km buffer zone
Tabnuya 7 — Omyem o 3eM/ISHOM 10Kpog8e Yembipex mecmHocmel nod
Hepasopsaswumucsi boenpunacamu e npedenax 1-kunomemposoli 6yghepHoUli 30HbI
Tabena 7 — M3sewmaj 0 3eMrbULWIHOM 10KpuUBaydy 3a Yemupu rnodpydja ca
HeekcrinodupaHuMm ybojHuM cpedcmeuma y okeupy baghep 3oHe 00 1 km

Class Pixel Sum Percentage % Area (km?)
1 developed 3871 10.69 0.39
2 barren 15765 43.54 1.58
3 forest 6341 17.51 0.63
4 pastures 1900 5.25 0.19
5 planted/cultivated 8328 23.01 0.83
Total 36205 100 3.62
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Discussion

The usage of the word UXO is commonly connected with the threats
presented by anti-personnel and anti-tank mines set during war events and
the deployment of engineering units (Pamucar et al, 2011), as well as the
repercussions they cause left behind after armed conflicts. There are
generally mine-explosive barrier records with accurate locations for these
explosive devices. However, cluster bombs also constitute a significant and
genuine hazard. The method they are deployed (dispersion of bomblets
from various delivery canisters or missiles) results in a vast scattering zone
whose borders are not simple to find and designate. Simultaneously with
landing on uneven terrain or owing to the surrounding vegetation, there is
an extra dispersion of explosives, further increasing the contaminated area.
A variety in their looks (colour) and detonators (which are activated in a
specific way), unable their trouble-free clearance /demining. Furthermore,
damage to UXO causes the delay of the intended "self-destruction - self-
sterilization" thus producing an extension of the period of its destruction
capabilities. The preceding section describes the sites where soll
decontamination was applied but also indicates the regions where the
hazard persists to a considerable degree. Gamma-ray spectrometry
techniques have been developed to determine the uranium content of
surface samples of the soil contaminated with depleted uranium (Sahoo et
al, 2004). This approach may estimate contaminated surface soil samples'
natural and depleted uranium content and the depleted uranium activity ratio
of 235U/238U (Vukanac et al, 2010). It would be necessary to do such
analyses to improve everyday life of the local population.

Geoecological aspect

The use of depleted uranium is contentious and has been the subject
of international discussion (UN Institute for Disarmament Research, 2008).
When it comes to contamination and degradation of the environment, it can
be said that uranium and depleted uranium are isotopically very similar,
chemically radioactive heavy metals that are dangerous to humans in four
ways (Fairlie, 2009):
as a toxic heavy metal,
as a chemical carcinogen,
as an endocrine disorder agent, and
as an carcinogenic radiation agent.

Another difficulty is with bombs, grenades, and projectiles buried in the
ground for many years and whose detonators and primary explosive
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charges have become "dormant."” They can be activated due to an external
effect (earthquakes, landslides, excavation of building foundations,
increased temperature due to fire, etc.). In addition to fatal consequences
for the population (as the most significant loss), there are long-term
psychological consequences for the people, water pollution, disabling of
water and electricity supply installations, damage to road infrastructure,
damage to health systems, and significant economic consequences.

After conducting a multi-criteria study of the described area, it was
determined that in addition to the cultivated land cover (33 % - Fig. 2, Table
5), this area contains 21.05 % of the total infertile land. The barren soil is
essentially the most contaminated. In the 18.32 km? area, there is an
enhanced danger to human life and health. Such locations are appropriately
referred to as zones of low security. The same is typical for forest-covered
places (28.46 %). In this part of Serbia, the population depends on exploiting
wood mass, so the existing danger of UXO endangers their primary
economic activity. The removal of UXO is complicated in the forest area due
to the area relief, lack of visibility, and other obstacles. Pastures cover only
7.97 km?, but it is not an immeasurable area where cattle and people can
be endangered as well as other wild animals that live or feed there.
Additionally, pastures are crucial regions for honey production, medicinal
plants harvesting, and more. Increased radioactivity in these locations has
a direct effect on human health degradation.

Following the confirmation that ammunition containing U-236 with
depleted uranium (DU) was used during the NATO air campaign in Serbia
in 1999, concern was expressed about the possibility that other nuclides
from the nuclear fuel cycle, especially transuranium nuclides, could be
present with this type of ammunition. Numerous tests have been performed,
and many papers have been published. For example, in an article entitled
"Actinide Analysis of a Depleted Uranium Penetrator from a 1999 Target
Site in Southern Serbia," published in the Journal of Environmental
Radioactivity (2003), McLaughlin et al published the results of the analyses
of uranium and plutonium from the target location in southern Serbia
(McLaughlin et al, 2003). The results of that and many other works
confirmed the presence of trace plutonium in the penetrator, the highest
concentration of plutonium ever reported in the Balkans.

After military operations, most UXO (or their fragments) containing
depleted uranium remained underground in specific geomorphological and
geochemical environments exposed to local climatic conditions. The
distribution, mobility, and/or fixing of depleted uranium in the contaminated
soil varied according to the geological and pedological surroundings,
vegetation type, and climatic factors. Corrosion products of depleted
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uranium and other contaminating particles associated with UXO fluctuate
over time depending on the extent of their geochemical fractionation. It is an
assumption that has been validated in several studies. At around 150 mm
from the source, the concentration of depleted uranium decreases to 1% of
its original value (Radenkovic et al, 2008).

Moreover, the danger of UXO activation varies by season and during
dry and rainy periods. The ability to transfer contaminated material over
various environmental mediums signals an infinite hazard to the living world.
Human epidemiological research has shown that exposure to low and
moderate radon concentrations may cause up to 14% of malignant tumours.
Due to the radiation in the soil, animals living in subterranean cavities are
exposed to more significant amounts. Over the years, numerous dose-effect
models have been created to evaluate the dangers to individuals and the
environment (Cuii¢ et al, 2021).

Studies of the mobility and geo-fractionation of depleted uranium in the
soil have shown that depleted uranium may be very mobile under
substantial contamination conditions and intensive ion exchange with the
environment. Furthermore, as previously mentioned in the study, the
decomposition rate is also soil-dependent, mainly for Fe and Mn oxides and
carbonate substrates in the soil (Popovic et al, 2008).

In the past few decades, the southern part of Central Serbia has
undergone significant ecological changes, including depopulation as a
social factor (Poti¢ et al, 2022), where the natural process of ecological
revitalization due to population ageing and emigration is taking place, and
forest areas are expanding. Due to the growth and spread of vegetation on
uncultivated surfaces, it will become more challenging to clean and
remediate that area over time (Mihajlovi¢ et al, 2014).

Risk management of unexploded ordnance

One risk assessment method is insufficient for UXO locations. The
UXO risk assessment procedure requires creating civil-military collaboration
to develop alternative approaches. The initial step might be prioritizing UXO
cleanup areas. This data type is beneficial for allocating financial and non-
financial resources, such as equipment and personnel. A full description or
geoecological investigation of UXO-contaminated regions would be the
second stage in risk assessment (risk assessment for specific locations).
With this approach, quantifiable data on the possible harm to individuals
living around the UXO location (as shown in Figs. 1 - 8) and local
ecosystems may be supplied.

Location data is often unavailable and wildly inaccurate. Using remote
sensing allows the creation of at least a rough database with the most
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endangered locations. However, detailed information is necessary for data
collection to establish UXO risk management correctly. Two sources of risk
at UXO sites must also be considered: the risk of explosion and
environmental contamination from ammunition components flushed into
water and soil. These two types of threats are significantly different. The first
leads to immediate consequences for a man or his material environment; in
contrast, the consequences of permanent exposure to ammunition are
chronic impairment of the quality of life.

The presence of 33% arable land (Table 5) indicated significant
agricultural activity and increased people's mobility and daily activities in the
vicinity of UXO. According to the 2011 census, this region had 166 people
living in 44 homes. Such a demographic distribution would suggest an equal
number of potential UXO victims.

At only four notable locations where the Serbian Center for Demining
confirmed the presence of UXO, there are 801 built structures: houses,
shops, schools, food storage facilities, warehouses, garages with
mechanization for agricultural surface processing, and fuel depots, among
others. Without security measures over an extended period, it is logical to
presume that this area poses an enhanced security risk. Given the unknown
and unexpected composition of UXO, the threats to the environment,
groundwater and surface water, soil, and air, and the long-term impacts on
living organisms' DNA, it is deemed essential to affirm environmental risk
management.

Risk assessment methods can define the level of danger to people,
property, and the environment in an area and establish priorities and
courses of action. It is necessary to determine the factors and levels of risk
to develop a UXO risk management system. Such a system would provide
a strategic advantage over the area's level of vulnerability. Specifically,
applying various (physical, educational, economic, etc.) measures would
lower the risk of endangering people, property, and the environment. This
claim is supported by the fact that the problem of UXO has the
characteristics of a "long shadow" of a crisis, i.e., a problem arises quickly,
while its consequences remain for a long time in the future. Therefore,
developing an adequate methodology for risk assessment and a risk
management strategy in this area is paramount.

Conclusion

Besides unexploded ordnance left behind after the 1999 bombing
campaign on the territory of former Yugoslavia, there is also UXO left from
World Wars I and Il and still buried in the ground. The data on the mentioned

1106



amounts is not accessible except in the circumstances encountered during
particular land excavation works. Afterwards, the problem of UXO
intensifies, but it does not move away from stating the problem and
demanding that it be solved. The frequent reference to UXO in the ground
inadvertently covers the issues of our waterways which are also
contaminated with unexploded ammunition. Contamination levels
considerably impact planning and decision making when choosing safe
locations for crossing an area while undertaking different activities (Bozanic
et al, 2018).

Combining physical and chemical procedures and analyses may help
decision making on the cleanup plan for depleted uranium-contaminated
military sites. It is vital to consider establishing radioactive monitoring in such
a location and others where UXO is an issue. Such surveillance must be
genuine, radiological surveillance must be reasonably valid, and
unprofessional groups or people cannot conduct it. In Serbia, such
monitoring is undertaken by the Department of Radiation and Environmental
Protection of the Institute of Nuclear Sciences in Vin&a, Belgrade (Krneta
Nikoli¢ et al, 2014).

The article contributes significantly to creating a strategy for
environmental risk management in regions contaminated by UXO. The
paper provides an example of an effective technique for resolving risk
assessment issues experienced by the Army in UXO locations. Not only
does it present a suitable risk analysis, but it also considers numerous
environmental protection possibilities. It is feasible to calculate the number
of structures and people, soil kinds, plant types, and others exposed to UXO
dangers based on the key spots using the multi-criteria analysis and the
GIS. This paper is one of the guidelines for environmental risk assessment.

Since the UXO issue in the observed region has not been resolved for
the last two decades and based on the findings of this paper's analyses, it
can be stated that the UXO problem in this area will persist and continue to
threaten the safety of people and property. Consequently, establishing a
UXO risk management plan and a methodology for risk assessment
following strategic guidelines is paramount. The findings of this paper's
analyses unequivocally reveal the level of risk to people, property, and the
environment with a detrimental long-term effect on this region. Appropriate
risk assessment and UXO risk management would contribute to slowing
down the UXO detrimental consequences in all aspects.

Future studies should identify the criteria for zoning UXO-contaminated
regions based on threats to people, property, and the environment. The
findings of the analyses presented in this article may be used as a
foundation for establishing the criteria and methodology and then estimating
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the danger of UXO. According to the same approach, it is conceivable to do
comparable analyses for other areas and the whole territory of the Republic
of Serbia, therefore resolving the issue of UXO risk management and laying
the groundwork for more effective protection of people's property and the
environment.
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YnpaBneHne puckamu, CBA3aHHbIMU C HEPa3opBaBLUMMUCS
©oenpunacamu, B Pecnybnuke Cepbus B Liensix 3amTbl OKpYXatoLen
cpenpbl — uccnegosaHme criydas boposauy

UeaH M. Motnu?, HeHad M. Koma3seu?®, flunsHa M. Muxannosuye,
Anekcardp M. Munuy®, Cawa T. Bakpay?

2 BoeHHO-reorpadmyeckmii MHCTUTYT UMeHn reHepana CteBaHa bolkoBuya,
r. benrpag, Pecnybnuka Cepbus

6 Yuusepcutet o6opoHsl B r. Benrpaa, BoeHHasi akagemus,
r. benrpag, Pecnybnuka Cepbus

® Benrpaackun yHMBepcuTeT, reorpadmnyecknii akynbTeT,
r. benrpag, Pecny6nuka Cepbusi, kopeccnogeHT

PYBPUKA TPHTW: 81.93.03 MeTogonorus oueHkM BEPOSTHOCTU aBapui,
KaTacTpod, CTUXMINHBLIX 6eACTBUIN N NX
nocneactemin. OueHka pucka,

34.35.51 AHTPONOreHHbIe BO3AENCTBUS HA 3KOCUCTEMBbI,
20.23.25 VIHdopmaLunOoHHbIe cucTeMbl ¢ 6azamu 3HaHUIA.
B[O CTATbW: opurmHanbHasa Hay4YHas ctatbs
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Pestome:

BeedeHue/yenb: [llocne  Heckonbkux — Oecsamunemuli  6opbbbl ¢
Hepa3opeaswumucsi b6oenpunacamu (HPB) e Hexkomopbix patioHax
Pecnybnuku Cepbusi 0bHapy»eHo, 4mo OHU ece euje npedcmassisiom
3Ha4yumerbHyr onacHocme 07151 HacerneHusl, UMyuecmea U okpyxarouwel
cpedbl. Hecmompsi Ha mo, 4mo mecmHocmp bbiria pa3MuHUposaHa, ece
ewe cmoum cepbe3Hasi yepo3a om MmpyOHOOOCMYrHbLIX Yacmel
Hepa3opeasuwiuxcsi boernpunacos. Hecoomeemcmsytowue cucmemHbie
peweHusi 8 ynpaeneHuu Hepasopseaswumucss boernpunacamu moaym
roerieyb 3a coboli cepbe3Hble He2amusHbIle noc1edcmausl.

Memodei: B daHHOU cmambee u3dyyaemcsi 8o3deticmeue Yacmeti HPb Ha
HacereHue U  OKpyxawwylo cpedy Ha OCHO8aHUU  aHanu3a
rpocmpaHCcmMeeHHO20 pacripederieHUs1 pasfiuyHbix 8u008 U Korudyecmea
HPE. bbinu nposedeHbl 08a pas/iuYyHbIX 2€0MPOCMpPaHCMBEeHHbIX
aHanusa, a makxe pa3pabomaHbl pPeKoMeHOauuu o yrpasieHuto
puckamu C OMOWBK MHO20KpUMepuasbHo20 yCcmpaHeHUs PUCKOS,
aHanu3sa MC u ducmaHyuoHHO20 30HOUPOBaHUSI.

Pesynbmamei: Bbino nposedeHo dea pasuYHbIX
260MPOCMPaHCMBEHHbIX  aHanu3a, 6  pe3ybmame  KOMmOopbIX
ocyujecmersieHa Kraccughukayusi meppumopuu ¢ 6bICOKUM PUCKOM Om
Hepa3opeasLuuxcsi 6oernpurnacos.

Bbieoodbi: [JaHHasi cmambsi 8Hocum 3Ha4yumesibHbIU ekiiad 8 co3daHue
cmpameauu yrpaeeHusi 3KOI02UYECKUMU puckaMu Ha MECmHOCMU,
3agpsisHEHHOU  Hepasopsaswumucsi  boenpunacamu. Takod — mun
cmpameauu sensemcsi  achbekmugHbIM  Memodom Onsi  peuieHust
npobremMbl OUEHKU pucka Ha MeCmHOCmU C Hepal3opeasuiuMucs
boenpurniacamu. B cmamse markxe obcyx0aemcsi aHanu3 puckos U Mepsbl
o oxpaHe okpyxarouwel cpedbl. C MOMOWbIO MHO20KpUMepUaabHO20
aHanu3za u [UC oueHusaemcsi cmeneHb pucka Ofid HaceseHus,
umywecmsa, muros ro4ebl U pacmumernsHocmu om gosdeticmeusi HPB.
HaHHasi cmambsi npedcmaernsem cobol pykoeodcmeo o OUeHKe
3KOJI02UYECKUX PUCKOS.

Krrouesbie criosa: Hepasopsasuwiuecsi 6oenpunachi, yripasieHue puckamu
8 KPU3UCHbBIX cumyayusix, oxpaHa OKpy»aroujeli cpedbl, be3onacHocms,
2eonpocmpaHcmMeeHHbIl aHasus3.
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YnpaBreake pu3MKoM of, HeekcnnoampaHux ybojHux cpeacrasa y
Peny6nuvumn Cpbujn y dyHKLMjM 3aITUTE XKUBOTHE CpeauHe — cTyauvja
cny4vaja boposay,

Uear M. Motuh?, HeHad M. Komaseu®, J/bursana M. Muxajnosuhe,
Anekcardap M. Munuh®, Cawa T. Bakpau?

a2 BojHoreorpadcku MHCTUTyT ["eHepan CtesaH bolukosuh”,
Beorpapg, Penybnuka Cpbuja

6 YuusepauteT onbpaHe y beorpaay, BojHa akagemuja,
Beorpapg, Penybnuka Cpbuja

® YHuBep3uTeT y beorpagy, Meorpadcku cakynTter,
Beorpag, Penybnuka Cpbuja, ayTop 3a npenucky

OBJIACT: reorpadckn MHPOPMaLIMOHN CUCTEMM,
MEHaLIMEHT XMBOTHE CpeauHe, ynpasrbamwe pusiuuma
KATEITOPUJA (TWUIM) YITAHKA: opyrnHanHu Hay4Hu paja

Caxxemak:

Yeod/uurb: [locne euwedeueHujckoe pelwaesarba npobnema ca
HeekcrinodupaHuMm  ybojHUM cpedcmeuma y Hekum obnacmuma
Penybnuke Cpbuje, oHa jow yeek rnpedcmassbajy 3HamaH Pu3uK ro
b6e36edHocm sbydu, UMOBUHE U XXUBOMHe cpeduHe. Mako je mepeH
3HamHo o4uwheH, nocmoje 036urbHe rnpemHe 00 KOMIOHeHMU Koje ce
meuwiko npoHanase. Headekeam+a cucmemcka pewera 3a yrnpasrbarbe
osum cpedcmeuma Moy usazueamu eeoma eesiuke rnocreduye.

Memode: Ha ocHogy aHanuse rnipocmopHe Aucmpubyyuje pasnudumux
muriosa u Konu4yuHa HeekcriiooupaHux ybojHUx cpedcmasa, y YnaHKy ce
rpoyyasajy echekmu 08uUx KOMIIOHEHMU Ha JbyOCKe XU80me U XUBOIMHY
cpeduHy. M3epweHe cy 0ee pasfuyume 2eornpoCcmopHe aHanuse, a
YK/BbYYEHe Cy U CMepPHUUE 3a yrpasrbaHe pU3UKoOM rymem efluMuHayuje
pusuka Ha oOcHogy euwe Kpumepujyma, MIC aHanusa u dQarbUHCKe
demekyuje.

Pesynmamu: [Jee pasnu4ume 2eornpocmopHe aHanu3e pesynmupane cy
Knacucgpukayujom obriacmu Koje cy rnod 8UCOKUM pu3uKkom o0 rpeocmanux
HeekcrnodupaHux ybojHux cpedcmasa.

Sakrbyyak: YnaHak 3HadajHO OOMpuUHOCU cmeapaky cmpameeauje
yrpaserbarba EKO/IOWKUM pusuyuMa y peauoHUMa KOHmMaMUHUPaHUM
HeekcrnodupaHuMm ybojHum cpedcmeumaOHa rnpedcmasrba eghukacHy
MEeXHUKY 3a pelasar-e U3a308a rpoueHe pusuka Ha mum rpocmopuma .
Y pady ce paamampajy u aHanusa pusuka u onyuje sawmume XugomHe
cpeduHe. Kopucmehu suliekpumepujymcky aHanusy u F'MC, npouersyje
ce Us/ioXeHoCm cmpyKkmype, /byou, pcma 3emMsbuwima u burbHuUx epcma
ornacHocmuma Koje HeekcrimodupaHa ybojHa cpedcmea u3a3usajy Ha
KrbyYyHUM riokauyujama. Oeaj pad criy>ku Kao cMepHuua 3a rpoueHy

eKOMOWKOZ PU3UKa.
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KrbyyuHe pedu: HeekcrinodupaHa ybojHa cpedcmea, MeHalIMeHm KpU3HUX
cumyauuja, 3awmuma XueomHe cpeduHe, cu2ypHOCM, 2e0MpPOoCmOopHa
aHanusa.
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Abstract:

Introduction/purpose: Quantum field theory techniques are able to de-
scribe precisely, inter alia, collective phenomena of statistical and solid
State physics.

Method: The path integral method with a Wick rotation shows its com-
plete analogy with the partition function of statistical mechanics.
Results: The Landau—Ginzburg phenomenology successfully describes
collective phenomena such as spontaneous magnetization and super-
conductivity.

Conclusions: Symmetry breaking phenomena could give macroscopic
results.

Key words: vacuum energy, symmetry breaking, Landau—Ginzburg
model.

Collective phenomena

The techniques we have met so far (Fabiano, 2021a,b, 2022) are not
connected exclusively to the field theory. For instance the Anderson—
Higgs—Brout-Englert—Guralink—Hagen—Kibble phenomenon (Anderson,
1963; Higgs, 1964a,b; Englert & Brout, 1964; Guralnik et al., 1964) was
mutuated essentially from solid state physics. A deeper understanding of
physical meaning of the renormalisation group was given by Kadanoff’'s
proposal of block spin renormalisation (Kadanoff, 1966), and Wilson’s ap-
proach to critical phenomena (Wilson, 1971a,b). Physics does not operate
through airlocks.
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Path integral versus the partition function

We have already introduced the partition function in (Fabiano, 2022)
eq. (28) for a scalar field. Recall that in D dimensions

7 / D i/ [ [£(00~V(@)] (1)

By means of a Wick rotation, we write d°z = —id2x, where dPz =
dtpd®P =Dz, and (9¢)? = (8¢/0t)2 — (V)2 becomes (0¢)2 = (9¢/dtx)? +
(ﬁﬁ)?, which is the energy operator E(¢), positive definite, so we obtain
the Euclidean version of the path integral

Zp = /D¢ o(i/1) [dBz [5(99)*+V(¢)] _ /D¢ o~ (1/ME$) 2)

The Euclidean version (2) we have obtained closely resembles the
known expression of statistical mechanics. Indeed, making the substitu-
tion h <+ kT = 1/, the probability of a statistical state is proportional to the
Boltzmann factor e #%, where E is the classical energy of the state. For a
system of N particles, classical energy is given by

N

2
E(p.a) =Y 5 + V(a2 -aw) | ©

=1

and the corresponding partition function is proportional to

N
Z = H /dpi dg; e PEPa) (4)
i=1

The kinetic term of energy is known so the integral over p can be explic-
itly done, and we are left with the (reduced) partition function

Z_ILV[ 2mm\ V2 o e—BY (@1:znan) (5)
= 3 q; € )
i=1

Going to the continuum limit as we did in (Fabiano, 2022) eq. (24), by
promoting ¢ — x and ¢; — ¢(x) we reobtain the expression found in eq. (2).

We show below a translation table among languages of the field theory
in Minkowski space and statistical mechanics, both D dimensional:




Table 1 — Translation table of the field theory and statistical mechanics
Tabnuua 1 — Tabnuya nepesoda meopuu rosis U cmMmamucmu4ecKol MexaHUKu
Tabena 1 — Tabena npesohera meopuje norba u cmamucmuyke MexaHuke

Field theory <— | Statistical mechanics
o “— 120
dPz —> —idPz
(06/00)° — (V9)* | «— | (9¢/0) + (Vo)
I — B =1/(kT)

Landau—Ginzburg phenomenology

We consider magnetization. Let us briefly review the Goldstone mecha-
nism (Goldstone, 1961) of symmetry breaking, where there is the complex
field ¢ = (¢1 + i) /V/2 in the Lagrangian

L =09'0¢ + 1i*(¢19) — A(o'9)® | (6)

as the mass term has the wrong sign, we are already in a broken symmetry
phase. In Fig. 1, the potential is described by eq. (6). It is clear that it is
invariant under rotations, that is invariant under the global U(1) transfor-
mation ¢ — ¢**¢ because the groups SO(2) and U(1) are isomorphic. We
could rewrite eq. (6) in the polar coordinates by ¢(z) = p(z)e??®), so that

Oud = (Oup +ipd,0)e? @, finally obtaining
L= p*(80)% + (9p)® + 1?p* — Ap* . (7)

In the broken phase, we have

_

v =+ o (8)

and putting p = v + x we end up with the Lagrangian

(0x)* — 21°X* — 4y Mz)\x3 — )\XA‘]
+ (\/ L x2> (@), ©)

where one recognizes 0(x) as the massless Goldstone field.

L =v*(00)*+
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Figure 1 — Complex field potential in the broken symmetry phase
Puc. 1 — KomnnekcHbil nomeHyuar noss 8 ¢hase HapyweHHOU cummempuu
Cnuka 1 — lNomeHuyujan KOMMIEKCHO2 Nosba y ¢ha3u HapyweHe cumempuje

Consider a ferromagnetic material in the thermal equilibrium at the tem-
perature T'. Define the magnetization M (z) as the average of atomic mag-
netic momenta over a region much larger than the relevant microscopic
scale.

When the temperature T is high enough, the magnetization vectors
should be expected to point out at random, as there is not a preferred direc-
tion because of spatial isotropy. The magnetization vector average should
add up to zero. However, lowering the temperature under a critical value
T, shows experimentally that the behaviour of magnetism changes in the
following manner

M| o (T~ T)?, (10)

where it is experimentally found that g (here a critical exponent, not to be
confused with the inverse of the temperature) covers the range of 0.3 —0.38

for different materials.
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In order to explain this behavior, Landau and Ginzburg (Ginzburg & Lan-
dau, 2009) made the hypothesis that the thermodynamic properties of the
system should be derivable from a free energy G which is an analytic func-
tion of the magnetism M = |M| and the temperature 7. Then the magnetic
field H would be given by

H= iG(M T) (11)
- OM T

Near T, where M is small we can write a Taylor series in the powers of

M for the free energy G

G(M,T) = G(T) + a(T)M? + b(T)M* + O(M") , (12)

we include only even powers of M because of rotational symmetry and spin
up—down symmetry. The magnetic field is therefore given by

H = 2a(T)M + 4b(T)M? + O(M?) . (13)

At this point, the similarity of the free energy in eq. (12) and the potential
of Lagrangian (6) is evident. We are left with two possible phenomena. If
a > 0, then G will have a single minimum at M, (we could assume its value
is zero by symmetry) as shown in Fig. 2a, but if « < 0 then G shows two
symmetric minima around the origin, at the points +M,, corresponding to
H =0, as in Fig. 2b. The system will choose a state of the minimum free
energy which according to Fig. 2b corresponds to a state of non-vanishing
magnetization. It is clear that the possibility « > 0 corresponds to T" > T,
where spontaneous magnetization is zero, while a < 0 means T < T..

Continuing with these analyticity assumptions, we can obtain some of
the critical exponents. It is clear that a(7.) = 0 while b(7¢) will have a
nonzero value. The next stage is assuming a linear behaviour for « in the
vicinity of T,

a(T) x (T, —T) . (14)

Then, for a < 0 from egs. (12) and (8), we have

a(T)

_ _T\1/2
for which we identify
1
B=3 (16)
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-M, Mo

VAN,

(a) Unbroken symmetry, a > 0 and My = 0
(a) HenpepbigHas cummempus, a > 0 u (b) Broken symmetry, a < 0 and My > 0

My =0 (6) HapyweHHas cummempust, a < 0 u
(a) HeHapyweHa cumempuja, a > 0 u Mo >0
My=0 (6) Hapywera cumempuja, a < 0 u My > 0

Figure 2 — Free energy G versus magnetization M
Puc. 2 — Ceobo0Hasi sHepausi G 1o cpasHeHUro ¢ HaMagHU4eHHoCcmbo M
Cniuka 2 — CriobodHa eHepauja G Hacripam mazHemu3sauuje M

as the first critical exponent. If T > T,, then near zero magnetization

from (13) we have

H
Mzm, (17)

and defining the magnetic susceptibility as

oM

= v 1
OH |4y_, (18)

with the critical exponent v such that x o« (7' — T,) ™7, we calculate

1

20 (T x (T —T.)™* (19)

X:

obtaining another critical exponent, v = 1.
This approach of the mean field does not give very accurate values for
critical exponents, but provides a very simple picture of critical behaviour.
Landau and Ginzburg considered the possibility that M depends on a
position (here the space is three dimensional, we consider only non rela-




tivistic effects), then GG could be written as
G = /d% (0, M 0T + abT® + b(M2)2 +---] (20)

Again, this expression is in complete analogy with eq. (6), where a plays
the role of a square mass and b is a coupling constant. So the length scale
is determined by 1/+/a. For T > T, add a magnetic field H (z) that interacts
with the magnetization with the term —H-M (observe the similarity with
the source function in (Fabiano, 2022) eq. (35) ). Assuming M is small and
minimizing G, we obtain at the first order (—92 +a)M o H with the solution

d3k ezlc (-9
0= [& / ) -
k2
3 zk:\:v glcosl

# o~ ValE—]
/d et H(y) . (21)

The two point function or the correlation function is defined as
(M ()M (0)) , (22)

that is, starting from some magnetization 1(0) at the origin we ask what
the magnetization will be at a certain point . One expects it to be a steeply
decreasing function of distance, such as e¢~171/¢, where ¢ is the correlation
length. For T' > T, the critical exponent v is defined as { < (T'— T¢)™". In
the Landau—Ginzburg model (Ginzburg & Landau, 2009; Abrikosov, 1957;
Gorkov, 1959) the correlation length is given by ¢ = 1/,/a giving the value
v=1/2.

Superconductivity

A superconductor is a material which below a temperature T < T,
exhibits no resistance to electrical current. The long—standing suspicion
that this behaviour was correlated to Bose—Einstein condensation, even if
electrons are fermions, was confirmed after the discovery of the Cooper
pair (Cooper, 1956), where two electrons bound together at low temper-
ature with some energy lower than the Fermi energy. This condensation
is responsible for the effect of superconductivity. Landau and Ginzburg

1121

Fabiano, N., Collective phenomena, pp.1115-1126



Eﬁ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

had the idea of describing the mechanism by studying the field ¢(z) as-
sociated with these condensing bosons without knowing the mechanism
of electrons pairing. This description is analogous to the previous one of
magnetism. There is a complex field ¢(z) carrying two charge units, the
Cooper pair. The Lagrangian is the one already seen in eq. (6) with the
variation of D;¢ = (9; — i2eA;)¢ because ¢ is charged’.

The free energy inclusive of the energy of external magnetic field is
given by

1
G = JF5+IDigl* +algf +blg|" + -, (23)

clearly invariant by construction under the U(1) transformation ¢ — e ¢

An important consequence of superconductivity is the Meissner effect:
below a critical temperature T' < T, an external magnetic field Bis expelled
from the conductor. This means that a magnetic field inside the material is
energetically disfavoured.

If a constant magnetic field is considered, then it costs an energy of the
order of E « B2L3, where L3 is the volume of the conductor. In terms
of a potential field A, where B = V x A there is B2 o A%. A constant
field B implies that A grows linearly with the distance L, so one obtains
E o« A2L3 « LS. In order to maintain a constant magnetic field inside the
superconductor, a huge amount of energy is needed, so such configura-
tion is heavily disfavoured, and as a consequence, B is expelled from the
superconductor.

As before in (14), we assume a linear behaviour in temperature for the
coefficient a o« (I' — T.) while b remains positive. For T" > T, G has a
unique trivial minimum for |¢| = 0, while for T < T, G has minima for
|| = v/—a/(2b) = v as found in eq. (8), in complete analogy to Figs. 2a
and 2b, respectively, after the exchange of M with |¢|. The free energy (23)
becomes below the critical temperature (Nambu, 1960; Hooft, 1971)

1

“=1

2 2 42

In order to estimate more precisely the penetration length of a magnetic
field inside a superconductor, known as the London penetration length, we

1Actually Landau had this intuition much before the discovery of Cooper pairs, but he considered only

a single electron instead of a pair.
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need the results of the Landau—Ginzburg model. From (24) one expects
the two terms to compete for the same energy, i.e.

F} o (ev)*A* (25)

Let I, be the London penetration length, so the energy of the electro-
magnetic field is F}; oc A%/17, and from the comparison with (25) we obtain

o~ =1 2 (26)

ev e\ —a’

As already discussed in (20), the characteristic length of the scalar field
¢ is of the order of [, < 1/1/—a, because the coefficient a plays the role of
a squared mass.

Comparing the two characteristic lengths, we finally obtain

b Vb . (27)
l¢> e
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MOYHO onucamb MakXe KO/I/IeKMUBHbIE S18/IeHUS cmamucmu-
yeckol ¢pu3uku u ¢husuku meepdozo mera.

Memodbi: Memod uHmeepana no nymsm ¢ epaujeHuem Bu-
Ka rokasblgaem C8010 I10JIHYH0 aHa/l02uto Co CMamucmu4eckol
CcyMMOU cmamucmu4yeckol MexaHUKU.
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Abstract:

Introduction/purpose: The first industrial revolution used the power of steam
and water for the mechanization of manufacturing. The second one used
electricity for mass production. The third one used electronics and
information technologies for the automation of production, while the fourth
industrial revolution aims to enable erasing of the boundaries between the
physical, digital and biological spheres in order to reach smart automation
and increase the interconnection of system elements. Thus, previous
industrial revolutions changed the way we work, the next one is changing
the way we think. Our generation is privileged of being a contemporary of
tectonic technological changes, a witness to changes that fundamentally
convert production processes and relations in production, but also a witness
to the changes that those products bring to the functioning of the mankind,
from individuals to state organizations, including the military as well. The
main goal of this paper is to indicate to the wider military academic
community the need for coordination and interdependent development of
combat systems, doctrine and structure of defence organizations.

Methods: This paper will use general scientific methods that are used, or
can be used, to acquire scientific knowledge in all scientific fields and
disciplines. We highlight the hypothetical-deductive method, the analytical-
deductive method and the comparative method.

Results: (Increased) Equipping with weapons and military equipment
generated from the current technological revolution requires radical
changes in the defence area, both in the combat component, i.e.
changes of basic combat units that should optimally use these weapons
(their doctrines, tactics, organization, training, etc.) as well as the
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administrative-bureaucratic component of the national defence system
that deals with the procedures of weapons development, production and
procurement, which should follow the fastest pace of innovation ever in
the commercial industry area.

Conclusion: The authors would like to point out the interdependence
between the emerging challenges of the 4IR and the directions of
transformation of modern armed forces.

Keywords: industrial revolution, organization, transformation, war,
unmanned/robotized platforms.

Introduction

Unmanned/robotized platforms significantly increase the operational
capabilities of modern armed forces, presenting one of the main force
multipliers of the military operation power, especially their collaborative
action in combined arms operations, integrated into units equipped with
manned combat platforms and supported with Command Informational
Systems (CIS) of the new generation based on artificial intelligence. Such
a combination enables to make maximum use of huge sensor potentials,
reaction speed and lethality of robotic systems with cognitive capabilities
of soldiers in manned platforms. The level of force protection is significantly
improved and at the same time the level of situational awareness, the
guality and speed of decision making by commands, with accelerated
combat dynamics will radicaly change and reshape the combat philosophy
in the near future. Despite the advantages of their application in armed
forces, no military in the world is able to quickly introduce radical structural
changes that the appearance of unmanned platforms and robotic
automation inevitably brings with it, especially not at the speed at which
these platforms are developing.

Therefore, it is necessary to have a holistic approach and develop
robotic platforms and in parallel the related doctrines of their usage, and
finally, most importantly, the organization of the forces that use them, with
a lot of experimentation until reaching the optimal solution.

Tectonic global changes are accelerating since the establishment and
then the demise of the bipolar world, i.e. since its transformation into the
unipolar world with the multipolar world emerging before our eyes, at a
speed that is difficult to understand, since we are accustomed to conditions
that last for several centuries, a whole century or at least 50 years.

The speed of social changes is conditioned, first of all, by
technological achievements that are developing like never before in the
entire human history. In relation to the overall development of the mankind,
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the journey of one and a half century, which man has travelled from pre-
industry to the 4IR, to which we are contemporaries, is quite short.

Nowadays, the pace of changes makes a clear difference between
"small and big players", i.e., between those who are only able to use the
results of technological achievements, and those who develop these
achievements.

In other words, in the modern world, the former will remain deaf and
blind consumers of the knowledge of technology owners, and the latter will
be able to leverage their role in the development of innovations through
the paradigm of the overall struggle for supremacy in international
relations. The use of the 4IR achievements for military purposes has
potential and tendency to change the philosophy of combat operations, the
existing doctrines of each and every branch and service of the armed
forces, the strategy and the usage of armed formations in war.

Although the time to come will judge the correctness of the following
lines, we predict that even small countries (in terms of territory, population,
economic strength, etc.) that can manage to keep pace with the
development, production of robotic combat systems and their integration
into combat units (in the previously described way), will in the very near
future ensure the necessary level of capability and competence of their
armed forces to enable security independence or neutrality primarily
through deterrence.

Fundamentals and terms

Industrial revolutions and their basic characteristics are (Schwab,
2016):

- First industrial revolution: Water and the power of steam bring
unprecedented mechanization of production,

- Second industrial revolution: Electricity and electrical machines
enable mass production,

- Third industrial revolution: Electronics and information technologies
will enable the automation of production and increase in produced
guantities, and

- Fourth industrial revolution: Erasing the boundaries between the
physical, digital and biological spheres with the aim of smart automation
and increasing the interconnection of system elements.
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The basic technological innovations in the Fourth Industrial
Revolution are (Schwab, 2016):

- Atrtificial intelligence?,

- Robotics,

- Autonomous systems,

- Fast production technologies/3D printing,

- Nanotechnologies,

- Biotechnologies,

- Energy storage, and

- Quantum computing.

In the future, the mentioned and unmentioned technological
innovations will bring an increase in the overall combat capabilities of
armed forces, including an increase in the ability to manoeuvre, fire and
move, protect one's own forces and increase situational awareness on the
battlefield from the strategic command level down to the individual soldier.

The need to introduce automatization in the process of decision
making, command and the use of forces is rapidly emerging, and the
reaction time from receiving reconnaissance data to the target
engagement will be measured in minutes/seconds (Bishop, 2006).

At the very centre of the development of the mentioned abilities that
are related to artificial intelligence (Al), there is an activity called machine
learning (ML). Such learning involves the development and use of a
computer system that, without prior explicit instructions, using algorithms
and statistical models, analyses and derives conclusions/predictions from
"patterns" in the data and it can be (Russel & Norvig, 2016):

- supervised learning,

- unsupervised learning, and

- reinforcement learning.

For military purposes, a model will be used that enables the highest
possible combat capabilities, regardless of ethical obstacles (which will be
discussed later) that have not prevented the world's armed forces from
renouncing their firepower or lethal power.

1 Author's remark: A computer system that, by using a large set of data, is aimed to perform
tasks that normally require human intelligence - visual and audio perception and
recognition, reasoning and decision making (digital intuition).
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Robotic combat platforms (RCP)

Robotic combat platforms or robotic combat systems (RCP or RCS)
in use, and especially those under development, can be divided into two
main categories, depending on their concepts.

The first group includes those designed to imitate the behaviour of
insects - to be used en masse (in swarms) thus overcoming the opponent's
defence - not their individual qualities, but their numbers and coordinated
movements and actions. Such platforms are an expendable resource; a
good part of them can be considered ammunition (killer/kamikaze drones)
and must be as cheap as possible. They will incorporate fast production
technologies, ultralight materials, miniature sensors, and protected
telecommunications with very high bandwidth and of course artificial
intelligence (Al), i.e., powerful algorithms with machine learning (ML) for
image processing (Sutton & Barto, 1998), target recognition and
coordination of the movement of the entire swarm during the execution of
the task (e.g. attack on the given types of targets).

The second group includes robotic combat systems designed to
imitate a human warrior or a manned combat platform and should be
integrated and used within formations/units that use conventional manned
ground, air or naval weapon systems. Such platforms are much more
valuable, more expensive, with individual combat characteristics similar to
corresponding manned platforms and will require an increased level of
combat toughness. All current technologies applied to newly developed
manned platforms are relevant to this class of robotic combat systems.

Airborne robotic combat systems, either offensive (UCAV?), which as
a rule are sent into the enemy's airspace in front of piloted formations and
controlled from the ground, or those of the Loyal wingmen? type, which will
be integrated into piloted aircraft formations and directly controlled by
them, have a stealth design, are made of a new generation of compaosite
materials, have similar flight-dynamic characteristics and are equipped
with similar sensors (radar and optoelectronic), systems for electronic
reconnaissance, anti-electronic combat and self-protection, links and
weapons as multipurpose aircraft of the latest generation.

Therefore, all applied technologies for the development and
production of the aforementioned subsystems will be applied to airborne

2 Author's remark: UCAV (Unmanned combat aerial vehicle) - an unmanned combat aircraft
with the task of surveillance, reconnaissance and combat action on observed or assigned
targets.

3 Author's remark: The first flight of the robotic combat system Loyal wingmen was carried
out by the RAAF, Boeing Australia, on 27 February 2021.
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robotic combat platforms. The exception, of course, are systems for the
direct functioning of the pilot (survival, visualization, control, etc.) whose
overall system and subsystems design, due to the absence of the pilot,
require a somewhat reduced level of redundancies due to the generally
reduced required level of reliability of the entire system, which contributes
to the reduction of its price and mass and can affect the increase of
dynamic characteristics. Certainly, both artificial intelligence and machine
learning are essential for the functioning of these RCPs because they
should provide them with the necessary level of autonomy - from avoiding
obstacles, collisions in airspace to avoiding or responding appropriately to
perceived threats and detecting and recognizing targets and using their
own weapons.

Ground robotic combat platforms have a concept similar to that of
manned vehicles, most often tracked, less often wheeled; they are
equipped with remote-controlled weapon stations, generally standard
ones, i.e. developed for manned combat vehicles. Therefore, as with air
and ground robotic combat platforms, all the technologies planned for
application on current platforms with crew, sensors, weapons, ammunition,
protection, camouflage, propulsion and transmission, etc. will be used.
Also, the design of both manned platforms and RCPs will represent an
appropriate compromise of technical solutions in order to achieve a
balanced ratio of protection, tactical agility and lethality in accordance with
the tactical-technical requirements (TTR) for a given vehicle category.

The current US strategy for the development of (robotic) ground land
forces (and which will probably be followed by other advanced armies, both
allied and adversary), envisages the development of three categories of
robotic platforms (U.S. Army Training and Doctrine Command, 2017). The
first consists of light robotic combat systems that are deployed in front of
other forces both in attack and defence and will be the first to cross the
line of contact with the enemy; the second group are medium robotic
platforms deployed between light and heavy ones with an increased level
of protection and lethality; and finally heavy platforms deployed together
with formations of manned vehicles (MUM — manned — unmanned teams)
and with the characteristics (protection, lethality and mobility) at their level.

When it comes to protection, it will represent a combination of
camouflage measures, emission management in the EM spectrum
(reduction of reflection in all parts of the EM spectrum and the probability
of detection or identification) and passive (les often active) ballistic
protection, depending on the vehicle-system category. The level of ballistic
protection will certainly be lower than that required for modern manned
vehicles and will range from minimum protection of vital subsystems for
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observation and communication in light RCPs (in order to preserve at least
the reconnaissance functions in the event of combat damage to the
platform), through protection at the level of STANAG 4569* level 2-3 in
medium RCPs, up to the level of protection for the heavy RCP equivalent
to the one for the main battle tank. The Serbian robotic combat platform
Mali Milo§ was conceived from the beginning as fully protected with
armoured steel plates. The next version of this family will have a modern
composite armour made of ceramics and HMWP polyethylene plates.

The next generation of such vehicles will benefit from the progress in
developing new materials such as lighter and more resistant materials, for
example non-Newtonian fluids for ballistic protection, materials enabling
advanced camouflage through biomimicry (Biomimetic), as well as
intelligent materials which will enable the collection of energy from the
environment - Energy Harvesting or the monitoring of the state of an
unmanned system in real time - Structural Health Monitoring. They will
even enable self-healing in some domain - Self-Healing Materials
(Miloradovi¢, 2022).

The most important technologies applied to RCPs

The physical environment in which unmanned autonomous systems
operate varies on land, at sea, under water, in the air, and in space.
Electromagnetic waves, light, vibrations, and heat spread differently
through different media. Also, the principles of movement in the air and in
the water cannot be the same due to the different density of matter and
the corresponding laws of fluid dynamics that are completely different from
those that apply to movement on the land. Therefore, some technologies,
materials from which the structure is built, power units, systems that
ensure manoeuvrability, observation and communication systems applied
to RCPs specialized for operations in these different domains will certainly
be different. Also, optimal energy sources for use in different domains will
be different. For example, fuel cells are more suitable for underwater
systems, batteries and hybrid drives are more suitable for light air and land
platforms, and fossil fuel power units are still optimal for heavy land and
air platforms which use oxygen from the air.

Of course, there are also technologies that, with more or less
variations, are applicable in all four domains. For example, the architecture
of electronic components is the same for all applications in all domains. In
addition, the 4IR tends to encompass and pervade all aspects and

4 Author's remark: NATO AEP-55 STANAG 4569 - NATO standardization for "Protection
Level for Occupants of Logistic and Light Armoured Vehicles".
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domains of human life and actions equally, and it is in its essence to unite
different domains and worlds.

Itis certain that all technologies related to humans, from the individual
combatant/system operator to the highest joint command of armed forces,
will by their nature converge towards more or less similar solutions in all
domains. More precisely, in the coming revolution in the warfare of
combined human-robot armed forces, the human factor becomes the key
limiting element and its ability to manage all these systems (and
management and control will practically be the only functions left for
exclusive human actions) will require a significant technological
reinforcement adapted to the man as a unique biological mechanism,
regardless of the domain in which the object of his management is.

This, therefore, refers to command and information systems (CIS) and
management control consoles and devices (Man Machine Interface - MMI)
which have been operated in all physical domains with all available forces,
including all available manned and unmanned platforms and all application
hardware and software solutions (Miloradovi¢, 2022).

It is in this area that AlI/ML will be of great importance and will make a
huge difference in the combat capability between armed forces that make
such advances in force integration and command and those that continue
to perform this function in the traditional way; this difference will probably
be more significant than the difference any single combat system or a
planned "superweapon" can bring (Miloradovi¢, 2022).

It is evident that within the framework of the new geopolitical paradigm
of the renewed competition of global powers in the multipolar world, as
well as under the influence of the revolutionary development of new
military technologies, especially those that are the subject of this
discussion, a fundamental change is taking place in the capabilities of the
armed forces of the main global players from the highest strategic down to
the lowest tactical level. Operations will be carried out simultaneously in
as many as five domains (land, water, air, space and cyberspace) and will
involve the application of a wide range of combat and non-combat
activities where the commander of the operation will, optimally and much
faster than before, use the resources assigned to him from all five domains
and choose "services" that are necessary for him at a given moment or are
the most appropriate.

The first task that such an organization should achieve is decision
dominance in relation to the adversary, i.e., to faster analyse and
understand the operational picture of the battlefield formed on the basis of
information collected from all the mentioned domains formed and
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refreshed in real time, and make decisions faster and act faster than a
potential adversary (U.S. Army Acquisition Command, 2022).

One of the current Battle Management Systems (BMS), being
developed with such a goal, is the American CJADC2 (Connecting Joint
All-Domain Command and Control), which on a global level provides
assistance in command (U.S. Army Acquisition Command, 2022). That
system, helped by massive AlI/MU algorithms, significantly shortens the
time that the command staff would spend on deciding in certain situations
and allows the order/instruction and the necessary data for the operation
to be transmitted in seconds to the best positioned units or effectors.

Apart from this example of Al-supported BMS at the highest strategic
level of command, and as an illustration of currently applicable
technologies, we also cite an example of Al-supported BMS at the lowest
tactical level, i.e., at the level of an infantry (robotized) platoon, and the
individual soldier/operator within it. It is called AISUM (Artificial Intelligence
for Small Manoeuvre Unit) and is a part of the US Army project 10X
Platoon® (Platoon - robotic - tenfold increased combat capabilities). A
specific requirement that this BMS should achieve is a tenfold shortening
of the OODA loop®.

The system enables the data fusion of sensors integrated on both
robots and soldiers, creation of a simplified picture of the situation with
indicated goals and instructions of the higher command, its analysis and
recommendation of specific activities, with the aim of improving and greatly
accelerating the decision-making and execution process. At the robot
level, the BMS enables autonomy of movement and even opening fire on
targets previously approved by the operator, which significantly reduces
the burden on the soldier and speeds up the control of the robot -
individually and collectively at the platoon level.

The visualization system integrated on the soldier's helmet projects
symbology onto a realistic 2D image of the environment. The system is
connected by radio to both the soldier's personal weaponry and the RCP
which the soldier controls thus enabling the use of different packages of
weapons that the RCP can be equipped with.

5 Author's remark: still in the experimental phase.
6 Author's remark: OODA - Observe, Orient, Decide, Act.
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Ethical issues of the use of the RCP and artificial
intelligence in general

Every new technology, especially the so-called "disruptive
technologies" (Armstrong, 2017), in addition to solving a certain class of
problems, also brings with it the unknown as well as many organizational
and ethical problems and dilemmas. But since the discovery of the atomic
bomb, nothing has agitated the imagination of both the civilian and military
public as much as artificial intelligence, and especially weaponized
artificial intelligence, i.e., artificial intelligence-controlled RCPs. The atomic
bomb created the possibility that the human race could destroy itself with
its technology, and artificial intelligence brings a theoretical possibility that
technology could destroy the human race without the latter’s participation
or will. It has captured the global attention for the last 30 years and brings
significant revenue to the sci-fi film industry ever since.

In the last two decades, this issue has been seriously discussed at
the level of the armed forces and defence ministries of a number of
countries. The first legal regulations were passed and adopted, the
essence of which boils down to the following: "autonomous and semi-
autonomous weapon systems must be designed to enable commanders
and operators to exercise an appropriate level of human judgment over
the use of lethal force" (Department of Defence US army, 2012), which
means that a robot must not be allowed to (independently) decide to kill a
human.

According to the currently generally accepted gradation of the
autonomy of unmanned systems (from Level 1- fully remotely controlled
by a human to Level 10 - fully autonomous in the execution of a task
previously obtained by a human) RCPs can be divided into those with
"man in the loop", "man over the loop", and "a man out of the loop". The
world famous unmanned aerial vehicle Predator was probably in Level 2
on the said scale. RCP systems under development today mainly belong
to those with a "man over the loop" with a high level of autonomy in
movement and limited autonomy in fire action, i.e., that the operator issues
an instruction based on the recommendation of the artificial intelligence,
and the sighting and shooting process is performed by the robot with the
possibility of the operator stopping it. Imagined combat actions in the future
with mass strikes of robotic "swarms" from the air, purely robotic or mixed
human-robotic ground combat formations, require a dramatic shortening
of the OODA loop.

In just a few seconds, it is necessary to detect the threat, evaluate the
threat, choose an adequate response and take action, while the number
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of possible simultaneous threats is measured in the hundreds. It simply
exceeds the mental and physical capabilities of the man. Human
capabilities barely allow a quick response to an individual threat. It is clear
that humans (in other words, the limitations of human biology and ability,
i.e., slowness in processing information and reacting) reduce the overall
efficiency of future human-robot armies and individual RBPs (used in
groups); therefore, they will inevitably become more and more
autonomous, and the above described moral dilemmas and risks of
misuse are increasing.

The previously described MMI (man-machine interface) and CIS are
tasked with ensuring maximum efficiency of the system, i.e., to facilitate
and speed up human reaction and still provide sufficient control over the
effect of weapons in accordance with current legal norms. One can
imagine the consequences of a situation in which the artificial intelligence
of the above-mentioned global CIS, which controls a huge number of
combat systems (including autonomous ones), issues a "wrong
recommendation” to the commanders, and they, not seeing the error or
errors, transmit such commands and coordinates for action.

A similar level of moral-ethical dilemmas (with enormous possible
progress) also brings the issue of the potential application of HA - "human
augmentation" - the improvement of human abilities with the application of
technology. Science (medicine) has been working for millennia on
technologies for maintaining and repairing the human body, i.e., restoring
its abilities degraded by aging, diseases or physical injuries. However, the
technologies that will enable not renewed but "superhuman abilities" are
maturing rapidly and of course will find military application first. We can
conditionally divide them into "wearable" ones, i.e. placed on the human
body, and "built-in" ones, i.e. which are implanted (surgically) in the human
body. The beginning of the (massive) use of the former is a matter of
solving the remaining (not crucial) technological problems and does not
carry with it any moral dilemmas. To mention some of the most interesting
ones: shortening the OODA loop is key to increasing the efficiency of any
weapon system or military formation, and AR (AR - Augmented Reality’)
is currently a key technology for that purpose (Miloradovi¢, 2022). AR
allows the transmission of symbology, imagery (processed by Al),
information and instructions from sensors, weapon systems, and CIS to a
helmet-mounted device.

7 Author's remark: AR - Augmented Reality - augmented reality with digital information
about the environment in real time, i.e. an image of the real environment with perceptual
information generated through it from the sensor into the user's field of vision.
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It has been in use in aviation for decades, and through numerous
projects of "soldiers of the future", this ability will soon be acquired by most
infantrymen of modern armies, as well as combat vehicles crews (Through
Armour Vision®) (Miloradovi¢, 2022). For the needs of the Serbian Armed
Forces, at least two helmet systems are currently being developed, for
which there are ambitions to be further refined with Al technologies. RCP
management at a low tactical level will be dominantly based on this
technology.

By using a (powered) exoskeleton, a soldier will be able to carry a
standard load of clothes, equipment, ammunition and tools - 60+ kg
according to today's standards (Headquarters Department of the US Army,
1990) and uphill, with the effort of walking on the beach in a bathing suit.
And in the near future (when new energy sources of higher energy density
become operational), soldiers will be able to carry heavier and stronger
armour as well as more powerful and heavier weapons.

Another ones, built-in (implanted) technologies, "threaten" to move
rapidly from the domain of science fiction to the domain of real application.

The miniaturization of sensors, computers and communication
systems will allow IR, acoustic sensors, position sensors, and others, to
be "embedded" in or behind the human eye and ear, enabling significantly
increased sensitivity. This will also enable embedding processors with
Al/ML algorithms which will process information from these and natural
sensors and communicate with the human brain, giving it "superior
cognitive abilities”, or instaling RF transceivers that would enable
"telepathic" communication, as well as supplying all of these with either
artificial or natural energy sources available in the human body. The moral
dilemmas related to the emergence of such super-soldiers with
"technological implants provided with superhuman abilities" are
comparable in importance to those related to the emergence of "self-aware
armed artificial intelligence" and will probably slow down the application of
the mentioned technologies, but cannot completely prevent it (Miloradovic,
2022).

Organizational problems and dilemmas

Martek's Law (Brinker, 2013), states that "technology changes
exponentially, while the organizational structure changes logarithmically",
meaning much more slowly. Organizations work on the basis of

8 Author's remark: Visibility through armor - a set of monitors including head-mounted ones
that project an image of the environment from cameras/sensors deployed on vehicles,

giving full visibility of the environment.
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regulations and procedures, and the related bureaucracy, as a rule,
"defends itself against changes" by using those regulations, and tends
constantly to enlarge itself and to "regulate or prohibit something
additionally". This especially could be applied to revolutionary
technologies because they inevitably bring dramatic changes to the
organization, and the administration, which naturally tries to delay this
happening stressing potential hazards and the need to "further improve
technology" before it is applied.

However, when the international circumstances reach the point they
are now at, with the increased danger of the outbreak of a direct global
armed conflict, which otherwise is already raging in all but the kinetic -
armed phase, the management of the leading military organizations
become aware, and rightly so, that the technological progress of potential
adversaries threatens significantly to change the balance of power. Then
the hunger for "disruptive technologies" overrides the comfort and
established practice of the bureaucracy, and the threshold of tolerance for
new and not yet fully perfected technologies grows, as does the budget for
their acquisition

By its nature, the technology of the 4IR brings the democratization of
industry and production in general, because it enables a small group of
people working from their homes, without huge investments in production
facilities with numerous highly specialized workforce, to achieve notable
technological development and commercial success. We see that the
defence organizations of the most powerful countries (MoD of France
Directorate for Innovation, numerous agencies under the DoD and the
commands of the US Armed Forces) and even multinational organizations
(NATO - DIANA) are urgently rearienting themselves and their operational
procedures to use such entities (SME - Small to Medium Enterprises) as
the main actors of technological development.

Also, there are more and more doctrinal documents and instructions
announcing greater innovation within military organizations, the need for
"a cultural change that follows changes in the economy, civil technologies,
organizations and society in general..." (U.S. Army Training and Doctrine
Command, 2017) constant improvement (not only related to weapons);
constant reorganization and transformation, in other words:
"transformation is a way of life thus it never ends, one can only finish the
ongoing phase of it". It also demands constant experimentation with both
organization and technology, preferably at the same time (Miloradovi¢,
2022). We see that, through the Soldiertouch series (repeated
experiments organized in a simulated combat environment as realistically
as possible), experimental units are testing systems of "commercial
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guality" and at an increasingly lower level of technology readiness/maturity
(TRL - Technology Readiness Level).

As history teaches us, the results and lessons learned from globally
significant wars (the one currently being fought in Europe certainly comes
into this category) dramatically speed up the change. Naturally, and
following the instinct for self-preservation, smaller countries should be
even more aggressive, bolder in experimenting and applying both
technological and organizational novelties in order to balance or (at least
partially) reduce the natural advantage of larger and by nature more
bureaucratized and regarding innovations slower potential opponents.
Undoubtedly, there are such examples (Miloradovi¢, 2022). Time is
probably the only natural resource that is equally distributed to everyone.
Those who manage that resource more successfully, i.e., do not spend it
(too much) on procedures, bureaucracy, internal tensions regarding
responsibilities and priorities, accept risks and implement innovations
(proven to be useful and feasible by experiemnts), adopt visions faster,
make decisions that will be, with (other) available resources, implemented
quickly - have a chance to gain an advantage over opponents who use
that resource less successfully, even though their other potentials are
greater.

Therefore, we believe that we will see an increasingly rapid
application of "revolutionary weapons" in the immediate future, including
RCPs that are the subject of this paper, and that the ethical issues related
to their application by the main global factors will "become less relevant".

Certainly, the technologies described here will be used for some time
(probably by the end of the next decade) to increase the effectiveness of
actions based on already existing concepts of operations, without dramatic
changes in the structure of military organizations and hierarchies. It is likely
that advances in technology (perhaps by the middle of this century) will
cause a dramatic change in concepts of operations and lead to heralded
dramatic changes in the military organization itself (Hubin, 2012). It is
possible that at the end of the century we will face the described
catastrophic scenarios of the conflict between the human race and its self-
aware artificially intelligent technology. We believe that the former will be
naturally intelligent enough to restrain the latter and ensure their joint
journey into the future, and thus their further prosperity.

1140



The Serbian Armed Forces capabilities development
by implementing the achievements of the 4IR focusing
especially on robotic automation

By following actively the global trends in equipping with armaments
and military equipment (AME), as well as by analysing the lessons from
low and high intensity conflicts worldwide (Middle East, Central Asia and
West Africa, above all) and especially these from the ongoing war on our
continent (in Europe), the Serbian military also recognized an urgent need
for the development of robotic capabilities.The collected war experience,
especially from the current war in Ukraine, unequivocally confirms that the
described tectonic changes already exist in all areas of development,
production and use of RCPs for military purposes.

It should be mentioned that the Serbian Armed Forces have already
been equipped with various ground and airborn unmanned platforms for
many years, intended mainly for combat operations, reconnaissance and
logistical support. They were developed and procured at the individual
request of certain branches and services of the armed forces. They are
the result of domestic development and production or produced in
cooperation with foreign partners or acquired as finished products from
foreign suppliers. Nevertheless, following the collected experiences, and
with the aim of implementing the achievements of the Fourth Industrial
Revolution in the armed forces, the need has emerged to have a
comprehensive approach and further massively equip all branches and
services of our armed forces with robotic/unmanned platforms. Special
attention should be paid to the transition from remotely controlled platforms
to robotic platforms. In this way, the emphasis will be on the development
and procurement of new unmanned platforms with more autonomous
functions based on artificial intelligence but also on the successive
improvement of the already introduced systems without the mentioned
functions in order to expand their autonomous capabilities.

In the following period (and in accordance with the already determined
types and quantities), it is necessary to equip the Serbian Armed Forces
with ground and aerial unmanned platforms, starting from the lowest
tactical level in infantry, mechanized and special forces, up to the level of
artillery and aviation brigades. At the same time, assessing the current
threats to the security (in view of the Serbian military neutrality), it is
necessary to complete the structure of their optimal deployment in military
units and enable their integration into a unified CIS operating on advanced
software solutions. The mentioned activities should be carried out in order

to:
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- Improve situational awareness at all tactical/operational levels,

- Improve the commandé&control with the development of appropriate
CIS,

- Increase force protection, and

- Increase the effective range and lethality of combat units armed with
unmanned platforms.

In this regard, it is necessary to equip the Serbian Armed Forces with
several dozens of types of ground and air combat, reconnaissance and
logistics unmanned systems. Bearing in mind the increasing combat
importance of Loitering munitions - i.e., killer drones, which have shown
great effectiveness in current conflicts, it is essential to procure large
guantities of various types and categories of these assets.

It is necessary to perform equipping following the principle of
successive, individual and incremental introduction of one system at a
time, along with the development of the doctrine of use and the user's
organization. Also in parallel, the entire military-industrial complex of the
Republic of Serbia (with their foreign partners) has to make additional effort
to develop/produce appropriate unmanned platforms and to experiment
with the aim of finding optimal solutions: technical, doctrinal and
organizational.

Conclusion

The current trend of technological development within the most
modern armed forces: USA, Western countries, but also technological
giants of the Far East (China, Japan, Korea), indicates that, in the coming
period (not later than 2030), a new generation of weapons will be
implemented based on the achievements of the Fourth Industrial
Revolution followed by the corresponding transformation of their armed
forces. In addition, by 2050, there will probably be a drastic change - a
"revolution in military affairs" as well as derogation from hundreds of years
old principles of classic military structures and their combat operation
principles.

One of the basic elements of that revolution is (gradual) robotic
automation, both in terms of the increasingly massive application of
unmanned and robotic platforms, as well as the automation of command
and decision-making functions.

Spectacular results in this area have been achieved so far by many
advanced militaries worldwide, accompanied by various experiments,
conducted from the technological aspect as well as the tactical one. Due
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to many challenges and constrains, the process has a slow pace, with
none of the armed foces having implemented it completely throughout all
branches/services and unit levels, especially not within the entire ground
forces.

The US Army have achieved most in this direction, planning to form
the first robotic companies within cavalry battalions in the Army brigades
by 2028/2030.

The Serbian Armed Forces are currently the regional leader in this
area, having achieved more than many bigger and more developed
European countries, especially in terms of the development/procurement
and operational use of armed drones and remotely controlled ground
combat platforms. It should be emphasized that such types of platforms
are significantly more complex to operate than purely reconnaissance
ones, but they contribute much more to the overall operational capability
due to their ability to perform a wide range of missions.

Today, the Serbian military industrial complex has significant
technological capabilities in this area.

The Ministry of Defense of Serbia intends to further expand the
technological base predominantly by including more scientific research
organizations, technical institutes and private companies that have the
ability to master appropriate technologies needed for development and
production of unmanned and robotic platforms.

In the next ten-year period, a huge gap in capabilities will arise
between the armed forces that will implement the results of this "robotic
revolution”, and those that fail to do it; consequently, the Republic of
Serbia, as a militarily neutral country, must not lag behind.
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TpaHcdhopMaLnsa COBPEMEHHbLIX BOOPY>KEHHbIX CUM
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HeHad M. Munopaposud, opaH M. BykagMHOBWY, KOPPECNOHOEHT
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Pe3swome:

BeedeHue/uenb: Nepsasi npombiwnieHHas pegosiioyusi ucrnosnb3oeana
3Hepeuro napa u 800kl Onsi MexaHu3ayuu npousgsodcmea. Bmopas -
ucrionb3osana 3eKmposHepauto Ofii Maccoeozo npou3sodcmea.
Tpembsi NpoMbIWIEeHHas PEBOTIOUUS UCMOMb308ana 3feKMpPOoHUKY U
UHGhopMayUOHHbIe mexHonoauu s asmomamu3ayuu rnpou3sodcmea,
8 MO 8peMsi Kak Yemeepmasi MPOMbIWIEHHAs PEBOIOUUS HarpasreHa
Ha cmupaHue epaHuy Mmex0dy c¢usudeckol, yugposol U
buosioauyeckol cghepamu, ¢ yesnbto AOCMUXEHUST UHMeinekmyanbHouU
asmomamusayuu u yeesiuyeHusi 83aUMOoCc8s3uU 371IEMEHMO8 CUCMeMbI.
Takum o6pa3om, npedbidyuue NPOMbILIEHHbIE PEBOTIOUUU USMEHUU
mo, kak Mbl pabomaem, a credyoujasi MeHsem mo, Kak Mbl
pasmbiwnseM. Hawemy mnokoneHuto ebinana npusuneauss 6bimb
COBPEMEHHUKOM  MEKMOHUYECKUX MEXHOI02UYECKUX U3MeHeHUU,
cmampb ceudemernieM U3SMEHEeHUU, KOMmopbie KOPeHHbIM obpa3om
npeobpasyrom npou3so0CMBEHHbIE MPOUECChl U OMHOWEHUST Ha
npoussodcmee, a makxe ceudemesnieM UIMEHEHUU, Komopbie amu
npodyKkmbl MPUBHOCSIM 8 (hYHKUUOHUpPOB8aHUe Yesiogedecmea, HaqyuHasi
¢ omOesbHbiIx 1odell U KoHYasi 20cy0apCmeeHHbIMU Op2aHu3auyusimu,
eknoyasi BoopyxeHHble cunbl. OcHO8Has uerib 0aHHOU cmambu —
yKkasamb WUPOKOMY B0O€HHO-akadeMudeckomy coobujecmsy Ha
Heobxodumocmb KoOpOUHaUUU U 83auM03asuUCUMO20 pas3sumusi
boesbix cucmem, OOKMPUH U opaaHu3ayuu.

Memodei: B daHHOU cmambe MpUMEHSIUCL 0bweHay4YHble Memoobl,
Komopbie ucrnonb3yromcsi unu moa2ym 6bimb  UCronb308aHbl  Orisl
npuobpemeHusi Hay4HbIX 3HaHUU 80 8CeX Hay4yHbIX obsacmsax u
oucuyunnuHax. Mexdy  Humu 8bI10esIsromcs: 2urnomemuko-
0edykmueHbili  mMemo0d, dedykmueHo-aHarumukuli — mMemod U
cpasHUMmMernbHbItU Memod.

Pesynbmamsi: Hacmosiwasa mexHosio2udeckasi pegosiroyusi noeriexna
3a cobol yCKOpPeHHOEe 800OPYXEHUE U OCHaWeHUe 80EHHOU MEXHUKOU
u, 6esycriogHo, mpebyem padukalibHbiX U3MEHeHuUl 6 obsacmu
060poHblI Kak 8 6oeesoli Yacmu, mo ecmb U3MEHEHUU 8 OCHOBHbIX
6oesbix  nodpasdenieHusx, Komopble  QOKHbI  OonMuMarbHO
ucrnonb3oeambe 3MO opyxue (OOKMPUHbI, Makxkmuka, opeaHu3auus,
nodzomoska u m.0.), mak u 8 abMuHuUcmpamueHo-bropokpamuyeckol
yacmu  cucmeMbl — HauyuoHasbHOU  006OpoOHbI,  yrpasnswowel
npoyedypamu paspabomku, npoudsodcmea U 3aKyrnoK 800pPy)KeHUs U
B80€HHOU  MEXHUKU, Komopbie  OO/KHbI ~ COOMBemcmeosams
cKkopeliwwemMy memry 8HEOPEHUsT UHHOBayul 8 cghepe KoMMepYecKoul
MpPOMbILLTIEHHOCMU.

Bbigodbi: Asmopbl cmambu obpauwjarom ocoboe 6HUMaHue Ha
83aUuM03as8UCUMOCMb MeX0y 803HUKarWUMU 8bidoeamu Yemeepmoli
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MPOMbIWIEHHOU PesosliouuU U  HarnpaesieHusMu mpaHcgopmayuu
COBPEMEHHbIX B0OPYXXEHHbIX CUJ.

Knrouesbie crniosa: NpoOMbIWIIEHHasi Peesosoyusl, opeaHu3auus,
mpaHcgopmayus, 80UHa, becriunomHeie/pobomusupo8aHHbIe
rnnamaghopmesi.

M3a3oBun 4yeTBpTE MHOYCTPUjCKE peBonyuuje, TpaHchopmauuja
CaBpEMEHUX OpY)KaHMX CHara 1 MoparnHa gunema y Beau ca
poboTunsaumjom

Henad M. Munopaposwuh, opad M. BykaguHoBuh, ayTop 3a npenucky

MuHuctapcTBo ogbpaHe Penybnvke Cpbuje, Cektop 3a maTtepujanHe
pecypce, beorpag, Penybnuka Cpbuja

OBJIACT: TexHonoruje, MHXeHepCcTBO, MALUMHCKO Y4eHe 1 annvkaumje
KATEITOPWJA (TUM) YITAHKA: nperneanu pag

Caxemak:

Yeod/yurs: lNpea uHOycmpujcka peeosyyuja uckopucmurna je Mmoh nape
u 800e 3a MexaHu3auujy npou3sodre, Opyaa — eIeKMpPUYHy eHepaujy
3a MacosHy npou3golry, mpeha — eneKmpoHUKYy U UHEOpMauyUoHe
mexHosoeuje 3a aymomamu3ayujy npou3eode, OOK 4yemepma
UHOycmpujcka pesoriyyuja mexu bpucarby epaHuua usmehy gusudke,
QuaumarHe u buonowke cgepe y Yurby namemHe aymomMamu3sayuje u
rnosehawa mehycobHe rnosezaHocmu eriemeHama cucmema. [akne,
npemxo0He UHOycmpujcKe pegosiyyuje npoMeHUsIe Cy Ha4yuH Ha Koju
padumo, 0ok rnocredwa Mera Ha4yuH Ha Koju muciumo. [aHawma
2eHepauyuja uma npuesunezaujy 0Oa byde 800K MEKMOHCKUX
MeXxHONOWKUX POMeHa, [IPpOMeHa Koje CYWMUHCKU MeHbajy
rpou3so0He rpouece u O0OHOCE y rpPou380o0OmU, anu U npoMeHa Koje
rnpou3sodu yHoce y HaqduHe (byHKUUOHUCara rniaHeme, 00 uHOusudya
0o dpxasHUX opeaaHu3auuja, yKrbydyjyhu u eojHy. OCHOBHU LuIb OBOT
paga jecte ykasuBawe Ha noTpeby ycknahueawa pasBoja 6opbeHnx
cucTema, JOKTpUHE U opraHunsauuje.

Memode: Y osom pady npumerbyjy ce onwme Hay4YHe memode Koje ce
Kopucme, unu ce Mogy Kopucmumu, 3a cmuuyake Hay4yHoe casHarba y
Cc8UM HayyHUM obnacmuma U OucyuriuHama, Kao Wmo  cy:
xurnomemudyko-0edykmusHa Memoda, aHanumuyko-0edykmusHa Mmemoda
u KomnapamusHa memooa.

Pesynmamu: Onpemare (ybp3aHO) HaopyXaH-eM U B0JHOM OrpeMOoM,
MPOUCMEK/IOM U3 aKmyesiHe MmexHO/IoWKe peesoryyuje, 3axmeesa
padukarnHe rnpomeHe cucmema odbpaHe. To ce 00HOCU Kako Ha 6opbeHu
deo, mj. ocHosHe b6opbeHe jeduHuue Koje Mo Haopyxare mpeba
onmumarnHo da yrompebe (huxoee OOKMpUHe, makmuke, opaaHu3sauuje,
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obyke...), maKko u Ha aGMuHuUcmpamueHo-bupokpamcku 0eo cucmema
HauuoHarnHe o0bpaHe Koju ce basu npouedypama He20802 pa3eoja,
npous3sodre U Habaske, Koju mpeba da npamu HuUkad b6pPXxu memro
UHosauuja y cekmopy KomepuujarHe uHOycmpuje.

3akrbyyak: YkasaHo je Ha Mehy3agucHocm rnojagHux u3azoea Yyemepme
UHOycmpujcke peesosyyuje u rnpasaua mpaHcghopmauuje caspeMeHuUx
Opy)XaHuXx cHaaa.

KmmyuyHe  peyu:  uHOycmpujcka — pesonyuuja, opeaHu3auyuja,
mpaHcgopmayuja, pam, becriocaGHe/pobomusosgaHe rnamgopme.
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Abstract:

Introduction/purpose: The term Internet of Things (IoT) usually refers to
the collective network of connected devices and the technology that
facilitates communication between these devices and the cloud, as well as
among these devices. The 10T concept is lately considered and applied as
the appropriate in design of systems intended for distribution of data and
information between heterogeneous devices with the aim to improve
efficiency and effectiveness of business and decision making. The loT
enables energy and supply chain monitoring, production coordination,
equipment performance optimization, transportation, public health, and
improves workers' safety and health. In addition to smart devices, loT
technology also enables the connection of various sensors as a source of
data on various physical phenomena, and, based on the information
obtained, it is possible to control the operation of devices, make
predictions, make decisions, etc. In this paper, specific areas of the
application of the 10T in the defense and security sector are analyzed in
order to identify the possibilities of applying modern technologies in raising
the defense potential of the state and define the directions of future
research in the subject area.

Methods: The methods of content analysis of current research were
applied, and then, with the deductive method, conclusions were reached
about the future directions of the development of 0T technology.

Results: A detailed analysis of past and ongoing research in the defense
and security sector was carried out, and potential directions of future
research into the loT were given in order to increase the operational
capabilities of armed forces.

Conclusion: 10T services will certainly contribute to a greater degree of
automation and improvement of the quality of military decisions on the
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battlefield, especially in the conditions of unexpected scenarios in an
unpredictable hostile environment, thus facilitating the reduction in both
human and material losses in operations.

Key words: internet of things, defense and public safety, internet of
things applications, localization and target detection, military logistics.

Introduction

The Internet of Things (IoT) presents an effective concept of a
system for collecting and distributing data and information between
heterogeneous |oT devices and application servers with the aim of
efficiency and effectiveness improvement in all types of business and
decision-making processes. The introduction of the Internet of Things
enables huge improvements in a wide range of application areas, such
as energy monitoring, supply chain monitoring, production coordination,
equipment performance optimization, transportation, public health,
infrastructure monitoring, and improvement of worker safety and health
(Fraga-Lamas et al, 2016).

loT based systems have a very broad field of applications and there
are estimates that these connect several tens of billions of devices in
machine-to-machine (M2M) communication. Also, it is widely assumed
that loT systems deployment will enable the automation of everything in
the human environment. In addition to smart devices, Internet of Things
technology also enables connecting various sensors as sources of data
on various physical phenomena (Zhu et al, 2021). The gathered
information that describes current events in the environment is then
transmitted through communication networks to a computer — application
server, where the gathered data is analyzed, classified and processed
through various software applications. Based on the obtained
information, monitoring of data distribution on the network, device
operation control, forecasting, decision making, etc. are enabled.

IoT technology has been proven suitable for systems that manage a
large number of disparate devices and equipment in order to facilitate
more efficient coordination of complex processes. The increasing number
of Internet connections, the rapid advance of sensor technology, and the
increase in the flow in the distribution network has made IoT technology
an interesting area for the research in the fields of defense and security
(Pokorni, 2019).

The basic characteristics of 10T technology are (Vermesan & Friess,
2014):
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e Interconnection: there is a possibility of connecting different
devices (electronic and mechanical ones) in the global
information infrastructure,

e Things-oriented services: online services are adapted to
things due to physical limitations, security requirements or
communication protocols,

o Heterogeneity: devices of different configurations and
manufacturing technologies can communicate through
different networks (using different open and proprietary
protocols),

¢ Dynamic environment: online communication allows working
with devices that change their physical location, speed of
movement and with the temporary absence of connection,
and

e Enormous scale: An increasing number of devices connected
to the network is expected, as well as an enormous amount
of data generated by these devices that need to be managed
and adapted to the needs of applications - users.

In this paper, the specific areas of the application of the 10T in the
defense and security sector were analyzed in order to identify the
possibilities of modern technologies application in raising the defense
potential of the state and define the directions of future research in the
subject area.

The following Figure 1 presents the most important areas of the
application of 10T technology for defense and public safety purposes.

The modern Network-Centric Warfare (NCW) paradigm aims to
transform the conventional military concept through the policy shift
towards expanded communications gateways, and by connecting
battlefield assets with the command (headquarters) (Abdelzaher et al,
2018a). In the NCW approach, through the sharing data between legacy
assets and novel deployments, the significant advantages can be
achieved through the force projection and the secure timely exchanged
information among all entities. This way, the physical domain, in which
data is generated regarding the event locations and operations, the
information domain, in which the storage, processing and transmission of
data and information is conducted, and the cognitive domain, in which all
the gathered data is filtered, processed and analyzed in order to allow
proper information extraction and support decision-making process, can
be fully integrated in order to enable the joint operation of these domains
including the ability to perform joint optimization related to specific tasks.
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Figure 1 — The main application areas of 10T technology in defense and public safety
sectors
Puc. 1 — OcHogHble obriacmu npumMeHeHUs1 mexHonoaul MimepHema sewel 8 obracmu
060poHbI U 0bwecmeeHHoU 6esonacHocmu
Cnuka 1 — lnasHe obnacmu npumere MoT mexHonozauje y cekmopy odbpaHe u jagHe
6e3bedHocmu

In fact, these three domains of the NCW paradigm can be directly
translated into the basic elements of modern commercial 10T technology.
As a result, the adoption of loT-based systems in key areas of modern
military and homeland security areas can be considered. This conclusion
is additionally supported by the contemporary aspiration in defense
sector to partially equip the units with the basic functionalities provided by
the COTS (Commercial of the Shelf) solutions, such as smart phones,
RFID (Radio-Frequency ldentification), sensors, etc. Therefore, defense
applications still present one of the main drives of innovations when the
advanced sensors, various control systems, surveillance and
reconnaissance drones, and satellite communication systems are
concerned. Consequently, the defense sector is interested in adequate
introduction of commercial communication and IoT solutions for its own
purposes. However, the development of these is mainly driven by the
private sector while the military often legs behind. Thus, adopting loT-
based solutions and business practices that satisfy the basic
requirements of certain tactical systems, through partnerships with the
private sector, presents an opportunity for defense and public safety
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sectors. In scope of this, the comparison of basic technology stacks
related to the defense and public safety sector with the private sector, as
shown in Figure 2, can be of great interest in terms of possible loT

technology adoption.
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Figure 2 — The comparison of basic technology stacks suitable for the defense and public
safety sectors (above) and for the private sector (under). Created by the authors based
on (Fraga-Lamas et al, 2016)
Puc. 2 — CpasHeHue 6a308bix MexHOI02U4eCKUX nakemos, nodxodsuwux 0551 CeKmopos
060poHbI U 0buwecmeeHHoU besonacHocmu (ceepxy) u Oris 4HacmHO20 Cekmopa (CHU3y).

Co30aHo aemopamu Ha ocHose (®paeca-Jlamac u dp., 2016)

Cnuka 2 — lNopehere 0CHOBHUX MEXHOMOWKUX nakema rno2o0HUX 3a cekmop o0bpaHe u
JjasHe 6e3bedHocmu (usHad) u 3a npusamHu cekmop (ucrnod). Ca4yuHuUnuU aymopu Ha

ocHosy (Fraga-Lamas et al, 2016)
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In addition to this introduction and conclusion section, the paper
contains seven more sections. In the next section, the IoT architecture in
the area of military technologies is described. The following sections
describe the results and trends of research on the application of 10T in
the areas of surveillance, target detection and threat localization, data
collection and analysis for the purpose of aerospace forces, as well as in
the area of monitoring health of soldiers and medical surveillance and
logistics. A short summary of the paper is given in the concluding section.

General aspects of the 10T architecture for the
support of military applications

The Internet of Things concept represents a revolution in the field of
information technologies, and it creates fertile ground and enables
special value for the application of artificial intelligence. Basically, the l1oT
concept assumes that everything can be connected and controlled using
apps and sensors. 0T devices detect the observed phenomena and
events through the sensor, collect data and forward it to the cloud for the
further processing and analysis. Through the cloud, where the
processing, analysis, controlling and decision-making entities are
located, smart devices communicate with each other without the human
intervention, which enables them to continuously learn (i.e. by employing
machine learning) and implement their own solutions in the future.
Obviously, all this presents an excellent basis for artificial intelligence.
Given that there are a large number of devices that generate a huge
amount of data, loT technology is the driver of a special area, namely the
analysis of Big Data in the real time.

However, although IloT systems connect a large number of
heterogeneous devices, there is still no single standardized loT system
architecture.

The expansion of smart 0T devices creates new challenges for the
cloud-based systems and cloud computing, especially because a large
amount of data must be processed, particularly videos in real time, and
the challenges related to the security and privacy. These problems are
expressed both in humans and in devices intended for military
applications. For this reason, the idea of applying federated learning (FL)
as a privacy-preserving solution came up (Zhang et al, 2022). Federated
learning for loT implies that the raw data is not collected centrally but
separately on each loT device, thus protecting user's privacy since
sensors can directly record data about users or devices. The idea of FL
lies in the following: each 10T device processes the necessary amount of
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data and forwards the finally extracted information through the network,
whereby the raw data remains protected and does not leave the devices.
Data processing through the use of artificial intelligence in the device
itself can also be limited to the available data set, and for this reason,
parallel learning between multiple devices and their mutual information
exchange can be realized. In this way, the means to relieve the network
resources is also created, which can be a limiting factor of the system, if
not resolved, especially for low bandwidth loT networks. However,
several potential limitations have been identified for the full
implementation of FL, which must be taken into account when these
systems are designed and built. In the process of collecting and
processing data on the device itself, there must be appropriate local
resources that can support the collected data in terms of storage,
handling and processing. The data transmission network must have
adequate bandwidth so that there is no congestion or information delay in
mutual communication between devices and communication with the
central part of the system in the cloud. In a real environment, there is
also a possibility that certain devices become temporary absent from the
network due to physical obstacles or malicious (i.e. enemy) attacks.
However, the data handling capacities of various 10T devices are usually
not uniform, and the dynamics of data distribution from individual devices
is not uniform in the system. Thus, it is preferable to solve the mentioned
potential problems during the system design and construction phase.

In the last few years, a lot of effort has been put into the research
and development of IoT technology due to the need to improve military
capabilities. In this effort, the one of the main task was created due to the
fact that the generation of large amounts of data by loT devices requires
the protection of confidential data. Yet, blockchain technology allow loT
devices to exchange collected data with each other or send it to a cloud
server safely and reliably (Fotia et al, 2023). Thus, blockchain-based
solutions represents the decentralization of data storage, processing and
distribution quickly and securely online without the need for a trusted
authority. Given that in practice there is a need for both centralized and
decentralized data storage, so-called hybrid blockchain platforms were
developed, which achieved the existence of public and private
blockchains in the same project, where anyone can access and view
public data, and protected data cannot be accessed without the
predefined permissions (Alkhateeb et al, 2022). Also, the hybrid
blockchain platform is customizable so that the administrator can define
which transactions will be public or who can participate in the specific
blockchain. It should be also noticed that the research in this area
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currently moves in several directions. The application of artificial
intelligence for monitoring or control may have limitations in terms of
energy efficiency, depending on the type of device. On the other hand,
the interoperability requirements between two or more hybrid blockchains
are not simple. Therefore, it is necessary to implement an effective
mechanism of communication in order to simplify this process.
Accordingly, data security for hybrid blockchains in I0T environments
requires further research due to the existence of a broad range of
sensitive and confidential data.

The military application of 10T technology is considered and
developed in order to improve combat effectiveness and effective
management of the resources. When IoT technology is used for defense
applications it is often called the Internet of Battlefield Things (IoBT),
(Wang et al, 2018b). In Internet of Battlefield Things, application requires
the processing of a large amount of data, the validity and accuracy of
which directly affect the quality of the military decision-making process.
The existing architecture of data transmission and information on the
battlefield is not able to support the current and future requirements of
data collection and processing, which is why the 10BT has found its place
and role in modern defense applications.

The first 0BT architecture was based on the data processing center
placed in the cloud, the so-called "battle cloud", located far from the
combat touch of tactical units. As such, it was highly susceptible to the
communication congestion due to the bandwidth limitations and
information transfer delays (i.e. end-to-end latency). Given that all data
flows into one center, this center, as well as the associated
communications links, would certainly become a target of attacks as
such. Additionally, in practice there is a possibility of impairing the
robustness of the data transmission network in case of deliberate attacks
by the enemy due to the reduction of the number of one-way edges and
nodes in the network (Feng et al, 2020). In order to overcome the
mentioned problem, the idea of inserting another layer of the so-called
"battle clouds-fog" came up (Bonomi et al, 2012; Hossain et al, 2019).
However, due to heterogeneous equipment, load and delay in a
distributed network, it is necessary to perform load balancing in order to
allocate resources for assigned tasks, which is one of the important
areas of the current research (Wang et al, 2018a).

The ability of 10T technology to create effects in the physical world
through the use of actuators and other autonomous physical platforms
enables management in the air, on the ground, at the sea and in the
space through the cyber interfaces, using the intelligent command and
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control (C2) (Russell et al, 2019). This means that the 10BT, in addition to
provided help in the execution of the primary task, also makes valuable
predictions and can suggest continuity in the action. These are integrated
into the multi-dimensional environment through loTs autonomous
platforms, on the land, at the sea and in the air, with the intelligent
command and control systems (C2), which ensure the execution of tasks
and the fulfillment of the final desired state by enabling the monitoring of
a wide range of human activities in a dynamic environment that the
existing command and control systems are not able to provide (Russell &
Abdelzaher, 2018). Due to the necessity to transfer a large amount of
data, it is also necessary to build an appropriate telecommunications
infrastructure that will support the C2 system. In that area, the research
trend is the transfer of data from the still incompletely used 5G network
capabilities to the new level of the 6G network (Qadir et al, 2023).

However, the question of the distribution of responsibilities between
the commanders and the machines (devices) is also raised. Through the
use of loT technologies and C2 intelligent systems, a quick
reconfiguration of forces and resources can be enabled in order to
achieve the desired effect to satisfy the information the commander's
needs to the unexpected resource losses or in the case of unfavorable
land and weather environment (Abdelzaher et al, 2018a). This will
certainly require changes in the operational concept, doctrine, tactics and
structure of military units, which is the subject of further research in the
subject area.

Decision making in the military systems is a hierarchical one and
takes a certain amount of time. The needs of the practice are that this
time should be as short as possible and the decision should be made in
timely manner. Thus comes the need for a compromise between the
delegation of decision-making authority and the predictability of risk,
given that the higher level of delegation means the lower predictability
level of aggregate behavior. The basic question how to design (place) the
optimal solution between the human and an algorithm present one of the
important directions of research in the subject area. loT services will
certainly contribute to a greater degree of automation and improvement
of the quality of military decisions on the battlefield, especially in the
conditions of unexpected scenarios in an unpredictable hostile
environment, thus facilitating the reduction in both human and material
losses in the operations. The main question to be considered here is the
establishment of the relationship between reliability and artificial
intelligence. A prerequisite for artificial intelligence is deployment of
machine learning techniques, which inherently requires human-created
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models of the specific environments. Therefore, in order to design the
sensitive and safety-critical decisions, learning algorithms based on the
deep neural networks are currently being researched, which must enable
the flexibility of the structure that functions in an unknown environment
and the generation of training and testing data in order to obtain
guarantees, i.e. to manage risk (Abdelzaher et al, 2018b). Reducing the
physical presence of a person in hostile environments and increasing the
toughness of assets on the battlefield requires the necessary level of
embedded intelligence able to detect and predict the behavior of the
enemy, to define the necessary level of response to the threat, to
properly adapt to sudden changes in the environment, to recover in case
of attacks and losses, and to support continuous learning.

In the next several subsections, the most important 10T military
application areas will be presented.

loT-based surveillance applications

The IoT systems played a significant role in the field of surveillance
and control of soldiers and units. The main characteristic of the so-called
Military Assistance and Surveillance System (MASS) is to enable
network-centric warfare, which requires linking individuals and units with
unit command. As described in the paper (Raja & Bagwari, 2018), the
MASS enables the reception and transmission of data, such as
navigation elements, atmospheric conditions, state of health, command
information, transmission of data from other devices (such as
rangefinders) in real time, via a portable device with a user interface. In
addition to these devices, the soldiers' equipment includes sensors for
collecting data and recording the environment, and the transparent
displays that allow the soldier to observe data in the form of augmented
reality so that they do not require the soldier's attention to be diverted
from the battlefield. In addition to the above, it is possible to connect
several devices to the system, such as ammunition counters. With the
help of the MASS, unit commanders have the ability to visualize the
deployment of forces and to collect data independently of the
engagement of individuals, which certainly makes it easier to make faster
and better decisions related to the battlefield.

The application of IoT technology in the provision of smart cities
through the services of traffic control, surveillance, management, police,
etc., has also been transferred to the public security and defense sectors.
Supervision and control of military facilities and facilities of importance for
the national security is the application area of the systems in which
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various data is collected and processed with the help of video cameras,
microphones and various other sensors, while the protection and warning
system are activated accordingly (Pahal et al, 2018). In practice, given
that one sensor can detect a certain phenomenon under certain
conditions, layering and synchronization of sensory data must be done in
order to make more accurate decisions about the current state and the
future activities. The system should also be capable of learning based on
the past events, so that it can recognize false alarms and then performs
modeling to predict the dynamic dependence between different entities in
the overall picture. One important research direction in this area is the
issue of smart reasoning and detection of image content in order to
recognize a suspicious content (event) in real time.

One way to overcome the challenge related to the need to process a
large amount of data in real time is based on the application of multilayer
neural networks using the centralized (cloud) computing and the edge
computing, as describe in (Zhao et al, 2019), where data is primarily
processed at the edge devices and not on central servers. In this way,
we can achieve significant savings in terms of deployed network
resources, information delay is significantly reduced, and data leakage
from source to source is prevented.

In the defense and security sector, the primary role is certainly
played by the human itsef, with his regulated characteristics and
tendencies. However, that person must possess the required degree of
integrity to perform important state and military affairs. Given that a
person in his daily life does not carry out activities according to a
checklist, but routinely performs many free activities, there is a possibility
of non-intentional, and sometimes intentional, leakage of data and
information of importance to the defense system. Preventing the outflow
of confidential data and information is one of the areas of application of
IoT (Fongen & Mancini, 2015) technology aimed at monitoring the
various activities and behavior of personnel in the defense and security
sector in their daily activities, with the aim of information leakage
prevention. As an example, the terrorist attacks in Paris, India and the
USA were possible due to security failures and the leakage of classified
information through defense personnel (Bhatia & Sood, 2018), and it is
concluded that the integrity of each individual directly affects national
security.

The paper (Bhatia & Sood, 2018) presents a 4-phase loT-based
model for assessing staff activity. The proposed model is based on the
collection of information on staff activities, analysis information and
determining its integrity with regard to the national security. Activity
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guantification is done in the form of determining the degree of integrity as
an index that is compared with a defined value threshold. The proposed
model was tested on multiple datasets and proved to be effective in
terms of estimating the integral behavior of defense personnel. One of
the research challenges in this area is the heterogeneity of input data,
which would be a guideline for further research in the subject area.

Finally, one of the applications of IoT technology is the surveillance
of robotic unmanned platforms used for military purposes (Telkar &
Gadgay, 2020), such as aircraft, underwater and land vehicles. These
platforms are equipped with sensors for detecting the primary target,
such as mines, and other sensors for orientation, detection of
atmospheric conditions, environmental imaging, etc. By recognizing the
specific shape, the platform makes a decision about the upcoming action,
movement, effect of weapons systems, etc. The primary data processing
takes place on the crew platform, while the secondary processing takes
place in the monitoring and supervision center. The application of the 0T
concept on humanoid robots is particularly interesting, which is an area
of interest for technologically developed countries.

Enemy localization and target detection

Locating the enemy on the battlefield is a question that is of great
interest to commanders in order to direct forces and assets in combat
operations. The collection of data on terrain, weather, the state of one's
own units and the enemy through sensor networks has been discussed
in several works (Akman et al, 2018). Data collection and location
prediction was done through acoustic sensors and the application of the
triangulation method as explained in (Sallai et al, 2011). There are also
solutions for collecting data using helmet-mounted microphones which
use time and angle of sound detection to determine the location of the
enemy. However, data processing requirements have grown over time,
such as to lower energy consumption, suppress echo signals, improve
sensor calibration quality, increase detection distance, deploy information
on weather conditions, etc. All these requirements took their toll, which is
why most current and foreseen solution are switched to the loT
approach. Modern solutions also use micro electro-mechanical sensors
(MEMS) which, among others, have GPS (Global Positioning System)
receivers for determining the location of soldiers. The location of the
enemy is determined according to the direction and direction of fire of
own forces. Also, depending on the armament, laser rangefinders are
used. The data is usually not processed at the source, but is distributed
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to the application server where it is processed and returned to the user in
the form of information, which creates the high demands related to the
end-to-end delays.

Situation awareness

Military operations are carried out in complex environments which
are highly dynamic and not quite predictable. The introduction of IoT
technology significantly contributes to the exchange of data and
information quality and makes it easier for commanders to make
decisions and achieve a greater degree of efficiency (Michalski & Bernat,
2019). However, the integration of a large number of heterogeneous
sensors for monitoring purposes contributes to the significant increase in
the risk of cyber-attacks. Thus, the level of trust in incoming data
presents an important challenge for researchers in this area (Glowacka
et al, 2015). Certain entities in the network can become hostile, due to
the capture by the enemy, and thus interfere with the operation of the
network and the entire infrastructure. Therefore, given that wireless
transmission is involved, special attention must be paid to the design and
implementation of security mechanisms, encryption algorithms, secure
routing protocols (especially due to entity mobility), and trust assessment.
Trust assessment should be based on direct observations and received
recommendations. Based on trust assessment, malicious and
unintentional intrusions are detected and adequate measures are taken
in order to prevent and eliminate threats. Trust assessment can be
performed in several ways, such as: by direct monitoring (Sun et al,
2014), assessment based on received data, by weighting the evaluation
function based on the history of entity behavior, or on the basis of
exchange of certificates and risk assessment.

Air space applications

Airspace management requires strict coordination of aircraft by
location and time in order to achieve the required level of flight safety. In
combat operations, in addition to the own ones, the enemy aircraft of all
types must be considered, while there is also the use of artillery
armament, which additionally limits the corridors of movement for the
own aircraft. Given that the use of enemy assets is stochastic in time, it is
necessary to provide the pilot with the timely information about the
regime and route of movement. The key limitations in the airspace
management in the area of operations are (Singh et al, 2019):
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e vertical separation, when aircraft have a low flight profile to
avoid detection by the enemy,

e avoiding a collision with one's own armament during the over
flight of one's own forces,

e avoiding collision with own aircraft, and

¢ unforeseen conflict with enemy aircraft.

Timely information, warning or command, is of crucial importance for
pilots. Through the use of 10T technology, data collection, processing and
distribution to interested parties, primarily pilots, will enable more efficient
management of flight safety and overcoming most of the before
mentioned problems. The processing of data collected from ground
forces and air forces is performed centrally, in real time, so that the
coordination of all subjects in the area of operation is enabled.
Visualization of space through virtual or augmented reality, as part of
suggestion of maneuvers process, will enable a new approach in solving
highly demanding tactical situations in airspace.

Military health

A special field of application of the Internet of military things is the
field of health care of soldiers. However, from justified works, the impact
of electromagnetic radiation in the network itself on humans was also
investigated (Nasim & Kim, 2019) where the research identified the
safety distances of radiation sources necessary to maintain human
health. In this area, the triage on the battlefield represents an extremely
important task on which highly depends the degree of survival of soldiers
due to wounds, injuries or illnesses. For this purpose, special sensors
were developed with the task of collecting data on individuals in order to
make proper decisions about the future treatment, namely Immediate
Treatment, Delayed Treatment, Minimal Treatment or Expectant
Treatment (Dyk et al, 2017). Besides the traditional triage on the
battlefield, monitoring the health condition of soldiers in real time and
responding to critical events in a timely manner has become particularly
important (Reyes et al, 2017). For this reason, so-called medical
networks are researched and developed, which should enable viable
connections of devices and sensors from different sensor manufacturers,
secure data transmission, the possibility of calling the call center for
consultation, and also counseling between doctors in the field and
specialists via telemedicine (Jarmakiewicz et al, 2016).
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Another application of the 10T in military health is searching the
terrain and finding the injured and sick soldiers, which, among other,
requires special data transmission conditions to protect soldiers from the
enemy. In addition to the requirements for authentication and biometrics
of the soldiers, it is required that smart devices deployed possess
enough energy to enable secure and reliable communication between
soldiers and the nodes of the network, which must be maintained long
enough, i.e. until the arrival of the care and evacuation team (Kang et al,
2020).

Military logistics

The application of the Internet of Things in military logistics has a
very wide application in unifying logistical functional areas (supply,
maintenance of weapons and military equipment, traffic and transport,
guartermaster's office, healthcare, etc.) and in the realization of process
functions (Zhong et al, 2012). The concept of network organization in the
military logistics system is based on the organization of logistics system
monitoring, and most often consists of several branches that monitor
individual logistics functions due to different requirements in terms of
data collection and analytic, as well as due to different ways of data
generation (Wang et al, 2018a, Wei et al, 2012). In addition to collection,
processing and distribution of data and information within the individual
logistics functions, an important area of the application of the 10BT is in
the field of logistics of the asset itself. This enables the end user to
initiate actions in order to preserve the operational capabilities of the
weapon itself or mass service for a group of assets (Liang et al, 2014).

The construction of the logistics system is directly related to the
construction of weapons. Project bureaus and institutes use so-called
Product life-cycle management (PLM) software tools that enable
connections at the national and international level with potential future
manufacturers of the asset itself, manufacturers of components and
spare parts, distributors, etc., for which the 0BT infrastructure is
necessary (Rondon et al, 2022).

Monitoring the flow of the production or the asset overhaul requires
a very wide range of data and analytics to avoid downtime and to reduce
business efficiency. For this purpose, 0BT networks are being developed
with the aim to monitor workforce capacity, consumption and demand for
spare parts and consumables, energy, material distribution, work control
and the entire quality system, etc. Since in many production plants these
are realized manually, this actually presents the perfect area of the
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application of the 10BT in accordance with the visions of industry 4.0
(Salih et al, 2022).

For the successful management of weapons and military equipment
in combat units, it is necessary to monitor the state of assets in real time,
and to initiate maintenance activities in order to maintain the required
level of operational availability of units. For this purpose, electronic
identity cards of asset are being developed to record the state and status
of particular assets, embedded computers inside equipment that collect
and process data on the state of individual systems are deployed, as well
as assemblies and parts which indicate a timely reaction to the user (Liu
et al, 2022). For certain assets, devices are installed that alert the
maintenance service in real time in order to shorten the response time in
the so-called condition-based maintenance concept. Decision-makers in
the function of maintenance and overhaul need timely knowledge about
the state of maintenance capacity, both in the background and in the
operational area, in the short term or for the operation as a whole.

Logistics personnel require information on the state of reserves of all
classes of materials, the position of distributors, the movement of
convoys, storage conditions, the possibility of delivery and evacuation of
assets, the health status of personnel, etc. Finally, the question arises as
to how to allocate logistics capacities for the optimal satisfaction of user
needs in accordance with the place and role in combat operations. For
such a thing, it is necessary to apply experiential and analytical tools of
artificial intelligence based on multi-criteria decision making, which
humans as individuals cannot do as successfully as machines do (Lei,
2022).

All the aforementioned areas are the ones in which modern armed
forces invest significant resources in order to raise the level of
effectiveness and efficiency of combat units based on 10BT technology
deployment.

Conclusion

The military application of IoT technology is considered and
developed in order to improve combat effectiveness and effective
management of the resources based on a large amount of data, the
validity and accuracy of which directly affect the quality of the military
decision-making process. The existing architecture of data transmission
and information on the battlefield is not able to support the current and
future requirements of data collection and processing, which is why the
I0BT has found its place and role in modern defense applications.
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Given that all data flows into one center, such a center, as well as
the associated communications links, would certainly become a target of
attacks as such.

The ability of IoT technology to create effects in the physical world
through the use of actuators and other autonomous physical platforms
enables management in the air, on the ground, at the sea and in the
space through cyber interfaces, using intelligent command and control.
Due to the necessity to transfer a large amount of data, it is also
necessary to build an appropriate telecommunications infrastructure that
will support the C2 system. In that area, the research trend is the transfer
of data from the still incompletely used 5G network capabilities to the
new level of the 6G network.

Through the use of 10T technologies and C2 intelligent systems, the
information needs of a commander can be satisfied in order to enable
quick reconfiguration of forces and resources in response to unexpected
resource losses or in case of unfavorable terrain and weather conditions.
This will certainly require changes in the operational concept, doctrine,
tactics and structure of military units, which is the subject of further
research in the subject area.
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MHTepHeT Bellen B BOEHHOM npuMeHeHnn

Briada C. Cokonosuy?, KoppecnoHaeHT, [opaH b. MapkoBuy®

3 YuuBepcuteT 06opoHsbl B . Benrpaa, BoeHHas akagemus,
HenaptameHT noructuku, benrpaa, Pecny6nuka Cepbus

6 Benrpadckuii yHUBEPCUTET, (haKynbTeT SMEeKTPOTEXHUKM,
r. benrpag, Pecny6nuka Cepbusi

PYBPUKA TPHTW: 47.01.29 VHdopmaumnoHHas 4esaTenbHOCTb
BWO CTATbW: 0630pHas ctaTtbs

Pesrome:

BeedeHue/uenb: TepmuH MHmepHem egeuwel“ (loT) o06bI4HO
OMHOCUMCS K KOpriopamueHoOU cemu MOOKIYEHHbIX ycmpolcme u
mexHonoauu, Komopasi obriee4yaem  c853b  MEXOy  amumu
ycmpolicmgamu U obnakoMm, a makxe Mexdy  camumu
ycmpoticmeamu. KoHuenuyus MIHimepHema geuwjel 8 rocriedHee epemsi
paccmampueaemcsi U MPUMEHSIeMCS Kak rpu poekmuposaHuu
cucmeM, rpedHa3HaqyeHHbIx 0nsa  pacripedernieHusi OaHHbIX U
UHhopMmayuu Mexdy pas3HOPOOHbIMU ycmpolcmeaMu C Uesbro
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rnosbiweHUss  agpgpekmueHocmu  dessmenibHOCMU U MPUHAMUS
peweHuli. VHmepHem  eewell  obecriedueaem  MOHUMOPUHE
3Hep2emuKU U UeroYyeK r1ocmaeok, KoopOuHauuro rpoudsodcmea,
onmumu3auyuro npousgodumernbHocmu obopydosaHusi,
mpaHcropmuposKy, 30pasooxpaHeHuUe, a makxe yrnydwaem oxpaHy
mpyda u noeblaem  bezonacHocmb. B dononHeHue K
UHmMernnekmyarnbHbIM  ycmpolcmeam mexHonoaus WHmepHema
gewel makxe no3sonsem nodKMoYams pasfiuydHbie damyuku 8
Kayecmee UCMOYHUKa OaHHbIX O PasfuYyHbIX (YU3UYECKUX S8IEHUSIX.
Takum obpa3omM, OCHOBbIBASICb Ha MOJyYeHHOU UHGhopMayuu, MOXHO
ynpaensame pabomod ycmpotlicms, denampb MPO2HO3bl, MPUHUMAaMb
peweHus u np. B daHHOU cmambe aHamu3upyomcs KOHKPemHbIe
obnacmu npumeHeHuss VIHmepHema geuwieli 8 cekmope 060pPOHbI U
be3onacHoCcmu C Uesblo BbISIB/IEHUSI 803MOXHOCMEU MPUMEHEHUSs
COBPEMEHHBIX MEexHOo2ull 8 MosbileHUU 060POHHO20 MomeHyuana
2ocylGapcmea u onpedeneHusi HanpasneHul 6ydyuwux uccredosaHull
8 npedmemHoul obnacmu.

Memodbi: B daHHOU cmambe 6biniu npuMeHeHbl Memodbl KOHMeHM-
aHanuza meKyuwux uccrnedoeaHuli, a 3ameM C  [TOMOWbIO
0edykmugHoeo mMemoda ©Obiu clOenaHbl 8b1800bI 0O Oydyuux
HanpaesneHussiXx  paseumusi mexHosoauu  MIHmepHema  eeuwjeli
Pesynbmamei: bbin nposedeH OemaribHbil aHanu3 npedbidyuwux u
mekyuwux uccredogaHuli 8 cekmope 0b0OpoHbI u besonacHocmu, a
makxe 0aHbl MoOmMeHyuarsbHble HanpasneHus bydyuux uccriedogaHuli
8 obnacmu VMIHmepHema eeuwieli C Uesbio Mo8bIWEHUS OrnepamugHbIX
803MOXXHOCMEU 800PYKEHHbIX CUT.

Bbigodbi: Cepsuc UWHmepHema egeuwel, 6e3ycrogHo, 6ydem
criocobcmeogamb  bonbweli  cmerneHU — asmomamu3auyuu U
M0BbIWEHUK Ka4yecmea 80€HHbIX peweHUl Ha rone 60si, 0COBEHHO 8
ycriosusix HeoXuOaHHbIX cueHapues 8 Herpedckalyemol epakeckou
cpede, crnocobecmeyss mem caMbiM CHUXEHUIO KakK 4esl08e4eCcKUX, mak
U MamepuarsbHbIX MOmMepb 8 X00e 80€HHbIX delicmeaul.

Knoyessbie crosa: UHMepHem seued,
obuwecmeeHHasi 6e3onacHoOCMb U 3awjuma HacesneHusl, npunioxeHus
UHmMepHema eeuwjel, fiokanu3dayusi u obHapyxeHue uenel, 80eHHas
Jyioeucmucka.

WHTepHeT cTBapu y BOjHOj MPUMEHU

Briada C. Cokornosuh?, ayTop 3a npenucky, MopaH b. Mapkosuh®

2 YHuBep3auTteT onbpaHe y beorpaay, BojHa akagemuja, Kategpa nornctuke,
Beorpag, Penybnuka Cpbuja

6 YuueepaunteT y Beorpagy, EnektpotexHuukm dakynrer,
Beorpag, Penybnuka Cpbuja
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OBJIACT: TenekomyHvkauuje, nHdopMaLnoHe TeXHoMornje
KATEIOPWJA (TWUM) YIAHKA: nperneaHu pag

Caxemak:

Yeo0: [lojam uHmepHem cmeapu (MC) Hajyewhe ce o0OHocu Ha
CBEYKYIMHYy MpeEXy mnoeesaHux ypefaja u mexoroauja koja nozodyje
KOoMyHUKauyuju usmehy osux ypefjaja u ueHmpanHux efieMeHama Mpexe
y ,0bnaky” (cloud), kao u usmehy osux ypehaja. KoHuenm UC ce od
HedasHO pa3mampa U fpuMmerbyje kao adekeamaH 3a paseoj cucmema
yuja je HameHa pasmeHa noGamaka U UHgopmayuja usmeRy
xemepoeeHux  ypehaja padu  yHanpefewa  egukacHocmu U
eghekmusHocmu rocsiosarba U OoHowera odnyka. IHmepHem cmeapu
omoeyhaea npahere eHepeuje u naHua cHableearba, KOOpPOUHaUUjy
rpou3eodr-e, ormumu3sayujy nepgopmMaHcu ornpeme, mpaHcropm, jagHo
30paerbe u nobosbwasa be3bedHocm u 30pasrbe padHuka. [loped
namemHux ypehaja, WIC mexHomnoauja omoeyhasa u roee3usar-e
pasnuyumux ceH3opa Kao u3gopa rnodamaka O pasfnuyumum u3uYKUM
rnojasama, a Ha OcHogy 0OobujeHux uHgopmauyuja wmoayhe je
KoHmponucamu pad ypehaja, npedsuhamu, GoHocumu o0nyke, umo.
AHanusupajy ce creyugpuyHe obnacmu npumeHe UC y cekmopy
odbpaHe u 6esbedHocmu, kako 6u ce udeHmugukosane mocyhHocmu
fpuMeHe caspeMeHuUxX mexHosoauja y nodusary 006pambeHoz
rnomeHuyujana Opxaee u deghuHucanu rpasuu bydyhux ucmpaxusar-a.
Memode: [lpumer-eHe cy memode aHanuse cadpxaja akmyenHux
ucmpaxuear-a, a 3amum cy 0edykmugHoM Memodom QoHemu 3aKkrbyquu
o 6ydyhum npasuyuma passgoja IC mexHoroauje.

Pesynmamu: V3epweHa je demarbHa aHanu3sa docadawrux u mekyhux
ucmpaxueara y cekmopy o00bpaHe u 6e3bedHocmu U npPedIoXeHu
nomeHyujanHu npasyu 6ydyhux ucmpaxueama UC padu nosehara
orepamusHUX CriocObHOCMU OpYyXXaHUX CHaza.

Sakrbyyak: Ycnyee uHmepHem cmeapu he ceakako donpuHemu eehem
cmeneHy aymomamusauuje u nobosbliarby Keanumema 80jHUX 00nyKa
Ha 60jHOM rosby, MocebHo y ycriosuMa HeoqeKkusaHuxX cueHapuja y
HerpedsudusoM HeripujamesrbCKoM OKpyxersy. Tume he ce cMmarumu
IBYOCKU U MamepujanHu 2ybuuyu y onepayujama.

KmbyyHe pedu: uHmepHem cmeapu, o0bpaHa u jasHa 6e36edHocm,
annukayuje 3a UHMepHem cmeapu, Jiokanulauyuja u Oemekyuja
yusrbesa, 8ojHa sioeucmuka.
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Abstract:

Introduction/purpose: This paper introduces a novel PMO EDUCT
framework that encompasses Collaborative, Complementary, Sustained,
and Simultaneous learning explicitly tailored for the dynamic landscape of
software engineering.

This paper contributes to the ongoing discourse on education and
professional development in the digital era by illuminating the challenges
faced, the framework developed, and the measurable outcomes achieved.
The presented framework underscores the need for agility, adaptability, and
a relentless pursuit of knowledge as fundamental tenets for success in an
ever-evolving landscape.

1172


https://orcid.org/0000-0003-4414-1799
https://orcid.org/0000-0001-7620-9562
https://orcid.org/0000-0002-3579-5654
https://orcid.org/0000-0002-5161-5422
https://orcid.org/0000-0001-6359-1723

Methods: Focusing on a large software engineering organization, this study
explores the multifaceted aspects of project management education,
methodology enhancement, and team optimization. The proposed
methodology combines qualitative and quantitative approaches to explore
the educational process area in a global organization and generate a
flexible and measurable framework to improve corporate knowledge
growth. The framework aims to provide learners the most flexibility about
learning paths, schedules, collaboration, and best practice exchange while
guaranteeing proper alignment with frequent market changes and
emerging PM skills.

Results: Findings indicate that personalised, continuous learning, facilitated
through collaborative environments and custom-tailored content, yields
significant benefits. Through analysis of key performance indicators (KPIs),
this study showcases improved project onboarding, enhanced team
collaboration, and the cultivation of a culture of innovation.

Conclusion: This paper presents the PMO EDUCT framework that
organizations can use to create a learning culture and empower their
employees to succeed in the constantly evolving field of software
development. By adopting collaborative, complementary, sustained, and
simultaneous learning principles, organizations can develop a workforce
with the essential skills of critical thinking, collaboration, and adaptability
necessary for success in the digital era.

Key words: software engineering, learning framework, digital
transformation, project management, knowledge competences, agile
methodology, learning strategy, competency building.

Introduction

The rapid and transformative wave of digitalization has ushered in an
era of unprecedented change, challenging traditional business models and
reshaping industries across the globe. Organizations are faced with the
imperative to adapt, innovate, and continuously evolve to remain
competitive in this dynamic landscape. For software engineering
companies, the impact of this digital transformation is particularly
profound, as their core revolves around technology and innovation
(Atanasijevic, 2016). The digital age has disrupted business models and
redefined the skills and competencies required of professionals in the
software engineering domain.

Organizations must rethink their growth, development, and education
strategies in response to these transformative shifts. The traditional
learning and skill acquisition paradigms no longer suffice in a landscape
characterized by rapid technological advancements, frequent market
changes, and evolving customer expectations. Within this context, we
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introduce a comprehensive framework for continuous education and
knowledge growth tailored to the intricacies of the software engineering
industry. This framework embodies the principles of Collaborative,
Complementary, Sustained, and Simultaneous learning, designed to
empower professionals to thrive in the digital era.

In this paper, we delve into the nuances of this framework and its
application within a large software engineering organization. We explore
the multifaceted realm of project management education, methodology
enhancement, and team optimization — critical pillars in pursuing digital
growth. Leveraging qualitative and quantitative methodologies, we present
a holistic approach that equips professionals with the requisite skills and
fosters a culture of collaboration, innovation, and continuous improvement.

The subsequent sections of this paper detail the foundation of our
framework, the context within which it operates, and the methodology
employed to assess its effectiveness. We highlight the significance of
tailored and personalized learning, the benefits of collaborative
environments, and the measurement of outcomes through a carefully
defined set of key performance indicators (KPIs). Through this study, we
aim to provide insights and a blueprint for software engineering
organizations seeking to embrace the digital age and harness the power
of continuous education to drive growth, innovation, and lasting success.

This paper contributes to the ongoing discourse on education and
professional development in the digital era by illuminating the challenges
faced, the framework developed, and the measurable outcomes achieved.
The presented framework underscores the need for agility, adaptability,
and a relentless pursuit of knowledge as fundamental tenets for success
in an ever-evolving landscape.

Enabling knowledge growth was a massive demand for the large
software engineering organization like Comtrade Project Management
Organization (PMO), which engages over 200 experts located in 10
locations on over 400 active projects with different roles in project
management: Project Managers, Scrum Masters, Program Managers, and
Engagement Managers.

To master and understand the change, our people and organization
had to consider learning and development a never-ending cycle of
continuous improvement. A college degree is no longer sufficient to
develop the skills needed to respond to rapidly changing business
processes and technologies that change multiple times a year.

Collaborative: We need to change how we teach and what we teach
to engage learners. Teacher-student relationships shift from expert-
disciple towards peer-based collaborative learning.
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Complementary: A development program should target
complementary skills in the sense that technical, functional, and
behavioural skills work together. These skills are interdependent. They
should be learned and acquired simultaneously.

Sustained: If a training program is intended to sustainably bridge this
digital skills gap, learning cannot be a one-time affair. The new paradigm
for learning and development in the 21st century differs significantly from
past models because organizations must address what people learn and
how they learn. We can achieve fundamental digital transformation by
designing sound strategies integrating changing content and delivery
needs.

Simultaneous: digital skillsets should be addressed concurrently, all
infused into core content as both process and outcome.

Background and related work

Project Management favourably impacts the software engineering
business outcomes. It is defined as "applying knowledge, skills, tools, and
techniques to project activities to meet the project requirements. Project
management enables organizations to execute projects effectively and
efficiently." In the age of globalization, software engineering companies
have to define the range of skills and knowledge needed for successful
project management to remain competitive.

By studying scientific literature, it was discovered that a vast amount
of literature explores the education topic for PMs. However, not many
articles focus on the learning design framework and the conceptual model
for development, especially project management education monitoring.
This paper aims to contribute to this study and emphasize the importance
of project management education in large software engineering
companies, presenting a framework for its custom development and
measurement.

Many studies prove that project management relevant technical and
soft skills are not appropriately taught in undergraduate and master's
degree programs.

Research (Fioravanti & Barbosa, 2019) investigates how project
management education is taught in undergraduate degree programs of
higher education in computing and its disassociation between theory and
practice. A survey that is conducted with software PM educators indicates
that there is a particular gap between academic and software industry
expectations. As a result, there is a need to improve the project
management curriculum, courses, and even student evaluation. However,
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the challenge of keeping pace with a rapidly changing business
environment and technological advances remains since it requires
constant adjustment of academic PM education with software industry
trends. Therefore, a well-established corporate education process that will
provide continuous PM professional development and customized and
complementary competence growth is fundamental in every software
engineering company.

Existing research in project management explores how digital
innovation changes project management professional development.

In (Bierwolf et al, 2017), the authors present how digital
transformation impacts project management performance and whether the
current PM curricula match the market's needs. This research explores
how PM professional bodies such as IPMA and PMI embrace PM
competence development and propose several PM education actions as
lifelong learning. The authors suggested organizing and adopting these
ongoing PM learnings by PM in practice.

The paper (Braun et al, 2020) identified that Project Management is
vital in driving and implementing digital transformation, reflecting changes
in their career path, qualification, and certification programs.

In this paper, the authors point out that one of the pillars of the
organization's adaptability to market failures is introducing systematic
education. Systematic education and sharing experiences from past
projects are imperative for the organization's success.

In a series of papers, the authors try to answer how effective and
efficient digital education channels are through case studies and analysis
based on the target group's research. The authors investigate the
eLearning platform's effectiveness in preparing candidates for software
engineering companies (Atanasijevi¢ et al, 2013). After five years of
application, they conclude that it has fully justified its place as a tool in
harmonizing knowledge acquired at universities and the experience
needed to work effectively on fundamental problems in modern
engineering practice. In (Atanasijevic et al, 2019a), the authors describe a
complex education and knowledge exchange solution in a software
engineering company. The authors present the essential requirements that
the portal solution should enable: acquiring knowledge, sharing good and
bad practices through exchanging experience, and unifying software
engineering processes and procedures. In the paper (Stevanovi¢ et al,
2020), the authors conclude that educational training for employee
development within an IT company should efficiently increase professional
knowledge. In this paper, the authors share their experiences and explain
how to leverage that knowledge through project-based learning, active and
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collaborative learning, delivered as face-to-face, self-paced learning, and
online training courses under the mentorship of experienced business
analysts.

According to research published in this domain, authors affirmed the
importance of custom-tailored, lifelong PM education in software
engineering companies, which has to be aligned with frequent market
changes and measured through the metric system's framework on the
corporate level.

The literature review revealed that academic and professional
education provides extensive coverage of planning and teaching
methodologies for both universities and colleges.

The current literature on planning employee education to improve
engineering knowledge and skills is lacking in-depth analysis and
research.

The general opinion is that in software companies, after academic
education, continuing education for the profession is just beginning.

Project goals

The existing studies presented in the literature review do not
sufficiently explain how companies needing intensive education can
implement Collaborative, Complementary, Sustained, and Simultaneous
learning and monitor the effects of such an education process. No one has
measured the effectiveness and efficiency and, based on that, made
conclusions on improving the process further.

Digital transformation unlocked organizations' opportunities to
increase performance and efficiency, which was unachievable a few years
ago before new digital solutions.

Hypothesis 1 — Disruptive digital business

To ideate, create, and manage disruptive digital businesses, people
and organizations need to be immediately and strategically prepared for a
set of skills that will be continually changing and evolving.

Hypothesis 2 — Rapid changes in technologies

New technologies positively impact companies' performance, giving
them a competitive edge to innovations and distinguishing between them.
Efficient software engineering organizations always need a laser focus on
emerging technologies to deliver a sustainable and competitive supply of
new products, services, and processes which impact our client's business
and market structures.
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Hypothesis 3 — "Follow the sun" business model

Large software engineering companies are part of a globally
distributed software engineering workflow and simultaneously work in
several time zones. Consequently, PMO needs to resolve geographical
and time spread along all projects to design specific steps that we can take
to be more successful in project management and, consequently, on the
market.

Hypothesis 4 — Survey findings

In data sources (Atanasijevic et al, 2016b), the 2016 PM Insights
Survey diagnostic showed that the main pain points were Education &
Knowledge, Methodology, and Teams. The organization needs to
establish a few new or improved processes to increase efficiency and
effective project execution support effectiveness with an active role in the
project environment success.

Expected results / outcomes

We live in a world where software is everything; 'Software is eating
the world,"” Marc Andreessen said ten years ago. Successful software
engineering organizations have adjusted their Agile-SCRUM development
cycles to a rhythm of two to three weeks. After each cycle, the existing
software platform will have new or improved functionalities. This starkly
contrasts the former software development paradigm, which involved
months of analysis, planning, and design until the final delivery of software
products to customers.

A widely accepted agile approach is based on moving fast, releasing
often, and reacting to our users' real needs. In the Agile project
management world, the main goal of PMO is to ensure improvements in
the following aspects:

- Enable rapid deployment of solutions,

- Minimize waste by minimizing resources,

- Enhance flexibility and adaptability to change,

- Reduce turnaround cycles,

- Contribute to the optimization of delivery processes,

- Optimize project control,

- Increase focus on specific customer needs, and

- Improve collaboration and feedback.

As emerging priorities, based on new market demands and survey
results mentioned in the previous paragraph, we recognized three main
project goals or areas with expected outcomes:

1178



Education and Knowledge

- Support creating and tracking education plans;
- Promote internal events;

- Raise awareness of certification; and

- Simplify learning, bring closer education.

Methodology

- Standardization and KPIs;

- Formal PM processes improvement; and
- Best practice sharing.

Teams

- Business growth (more people in projects);

- Team optimization for an agile approach; and
- PMand TM education.

Methodology

The research intended to apply research that combines qualitative
and quantitative approaches. The aim is an exploratory study to explore
the educational process area in a global organization without offering final
and conclusive answers to research questions. Desirable solutions to the
research question are obtained by following the steps below (Atanasijevic¢
et al, 2023):

1. We applied a quantitative research approach to gather the state of
education in the company. It includes setting up the survey,
summarising the results, and drawing inferences from the data. The
survey also provided a sorted list of wanted educational content.

2.We used qualitative methods to recognize the most utilized
communicational channels to enable the sharing of educational
content. PM community provides several communication channels
(existing company portals, newsletter, skype, slack, emails, audio
conferences, video conferences, and live meetings). We selected
those channels with the highest utilization rate to include in PMO
Education Roadmap.

3. Generating a graphical and collaborative roadmap that supports
strategic alignment and dialogue between Software Company
departments and stakeholders should provide a transparent
stakeholder relationship matrix.

4. Assessment of process/framework effects on corporate efficiency.

5. Repeating the above steps enables a flexible framework approach to
corporate knowledge growth deeply rooted in learners' needs. The
primary objective is to provide them with the most flexibility about the
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learning paths, schedules, collaboration, and best practice exchange
possible.

6. The targeted framework has to provide measurable outcomes that
guarantee proper alignment with frequent market changes causing
emerging PM skills.

Problem-solving framework

With an active role in the project success, in 2016, Comtrade Project
Management Office designed and conducted the PM Insights Survey
(Atanasijevic et al, 2016a) about various aspects of project management
practice and needs in their company. The survey aimed to get the project
management state and, through analytics, gap analysis to identify
improvement priorities.

The project managers who participated in the research provided
valuable information that we will use in this paper. With their willingness to
share their opinions on important matters in the project management
profession and attitudes towards PM practice in Comtrade, we identified
gaps, recognized key improvement factors, and defined a Roadmap for
executing specific action plans.

The radar diagram and the gap bars are presented in Figure 1. Figure
2 shows the survey results across seven primary categories compared to
desired values. The most significant gap emerged in the "Education and
Knowledge" category, followed by the "Methodology" and "Team"
categories.

E>égerience
m4,5

35 4 gDrojects

2 3,75
Education and
Knowledge % 3 HhbTeams
3,5
3
Communicatiorﬁl’5 4’?/Iethodology
Target Value Actual value

Figure 1 — PM Insights Survey results - Radar diagram
Puc. 1 — Peaynbmamei onipoca PM Insights — padapHas duazpamma
Cnuka 1 — M pe3ynmamu ucmpaxueara — padapcku Oujazpam
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Figure 2 — PM Insights Survey results — GAP Analysis
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Solution

GAP-aHanus
Al aHanusa

The shift to a digital, knowledge-based economy imposed the solution
for establishing an effective learning and growth process as the PM
Framework for scaling the educational process at the enterprise level,

presented in Figure 3.

PROJECT MANAGER
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Figure 3 — Graphical representation of the established process — PM framework
Puc. 3 — paghuueckoe uszobpaxeHue ycmaHo8r1eHHo20 npouyecca — PM Framework
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The framework supports vital business priorities by developing and
joining people on ongoing challenges. Persistent uncertainty, a multi-
geographical workforce, and shorter shelf life for knowledge have placed
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precedence on reskilling and upskilling. These are very narrow niches of
education that companies cannot buy on the market as ready-to-use
training programs but are forced to develop their own and then change
them as practices evolve.

Multiple PM, Digital communication channels, are available within the
framework. Their effectiveness and benefits for learning, collaboration,
and teamwork rely on communication and stakeholders' engagement.

Such an established framework provides a relational database
containing data from all stakeholders in the process, all sources, and all
channels across all project life cycle phases. A combination of that data
provides plenty of metrics and lists of KPIs that unambiguously show
whether a process is effective.

The Comtrade PMO EDUCT portal (Jankovi¢ et al, 2020) is a landing
page, core for corporate knowledge sharing, collaboration, project
resource libraries, aggregator of all initiatives, and a portal around which
all additional PM Digital communication channels are developed, as shown
in Figure 4. Our approach facilitates unlimited reach, is cost-effective, and
addresses the needs of varied and globally widespread learners, keeping
us on track to achieve business and project goals.

PMO EDUCATIONAL FRAMEWORK
with multiple PM Digital communication channels

Online communication platform for those who are or want to be involved in project management to
easily find, access and share knowledge sbout best-practices in project

450+ Users

For Project Managers and everyona interested in PM practice.

P ('Y
EEDNVO
B

.i’

PM COMPETENCE CENTER
PM EDUCATION

Figure 4 — PM Educational framework with digital channels of communication and
knowledge sharing
Puc. 4 — ObpasosamernbHas cucmema PM ¢ yugpposbimu kaHanamu obuweHUss u obmeHa
3HaHUAMU
Cnuka 4 — M obpa3oeHu oksup ca QuaumarsiHUM KaHauMa KOMyHUKayuje u pa3ameHe
3Hama
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The PMO EDU portal is structured in the following way:

Courses focus on highly specialized training and tutorials for PMs,
Scrum Masters, BAs, and project teams, as custom corporate
eLearning content. Each activity includes lessons part and, in the end,
knowledge validation through test exams and certification. Tutorials
help learners master a chosen process and tools.

To ensure effective project onboarding, Coaching Corners are for
everyone interested in Scrum Master and BA, with mentorship
program plans, shared personal experience, solutions for everyday
Scrum and BA problems, best practices, and tool recommendations.
Knowledge database vocabulary — short educational content:
WHAT IS: basic concepts of project management terms, tools, or
techniques. The subject is explained to help PM practitioners easily
understand and apply new knowledge.

HOW TO: provides step-by-step information about some specific
concept. These materials are tutorials that lead the user through the
key features, functions, or stages that progress through a logical
sequence to understand the user's elements.

Certificates database: The place where our colleagues' certificates
are transparent and continuously updated- our hall of fame. The base
contains Scrum Master, Product Owner, and PMO EDU certificates.
We are always up to date with the knowledge and competencies of
our employees.

PM Brochures: Corner, where our project managers generously
shares their knowledge and experience with others, is about global
PM practices or internal expertise and skills.

PMO Forum: Place for discussion and sharing knowledge peer to
peer.

Support: Place with frequently asked questions, contacts, and calls
to action to contribute by sharing content and ideas.

Other Multiple PM Digital communication channels available within the

framework are:

To gather community feedback - Comtrade PM surveys: Survey
questions and results lead us to find out the best improvements for the
future, so as the concrete next steps that we can take to be more
successful in project management and consequently on the market.
The PM Knowledge Sharing initiative is realized through PM Coffee
Breaks and BA Coffee Breaks, held once a month as a delight for the
whole PM community. Topics from the best PM/BA practices and
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knowledge are discussed and shared within the community. Video
and audio recordings from every session are always available here.

- To promote team culture - PMO Newsletter: As part of the monthly
updating community with upcoming trends in the industry, news,
internal and external events, conferences, trainings, or achievements
in a for-on newsletter are uploaded into the archive, so no information
is left out.

- To foster collaboration - PM Slack channel: Helps PM harmony and
teamwork efficiency throughout messaging and team-oriented
channels.

- To encourage community exchange - Seafile: PM internal share point
for all documents, video sessions, tutorials, and templates.

Results

We monitor the results we have accomplished through the benefits
we have achieved in our daily work and measure them through the metric
system we have established.

Outcomes and Benefits
Tailoring for Custom Needs

Corporate education requires highly specialized content, usually
related to the latest methodologies or technologies. Very often, there are
still no courses for such topics in the market by educational providers, or
they are too basic, i.e., they do not have enough content for quick starting
of implementation.

As custom corporate elLearning content is built on demand, it is
tailored for specific requirements and corresponds to certain corporate
practices (Dimic et al, 2019).

The PMO EDUCT platform provides tailored learning content, design,
and delivery to suit learners, companies, and personal goals. Once the
company had experienced the benefits of using content tailored to
learners' needs, they never went back to pre-made courses but chose to
shift to blended learning (Ashleigh et al, 2012) by:

- Engaging external professors/experts or pre-made systems whenever
necessary and

- Continuing with internal education to build skills and verify readiness
for project onboarding.
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Turning Knowledge into Practice

Training has a lasting impact on achieving learning and development
goals. Once training is complete, trainees will be challenged to test their
newly acquired knowledge and workplace skills.

Testing in the real world could be hazardous for project tasks and
frustrating for employees not confident enough to take responsibility for
outcomes and delivery in a new role (PrediC et al, 2018).

To succeed in competence building, PMO usually establishes labs
and sandboxes for exercise and assignments like actual project tasks to
practice their workplace skills.

Competency Building

When the external consultant completes the training, he leaves, and
the PMO staff cannot verify knowledge and continue to support the
implementation of new skills in practice. To prevent this shortcoming, the
PMO has designed a mentoring program for fast onboarding on a project,
including tasks similar to those that probationers will face on an actual
project.

Effectiveness in Project Onboarding

They designed and developed PMO training to ensure that project
teams understand projects thoroughly and have the information and skills
to successfully deliver products and services (Zahar et al, 2020).

- The main benefit of agile delivery is that approach is rapid. It is
possible to create courses and provide project training to project
teams as soon as a project is launched or during the presales process.

- It delivers all the relevant project knowledge that will bring project
managers up to speed on new methodologies, skills, or technologies
and help them score over competitors.

- It enables simultaneous education of our globally widespread
employees at the same time.

- It provides knowledge refreshing and follow-up inquiry since
employees can retrieve and review learning materials whenever they
want.

Efficiency in Competence Growing

- PMO EDUCT proved the best results in support of more efficient
operations and enhanced productivity:

- Trains employees for new roles and speedy deployment of new
systems and processes.
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- Provides narrowly targeted training to help employees adapt and
respond to new challenges.

- Significantly reduces costs with self-paced learning that optimizes the
degree of employee time utilization.

Personalized and Targeted

Corporate-related training courses are developed considering the
company goals, strategy, and career paths so they align with the business
and employee's personal goals altogether (Stevanovic et al, 2019).

- We control their learning pace by allowing employees to follow

interactive multimedia lessons.

- Participants can access bite-sized learning chunks, illustrations, short
videos, and mobile phones. The Microlearning concept allows them to
learn what they need when needed, just in time.

- PMs, BAs, and developers spend countless hours in neophytes
training, introducing new procedures and mandatory training sessions
during the year required to meet project or personal goals.

Encouraging Collaboration

Practical corporate training should provide the mission-critical skills
and knowledge necessary for everyday work and should be
interconnected with employees via shared project tasks.

Employees often learn more through interactions with their peers in
an agile environment than by reading a book.

Collaboration on the training strengthens team connectivity and
reinforces communication and openness, especially because excellent
communication and collaboration tools are in place (wikis, forums,
discussions, chats, etc.)

Community Exchange and Ideation

Our corporate learning is not designed to be an individual's journey
but rather a driver for enhancing employee cooperation and trust.
- Bringing employees together often leads to debates and discussions
that lead to innovation, too.
- The emerging community provides a playground for social exercise in
the internal environment before a customer faces circumstances.

Fostering Engagement

Collaborative learning and community further raise new benefits in
better immersing and motivating employees preoccupied with daily
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challenges. Employees have live exchange and immediate access to
others in the learning community through features like discussion forums
and web conferences. Engagement with other employees fosters
collaboration and team culture, which has benefits beyond the training
environment.

Monitoring KPIs

We monitored the framework usefulness and effectiveness as part of
our performance monitoring within the Balanced Scorecard methodology
under the Learning and Growth perspective.

The PMO Framework Radar Diagram in Figure 5 represents the
effectiveness expressed through the KPI results and improvements
achieved in the monitoring period. The results comparison between the
years 2017 and 2019 is shown in Table 1.

To ensure the ecosystem sustainability and further improvements, we
monitor achievements through the following KPIs in Table 2.

The KPIs that reflect outcomes of education are derived from the
PMO EDU portal KPIs (Atanasijevi¢ et al, 2019b), and they are:

- Knowledge validation rate,
- Follow up support, and
- Geographical coverage.

The readiness for a project as a measure of employability is
expressed with the following KPIs that we obtain from the dataset recorded
in the Project Dashboard tool for project management:

- Onboarding cycle,

- PM readiness, and

- SMreadiness.

For a review of the improvements related to the values-based,
innovative, and collaborative culture, we use a targeted survey
representing a measuring system for the following KPlIs:

- Ideation & innovation initiatives and

- Attrition behavioural change.
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Figure 5 — PMO EDU platform Radar Diagram of the KPI results from 2017 and 2019

Puc. 5 — PMO EDU PadapHas duaepamma pe3ynbmamos KPI 3a 2017 u 2019 200k!

Cnuka 5 — [TMO EL]Y nnamgbopma Padapcku Oujazpam KN peaynmama u3 2017. u
2019. eoduHe

Table 1 — PMO EDU platform KPI results in 2017 and 2019
Tabnuua 1 — Pe3synsmamsi KPI nnamgopmsl PMO EDU 6 2017 u 2019 2o0ax
Tabena 1 - IMO E]Y nnamapopma KN, pesynmamu y 2017. u 2019. eo0uHu

KPIs/Results 2017 2019
Onboarding cycle 1.2 2.4
PM readiness 2.1 3.7
SM readiness 0.7 2.9
Geographical coverage 1.0 4.0
Knowledge validation rate 1.6 35
Follow up support 11 2.9
Ideation & innovation initiatives 1.3 2.2
Attrition behavioural change 1.0 3.1
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Table 2 — PMO EDU platform KPI metrics
Tabnuya 2 — lNokazamenu KPI nnamegpopmsl PMO EDU
Tabena 2 — KN mempuke NTMO EA]Y nnamgpopme

KPI metrics

1 2 3 | 4
Onboarding cycle

over a half a month | up to half a within a week
month to a month month

PM readiness Project and agile knowledge

over a half a month | up to half a within a week
month to a month month

SM readiness
Agile and te

chnology knowledge

over a
month

half a month
to a month

up to half a
month

within a week

Geographical coverage cycl

e

Time for educational cycle per all locations

over a half a month | up to half a within a week
month to a month month
Knowledge validation rate
exam on practical grade from candidature
training assignment project for promotion
Follow up support
no learning additional consultancy
materials | materials materials for from
from the reading specialists
training continuously through the
on an online platform
repository
Ideation & innovation initiatives
1-2 per 3-5 peryear | 6-10 per year over 10 per
year year

Attrition behavioural change

Self-initiatives and voluntary actions for improvement

1-2 per
year

3-5 per year

6-10 per year

over 10 per
year
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Conclusion

In the digital age, where change is constant and innovation is
imperative, organizations must proactively embrace learning and
development as core strategies for growth and resilience. This paper has
presented a comprehensive framework for continuous education and
knowledge growth, tailored explicitly to the intricate demands of software
engineering organizations. Collaborative, Complementary, Sustained, and
Simultaneous learning principles have been dissected and applied within
project management education, methodology enhancement, and team
optimization.

Through a combined qualitative and quantitative approach, this study
has demonstrated the efficacy of the framework in fostering personalized
learning, team collaboration and cultivating a culture of innovation.
Applying key performance indicators (KPIs) has vyielded tangible
outcomes, showcasing improved project onboarding, enhanced skills
readiness, and increased engagement. As a result, software engineering
organizations are better equipped to navigate the challenges of digital
disruption and leverage education as a strategic tool for success.

The literature review found good coverage for academic education
and professional training provided by various educational institutions or
companies for vocational education, with plenty of practices and
methodologies for effectiveness and speeding.

However, the literature does not sufficiently explain how companies
needing intensive education, especially software companies, can
implement Collaborative, Complementary, Sustained, and Simultaneous
learning and growth and monitor the effects of such practices.

This paper contributes to applying such a solution in practice and has
an original contribution as an authentic approach.

This framework allows us to pivot and adjust KPIs anytime, respond
to business priorities, or adapt to any company's situation.

A company achieved digital growth goals in all key PMO areas by:

- Standardizing processes, unifying project management tools, and
onboarding and training new PMs.

- Creating a common language for all stakeholders, sharing
knowledge and experience, and providing continuous professional
development for PMs, Scrum Masters, and project teams.

- Accelerating professional training while balancing discipline with
agility, promoting personal competences, and assessing PM
capabilities.
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In other words, the company:

- Created a consistent and standardized approach to project
management, making it easier for everyone to collaborate and
share information.

- Invested in its people, providing them with the training and support
they need to be successful.

- Promoted a culture of continuous learning and improvement.

- Created a more transparent and equitable environment for PMs
to develop and grow their careers.

The following survey and the framework assessment will show the
directions for further development.

The digital growth journey is ongoing, marked by evolution,
adaptation, and continuous improvement. The framework presented in this
paper offers a blueprint for organizations to instil a learning-centric culture
where professionals are empowered to stay ahead of technological shifts,
seize opportunities, and drive innovation. By embracing this approach,
organizations can transcend traditional boundaries, bridge the gap
between academia and industry, and cultivate a workforce adept at
utilizing the latest tools and equipped with the critical thinking,
collaboration, and adaptability skills essential for success.

This paper aims to encourage organizations to create their own and
adopt a framework exposed to its realistic priorities and needs in SW
development that depend on: the dynamics and requirements of their
clients, the capabilities and performance of their employees, and
government expectations and investments.

In conclusion, the digital era demands a paradigm shift in how
organizations approach education and growth. The framework proposed
in this paper serves as a guiding light, illuminating a path where education
is not a one-time endeavour but an ongoing journey of exploration,
collaboration, and transformation. As software engineering organizations
evolve, continuous education will remain pivotal in shaping their destiny,
propelling them towards a future characterized by innovation, resilience,
and enduring excellence.
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Ob6ecneyeHne unMdpoBOro pocta NOCPeaCTBOM HENPEPLIBHOMO
00pa3oBaHMs MeHeIKepoB NPOEKTOB: OCHOBA A1l COBMECTHOrO,
AOMNOSNHUTENBHOMO, YCTOMYMBOIO U OOHOBPEMEHHOIO 06Y4eHUsI B
opraHu3aumsx, 3aHMMalLLMXCS pa3paboTKon NPoOrpaMmMHOro
obecneyeHus

CpdxaH B. AtaHacuesny?, koppecnoHaeHT, MoHuka H. 3axap?,
Hesn [1. Panund®, Mear b. Bynuue, TambsHa S. ATaHacmesuy?

a KparyeBaukun yHusepcuteT, r. Kparyesau, Pecnybnvka Cepbus

6 Huwcknit yHuBepcuUTeT, dhakynbTeT SMeKTPOHHOW UHXEeHepuu,
JenapTameHT KOMMbIOTEPHbIX HayK, . Huw, Pecnybnvka Cepbus

® YHuBepcuTteT 06opoHsl B 1. benrpag, r. benrpaa, Pecnybnuka Cepbus

PYBPUKA TPHTW: 14.01.85 ABTOMaT13aumnsa n asToMatuampoBaHHbIe
cucTemMbl B 06pasoBaHum,
14.37.09 MeToamka o6y4eHus B3pOCHbIX,
20.15.13 VHcopmaLumoHHble cry0bl Ha NpeanpuUATUNAX 1
B yUYpexaeHusx,
28.29.59 lNMporpammunpoBaHHOEe 00y4eHue,
50.49.37 ABTOMaTU3MPOBaHHbIE CUCTEMBI YNPaBneHns
nNpeanpuATUSMMN 1 OpraHn3aunsamu,
82.05.09 OcHOBbI TEOPUN 1 NPUHLIMMNBI OpraHM3aunn 1
ynpasneHus,
06.81.25 Hay4Ho-TexHu4eckuin nporpecc Ha npeanpusaTnm
BWO CTATbW: o63opHas ctatbs

Pesome:

BeedeHue/uyens: B 0aHHoU cmambe npedcmasneHa Hogasi cmpykmypa
PMO EDUCT, komopass ekno4Haem 8 cebss cosmecmHoe,
dononHumernbHoe, ycmou4ueoe u OOHOo8peMeHHoe obyyeHue. Oma
cmpykmypa creyuanbHo ripucriocobrieHa K OuHamu4dHoU cpede
paspabomku npoepaMmMHo20 obecriedeHus. [JaHHass cmambsi éHocum
eknad 8 akmyanbHyrww  Ouckyccuro 06  obpaszosaHuu U
rnpogheccuoHanbHOM pazsumuu 8 yugposyr 3roxy, oceeuwasi
cmosiwue neped Hum npobremsl, npedcmasnsem pa3pabomaHHyo
cmpykmypy U u3Mepumbie  0oCmMU2Hymble  pe3yfibmambl.
lMpedcmaesneHHas  KoHuenuuss  rnod4yepkueaem  HeobxoOumMocmb
a2ubkocmu, adanmupyemMocmu U HeyCmaHHO20 CIMPeMIIeHUS] K 3HaHUSIM
Kak  ¢byHOamMeHmarnbHbIX  MPUHYUNO8 ycriexa 8  [MOCMOSIHHO
MeHsrowetics cpede.

Memoder: B 0OaHHOM uccrie0o8aHuu, MOC8AUWEHHOM  KPYMHbIM
opaaHu3auyusiM,  3aHumarouumcss  paspabomkoli  rpoepaMmMHO20
obecrieyeHus, paccmampusaomcsi  MHO202paHHble  acriekmal
obpasosaHusi 8 obnacmu yrnpaeneHusi rpoekmamu,
cosepuieHcmaogaHusi Memodosioauu U onmumu3ayuu  KOMaHObI.
lNpednazaemass memodorsioaus coyemaem 8 cebe kayecmeeHHble U
KOnu4eCcmeeHHble nooxo0dsbi onsa usyyeHusi obnacmu
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obpasosamernbHO20 rnpoyecca 8 erobasnibHol op2aHu3ayuu U co3faHust
e2ubkol u uamepumol cmpykmypbl Onsl  yayywleHus passumusi
KopriopamuseHbix — 3HaHul. Takas cmpykmypa HauyeseHa Ha
npedocmasrieHUe ydHauwuMcsi MakcumasnbHOU aubkocmu 6 raHe
obyyeHus, nnaHupoeaHusi, compydHuyecmea U ObMeHa OrfbIMoMm,
eapaHmupysi npu 3MmMoM CcooOmeemcmeywyr adanmupyemocms K
yacmbIM U3MEHEHUsAM pPblHKa U HO8bIM HaeblKaM yripaesieHus
rnpoekmamul.

Pe3ynbmamei: Pe3ynbmamel rokasbleatom, ymo
MepCcoHanu3uposaHHoe  HeripepbigHoe  0byyeHue, Komopomy
criocobcmeyem coemecmHas paboyas cpeda U crieyuasbHO
nodobparHbili KOHMeHmM, 0aem 3Ha4YumesnbHble npeumywecmsa. Ha
OCHOBaHUU aHanusa Kriroyesbix riokazameneu agpcpekmusHocmu (KPI)
OaHHoe uccriefogaHue roKasbieaem: yrydweHue adanmauyuu Ha
npoekmax, ynyyuweHue e3aumodelicmesusi compyOHUKO8
U pazsumue Kyribmypbl UHHO8AUUOHHOU OesimesibHocmu.

Bbigodkl: B daHHoU cmambe npedcmasneHa cmpykmypa PMO EDUCT,
Komopyro opeaaHu3ayuu Mo2ym ucronib3ogams 0O co30aHusi
Kynbmypbl  0byyeHUss U  pacwupeHusi 803MOXHocmel  Cc80ouX
compyOHUKO8 C Uenbio OOCMUXeHUs ycriexa 8 [10CMOSIHHO
passusaroujelicss obrnacmu pa3pabomku rnpospammHo20 obecrieHeHus.
lpuHsie MPUHYUMNbI COBMECMHO20, 83aUMOOOIOMNHAWEE0,
ycmol4ugo2o U O00HOBPEMEHHO20 Oby4eHuUsi, opaaHu3auyuu mMoeym
pasgusamb KOMMEMEeHUUU CcompyOHUKO8 U HeobxoO0umble HasbiKu
KpUmMu4ecKo20 MbIWIIEHUS], UX Harnpas/ieHHOCMb Ha compyoHU4ecmeo
u adanmueHocmb, Komopble Heobxodumbl Onsi ycriexa e uugposyro
3r1oxy.

Knwouesble crnoea: paspabomka npozpaMMHO20 obecreyeHus,
cmpykmypa oby4yeHus, yugposass mpaHcgopmayus, yrpasrneHue
rnpoekmamu, KomremeHuus, eubkas memodosioeus, cmpameaus
o0byyeHusi, hopmuposaHue KoMriemeHuyuu.

OmoryhaBare gurntanHor pacta Kpo3 KOHTUHYMpaHy eaykauujy
MeHallepa npojekaTa: oKkBMp 3a konabopaTnBHO, KOMMIEMEHTAPHO,
OOPXMBO U UCTOBPEMEHO yyeHe y opraHu3aumjama 3a copTBEPCKO
WHXEHEPCTBO

CphaH B. AtanacujeBuh?, ayTop 3a npenucky, Moxuka H. 3axap?,
Hejar [. Panunhb, Uear b. Bynuhe, Tamjana J. AtaHacujesuh?
a YuueepauteT y KparyjeBuy, Kparyjeeau, Peny6nvka Cpbuja

6 YuusepauteT y Huwwy, EnektpoHcku cpakynteT, [lenapTmaH 3a pavyHapcTBo,
Huw, Peny6nuka Cpbuja

B YHuBep3uTeT oabpaHe y beorpaay, beorpag, Penybnuka Cpbuja
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OBJIACT: padyHapcke Hayke, MHDOpMaLMOHe TeEXHOMoruje
KATEIOPWJA (TWUM) YIAHKA: nperneaHu pag

Caxemak:

Yeod/uyurb: Osaj pad npedcmaerba NMMO ELYKT oksup Koju obyxeama
KonabopamueHo, KOMIMIEMEHMapHO, O00PXUBO U CUMYIMAaHO y4Yere
KpeupaHo 3a OUHaMUYKO OKPYXere COhmeepcKoa UHXEHepuHaa.
HonpuHocu mekyhoj Ouckycuju o obpa3osary U POHecUoOHaTHOM
passgjy y OuesumarniHoj epu ocgemsbasam-eM U3a308a ca Kojuma ce
cyodaga, rpedcmaerba passUjeH OKeUp U [OCMUXe Meprbuge
pesynmame. [lpedcmasrbeHuU Okeup Haznawasea mnompeby 3a
azunHowhy, npuna2odrbusowhy U nompazoM 3a 3HaH-eM, Ka0 OCHO8HUM
MPpUHYUNUMA ycriexa y OKpyXXery Koje ce cmarsiHo passuja.

Memode: ®okycupajyhu ce Ha 6enuKy opzaHu3auujy coghmeepckoe
UHXeHEepUHaa, 08a cmyduja ucmpaxyje eulwecmpyke acrekme
obpa3soearba 3a yrnpassrbarbe rpojekmuma, nobosbliare memodosoauje u
onmumu3zauujy —muma. [lpednoxeHa Memodosiocuja KOMbOUHYje
KeanumamueHe U KeaHmumamueHe rpucmyrne 3a UCmpaxusare
obracmu obpa308Hoe ripoueca y arnobasnHoj opeaHu3ayuju U 2eHepucar-e
nekcubunHoe U MepsbuBo2 OKeupa 3a mnobosbwarke pacma
KopriopamueHoe 3Harba. OKkeup uma 3a Yusrb 0a fpyXu y4yeHuyuma Hajeehy
¢niekcubunHocm y roanedy ydyerba, pacriopeda, capalHe U pasmeHe
Hajborbe npakce, a eapaHmyje U npasusiHo yckrnahueawe ca Yecmum
rnpomMeHama Ha mpxxuwmy u Hoeum eewmuHama MM-a.

Pesynmamu: Hanasu nokasyjy O0a nepcoHanu308aHo, KOHMUHYUPaHO
yuYeHe, OrlakWaHo Kpo3 KornabopamueHO OKpyXeH-e U rpuna2oheHu
cadpxaj, OOHocu 3HayajHe npedHocmu. Kpo3 aHanusy Kby4YHUX
uHOukamopa y4uHka (KIM), npedcmasrbeHa je mnobosbluaHa
uMmriieMeHmauuja npojekma, 6orbamuMmcka capada U Hez2o8aH-e
Kynmype uHosauuja.

Bakrbyyak: Osaj pad npedcmasrba okeup lNMO ELYKT Koju opeaHu3ayuje
moey Oa Kopucme 3a cmeaparse Kyrimype y4era U OCHaXXusaHe C80juX
3anocneHux Oa ycriejy y obnacmu pa3sgoja cocpmeepa Koja ce cmarsHo
pasguja. Yceajarem rnpuHyuUna konabopamugHo2, KOMIIIeMEeHMapHoe,
00pXxUB02 U UCMOBPEeMEHO2 y4Yerba, OHe Mo2y pa3sumu palHy cHagy ca
OCHOBHUM  8ewmuHama  Kpumu4ykoe Muuiberba, capadmwe U
npuna2odrpuU80CMU HEOMXO0OHUX 3a ycriex y OuaumaiiHoj epu.

KrbyyHe peuu: cogpbmeepcKu UHXeH-epUHa, OK8UP y4Yerba, duaumarHa
mpaHcgopmauuja, yrnpasrbarke npojekmuma, KoMrnemeHuyuje 3Hara,
aesunHa memodoriozauja, cmpameeuja ydersa, usegpadma
KoMriemeHuuja.
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Solutions to the Problems 356 pages, Projects 204 pages.

Purpose and the main features of the book

This book primarily presents the theoretical base of discrete
communication systems with a reference to digital communication
systems. The contents of the book solely address problems in the design
of a communication system that includes a transmitter, a transmission
channel, and a receiver. The signals processed in the system are
presented in two domains of time, the continuous-time domain and the
discrete-time domain, as well as in two corresponding domains of
frequency, the Fourier series and transforms for continuous-time and
discrete-time signals. A system operating in the continuous-time domain
is named the digital system, while a system operating in the discrete-time
domain is named a discrete system. The theory of discrete systems is the
focus of this book because of the existing theory of digital communication
systems; however, it is not sufficient to work on the design and
implementation of the communication system transceiver blocks in modern
DSP technology. The purpose of the book is not to explain all existing
modulation techniques, but to make a firm foundation of communications
systems operating in the discrete-time domain covering the basic discrete
modulation methods.

The writing of this book is additionally motivated by modern trends in
the design of communication systems on the FPGA and DSP platforms.
These trends were heavily supported by advances in the theory of
discrete-time signal processing. These trends will continue in the future
supported by the everlasting increase in the processing ability of digital
technology allowing the development of sophisticated communication
algorithms we could not dream of in the past. For these reasons, it is
necessary to know how to use the discrete-time signal processing theory
and how to apply it in the design of modern communication devices. Even
more important is to make available the theory of discrete-time
communication systems to researchers, practicing engineers, and
designers of communications devices in the industry. Practically all
modern communication devices such as wireless and cable modems, TV
modems, consumer entertainment systems, satellite modems, and similar,
are based on the use of digital processing technology and the principles of
the discrete-time signal processing theory.

1199

Gacesa, N., Review of ther book entitled Discrete Communication Systems by Stevan Berber, Oxford University Press, 2021, pp.1198-1207



ﬁ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2023, Vol. 71, Issue 4

The distinguishing features of the book are:

1. This is the first book that presents the essential theory and practice
of discrete communication systems design. In contrast to already
published books, the operation of the discrete communication systems is
expressed in terms of the theory of discrete-time stochastic processes and
related to the existing theory of digital communication systems.

2. Based on the presented orthogonality principles, a generic
structure of a communication system, based on correlation demodulation
and optimum detection, is developed and presented in the form of
mathematical operators.

3. Due to the random nature of the signals processed, the theory of
continuous-time and discrete-time stochastic signal processing is
extensively and consequently applied to present the signals at the inputs
and outputs of the transceiver blocks and to develop the general system
named the generic system.

4. Based on the generic system, the traditionally defined phase shift
keying (PSK), frequency shift keying (FSK), quadrature amplitude
modulation (QAM), orthogonal frequency division multiplexing (OFDM),
and code division multiple access (CDMA) systems are deduced as its
special cases.

5.Having in mind the controversial nature of the continuous-time white
Gaussian noise process having infinite power, a separate chapter is
dedicated to noise discretization by introducing the notions of noise
entropy and the truncated Gaussian density function.

6. The book is self-sufficient because it uses a unified notation and
terminology, both in the main ten chapters explaining communications
systems theory and in nine complementary chapters dealing with the
continuous and discrete-time signal processing for both deterministic and
stochastic signals. Therefore, readers do not need to go to various books
on signal processing and struggle with their different notations to
understand them in the context of the operation of communication
systems.

7. The unified notation and unified terminology allow clear distinction
of deterministic signals from stochastic ones, power signals from energy
signals, as well as discrete-time signals and processes from continuous-
time signals and processes.

8. For the sake of explanation and clarity, the theory of digital
communication systems is presented to a certain extent and related to the
main theory of discrete communication systems.

9. The text of the book is accompanied by solutions to about 300

problems and five Projects.
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Content of the book
The book contains two parts, as it can be seen in Fig. 1.
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Figure 1 — Book structure and the relations between chapters
Puc. 1 — Cmpykmypa KHu2u U 83auMOoCesi3b Mex0y 2r1asamul.
Cnuka 1 — Cmpykmypa KHuee U KoOHuenuuja noanaesba
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The First Part has ten main chapters and presents an essential theory
of discrete and digital communication systems, the operation of their
building blocks, and in the first place the operation of modulators and
demodulators/detectors. Due to the importance of the theory of discrete
and continuous-time signal processing, for both deterministic and random
signals, nine chapters containing this theory are incorporated into the
Second Part of the book containing nine complementary chapters.

The main chapters are in the middle of the diagram (1 to 10, including
Chapter 3 on the left). The complementary chapters, containing the theory
of signal sampling and reconstruction, and the necessary theory in
deterministic discrete-time signal processing, are on the left-hand side (13,
14, and 15). The chapters containing the theory of continuous-time signal
processing are on the right-hand side (11, 12, and 19). Chapters 16 to 18,
at the bottom of Fig. 1, contain the essential theory of digital filters and
multi-rate signal processing that is relevant for nearly all chapters of the
book and for Chapters 7 and 10. The chapters are interconnected by the
input arrow and output diamond lines.

Description of chapters in the main part

Chapter 1 introduces the subject of the book, defines the main terms
in communication systems, and presents the main objectives for writing
this book.

Chapter 2 is dedicated to the principle of discrete-time signals
orthogonalization. Understanding this chapter is a prerequisite to
understanding Chapters 4 to 10.

Chapter 3 contains the theory of discrete-time stochastic processes,
which is a prerequisite for the chapters related to the theory of discrete
communication systems exposed in Chapters 4 to 10.

Chapter 4 addressed the issues related to the theory of noise in
communication systems. Adding the entropy and truncated density
functions to already used autocorrelation and power spectral density
functions allowed mathematical modeling of the discrete noise generators
and regenerators. This chapter is in close relation to Chapters 3, 19, 13,
16, 17, and Project 3.

Chapter 5 is a vital part of this book presenting the generic
communication system operating in the discrete-time domain, which is
based on the implementation of orthogonal modulators, correlation
demodulators, and optimum detectors, following the definition of signal
synthesizers and analyzers in Chapter 2.
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The generic discrete system is shown in Fig. 2, to be used to deduce
the practical systems as its special cases.

Chapter 6 presents mathematical models of the traditional baseband
and bandpass digital communication systems based on the BPSK, QPSK,
FSK, and QAM modulation methods.

Chapter 7 presents the operation of a discrete system that processes
pure discrete-time signals.

The vital characteristics of the system and its blocks are expressed in
terms of amplitude spectral density, autocorrelation functions, power and
energy spectral densities, and bit error probability.

This chapter presents mathematical models of the discrete baseband
and bandpass communication systems based on the BPSK and QPSK,
FSK, and QAM modulation methods, which are deduced from the generic
system structure presented in Chapter 5, which confirms the basic idea of
this book that the practical communication systems are special cases of
the generic system. An example of a derived BPSK system is shown in
Fig. 3 operating at the intermediate frequency.

Chapter 8 presents modern multiuser and multicarrier CODMA and
OFDM systems, and Project 4 demonstrates the procedure of
mathematical modeling, simulation, and design of a CDMA system in
FPGA technology.

Chapter 9 presents the fundamentals of information theory, including
the theory of iterative and turbo channel coding that is demonstrated in
Project 5.

Chapter 10 presents some practical aspects of discrete
communication systems design in digital technology, primarily in DSP and
FPGA.
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Figure 2 — Generic discrete communication system operating in the discrete-time domain
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Figure 3 — Discrete BPSK, an example of a special case of the generic discrete system
Puc. 3 — JuckpemHbili BPSK, npumep YyacmHozo criydasi 0606uweHHOU OuckpemHouU
cucmembl
Cnuka 3 — JuckpemHu BPSK, npumep nocebHoz cryyaja eeHepuykoz ducKkpemHoe
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Description of chapters in the complementary part

Complementary Chapters 11 to 19 are added for three reasons.
Firstly, they contain the basic theory of continuous-time and discrete-time
signal processing that is essential for the understanding of mathematical
models and operations of the digital and discrete transceivers, where the
theory of deterministic and stochastic signal processing is used. Secondly,
the unified notation and terminology in all 19 chapters simplify the
understanding of their content. Thirdly, presenting the signal processing
and communication systems theory with a unified notation makes this book
self-sufficient, allowing readers to avoid wasting time and getting confused
by reading various books with different notations. Even though a reader
can be very familiar with the signal processing theory contained in the
complementary chapters, it is advisable to read them before starting to
work on the main 10 chapters.

Target audience of the book

The book is intended for undergraduate and graduate students doing
courses in communication systems, and also for practicing engineers
working on the design of transceivers in discrete communication systems.
A one-semester senior-level course, for students who have had prior
exposure to classical communication systems covering passband and
baseband signal transmission, can use the material in Chapters 1 to 6, as
well as the material in Chapter 9 supported with related complementary
Chapters 11 to 15, Chapter 19 and Projects 1, 2 or 3. In a first-year
postgraduate level course, the first six chapters provide students with a
good review of the digital and discrete communication systems theory and
the main lecturing will cover Chapters 2 to 5 and Chapters 7 to 10 that
present the discrete communications systems and their design, and
related Projects 1 to 5. The background theory for this course is contained
in complementary Chapters 13 to 18.

For practicing engineers, who are experienced in the theory of digital
communication systems, the material covered in Chapters 2 to 5 and
Chapters 7 to 10 supported by complementary Chapters 13to 18 is a good
base for understanding the vital concepts in discrete communication
systems. All Projects are relevant for them, Projects 4 and 5 in particular.

Supplementary material

The book contains the Supplementary Material that is composed of
two parts: Solutions to the Problems in the book, and Research Projects
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with offered solutions. To master the theory, key chapters contain sets of
problems for students’ exercises. The solutions to the problems are inside
a separate book belonging to the Supplementary Material for readers. In
addition to the solved problems, the book contains several real-world case
studies in the form of Projects related to the advanced modeling and
designs of modern communication systems based on digital and discrete-
time signal processing and the application of modern technologies like
DSP and FPGA. None of these Projects is a laboratory exercise but a self-
contained piece of research work related to a particular book chapter, and
as such can be a part of a one-semester project inside the course in
discrete and digital communication systems.

00630p KHUMM «[AUCKPETHbIE CUCTEMbI CBSI3N»,
AsTop: CtnBeH bepbep,
MapatenbctBo Okcdpopackoro yHuBepcuteTta, 2021r.
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r. benrpag, Pecnybnuka Cepbusi
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Pesrome:

B kHuze rnipusedeHa meopusi OUCKPEmMHbIX cucmeM C853U, KOmopble
npedcmaesieHbl 8 sude 6:7104HbIX cxXem, onpedersieMbix
MameMamuyeckumu ornepamopamu. [ns moz2o 4mobb! SIy4Hwie noHSImb U
CpasHUmMb 83aUMOCBsi3b MexX0y O08YMS MeopusiMU, rpuesedeHa makxke
meopusi yugposbix cucmem cessu. bbinu onpedeneHbl 0606uWeHHbIe
cxembl 0beux cucmem, KOmopble UCMofb308asnucb Onsi pa3pabomku
omoesibHbIX OUCKPEMHbIX U Yugposbix cucmemM 8 Kadecmee ux
crieyuarsbHbIX criydaes. B Hekomopbix enasax rnpedcmasrieHa meopusi
obpabomku OemepMUHUPOBAHHBLIX U CMOXacmu4yecKux Ccu2Hao8
HernpepbieHO20 U OUCKPemHo20 6pPeMeH, Komopasi criocobecmeyem
MOHUMaHUI OCHOBHbIX 2/1a8, 8 KOMOpPhbIX OrucaHbl CUCMeMb| C8s13U.
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Caxemak:

Osa kmbuza cadpxu meopujy OUCKPEMHUX MEeeKOMyHUKaUuUOHUX
cucmema Koju cy npukasaHu y obsuky briok wema 0eghuHUCaHuUx rnomohy
MameMamuykux ornepamopa. Y yurby nopefjewsa cucmema, dodama je
meopuja duaumarsnHux mesieKOMyHUKaUyUoOHUX cucmema padu borbee
pa3ymesara o0Hoca HaselOeHUx meopuja. [eguHucaHe cy 2eHepuyqke
weme oba cucmema Koje cy KopuwheHe Oa ce passujy rnojeduHaqyHu
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roanaerba Koja rpukasyjy mesnekoMyHuKayuoHe cucmeme.
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QuaumariHu menekoMyHuKalyuoHU cucmemu, duckpemHa Modynayuja,
dueumarnHa modynayuja, meopuja uHpopmayuja u kodogsar-a, obpada
CueHana OucKkpemHoz 8pemeHa, obpada cuzHana KOHMUHYyarHo2
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CABPEMEHO HAOPYXXAHE 1 BOJHA OMNPEMA
COBPEMEHHOE BOOPY>XEHVE 1 BOEHHOE OBOPY[JOBAHVE
MODERN WEAPONS AND MILITARY EQUIPMENT

Hajsehu dpaHuycku gpoH?

BecnocadHa nemenuuye Aarok

Mpototun dpaHuycke OecnocagHe neTenuue Aarok ©6vo je noTnyHO
usHeHahewe Ha dpaHuyckom aepo-mutuHry y [lapusy. BecnocagHu
BasayxonnosBHu cucteM Aarok unu UAS npefcTtaBrba HOBO Mojayarbe y AOMEHY
cpentux BUCMHaA M ayrmx neTtoea (unn MALE). HamereH je 3a obaBeluTajHe,
HaasopHe n ussuhadke mucuje (intelligence, surveillance, and reconnaissance —
ISR), anu n 3a HanagHe neToBe. Y OKBWPY HamagHuX reToBa neternuua je
HaopyxaHa npeum3Hom paketom AASM Hammer koja obesbefyje Hanag Ha
unrbeBe ca 6e3beaHe aucTaHue pasnnuntum 6ojeBMM rnaeBama.

OBy netenuuy npoussena je mano nosHaTta komnaHuja Turgis & Gaillard,
Koja u3pahyje npojekte y okBupy oabpambeHe nHayctpuje. OBa doupma ybp3aHo
npowvpyje CBOje KanauuTeTe 3a NPOM3BOAHY Pa3HUX BOjHUX CpeAcTaBa, of
KOjux KynMmuHaumjy npeactasrba npotoTtun Aarok. Jletenvua nma macy og 5,4
TOHE MpX MaKCMMarHoj NONeTHOj TeXnHU. BenuunHa netenuue je nmnpecueHa,
jep pacnoH kpuna u3Hocu Yak oo 21 meTpa, Tako ga je oHa Beha n og amepudke
6ecnocagHe netenuue MQ-9A Reaper. JleTenuuy noroHu Typ6o-nponenepcku
moTtop Pratt & Whitney Canada PT6 koju passuja cHary go 1200 KC. Y
KOMNaHwju ce pasMmuLLrba aa ce y 6yayhHocTu uHctanumpajy Typbo-nponenepcku
moTopu Safran Ardiden 3 wnu GE Aviation Catalyst. MakcumanHa noneTtHa
TeXxuHa of 5,4 TOHe yKIbyyyje M HOCMBOCT of 2721 Kr, oA 4yera OTNpunuke
nonoBuHa oTnaga Ha ybojHa cpeacTBa.

1 The War Zone, June 16 2023
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Komnjymepcka obpada cruke 6ecriocadHe nemesuye Aarok HaopyxaHe pakemom
AASM Hammer, kao u npomusmeHKosckum pakemama Hellfire

BecnocagHa netenvua Mmoxe neteTtn Buwe of 24 cata. OB napameTpu
noctaerbajy Aarok y Cnu4yHy kateropujy kao WwTo je amepudkn MQ-9A Reaper
KOju ce Hanasu y Haopyxary hpaHLycke paTHe aBujauuje.

OusajH netenuue omoryhaBa joj mMoneTHo-crieTHe onepauuje ca
HenpunpemrbeHMX NoBpLUMHa ¢ 063MpPOM Ha BP0 pobycTaH cjajHu Tpan.

KomnaHuja Turgis & Gaillard nssewTasa ga passuja netenuuy Beh Tpu
roauHe. [npekTop KOMMaHuje u3jaBuno je Aa je OpoH HaMereH 3a U3BpLUaBakke
pasHux Mucuja Mefy kojuma cy, ocum n3suhadkmx, obaBelTajHUX U Hanagavykmx
MucKja, U MOMOPCKO M3BMhawe, Kao M M3BpLUaBaHe MUCKja KOMYHUKALIMOHMX
peneja. Pagn ce o 6opGeHoM Ba3gyLIHOM KOMYHUKALMOHOM YBOPULLTY
(Battlefield Airborne Communications Node) nnn BACN. To 3Hauu aa netenuvua
y OBOj yrno3un MOXe pas3MewuBaTyh MHgOopMauunje ca Benuvkum Bpojem pasHux
Ba3gyxOMNioBHUX NNaTdoOpMuK 1 cHara Ha KonHy 1 mopy. OBakaB KOMYHMKaLUOHU
CUCTEM je MOHTMpaH Ha aBuoHumMa E-11A, moagucukoBaHuUM cepujama
NnocrnoBHMx Mnaswaka Tuna Bombardier Global Express n netenuue EQ-4B
Global Hawk, koja je Beh BaH ynoTtpebe.

KomnaHvja garbe HaBoau ga naket onpeme ISR ykrbydyje ONTPOHMYKE U
erekKTpoMarHeTcKe CeH3ope BUCOKUX NepdopMaHcu, a BepoBaTHO ce pagu o
ceHsopuma Wescam MX-25 vnun Euroflir 610. BennuuHa 6ecnocagHe netenuvue
ca BenukuMm KanauuteTuma MoABecHOr TepeTa 3Haun da he mohm ga Hocu
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BEMWNKN EeNneKTpo-ONTUYKN CeH30p (kamepy), MyNTUYHKUMOHANHW pajap w
pa3He obaBeLUTajHe CeH3ope.

LHoru deo mpyna nemeJsiuye orpemMrbeH je CEeH30pPCKOM Kyrosiom

C pOpyre cTpaHe, opyxXje uuju je uurb u3Bohewe HanagHux Mwucuja
ykibydyje AASM Hammer M MMa HEKONuKO HadmHa Bohewa, Yykibyuyyjyhu
WHepumjanHo, caTtenntcko K WHdpaupeeHo. bojese rnase ce wucnopydyjy y
HeKonuko Benu4uHa, og 125 kr, 250, 500 n 1000 kr.

7

Jlemenuua ca pakemama AASM Hammer u Hellfire
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HomeT Hammera usHocu oo 35 km, Tako ga He Om Tpebano ga 6yme y
AOMETYy pYCcKOr NpOoTMBBa3dyXOMnnoBHOI cuctema KpaTkor gomeTa Pantsir. Oa
onacka npoussofhada BepoBaTHO je HaBegeHa 300r Hamaga pyckor cuctema
Pantsir-S1 Ha amepuyky netenuuy MQ-9 y pernoHy uctouHe Cupuje, y
HoBembpy 2022. roguHe. Mako Pantsir-S1 Taga Huje ycneo ga obopw ApoH, Ha
3anaay ce 3ak/by4nno ga ce paau 0 onacHom npubnwxkasawy paguvjycy AejcTea
PYCKMX MPOTMBBA3AYyXOMNMOBHUX CUCTEMA.

N nopep Tora wto Hocu pakete Beher gomeTta, 6ecnocagHa netenuua
Aarok noceayje u onpemy 3a camoonbpaHy, nako Huje jacHo Aa nv ce pagu o
NpoTMBMEpamMa Kao LUTO Cy pagapckv Mnu uHdpaupBeHN Mamuy UM O HEKUM
omeTavymma unv AMpEeKLMOHaNHNM MHpaLpBEHUM NPOTMBMEPaMa Unn, Moxaa,
0 KoMBUMHauuju oba cuctema.

KomnaHuja Turgis & Gaillard ocHoBaHa je 2011. roguHe, 1 keH NpBM Nocao
je ©vMo pasBoj cuctema 3a umHTerpauuwjy dpaHuycke npeumsHe HaBogeheHe
MyHuumje Gerfaut, KOHKPETHO npojekTuna Hammer ncnoa Kpwuna TpaHCnopTHOr
aBnoHa C-130 Hercules. Uurbs je 6uo pga ce obesbean jedpTuHmja BasgywiHa
nogpLuKa 1 CTONMpajy yCTaHWyke onepauuje, Kao LTO Cy OHe y ABraHucTaHy v
Manujy. Cuctem Gerfaut Ha Kpajy Huje dmHann3oBaH y obnuky yroBopa 3a
KOMMNaHWjy, anu je WCKyCTBO pasBujarba OBaKBOI cucTemMa MNOMOrno npu
HaopyxaBawy netenuue Aarok. Tpeba nomMeHyTM Oa je CMCTEM amMepudkor
MapuHckor kopryca Harvest HAWK Hyguo cnuyaH koHuenT cuctemy Gerfaut u
OOXUBEO MHTEH3MBHY OMepaTuBHy ynoTpeoby.

JlaHcepu cucmema Gerfaut 3a myHuyujy AASM Hammer ucniod kpuia mpaHcrnopmHo2
asuoHa C-130 Hercules
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Komnanuja Turgis & Gaillard ycnena je na ce 6p30 HameTHe y OKBUpY
paHUycke onbpambeHe MHOYCTpWje MyTEM MHOMMX MHOBaTWMBHMX Mpojekara,
HapounTo y obnacTu BasgyxonnoBcTea. Pagu ce npoussoamu onpeme 3a rnosue
Dassault Rafale, ogpxaBarwy aBnoHa DHC-6 n PC-6 dpaHuyckux cnewmjanHux
cHara, na 4ak n nspaam Heke oripeme 3a rosua F-35.

Mnak, Aarok npeacraBrba HajambuuMosHWju NnporpamM KoMnaHuje, a pasBoj
je cdmHaHcupana cama. KomnaHuja pagm Ha HOBOj BecnocagHoj netenvum koja
Ou ce morna KOpuUCTUTM 3a MOMOPCKO Haarnedare eKCKNy3MBHUX €KOHOMCKUX
30Ha, HAPOYNTO Y MHAO-NaUUPUUKOM PErNOHY.

®paHuycka TpaauuMoHanHO YCMewHO npoJaje opyxje ApxaBama Yy
Adpuum 1 Ha Brnimckom nctoky. C 063Mpom Ha BENWKY Tpaxky 3a CpeacTBnMa
ocmaTtpaka, M y3 arpecuBHy WM3BO3HY MOMUTMKY, Morna 6u ybegouTtu gpxase
KnujeHTe Aa kyne weHy 6ecnocagHy netenvuy ymecTto amepuyKmx.

Y cmucny KoHkypeHumje, Aarok ce Hamasn Ha NpUNnYHO npebyHKMpaHoM
TEkMwTy. ®paHuycka Beh ynpaBrba amepudkum gpoHoMm MQ-9A Reaper.
Kynuna je wect gpoHoBa Tvna Reaper Block 1 n wect tvna Reaper Block 5.
Jletenuue Tuna Reaper Block 5 mory 61T HaopyxaHe npeumsHnuM HaBoheHnM
bombama GBU-12 Paveway, kao 1 pakeTama Ba3gyx-zemrba tuna AGM-114
Hellfire.

h 4 .
ARMEE DELAR

®paHuycKu 8ojHUUU cKudajy nacepcku soheHy 6omby ca becriunomHe nemenuue
Reaper y ¢ppaHuyckoj 6asu y Huzepuju.

®paHuycke netenuue Trna Reaper HabaBrbeHe cy 360r XUTHKUX 3axTeBa 3a
pgejctBa y obnactm ISR y okBupy dpaHuyckux BojHMX onepauuja y Manwjy,
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yKibydyjyhn n gyre netoBe nNpeko CeBepHOr Aena 3emrbe Yy notpasu 3a
MUMUTaHTUMA.

Y 6ygyhHocTh, cpaHuycka komnaHuja Turgis & Gaillard Haga ce ga he
ycneTtu ga obesbeau, 3a dppaHuycke notpebe, HacnegHUKa amepuyke netenuue
Reaper, koju 61 morao 6utn edomnkacaH y napy ca 6yayhum eBpogpoHOM.

EBpogpoH je 6ecnocagHa netenuua ca gsa Typbo-nponenepcka motopa u
BPLWM aKTUBHOCTW Ha BENWKMM yaarbeHocTuma. Pagm ce o netenuum ca
MakcMManHoOM rnosieTHOM macom 0 10886 kr, KOpUCHMM TepeToM A0 2247 Kr 1
pacrnoHOM Kpuna of npeko 29 meTapa.

OBaj gpoH pasBujajy komnaHuja Airbus, Dassault Aviation n Leonardo, a
Habaswuhe ra ®paHuycka, Ntanvja n WnaHwuja. MNpBuK net ce oyekyje cpeauHoMm
2027. roguHe, anu yBohewe y onepaTuBHy ynotpeby ce He o4dekyje npe 2030.
roavHe.

Kao n amepnukn Reaper, Aarok he OUTU Yy KOHKYpEHUMjU ca TYPCKOM
netenuuom Baykar Bayraktar Akinci, koja npunaga ncrtoj knacu. OBaj gpoH ce
Beh Hanasn y Haopyxaky TYPCKMX OpyXaHux cHara, [Makuctana u Jlnbuje, a
Hapy4uunu cy ra Asepbeijuan n KuprucraH.

LUTo ce TMye BpeMeHCKMX pokoBa, opaHLyCcka KOMMaHWja je HajaBuna ga
ce npBu NneT odekyje oo kpaja 2023. roguHe. To 6u 3Haumno ga 6u yBohene y
onepaTMBHY ynoTpeby Morno ga ce ovekyje cpeanHom 2025. rogmHe.

Y paty y YKpajuHu ce nokasano ga 6ecnunoTHe fneTtenuvue oncrajy 4ak un'y
ocnopeHoM okpyxewy. C gpyre cTpaHe, y 3anagHuMM 3eMrbama Crnopo ce
pasBujajy HaopyxkaHu pOpoHoBu, na OPpaHuycka 3aBUCU O aMEPUYKUX
GecnocagHux netenuua Reaper 3a ygapHe Hanage. OakBa cuTyauuja
obe3befyje apxaBama kao wWTo cy Typcka u KuHa ga gomuHupajy y npogaju
Haopy>aHVX APOHOBa Ha TPXULWTY C 0bB3Mpom Ha TO ga je Tewko gohu go
aMepUYKMX HaopyXaHMX OPOHOBA.

Ykonuko 6u komnaHuja Turgis & Gaillard ycnena ga Ha TpxuwTe usbaum
HaopyxaHy neTtenuuy knace MALE y HaBegeHuMm pokoBuma, To 6m 6uno og
MHTepeca He caMO 3a dpaHuycke opykaHe cHare Beh wun 3a gpyre
3auHTepecoBaHe. [lopea Tora, ykonumko ce 3a Aarok noHyaun Huxa ueHa o LeHe
pvBanckux nerenuua, To 61 NpeacTaBbano BPoO atpakTMBHY NOHyAY Ha OBOM
TPXKULLITY.

[pazaH M. Byuykosuh (Dragan M. Vucékovié),
e-mail: draganvuckovic64@gmail.com,

ORCID iD: "“#https://orcid.org/0000-0003-1620-5601
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Pyckn Okhotnik y onepatneHoj ynotpebun?

Amepunuka b6ecnunotHa netenuua Sentinel RQ-170 noctana je nosHaTta
Kao HEBUOSBMBM HEHAOpYXaHW APOH 3a OocMaTpakbe TepeHa Ha HekMM of
HajonacHujux obnactu.

X-45B demonstrator

Huvje no3HaTo y KOjoj je hasm amepuukn HeBuaArbMBKU GopbGeHn opoH. lNpe
Hekonvko roguHa AmMepukaHum cy 3anodenu nporpam nog HasmBom UCLASS
Koju je pasBujao MOpHapudky 6ecnunoTHy neTenuuy Koja je Tpebano da
yYyecTByje y BULLE Pa3NUMUNTMX MUCKja, Yy YNo3M Hanagada, ©OecnunoTHor
Ba3gyLUHOr TaHKepa unu ocmartpada. Ha ocHoBy oBor nporpama, AOLWO ce A0
WHTEepecaHTHe WHoOBaumje nog HasmBom X-45B demonstrator.To je npsa
HeBugsbmBa OecnunotHa neTenuua koja nonehe ca Hocaya aBuoHa. OBaj
nporpam je n3Heapvo NPBU MOPHAPWUYKM BECNUINOTHU TaHKep.

Pycuja 3BaHMYHO uma camo [Ba NpOTOTUMNA HEBUOIBUBUX OGECMUMNOTHUX
netenuua S-70 Okhotnik. MNpema wHdoOpmaunjama poctynHux 3anagy, Asa
npoToTuna pycknx gpoHoa S-70 Okhotnik cy y Toky neTtHor Tectupatwba, a jow
OBa cy y dasu uspage/netHor tectupama. lNpBu npoToTMN NONETEO je NpBu NyT
y aerycty 2019. Y debpyapy 2021. rognHe, M3 pyckor BOjHOUHOYCTpPMjCKOr
Komnnekca je objaBrbeHo aa Hoocmbupckn aBuo-3aBog Ykanos (HA3) rpagm
joLw Tpy npoToTUNa TelKux apoHoBa S-70 Okhotnik.

2 Warrior Maven, Jun 30, 2023, The War Zone, December 14, 2021
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S-70 Okhotnik

Mo pyckum mn3sBopvma, NOMEHYTUM aBMO-3aBO4 MpaBu jow Tpu nNpoToTuna
6ecnunoTHe netenuue S-70.

Opyrv npoToTMN je yHeo M3MEeHe Yy aepoauHaMuKy U eNneKkTPOHMKY Ha
OCHOBY OneparTunBHOT UCKyCcTBa ca npsum S-70.

Y mapTy 2021. rogMHe o6jaBrbeHO je ga je y TOKy mpoussoAra Apyror
npotoTuna S-70

Mopen noborbluaHe eneKkTpoHWke u codTBepa, ApOH 6uM mmao nocebHo
NpojekToBaHy MrasHuLy 3a noborbLlaHy HEBUASLUBOCT 3a4H-Er acnekTa.

lMpeobumHa mna3Huya OpoHa Koja he y HapedHum gep3ujama bumu rnpomer-eHa padu
60sbUX CMEenm Kapakmepucmuka
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loguHe 2021. pyckn n3Bopu HaBenu cy aa he cepujcku yroBop 3a Habasky
S-70 Okhotnik ©6uTKM 3aKkrbyy4eH y poky of LwecT mMeceun. JIeTHO TecTupame
Apyror npoToTuna no4veno je y jyny 2022. roguHe.

Pycuja je moxaa onepatuBHo pacnopeauna ase becnunoTHe netenvue S-
70. Takohe, moryhe je gpa he gBa gogaTHa npoToTuna, y passojy og 2021.
roguHe, OuTM pocTynHa pyckum cHarama. Moryhe je yak m pga cy Beh
onepaTtmBHO pacnopeheHu.

Pyckn un3sBopu HaBoge pa je S-70 Okhotnik passujeH ga penyje noa
KOHTPOMOM NuoTa HeBMASBLMBON NoBuUa Su-57, koju MoXe Aa KOHTponuiie Behu
Opoj oBUX ApOHOBA.

Su-57 moxe da koHmponuwe sehu 6poj dpoHosa S-70

<~ .

S-70 Okhotnik
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Pycka 6ecnunotHa 6opbeHa netenuua S-70 Okhotnik (noBau) HaopyxaHa
je npojekTunuma Basgyx-3emrba u jegpehum kao n HasoheHnum 6ombama koje ce
Hanase y Tpyny neTenuue, LUTO HE HapyLLaBa CTENT KapakTepUCTUKE.

OBa netenuua fdenyje kao ,KpunHu konera” nosuy Su-57, nma dyHkumje
BELUTAYKe WHTENUreHumje n MoXe da CTUrHe O CBeMupa Kaja je onpemibeHa
oAarosapajyhmum motopuma.

CjeanmeHe [pxaBe cy nokywane ga passujy 6ecnunotHy netenuuy ca
CMMYHMM KapaKTepucTvkama u nepdgopmMaHcama, anu cy ogycrane of npojekra
HaKOH LUTO H-EHU NHXEH-EPU HUCY ycnenu aa npesasufly TeXHU4YKe npenpeke.

Jletennua S-70 Okhotnik nma Typ6omnasHm motop AL-31, netn 6p3vHOM
og 1.000 km Ha cat n uma gonet go 6.000 kumnometapa. OnpemrbeHa je
€NeKTPOo-ONTUYKUM HWLWaHMMa, pagvo-Be3oM M ,ApyruM BpcTama onpeme 3a
n3suhame”, kako, HaBoau pycko MuHuctapcTBo opbpaHe. Tpeba pehu n ga je
Beha of 3anagHux netenuua tor Tuna. Ca pacnoHom kpuna og 20 M 1 SyXMHOM
oa 14 m, maca gpoHa je, HaBogHo, oko 20 ToHa (y nopehewy ca 4,9 T KONUKO
uma Dassault Neuron n 6,3 T X-47B, komnanuje Northrop Grumman). Y gBa
YHyTpallHka crnpemHuka oBe OecnunotHe netenuvue Tpebano 6m ga ctaHe Oo
2,8 ToHa opyxja.

Mpeu 6GopbeHn pgpoH S-70 Okhotnik Tpebano 6u ga Gyme umcnopyyeH
pycknM opyxaHum cHarama 2024. roguHe. Mehytum, MuHuctapctso ogbpane je
oynrnegHo 3axTeBano ga ce ybpsa ekcnepumeHTanHu pag, Tako ga cy Beh
opaBHO nNpuMeheHe ABe Bep3uje Ha caTenMTCKUM CHUMUMMA.

AmMepuyku CTpyYhak 3a becnunoTHe neTenuue n pycko-BOjHY TEXHOMOTHjY,
nako je ckenTuyaH y nornegy cnocobHoctn S-70 y cBeEMMpY, M3jaBuoO je da je
OBa neTenuua npBobuTHO au3ajHMpaHa 3a ,npodop HenpujaTersckor MNBO”.

OcHoBHa ugeja jecte ga Su-57 u rpyna gpoHosa Okhotnik yHuw T Benuke
cTpaTellke LuurbeBe, Kao LWTO CYy KOMaHAHU ueHTpu unun NBO KomMnnekcu, kako
61 onakwanu nyT Benuknm 6ombapaepuma kao wro cy Tu-160, Tu-22 unu MiG-
31 koju Hoce kpctapehy pakeTy X-101 unu xmnepcoHnyHy pakety KnHiyan.

Pycuvja je moxga novena ga kopucTu CBoje yaapHe becnvunoTHe netenwvue
S-70 Okhotnik npotueB YkpajuHe. To ce MoOXe KOHCTatoBaTM Ha OCHOBY
doTorpaduja gpoHa koju netu usHag YKpajuHe, Koje cy objaBunu ykpajuHcku
Tenerpam kaHanu u npeHenu 6pojHn meau;ju.

Cnekynuwe ce ga je ApOH norogMo BojHe O6jekTe opyxaHux cHara
YkpajuHe y Cymckoj obnacTu.

Y jyny 2022. roguHe, 4aconuc Janes wusBewTasa, uuTtupajyhm PUA
HoBocTu, ga je S-70 n3eeo cBoje NpBO NPo6HO NaHcupare NpeLm3Ho HaBoheHe
MyHuLUMje Ha 3emarbcke uurbeBe 28. maja 2022. roguHe. [poH je naHcupao
pakeTe Basgyx-3emrba pa3BujeHe 3a Cyxoj Su-57 ca nocagom.

Takohe, yaconuc HaBoau Aa je paketa BepoBaTHO b6una kpctapeha pakeTa
Kh-59Mk2 (X-59 Bep3uje 2), HOBU pa3Boj TelUKe TakTuike pakete cepuje X-59
Koja je ywna y ynotpeby no4eTkom ocamaeceTux roguHa.
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MpoueHe pomeTa WM HocmBocTM X-59Mk2 yBenunko Bapwupajy, anu je
BEpPOBaTHO Aa MOXe [a Noroau uurbese yaarbeHe HajMane 250 knnometpa Aok
Hocu 6ojeBy rmaBy op 220 kunorpama. MogynapHa npupoga ausajHa MoXxe
omoryhutn BuLEeCTpyKe KoHdurypauuje, Kao WTo cy Behu ogesbumn 3a ropuso
nnu 3ameHe Marnm 60jeBUM rmasama.

.M3Bectuja” je, y pebpyapy 2020, nucana ga je nnaHupajyha 6omba Grom
9-A-7759 wHTerpucaHa ca netenuuom Okhotnik. OHa moxe ga Hocu 4veTupu
pakeTe Grom y CBOM YHyTpallkbeM oferbky 3a 6ombGe.Y wmehyBpemeHy,
Okhotnik je Ha npoBepwu y YkpajuHu.

Hpaezax M. Byukosuh (Dragan M. Vuckovi¢),
e-mail: draganvuckovic64@gmail.com,

ORCID iD: & https://orcid.org/0000-0003-1620-5601

YHanpefheHa Bepaunja xenukontepa Ka-52M y YkpajuHum?

Ka-52M

MojaBune cy ce npBe doTorpacdmje HOBe Bep3uje MOOEpPHU30BAHOI
bopbeHor xenukontepa Ka-52M y pyckoj cnyxbu, na nocToju Benuka
BepoBaTHoha aa Beh y4yecTByje y cykoby y YkpajuHu. [ok je ocHoBHM Ka-52M
Hokum noctao npeno3HaTibMBO OpYXje PYCKMX CHara, NpeTprneBlUM Benuke
rybuTtke, ann n HaHocehu KX yKpajuHCKOM Okrony, oBa Bep3uvja noborbluaHe
Bep3nje Ka-52M Hurge Huje BuheHa Ao npolune Hegerse.

XenukonTtep Ka-52M npefcrtasrbeH je Ha Tpu doTorpacduje nocraBrbeHe
Ha obnyHo Oobpo obaselwwTeHoM kaHany Fighterbomber Ha Tenerpamy. Mopea

3 The War Zone, Jul 21, 2023
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ocTanux, 0Baj kaHan BpLUM NPUKyNibake CpeacTaBa 3a pycke aBujaTudape Koju
Cy y4ecTBOBanM Yy YKPajUHCKMM paTHMM NneToBMMa: ofena, uvnene, pagvo-
anapaTte, HaBuraumoHe ypehaje, komnnete npBe nomohu wuta. Ha
doTorpacdmjama objaBrbeHnm 14. jyna, BUAe ce aBujaTU4apu ca MokoHnMma y
nosagunHu Hoee Bep3anje Ka-52.

7

Pycku nunom ucrniped yHanpeheHe sep3uje xenukonmepa Ka-52M

XenukonTep koju ce Buamn Ha coTtorpadumjama cajta Fighterbomber ceexe
je ocbapbaH, WTO yKasyje Aa je HegaBHo ucnopyyeH. dotorpaduje oBe BpcTe,
Ha OBOM KaHany, paHuje Ccy, YrmaBHOM, HacTajane Ha pacnopeheHnm
nokauuvjama y YkpajuHu, nnu y sasgyluHum 6asama y Pycuju koje ce kopucTe 3a
MOAPLWKY TaMOLWHOj Kamnawu. Mako He mMoxemo 6uTu curypHu pga oBe
doTorpacuje notTudy n3 YkpajuHe, unv us pycke BasgyluHe 6ase kopuwheHe y
cykoby, Be3a ca Hanopuma Tenerpam kaHana Fighterbomber ga Habase onpemy
3a nocape cyrepuile ga je To 6ap BepoBaTHO.

Megawjcku nssewTajy o ynotpebu Ka-52M y YkpajuHu Beh cy ce nojasunu,
anu Hucy Gunu NOTKPenrbeHW HUKaKBUM Aoka3uma. Ha npumep, y centembpy
2022, pycka apxaBHa HoBuHCKa areHumja TACC onucana je ,ycneliHe TecToBe
OBOI MOAIEPHU30BaHOT XenuKkonTepa TOKOM crieuujanHe onepauuje y YkpajuHn.
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Komnanuja KamoB je, 5. anpuna 2019. roguHe, pobuna yrosop of
MuHucTapcTBa oabpaHe Pycuje 3a ucTpaxueayko-pasBojHe pagoBe Avangard-
4, ynjn je umrb 6mo pa3soj moaepHusoBaHor Ka-52M (xenukonTtep Mi-28NM koju
ce pasBuja y UCTO Bpeme Hocu koaHu Hasme Avangard-3). CTBapHM pagoBu cy
noyenu MHOrO paHuje of AOAEerne yroBopa, a HoBa Ofpema U Haopyxae Koju
ce caga kopucte y xenukontepy Ka-52M go Taga cy 6bunm ckopo cnpemHu.

Y jyHy 2020. rogunHe, cpabpuka lNMporpec y ApceweBy Ha pyckom [danekom
UCTOKY, Koja npousBoau Ka-52, gobuna je HapylbuHy ga gBa xenukontepa
KoHBepTyje Yy Bep3uvje Ka-52M pagu Tectupawa. Npeu Ka-52M je n3seo cBoj
npeu net nocne koHeep3auje 10. aBrycta 2020. roguHe. Npema yroeopy, Ka-52M
je Tpebano ga 3aBpwm cBa wucnutMBaka M ga byae cnpemaH 3a cepujcky
npousBoamy 00 Kpaja centembpa 2022. roguHe.

MpBu Ka-52M je npukasaH jaBHOCTU TOKOM pyckor MehyHapogHor cajma
aBujaumje n ceemupa (MAKC), y jyny 2021. roauMHe, a 3aTuM Ha WU3Noxou
Apmuja-2021 cnepgeher aBrycta. XenvkonTep je [obno MOAepHM30BaHy Kynosny
32 enekTpo-onTMYKO Huwarwerwe GOES-451M, axypupaHn KOMYHUKaLMOHU
naket BKS-50M (Bortovoi Kompleks Svyazi), ka0 v cuctem ynpaerbawa
cnpemHmumma  SUO-806PM  (Sistema Upravleniya Oruzhiyem), wto wmy
omoryhaesa kopuwherwe HOBOr opyxja. HajsHauvajHuju gogaTak Haopyxawy
xenukonTtepa jecte yBohewe BoheHe pakeTe LMUR ca gometom Ao netHaect
kunomeTapa (Koja je onucaHa y npeTxogHuMm OpojeBuma BojHOTEXHWMYKOr
rnacHuka).

BoheHa pakema LMUR
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YBegeHe cy n apyre Hagorpaghwe camor xenukontepa. Jlonatuue potopa
Ka-52M nimajy CHaxxHWju rpejHM enemeHT, koju omoryhasa xenukontepy Aa paau
y LUMpeM TeMnepaTypHOM Orcery, ykibydyjyhn n ApKTuK, WTO je y nocedHom
doKycy HedaBHe pycke BojHe cTpaTervje. CTajHM Tpan uma TOYKOBE ca
nosehaHom HocuBowhy M oTnopHowhy Ha xabawe, a Xenukontep uma wu
cnoseHo JIE[ ocBeTrbewe. Koknut 3a nocagy nma noborbliaHy eproHoMujy u
Takohe je 6orbe npunarofleH netewy ca HaoyapMma 3a HOhHO MocmaTpake
(HBIN).

LWto ce Tuye cneumdmkaumja, Ka-52M (nosHat y cpabpuum kao izdeliye
800.50) uma makcumanHy macy npu nonetawy of oko 12 500 kr, MakcumanHy
6p3uHy og 300 km Ha caT, nnacdoH og 5500 m u gonet og 460 Km.

Mponssoara ce nosehasa

YroBop 3a npey naptujy of 30 xenukontepa Ka-52M 3a BaspgyliHo-
KocMudke cHare Pycuje notnucaH je 24. asrycta 2021. roguHe, TokoM dopyma
Apmuja-2021; 15 xenukonTepa je Tpebano ga Oyge wucnopydeHo 2022. n 15
2023. roguHe. BepoBaTHO je oBaj yroBop Beh peanusoBaH. Tokom cnegeher
dopyma Apwmuja-2022, pycko MwuHUCTapcTBO oabpaHe [ano je jow jegHy
nopyLbuHy 3a HenosHaTu 6poj oBux xenukonTtepa. Y jyny 2023. roguHe, pycku
MuHuctap opbpaHe Ceprej LUojry usjaBvo je ga cy ucnopyke Ka-52 y 2023.
,yOBOCTpy4deHe” y ogHocy Ha 2022. roguHy, ogHOcHO oko 30 xemnukonTepa, ako
je To TayHo.

Mocne oko 18 meceum 6opbu, Pycuja je y YkpajuHu usrybuna ckopo 40
b6opbeHux xenukonTtepa Ka-52 og oko 140 KOnMKO MX je MMana Ha No4veTky paTta
(y nornegy cBux TUMNoOBa jypuLIHMX xenukonTepa, Pycuja je narybuna oko 70 of
npeko 400 Ha noyeTky pata). Nopen Ka-52, y Pycuju ce npousBoge jow aBa
TMna 6opbeHnx xenukontepa — Mi-28N/NM un Mi-35M koju ce npousBoge y
dabpuumn PocteepTon y PoctoBy Ha [JoHy. Y3 uUHdopMaunjy 0 yoBOCTpydehYy
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npounssogre xenukontepa Ka-52, pycknm muHuctap Lojry je pekao ga je
nponseogra Mi-28 nosehaHa 3a paktop Tpu y 2023. y ogHocy Ha 2022. roauHy
(7j. Ha npmbnuxHo 50 roguLLrse).

Hosu umrbHmn Tepetr GOES-451M

Ha HoBoj doTtorpacuju xenukontepa Ka-52M ctpenuua 6poj jepaH
nokasyje enekTpoonTuyky noasecHy kynony GOES-451M koja je vHcTanupaHa
ucnog npegwer gena Tpyna; ctaHgapaHa Bepauja xenukonTepa uma y OBOM
nonoxajy kynony GOES-451. Y kynonu ce Hanasu TepMoBu3njcka kamepa, 1B
Kamepa, IlacepckM [JarbMHOMep/o3pauyvBay, W3na3 facepckor cHona 3a
NPOTMBTEHKOBCKE pakeTe, Kao U facepcku Tparad.

GOES-451 (neso) u ModepHu3osaHa enekmpoonmudyka Kyrnona GOES-451M (decHo).
U3zeop: Piotr Butowski




CeHsopu kynone GOES-451M wmajy noBehaH JomeT JeTekuunje W
npenosHaBaka Kako OW ogroBapanvM AOMeTMMAa HOBUX TUMNOBa OpyxXja,
ykrbyyyjyhn  npojektun LMUR. Tlpoussohay kopucHor Ttepeta, YOMS3 wu3
JekaTepuHbypra, obGjaBrbyje goMeT geTekumje TeHka oa 15 km nomohy TB
KaHana n 12 KM 3a TepMOBM3MWjCKN KaHan; AOMET npeno3HaBaka uurba je 12 km
n 7,5 KM 1 8 KM pecrnekTmsHo.

HoBu L418 monobloc nakeT 3a camooabpaHy

Ctpenvua 6poj AgBa nokasyje ynTparbybuyacTu CeH3op ynosopewa o
npubnwkasaky npojektuna (MAWS) L418-2, koju nponssoan komnanuja MAMoO
y Kasawy, 1 npeacrasrba geo naketa 3a camoonbpaHy L418 monobloc. O6uynHm
Ka-52, kao u panwuje BuheHn npotoTunosu Ka-52M, umajy cuctem L370P2
Vitebsk ca L370-2 MAWS Ha o0BOj nosuuuju. Yetupu TakBa ceH3opa cCy
noctaerbeHa Ha O604YHMM cTpaHama npegwer Tpyna W PenHor Hocaya,
nokpueajyhu untaBux 360 cTeneHn oko xenukonTtepa.

CeH3ope L418 monobloc nponssoan komnaHvja HAW EkpaH y Camapu. To
je mopgepHusaumja cuctema L370 Vitebsk, koju pagm Ha wupem oncery
dpekBeHUuja U Ha BehuM gomeTuma.

: e e e N N :
Ynmparbybudacmu ceH30pu 3a yrno3opere Ha Hadonasehe npojekmusne — cmaHOapOHU
L370-2 (neso) u modepHu3sosaHu L418-2. N3eop: Piotr Butowski

Nako ce Ha HoBum dpoTorpadpujama To He BuAWM, xenukontep Ka-52M
HajepoBaTHUje UMa W Opyre HOoBe KOMMOHeHTe naketa L418, npe cBera ABa
cuctemMa  ycMepeHux — UHdpaupseHux npotuBmepa (DIRCM)  L418-5,
npousBohaya komnaHuje CKB 3eHuT y 3eneHorpagy, noctaBrbeHa Ha GOYHUM
CTpaHama [Jower fena Tpyna, HenocpeaHo ucnpep rnaBHOr CTajHOr Tpana.
HoBu omeTau L418-5 je yraoHor obnuvka, Aok je npetxogHu L370-5 narnegao
kKao poTupajyha ccepa (noa HagMMKOM .jaje XMBOTA”); YyHYTpa ce Hanasum HoBa
namna SP3-1500 (paHuje SP2-1500) koja reHepuwe  MOAYMPAHO
WH(PaLPBEHO M ynTparbybuyacto 3payvere paguM OMeTawa MHgpaupBEHUX
Tparada pakeTa Ba3gyx-BasgyXx 1 3eMrba-Basgyx.
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CmaH0OapOHu cucmem 3a ycMmepeHe uHgpaupseHe npomusmepe L370-5 (neso) u
modepHu3osaHu L418-5 (decHo). N3sop: Piotr Butowski

3aHMMIbMBO je aa cy ceHsopu L418 monobloc yrpafeHn Ha xenukontepe
Ka-52E «oju cy npogatv ErunTy MHOro npe Hero wto cy ce nojaBuin Ha PyCKUM
xenukontepuma. To je pesynTar CTPOXWX dOpManHux 3axTeBa PycKor
MuHncTapcTBa ogbpaHe 3a yBoherwe HoBe onpeme, a Moxga 1 36or JogaTHUX
dyHKUMja Koje 3axTeBa pycka Bojcka. YBohewe HOBe onpeme OBe BpCTe Y
Pycuju 3axTeBa BuLecTeneHa MCNuTUBama Koja HUCY HYXXHO noTpebHa cTpaHoMm
Kynuy. Ha cnvyaH HauuH cy xenukontepu Mi-28NE koju cy ucnopyyexHu Wpaky
aobwnu pagape, y debpyapy 2015. rognHe, OOK Cy UcCnopyke xenukonTtepa ca
pagapuma Ba3gyLHO-KOCMWYKMM cHarama Pycuje noyene Ttek kpajem 2017.
rogvHe.

Capa, y patHum ycrnosuma, Pycuja je 3HaTHO cmanwuna Takee 3axTeBe U
yBoau y 60opby onpemy Koja O4MrneaHo jow Huje NOTNyHO MpoBepeHa, Kao LTo
je, Ha npumep, UMPK KpunHu komnnet/mMogyn 3a HaBohewe, MHCTanupaH Ha
bombama onwTe HameHe.

HoBsu pagap

HajuHTepecaHTHUWjU je HOBU papap Ha xenukonTepy Ka-52M, koju ce Buam
Ha HepaBHO objaBrbeHuM coTorpacdumjama. Ctpenvua 6poj Tpu nokasyje manm
OTBOp 3a BasAyx Ha AOHO0j CTpaHu pajapa y npeaxwem Aeny Tpyna, AOK ce Ha
Opyroj CTpaHW, CUMETPUYHO, Harnasu jow jedaH cnu4aH YCUCHWK Basgyxa.
TakBux ynasa Hema HU y jeAHOM of paHuje BuheHux xenukonTtepa Ka-52.
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JepaH Behu ynas, anu uHave Cnuyad, BUAW ce y NpOTOTUMNY NOMOPCKOr
6opbeHor xenukontepa Ka-52K nog 6pojem ,103”, WwITO fOBOAM 4O BEPOBATHON
3aKkrbyyka o cBpcu oBux ynasa. Ha xenukontepy Ka-52K ,103” oBaj ynas ce
KopucTu 3a xnahewe aHTeHe pagapa ca aKTMBHUM €NIEKTPOHCKUM CKEHWpaHem
Rezets (AESA) koju ce TecTMpa Ha OBOM XeNUKonTepy.

MpotoTunosu Ka-52M wvmajy uctu pagap kao u obuyHm Ka-52, FHO1
Arbalet-52, koju npowussoam komnaHuja PasotpoH-HUWUP un3 Mockse. To je
pagap Ka-tanaca (TanacHe gyxuvHe 8 MM) ca LUMPOKOM MEXaHWYKOM aHTEHOM
oa 80 um y Hocy xenukonTepa. [arbuHa geTekumje 3a Benuku 3eMarbCku Uuib
(HNp. XenesHW4ykn MocCT) usaHocum 25 kM, unu 12,5 km 3a TeHk. HepocrtaTak
pagapa FHOL jecte HemoryhHOCT AMpEKTHOr Bohehwa HaBOhEeHUX npojekTuna.
3a HaBohewe opyxja, MHPoOpMaumja O UMby NPEHOCUM Ce ca pagapa Ha
enekTpoonTuyku cuctem GOES-451, koju je rnaBHU CeH30p uurbarwa Ka-52.

lWto ce Tude pagapa Ha HOBOj Bep3uju xenukontepa Ka-52M,
HajBepoBaTHuWje ce paau o pagapy V006 Rezets, komnaHuvje 3acnoH na CaHkT
MeTepbypra (ucte kKomnaHuje koja uspahyje pagap V004 koju KopucTu nosaw-
6ombapaep Su-34 Fullback) . Pagap V006, nnn RZ-001 Rezets (pesad), uma
dukcHy AESA aHTeHy ca 640 npumonpepajHux mogyna. Pagu y X-oncery wu,
npema npowusBohavy, Moxe Aa OTKpuje rpyny TeHkoBa Ha 40 kM n GopbGeHy
netenuuy go 50 km. Pagap Rezets je BasgywHo xnaheH, 30or yera cy my
noTpebHM JoAaTHM YCUCHWLM Ba3ayXxa.
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Padap V006,

#
fzal

unu RZ-001 Rezets, y Ho80j KOHbuaypayuju
U3zeop: Piotr Butowski
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Nako je papgap Rezets HajgepoBaTHUWja onuuja 3a Ka-52M, Huje u jeguHa.
Komnanwuja ®asotpoH-HUWNP, nponseohay aktyenHor pagapa FHO1, Takohe nma
cBOjy noHyay. MopepHusoBaHn pagap FHO2 wuma fgBe oaBOjeHe aHTeHe:
MexaHuuky 3a Ka tanacHum oncer m AESA 3a X TanacHu oncer. To pellexwe
oMoryhaBa WCTOBPEMEHO CKEHWpake LuibeBa Ha MOBPLUMHU M Ba3gyLIHOM
NpoCTOpy, MMNIIEMEHTaUNjy HanpegHux anropyrama 3a getekuujy u npaheme
uureeBa, kao M Behy noyagaHocT. X-oncer gaje MHoro Behu gOMET, Mako Ha
payyH Hke pesonyuuje. [pema TBpAHkama KoMnaHuje, TEHK Ce MOXe OTKPUTK
Ha ygarbeHocTn o 20 km y gomeTty Ka oncera wnum go 35 km y gomety X
Tanaca.

MoTpebHo je cauvekaTn objaBrbuBare HOBUX dhoTorpadmja xenmkonTtepa
Ka-52M y weroBoj HOBOj BapujaHTui, Kako 6u Buna jacHuja koHurypauuja ose
HOBEe Bep3uje 1 casHarno ce ga nu je seh y YkpajuHu. Y oBOM TPEHyTKY, TO ce,
CBakako, YMHW BepoBaTHWM. Y CBaKOM Criyyajy, jacHo je ga he xenukonTtep,
reHeparHo, ykibydyjyhu n heroy opurmHanHy BapujanTy Ka-52, octati Kiby4Hu
CUCTEM Haopyxaha 3a pycke Ba3gyLUHO-KOCMUYKE CHare CBe [OK YKpajuHcKa
Kamnawa Tpaje.

Nhave, Ka-52 je xenukonTep KoOju je HajBuwie KOpULNEH Yy YKPajuHCKOM
cykoOy, kao wWTo je To 6mo Mil-24 y AeraHuctaHy. Haxanoct, n ryéuum cy
BENUKKN (HA MHTEPHETY ce nojaBrbyjy nogaum o oko 40 yHUWTEHNX anapata). Ha
noyeTKy paTa OBW XENUKONTEPU HUCY HWU ynoTpebrbaBaHu y CBOjOj OCHOBHO)
HameHn. Ha MHTepHeTy cy ce, yrnmaBHOM, MojaBrbuMBanM CHUMUM MUCMarbuBaka
HeBoheHUX pakeTa, WITO je 3Hayuno ga xenukontep mopa gyboko ga yhe y
YKPAjUHCKM BasgyLUHW MPOCTOpP, LUTO ra je YMHWO BPRO pakUBMM Ha Nnake
npeHocHe npoTmBBa3gyxonnoBHe cucteme. C Apyre cTpaHe, ucnarbvBawe
HeBONeHUX pakeTa nop oapefheHum HanagHUM YrnoM Huje npeuusHo, a Hu
H-EroBe NPOTUBMEPE HUCY CE YNHUIE eprKaCHUM.

Y ppyrom geny cykoba, Tokom 2023. rogvMHe, Hapo4MTO OKO YKpajUHCKOr
nokywaja npoboja ,CypoBuknHoBe” nuHuje, Ka-52 je KoHayHO no4yeo ada ce
KOPUCTU Kako Cy TO KOHCTPYKTOPW WM 3aMWUCIUMW, LUTO 3HA4YU MPEeBACXOQHO Y
NPOTUBOKIONHOj 6opbX ca NPOTMBTEHKOBCKMM HaBONEHUM pakeTama AoMeTa U
npeko 10 kunomeTapa. XenukonTtep Ka-52 je, 3ajegHo ca octanum BUAOBUMA U
podoBMMa BOjcKe, Bpro eduKkacHO [OMNPUHEO YHULLITEHY BeNukor ©Opoja
(yrmaBHom HATO) oknonHux Bo3una ca Behux garbuHa, He gosogehu cBojy
nocagy y onacHocT. MogepHusaumja je ycneamna HakoH 6opbeHux nckycrtaea,
anu je xenukonTep KOHa4YyHO ynoTpebrbeH y CBOjOj NPaBoj CBPCH.

Hpazax M. Byukosuh (Dragan M. Vuckovi¢),
e-mail: draganvuckovic64@gmail.com,

ORCID iD: "“*https://orcid.org/0000-0003-1620-5601
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NMo3nB 1 YIYTCTBO AYTOPUMA
MNPUMALLEHVE N MHCTPYKUNA AJ1A ABTOPOB PABOT
CALL FOR PAPERS AND INSTRUCTIONS FOR AUTHORS

NO3UB N YIIYTCTBO AYTOPUMA O HAYUHY NMPUNPEME YNAHKA

YnyTcTBO aytopuma O HauyuHy npunpeme 4naHka 3a objaBrbuBare Y
BojHomexHu4YkoMm 2nacHUKy ypaheHo je Ha ocHoBy [lpaBunHuka o kaTeropusaumjn n
paHrupary Hay4yHux yaconvca MuHuUCTapcTBa NpocBeTe, Hayke U TEXHOMOLUKOr pasBoja
Peny6nuke Cpbuje ("Cnyx6eHun rnacHuk PC", 6poj 159/20). MNMpumeHa osor NpaBunHuka
MPBEHCTBEHO CMyXK yHanpeherwy kBanuTeTa AoMahnx Yaconmca n HKUXOBOr MOTMyHWjer
yKIbyuMBama y MeflyHapoaHu cucteM pasmeHe HaydHux nHdopmaumja.

BojHoTexHuuku rnacHuk / Vojnotehnicki glasnik / Military Technical Courier
(BTr.mM0.ynp.cp6, www.vig.mod.gov.rs, ISSN 0042-8469 — wrtamnaHo usgawe, e-ISSN
2217-4753 - online, UDC 623+355/359, DOI: 10.5937/VojnotehnickiGlasnik;
https://doi.org/10.5937/VojnotehnickiGlasnik), jecte peueH3mpaHu Hay4Hn Yaconuc.

BrnacHuumn vaconuca cy MwuHuctapctBo onbpaHe Penybnuke Cpbuje n Bojcka
Cpbuje. N3pgaBay 1 dmHaHcujep Yaconuca je YHuepauteT ogbpaHe y beorpagy (BojHa
akagemuja).

[Mporpamcka opujeHTaumja 4aconuca 3acHMBa Ce Ha rogMH0j Kateropusauujun
yaconuca, Kojy BpLUN HaANeXHO ApXKaBHO MUHUCTAPCTBO Y ogpefeHnm obnactnma, kao n
Ha HEeroBOM MHAEKCUPaky y MefyHapoaHUM nHaekcHum 6asama.

Yaconuc obyxBata HayyHe, OJHOCHO CTpyyHe obnactu y okBuMpy OOpa3oBHO-
Hay4yHOr nosba MPUPOAHO-MaTeMaTUYKUX HayKa, Kao U Y OKBMPY OOpa3oBHO-HAYy4YHOTr
norba TEXHUYKO-TEXHONMOLWKMUX HayKa, a Hapounto obnactm ombpamMbeHux Hayka u
TexHonorunja. OG6jaBrbyje Teopujcka M nNpakTMdHa [pJocTturHyha Koja gonpuHoce
ycaBpLuaBawy CBWX MpuNagHWka Cprncke, perMoHanHe v MehyHapogHe akagemcke
3ajegHvue, a nocebHO npunagHuka BOjCKM M MUHWCTapcTaBa opbpaHe. [yGnukyje
pafoBe ca YpPaBHOTEXEHUM W3BELUTABaKEM O aHanuTUYKUM, eKCrMepVMEHTanHuM U
NPUMEHEHUM UCTPaXuBawyMa, Kao W HyMEepU4kMM cumynauujama, obyxsatajyhu
pasnuuute gucumnnuHe. OGjaBrbeHM MaTtepujanu Cy BUCOKOT  KBanuteta W
peneBaHTHOCTM, HamMUCaHW Ha Ha4YMH KOjU WX YMHW OOCTYMHUM LUMPOKOj YMTanadkoj
nyénvuun. CBn pagoBu Koju U3BELUTABAjy O OPUTMHANHUM TEOPUCKUM U/UMN NPaKTUYHO
OpUjEHTUCAHUM UCTPaXUBakMMa UNU NpoLIMpeHUM Bep3unjama Beh o6jaBrbeHnx pagoBsa
ca KoHdpepeHuuja cy pobpogownun. PagoBu 3a objaBrsvBame ogabupy ce ABOCTPYKO
CcrnenvM MNOCTYNKOM peLieH3mnje Kako 6u ce ocurypana OpUrMHanHoCT, PeneBaHTHOCT U
ynTrbMBOCT. MpUTOM UMb HUje camMO ga ce kBanuTeT objaBrbeHMX pagoBa OAPXKU
Bucokum Beh n ga ce o6e3bean npaBoOBpPEMEHW, TEMEIBHN U YPaBHOTEXEHWN MOCTynak
peLeHsuje.

YpehuBadka nonutuka BojHOmMexHUYKO2 eracHUKa 3acHMBa Cce Ha npenopykama
Opbopa 3a etuyHocT y n3gasawTey (COPE Core Practices) u 3ajegHUYKkMM npyHUmnuma
TpaHCMapeHTHOCTU 1 Hajborbe npakce y nsgasawTtey COPE, DOAJ, OASPA n WAME, kao
1 Ha HajborbMm NpuxeaheHnM npakcama y Hay4yHOM U3aaBalUTBy. BOjHOMEXHUYKU 2/1aCHUK
je unaH COPE (Committee on Publication Ethics) o 2. maja 2018. roguHe n unaH OASPA
(Open Access Scholarly Publishers Association) og oa 27. HoBembpa 2015. rognHe.

MuHMCTapCcTBO NpPOCBETE, Hayke WU TEXHONoWkKor pa3eoja Penybnvke Cpbuje
yTBpauno je gaHa 25. 10. 2022. roanHe kateropu3saumnjy BojHomexHu4Koe anacHuka, 3a

2022. roguHy:
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— Ha NMCTM Yacomnuca 3a pavyHapcke Hayke:
KaTeropuja BPXyHCKM 4aconuc HaumoHanHor 3Havaja (M51),

— Ha NNCTUN Yaconuca 3a eneKTPOHUKY, TerieKoMyHuKaLmje n nicpopmaumoHe
TexHonoruje:
KaTeropuja BpXyHCKM Yaconuc HaumoHanHor 3Havaja (M51),

— Ha NMCTM Yaconuca 3a MalIMHCTBO:
KaTeropuja BpXyHCKM Yaconuc HaumoHanHor 3Havaja (M51),

— Ha NMCTU Yaconuca 3a MaTepujane n xeMujcke TexHororuje:
KaTeropuja BpXyHCKM 4aconuc HaumoHanHor 3Havaja (M51).

YcBojeHe nucte gomahux yaconuca 3a 2022. roguHy Mory ce BUAETU Ha cajTy
BojHomexHuy4koz anacHuka, ctpaHuua Kamezopusayuja yaconuca.

HeTtarHuje nHdopmaumje mory ce npoHahm u Ha cajTy MuHucTapcTBa npocBeTe,
Hayke 1 TexHoroLlkor pa3soja Peny6nvke Cpbuje.

Mopaum o kateropusauuju mory ce npatuti u Ha cajty KOBCOH-a (KoH3sopuujym
6ubnunoteka Cpbuje 3a objeanreHy HabaBky).

Kateropusaumja yaconuca mssplueHa je npema [lMpaBunHuKy O kateropusaumjn u
paHrmpary HayyHux yaconuca MuHMCTapcTBa nNpocseTe, Hayke M TEXHOMOLIKOr pa3soja
Peny6nuke Cpbuje ("Cnyxbenun rnacHuk PC", 6poj 159/20).

Yaconuc ce npatu y koHTekcTy Cpnckor uutatHor mHaekca — ClUuHpekc (6a3a
nopgataka gomahux HayvHux yvaconwuca), Hay4Ho-uHdopmaumoHor cuctema Redalyc u
Pyckor uHgekca HaydHor umTtupawa (PUHLY). TMoaBprHyT je ctanHoOM BpegHOBawy
(MOHUTOPWHIY) y 3aBWCHOCTW Of YTULAjHOCTM (MMmnakTa) y camum 6asama. [letarsu o
vMHOeKcupawy MoOry ce BuAeTM Ha cajTy BojHomexHuukoz enacHuka, CTpaHuua
UHdekcupare vyacornuca.

BojHomexHuuKu enacHuk, y norfnieay CBOP cappxkaja, npyxa MoryhHOCT oTBOpeHor
npuctyna (DIAMOND OPEN ACCESS) u npumewyje Creative Commons (CC
BY) oapenbe o aytopckum npasumMa. [letarbm 0 ayTopckMm npasuma Mory ce BUAETU Ha
cajTy Yaconuca, cTpaHuua Aymopcka npasa u noaumuka camoapxusuparsa.

PapgoBn ce npepajy nytemMm OHMajH cUCTEMA 3a ENEKTPOHCKO YypehuBawe
ACUCTEHT, koju je pa3suo LleHTap 3a eBanyauujy y obpasoamny u Hayum (LIEOH).

Mpuctyn n pernctpauuja 3a cepBuC BpLUE Ce Ha cajTy www.vtg.mod.gov.rs, npeko
ctpanuue ACUCTEHT wvnm  CUMHOEKC, OOHOCHO  OWPEKTHO Ha  JIMHKY
aseestant.ceon.rs/index.php/vtg.

[eTarbHO ynyTCTBO O perucTpaumju U npujaBu 3a CEpBUC Hamasum ce Ha cajTy
www.vtg.mod.gov.rs, ctpaHuua Ynymemeo 3a ACUCTEHT.

MoTpebHO je ma ce cBM ayTopy KOju MOAHOCE pyKonNuc 3a Oo6jaBrbuBame Yy
BojHomexHuykom enacHuky peructpyjy y peructap ORCID (Open Researcher and
Contributor ID), npema ynyTCTBY Ha CTpaHuum cajta Peaucmpayuja 3a dobujarbe ORCID
udeHmuuKkayuoHe wucgpe.

BojHomexHu4yKku 2nacHuUK objaBrbyje unaHke Ha eHrneckom jesuky (arial, BenvunHa
cnoBa 11 pt, npopeg Single).

Moctynak npunpeme, nucawa n ypehusawa ynaHka Tpeba ga 6yae y carmacHocTm
ca Mzjasom o emuykom nocmynary (http://www.vtg.mod.gov.rs/izjava-o-etickom-
postupanju.html).

UnaHak Tpeba Ja cagpXu caxeTak ca KibydHMM peyuma, yBon (MoTMBauujy 3a
pan), paspaay (agekBaTaH npernen penpeseHTaTUBHOCTM paja Yy HeroBoj obnactuy,
jacHy wusjaBy O HOBMHW Yy MNpPEeACTaBfbEHOM MWCTpaXusaky, ofroBapajyhy Tteopujcky
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no3agviHy, je4aH unm BuULLIE NpUMepa 3a JEMOHCTpUPaHe U QUCKYCHjy O NPEeACTaBIbEHNM
naejama), 3akrbyvak u nutepatypy (6e3 Hymepauuwje Hacnosa u nogHacnosa). O6um
ynaHka Tpeba ga Oyame po jegHor aytopckor Tabaka (16 ctpanuua copmarta A4 ca
npopenom Single), a HajBuLwe 24 cTpaHuLe.

UnaHak Tpeba pa Oyne HanvcaH Ha obpacuy 3a nucarwe 4YnaHka, koju ce y
€neKTPOoHCKOj dhopMmM MOXe Mpey3eTn ca cajta Ha cTpaHuum Obpasay 3a nucame
ynaHka.

Hacnos

Hacnos Tpeb6a fa ogpaxaBa Temy YnaHka. Y MHTepecy je Yaconuca u aytopa fa ce
KOpUCTe peun npuknagHe 3a UHAEKCcUpawe U NpeTpaxuBarke. AKO TakBUX pevn Hema y
HacnoBy, NOXerbHO je Aa ce NpuAoAa U NOAHACIOB.

Tekyhu HacnoB

Tekyhn HacroB ce wucnucyje ca CTpaHe CBake CTpaHuUe 4YnaHka pagu nakiwle
naeHTudmKaumje, nocebHo konuvja YnaHaka y enekTpoHckoM obnuky. Cagpxu npesvme n
WHMUMjan MMeHa ayTopa (ako ayTtopa MMa BuLle, NpeocTanu ce 03HayaBajy ca ,et al.*
unu 1 ap.“), Hacnoee paga m 4Yaconuca u konauujy (roanHa, BONyMeH, CBecka, noveTHa
1 3aBpLUHa cTpaHuua). Hacnoem yaconuca n unaHka Mory ce gaTm y ckpaheHom obnuky.

Ume ayTopa

HaBogu ce nyHo nme u npesume (cBux) aytopa. Beoma je noxeroHo aa ce HaBegy
N cpedwa crnosa aytopa. MiMeHa u npesavmeHa gomahux ayTopa yBEK ce UCMuUCyjy y

opurMHanHoM o6nuky (ca CprckuUM AUjakpUTUUKMM 3HaKoBMMA), HE3ABUCHO Of jesunka Ha
KOjeM je HanmcaH pag.

Ha3uB yctaHoBe ayTopa (achunujauuja)

HaBoau ce nyH (3BaHU4HW) HA3MB U CeauLITe YCTAHOBE Y KOjOj je ayTop 3anocheH, a
€eBEeHTyarlHo W HasuWB YyCTaHOBE Yy KOjoj je ayTop 06aBMO uCTpaxuBame. Y CrOXeHUM
opraHu3auujama HaBoau ce ykynHa xujepapxuja (Hnp. YHuBepauteT oabpaHe y beorpagy,
Bojha akagemuja, Kategpa npupogHo-mMaTematnykux Hayka). bap jegHa opraHusaupnja y
xvjepapxvju mopa 6mTn npaBHO nuue. AKO ayTopa Mma BuLIe, a HEeKU MOTM4Yy M3 UCTe
ycTaHoBe, Mopa ce, NocebHUM O3Hakama WnM Ha APYrY HauuH, HasHauMTK U3 Koje oA
HaBe[EeHNX yCTaHOBa MOTMYE CBakU OA HaBedeHux aytopa. Adwnuvjaumja ce ucnucyje
HenocpeaHO HakoH meHa aytopa. PyHKUWja 1 3Bare ayTopa Ce He HaBozae.

KoHTakT nogauu
Anpeca nnu e-agpeca CBUX ayTopa faje ce nopes MMeHa 1 npesammeHa aytopa.

KaTteropwuja (Tvn) ynaHka

KaTteropusaumja unaHaka obaBesa je ypegHuwTBa M o nocebHe je BaXHOCTW.
KaTteropujy 4naHka mory npegnaratv peueH3eHTM U YNaHoBU YPeoHWUTBA, OOHOCHO
ypeoHvuum pybpuka, anm OArOBOPHOCT 3a kaTeropusauujy CHOCU WUCKIbYYMBO [NaBHU
ypeaHuk. YnaHuun y BojHOmexHUYKoM enacHuKy Knacudukyjy ce Ha HayydHe u CTpydyHe
ynaHke.

HayyHu ynaHak je:

— opurMHanaH HayyHu pag (pag Yy KojeM ce M3HOCe MNpPeTXoAHO HeobjaBrbeHu
pe3ynTaTu CONCTBEHNX UCTPaXMBaka HAy4YHUM METOAOM);

— npernegHn pag (pag Koju cagpXv opurMHanaH, getarbaH U KpUTUYKM Mpukas
UCTpaxkmBaykor npobrnema wunu nogpydja y Kojem je ayTop ocTBapuo oapehenn
OOMpUHOC, BUAMBLMB HA OCHOBY ayTouuTaTa);
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— KpaTKO MNu MpPeTXO4HO caomnTere (OpUrMHanHW Hay4Hu pag nyHor dopmara,
anu mawer obrvma nnu NpenMMUHapHOr Kapakrepay);

— Hay4yHa KpuTUKa, OOHOCHO nonemuka (pacnpaBa Ha ogpefheHy HayyHy Tewmy,
3aCHOBaHa VCKIbYYMBO Ha Hay4yHOj aprymeHTaLmju) u oCBpTy.

MN3yseTHO, y HekuM obracTima, HayyHuW paj Yy 4Yacomnucy MoXe uMatn oGnuk
MOHorpadcke CTyauje, Kao U KPUTUYKOTr U3fdara HayyHe rpahe (MCTOpWjCKOo-apXMBCKe,
nekcukorpadcke, Gubnuorpadcke, npernega nogartaka U ch.), AoTaf HemnosHaTe WIu
HEeZOBOJSbHO MPUCTYNaYHe 3a Hay4yHa UCTPaXuBatkba.

PapoBwu knacndmkoBaHu kao Hay4yH Mopajy nmaTu 6ap ABe No3nTUBHE peLeHsuje.

Ako ce y yaconucy o6jaBrbyjy ¥ NMpuno3v BaHHay4HOr kapakTtepa, Hay4yHW YnaHum
Tpeba aa Byay rpynvcaHm 1 jacHo U3LABOjEHM Y MPBOM [ery CBECKE.

CTpyyHM unaHak je:

— CTpy4yHM pag (Npumor y Kojem ce HyAe WMCKycTBa KOpucHa 3a yHanpehene
npodgecuoHarnHe npakce, anu Koja HACY Hy>KHO 3aCHOBaHa Ha Hay4yHOM MeToay);

— MHPOPMATVBHM NPUMOT (YBOAHWK, KOMEHTap v cn.);
— npukas (Kibure, padyHapckor nporpama, cryyaja, HayuHor gorahaja, v cn).

MoxersHo je aa obum kpaTkux caonwTewa Oyae 4 [0 7 cTpaHuua, HayyYHUX
ynaHaka wn ctyguja cnyyaja 10 go 14 crtpanvua, OOK npernegHn pagosu Mory 6utn m
oyxu. Bpoj cTpaHuua Huje cTporo orpaHudeH u, y3 opgrosapajyhe obpasnoxeme,
npujaBrbeHN YnaHuu Takohe mory 6uTn ayxm unu kpahu.

AKo cy papoBu KOju Cy MpeTxodHo O6jaBfbeHM Ha KOH(bepeHuMju npoLUMpeHwm,
ypeoHvuum he npoBepuTV da nu je AodaTo AOBOFbLHO HOBOr MaTepujana Koju ucnywasa
cTaHgapge Yaconuca v kBanudukyje nogHecak 3a noctynak pevueHavje. logatm matepujan
He cvme 6uTn npeTxodHo objaBrbeH. HoBWM pe3ynTaTM HUCY HYXHO MOTpebHM, anu cy
noxereHn. Meflytum, nogHecak Tpeba Aa cagpxu NpolMpeHe KibyyHe uaeje, npumepe,
pa3page, UTa., Koju Cy NpeTxoaHo bunu cagpxaHu y NogHECKY ca KoHdepeHuymje.

Jesuk paga
Jesnk paga Tpeba na byae eHrnecku.

TekcT Mopa GUTK je3nykm u CTUICKU AoTepaH, cuctemartm3oBaH, 6e3 ckpaheHuua
(ocum cTaHpapaHux). Cee dusmyke BenuymMHe mopajy 6utn napaxeHe y MehyHapogHom
cucTeMy MepHux jeamHuua — Sl. Pepocnen obpasaua (cdhopmyna) o3HavaBa ce pegHuM
OpojeBnMa, ca ecHe CTpaHe y OKpYrnvMM 3arpagamMa.

CaxeTak

CaxeTak jecte KpaTak MHGOpMaTMBaH MpuKa3 cafpkaja 4naHka Koju umtaouy
omoryhaBa ga 6p30 1 Ta4HO OLIEHU HEFOBY PENEeBaHTHOCT. Y MHTEpECyY je ypeaHuwTasa
M ayTopa [a CaxeTak CagpXu TEPMMHE KOju Ce YeCTO KOPUCTE 3a WHAEKCMpame U
npetpary unaHaka. CacTtaBHW LEnoBU CaxeTka Cy yBOA/UMIb MUCTpaXuBarwa, METoaw,
pesynTatu 1 3akrbydak. Caxetak Tpeba aa uma og 100 mo 250 peum n Tpeba na ce
Hanasu usamely 3arnaerba (HacnoB, UMeHa ayTopa W Ap.) U KIbYYHUX PeYMn, HAKOH KOjux
cnenu TEKCT YnaHka.

KrbyyHe peun

KrbyyHe peun cy TepMmuHM mnu dpase Koje aaekBaTHO MpeacTaBrbajy CaapXaj
ynaHka 3a notpebe nHaekcupara n npeTpaxuBarwa. Tpeba nx goaersusaTn ocnawajyhm
ce Ha Heku mehyHapogHW u3BOpP (MOMUC, PEYHUK Wnu Te3aypyc) Koju je Hajwmpe
npuxeaheH unu yHyTap Aate HayyHe obnactu. 3a HMp. Hayky yonwTte, TO je nucta
Kiby4Hux peun Web of Science. Bpoj krby4Hux peun He moxe Gutu Behm og 10, a y
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WHTEpecCy je ypeaHWLITBa 1 ayTopa Aa y4YecTasnocT huxoBe ynotpebe Gyae wro Beha. Y
YnaHKy ce Mu1LLY HenocpeaHO HAKOH CaxeTka.

Cunctem ACUCTEHT y Ty cBpxy kopuctu cneuujanHy anatky KWASS: aytomartcko
eKCTpaxoBare KIbYYHUX peyn M3 AUCUMMNUHapHUX Tesaypyca/pedHuka no usbopy u
pyTUHe 3a HUXoB 0Aabup, Tj. nNpuxeBaTawe OOHOCHO odbauvBare Of CTpaHe ayTopa
n/vnun ypegHuka.

naTYM npuxeatamba 4aHKa

Jatym kafa je ypeQHULITBO NPUMUIIO YnaHak, AaTyM kafa je ypegHULTBO KOHaYyHO
NnpuxBaTUNO uYnaHak 3a objaBrbuBare, kao W AaTymMu kaja cy Yy MehyBpemeHy
[OCTaBIbEHE eBEHTyarHe UCMpaBke PyKonuca HaBoge ce XPOHOMOLLKMM peaocneioMm, Ha
CTanHoM MecCTy, Mo NpaBuIy Ha Kpajy YnaHka.

3axBanHuua

HasuB n 6poj npojekTa, O4HOCHO Ha3MB Nporpama y OKBUpY KOjer je YynaHak HacTao,
Kao M HasuB MHCTUTyuUMje Koja je douMHaHCcMpana npojekaT unu nporpam, HaBoOAu ce Yy
noce6HOj HaNMOMEeHN Ha CTarnHOM MeCTy, N0 NpaBuNy Npu AHy NpBe CTpaHe YnaHka.

MpeTxoaHe Bep3uje papa

AKo je uynaHak y MpeTxXoAHOj Bep3uju 6ro M3nNOXeH Ha CKyny Yy BMAY YCMEHOor
caonwTerwa (MOA UCTUM MNW CAMYHUM HACroBOM), Moaatak o Tome Tpeba aa Gyde
HaBefeH y noceGHOj HamoOMeHwW, Mo MpaBwiy Npu AHY NpBe CTpaHe uynaHka. Pag koju je
Beh o6jaBrbeH y HEKOM 4aconucy He Moxe ce 00jaButn y BojHOMEXHUYKOM 2racHUKy
(mpewTamnatu), HA NOA CAIMYHUM HaCIIOBOM U U3MEHEHOM OBNUKY.

TaGenapHu u rpacpmukmn npukasm

MoxerbHo je Aa HacrnoBu CBUX NpuKasa, a No MoryhcTBy M TEKCTyanHu cappxaj,
Oyay natv OBOje3NYHO, Ha je3nKy paga v Ha eHIrMEecKOM je3uKy.

Tabene ce nvLy Ha UCTWM HAYMH Kao U TEKCT, a O3Ha4aBajy ce peaHum bpojeBuma
ca ropwse ctpaHe. otorpaduje n uptexun Tpeba aa Oyay jacHu, NnpernegHn 1 NOroaHu 3a
penpoaykuunjy. Liptexe Tpeba pagutn y nporpamy word wnu corel. ®otorpadmje u
upTexe Tpeba NoCTaBUTK Ha XKErbEeHO MECTO Y TEKCTY.

3a cnvke n rpadukoHEe He CMe Cce KOpPUCTUTM CHUMak ca ekpaHa padyHapa
nporpamMa 3a npukynrbake nogartaka. ¥ caMoM TEKCTY YnaHka npenopydyje ce ynotpeba
cnvka n rpaduKoHa HEMOCpeaHOo M3 nMporpama 3a aHanudy nogaTaka (kao wro cy Excel,
Matlab, Origin, SigmaPlot n gpyru).

HaBoheke (untupame) y TeKcty
HauyuH nosmBara Ha M3BOpE Yy OKBMPY YnaHka Mopa 6utu jeaHoo6pasaH.

BojHomexHuuku enacHUK 3a pedepeHumparwe (UMTupawe ©  HaBohewe
nutepaType) npumeryje XapBapackum cuctem pedepeHun, OOHOCHO XapBapAcku
npupyyHuk 3a ctun (Harvard Referencing System, Harvard Style Manual). ¥ camom
TEeKCTy, y O0OMYHMM 3arpagama, Ha MEeCTy Ha KOjeM Ce BpLlUM M0o3MBake, OAHOCHO
unTMpare nuitepatype HabpojaHe Ha kpajy unaHka, obaBe3HO y OOWMYHOj 3arpagu
HanucaTtu nNpesvMe LUTMpaHor aytopa, roavHy nsgawa nybnvkauuvje 13 koje uutmpare u,
eBeHTyarnHo, 6poj ctpanuua. Hnp. (Petrovi¢, 2012, pp.10-12).

[eTarbHo ynyTCTBO O HauvHy UMTWpaka, ca NpMMepuMa, 0AaTo je Ha CTpaHuum
cajta Ynymcmeo 3a XapeapOcku rnpupy4YHuUk 3a cmus. MNoTpebHo je Aa ce no3nBamwe Ha
nuTepaTypy y TEKCTY ypaau y cknagy ca NOMeHyTUM ynyTCTBOM.
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Cnctem ACUCTEHT y cBpxy KoHTpone HaBohewa (UMTuparsa) y TEKCTY KOpUCTH
cneuujanHy anatky CiteMatcher: oTkpuBarwe U30CTaBIbEHMX LMTaTa y TEKCTy paga u 'y
nonucy pedepeHum.

HanowmeHe (cdbycHoTe)

HanomeHe ce gajy npu AHY CTpaHe Ha KOjoj ce Hanasu TEeKCT Ha Koju ce ogHoce.
Mory cagpxatn mare BaXHe AeTarbe, AOMNyHcKa objaluhera, HasHake o KopuwheHUm
nssopvma (Ha npumep, HayyHoj rpafu, NpUpyYHMLMMa), anu He mory 6utn 3ameHa 3a
LUMTUpaHy nuteparypy.

TNucra pedrepeHumn (nutepaTypa)

LintupaHa nutepatypa obyxBaTta, no npasuny, 6ubnuorpadcke m3sope (4naHke,
MoHorpadvje 1 cn.) U Aaje ce UCKIbYYMBO Yy 3acebHOM oferbKy unaHka, y Buay nuicre
pecdepeHun. PedepeHue ce He npeBoAe Ha je3nk paga v Habpajajy ce y nocebHom
oferbKy Ha Kpajy YnaHka.

BojHomexHuU4YKu 2nacHuK, Kao HaudvH ucnuca nutepartype, npumMmemyje XapBapacku
cucteM pedpepeHuM, ooHOCHO XapBapAcku npupyyHuk 3a ctun (Harvard Referencing
System, Harvard Style Manual).

Jlntepatypa ce ob6aBes3HO nuile Ha NaTMHWYHOM NUCMY U Habpaja no abeuenHoOM
penocrieqy, HaBogehu Hajnpe npe3nmMeHa ayTopa, 6e3 Hymepavuje.

JeTtarbHo ynyTCcTBO O HauyuHy nonuca pedepeHuu, ca npuMepuma, [aTto je Ha
cTpaHuun cajta Ynymcmeo 3a XapeapOcku npupyyHuUK 3a cmus. oTpebHo je pa ce
nonuc nuTepaTtype Ha Kpajy YnaHka ypaau y ckragy ca NoMeHyTMM YynyTCTBOM.

HecTtangapaHo, HEMOTNYHO Uy HegocneaHo HaBohewe nuTepaTtype y cucteMmma
BpeJHOBaka 4vaconuca cmartpa ce [OOBOSbHMM pasforoM 3a oOcrnopaBake HayyHor
cTaTyca 4aconuca.

Cnctem ACUCTEHT y cBpxy KOHTpOMe MpaBWIHOI ucniuca nucTe pedepeHum
KOpUCTK cneuunjanHy anaTtky RefFormatter: koHTpona obnukoBawa pedepeHun y cknagy
ca XapBapacKvMM NPUPYYHUKOM 3a CTUI.

UsjaBa o aytopcTBY

Mopen unaHka goctaBrba ce M3sjasa 0 aymopcmey Y KOjoj ayTopu HaBOAe CBOj
nojeguHaYHn OONPUHOC Y uspaam YnaHka. Takohe, y Toj nsjaBm noTBphyjy Aa cy ynaHak
ypagunu y cknagy ca [losusom u yrnymcmeom aymopuma w MsjagoM O emuykom
rocmynarby Yaconuca.

CBu pafoBu NoAnexy CTPY4YHOj peLeH3uju.

Cnucak peueH3eHaTa BojHomexHUYKO2 aracHuka Moxe Ce BUOETUW Ha CTpaHuum
caita Crniucak peueHseHama. [lpouec peueHsupawa oObjalkeH je Ha CcTpaHuum
cajta PeueH3eHmcKU riocmynak.

YpeaHuwTBo
Anpeca pegakuuje:
BOjHOTEXHMYKM rNMacHNK
Berbka Jlykmha Kypjaka 33
11042 Beorpap,
e-mail: vojnotehnicki.glasnik@mod.gov.rs.
Ten: BojHu 40-260 (011/3603-260), 066/8700-123
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NPUMMALWUEHUE N UHCTPYKLUWUA ANA ABTOPOB O NOPAOKE
NnOoAroToBKM CTATbU

MHCTpykuns onst aBTOpPOB O Mopsiake MOArOTOBKM CTaTbM K onybrnukoBaHuio B
XypHane «BoeHHO-mexHU4Yeckuli 8ecmHuk» paspaboTaHa cornacHo PernameHTty o
KaTteropusaumm W paHXMpoBaHWU HayyHbIX XypHanoB MwuHucTepcTBa obpasoBaHus,
Hayku 1 TexHonorudeckoro passutus Pecny6nukmn Cepbus («CnyxbeHun rmacHuk PCx», Ne
159/20). TlpumeHeHne aToro PernameHta cnoco6CTBYeT MOBbLILLEHNIO KayecTBa
OTEYECTBEHHbIX XYpHanoB U ux 6Gonee nONMHOMY BOBMEYEHUIO B MEXAYHapOOHYHO
cucTeMy obMeHa Hay4YHOW MHpopmaLmei.

BoeHHo-mexHu4eckuli eecmHuk (Vojnotehni€ki glasnik / Military Technical
Courier), BTr.mo.ynp.cp6, www.vtg.mod.gov.rs/index-ru.html, ISSN 0042-8469 -
neyatHoe wu3gaHue, e-ISSN 2217-4753 - online, UDK 623+355/359, DOI:
10.5937/VojnotehnickiGlasnik; https://doi.org/10.5937/VojnotehnickiGlasnik, sBnsetcs
peLeH3MpyeMbIM Hay4HbIM XYpPHarom.

CoOcTBEHHMKM >XypHana: MuHuctepcTtBo 060poHBI U BoopyxeHble  cunbl
Pecny6nukn Cpbus.

Wapatenb xypHana: YHusepcuteT oGopoHsl B . Benrpag (BoeHHasi akagemust).

[MporpamMmHasa opueHTauusi XypHana OCHOBaHa Ha eXerogHon KaTeropusaumu
XypHana, kotopas MpOW3BOAUTCA COOTBETCTBYIOLUMM OTPacneBbiM MWHWCTEPCTBOM, B
3aBMCMMOCTM OT o0bnactu wccnegoBaHWW, a Tawkke Ha ero WHAEeKCMpoBaHuu B
MeXAyHapOAHbIX HayKoMeTpuyecknx 6asax gaHHbIX.

XypHan oxsaTbiBaeT Hay4yHble U MpodeccroHanbHble cdepbl B paMkax yvyebHo-
Hay4yHon obrnacTV ecTeCTBEHHO-MaTeMaTM4YeCKMX HayK, a Takke B pamkax y4yebHo-
Hay4Hon 06nacTy TeEXHUKO-TEXHONOrMYEeCKUX HayK, 0CO6eHHO B 06nacT 060pPOHHbIX
HayKk v TexHonoruu. B >xypHane nyGnukyioTCs TeopeTuyeckue W npakTudeckune
OOCTMXKEHUS, KOTOpble CnocoOCTBYIOT MOBbILWEHWUIO KBanmudmkauum npeacrasutenem
cepOCKOro, permMoHanbHOro U MeXxayHapo4HOro akagemMu4eckoro coobuectsa, 0CO6eHHO
cnyxawmx Mwunuctepcte O60poHbl 1 BoopyxéHHbix cun. B >xypHane nybnukytotcs
cTaTbW CO COOTBETCTBYHOLMMM 0630pamu 06 aHanMTUYECKMX, 3KCMepUMeEHTanbHbIX U
NPUKNagHbIX MCCNefoBaHUsiX, a TakKe O YUCIEHHOM MOAENMpPoBaHuW, OXBaTbiBas
pasnuyHble aucumnivHel. MNybnvkyemble MaTepuanbl OTINYAIOTCA BbICOKUM Ka4eCTBOM U
aKkTyanbHOCTbo. OHM HamucaHbl Hay4HbIM, HO MOHATHBIM WM SOCTYMHBIM ANS LUMPOKOro
Kpyra yutatenemn a3bikom. [prBETCTBYIOTCH BCe cTaTbhu, coobuyatoime 06 opurnHanbHbIX
TEOpeTUYECKUX N/MNKN NPaKTUYECKNX UCCNEeaOoBaHUSAX U/Mnn pacluMpeHHbIe BEpPCUN paHee
onybnnkoBaHHbIX CTaTen, NPeACTaBMNeHHbIX Ha KoHdepeHumsax. Ctatbn ans nybnukauum
oTbupatoTca nyTemM [ABOWHOIO CrEnoro peueH3MpoBaHus, KOTOpOe rapaHTupyet
OPWUIMHanNbLHOCTb, akTyanbHOCTb W ygoboumtaemocTb. Llenb cocTout He TOMnbKO B
nogdepXaHun BbICOKOTO KavecTBa nybnvkyemblx cTaTeld, HO M B obecnedyeHun
CBOEBPEMEHHOrO, TLATENbHOro 1 COOTBETCTBYIOLLEro MpoLiecca peLeH3NpOoBaHuns.

PepakunoHHas nonuTuka xxypHana «BoeHHO-mexHu4YecKuli eCmMHUK» OCHOBaHa Ha
pekoMeHaaumsix KomuTteta no aTuke HayyHbix nyonukaumn (COPE Core Practices),
0o6LWMX MpUHLMNAaxX MpPO3payHOCTM M MyYlien NpakTUKe M3OaTenbCKoW AeATernbHOCTU
COPE, DOAJ, OASPA n WAME, a Takke Ha nydllen npakTuKe Hay4yHO-u3gaTenbCKon
pestenbHocT. KypHan «BoeHHo-mexHu4Yeckuli eecmHuk» aBnsetca udneHom COPE
(KomuTeT no atuke HayyHbix nybnukauuin) co 2 mas 2018 roga u udneHom OASPA
(Accoumaums Hay4HbIX usgaTenen oTKpbITOro goctyna) ¢ 27 Hosibps 2015 ropa.
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MuHucTepcTBoM 06pa3oBaHUs, HaykM U TEXHONOIMYeckoro passutusa Pecrnybnuku
Cepbus ytBepxgeHa 25 oktabps 2022 r. kaTeropusaums >xypHana «BoeHHo-
mexHu4Yeckul eecmHuky» 3a 2022 rop;

— ObnacTb KOMNbIOTEPHbIE HAYKM:
BeOyLLMI XypHan rocygapCcTBeHHoro 3HayeHms (M51),

— O6nacTb 3NeKTPOHUKM, TENTEKOMMYHUKaLUA U MH(POPMALIMOHHbIX TEXHONOTUNA:
BeOYLLMIN XypHan rocyaapCTBeHHOro 3HaveHmns (M51),

— ObnacTb MalWMHOCTPOEHMUS:
BeOYyLUMI XypHan rocygapCcTBeHHoro 3HayeHus (M51),

— O6nactb MaTepuanoB U XMUMUYECKOWN TEXHONOIUMK:
BeOYyLUMI XypHan rocy4apCcTBeHHOro 3HayeHus (M51).

C vHopmMaLumen oTHOCUTENbHO kaTeropusaumm 3a 2022 rog MOXHO 03HAKOMUTBLCS
Ha cTpaHuLe canTa «BoeHHO-mexHuU4YecKko2o eecmHuka» Kameeaopu3sauyusi BecmHuka.

Bornee nogpo6Hyld WHMOPMaLUMI0O MOXHO HalTM Ha canTe MwuHucTepcTBa
obpasoBaHus, Hayku 1 TexHonornyeckoro passuTtus Pecnybnukn Cepbus.

C uHdopMaumen o kateropmsaumm MOXHO O3HakoMuTbCs M Ha cante KOBCOH
(KoHcopumym 6nbnuotek Pecnybnvku Cepbusi no Bonpocam 06beAMHEHNS 3aKyMOK).

KaTteropusauna BecTHuka npoBegeHa cornacHo PermameHTy o kaTeropusauuu u
PaHXMPOBaHWM  Hay4HbIX XypHanoB MwuHucTepcTBa 00pa3oBaHusl, HaykMm U
TexHornorunyeckoro passuTtusi Pecnyonuku Cepbus («CnyxbeHn rnacHuk PCx», Ne 159/20)

XKypHan cootBeTcTByeT ctaHgaptam CepOcKoro MHAekca Hay4YHoro LUTMpOBaHUA
(CUMHpekc/SCindeks) - HaykomeTpuuyeckonm 6asbl  AaHHbIX  HayYHbIX >KypHanoB
Pecnybnukn Cepbusa, Hay4yHo-nHdopmaumoHHoro cuctema Redalyc, a Takke
Poccuiickoro  uHpgekca HaydHoro uutupoBanus  (PUHL). >KypHan  nocTosiHHO
nogBepraeTcsi MOHWTOPUHTY M OLIEHVWBAETCH KONMMYECTBEHHBIMW HayKOMEeTPUYecKnmMm
nokasatensamy oTpaXkatoLLMMMN ero Hay4Hyto LIeHHOCTb.

C vHdopmaumen 06 MHOEKCMPOBAHUM MOXHO O3HAaKOMWUTBLCS Ha CTpaHuue canTa
XypHana UHdekcuposaHue BecmHuka.

«BoeHHO-mexHu4eckuli  8eCMHUK» ~ OTHOCUTENMbHO  CBOEF0  COAEpXaHus
npenocTaBnseT Monb3oBaTensM BO3MOXHOCTb OTKpbiToro goctyna (DIAMOND OPEN

ACCESS) 1 nonoxeHusamn o6 aBTOpPCKMX npasax, yTBepxaeHHbiMn Creative Commons

(CC BY). C uHcTpyKuMen o0 aBTOPCKMX MpaBaxX MOXHO O3HAKOMWUTLCH Ha CTpaHuue
canTta xxypHana Aemopckue rpasa u nosaumuka camMoapxusupo8aHusl.

Pykonucu ctateit HanpasnsaoTca B pefakumio XXypHana ¢ ucnonb3oBaHuem online
cuctembl ASSISTANT, 3anyweHHon LleHTpom nopgaepxu pa3sutus obpasoBaHus wu
Haykun (LINMPOH). Peructpauus B cucteme v odopmrneHue npas AOCTyNa BbINOMHAETCH
no agpecy http://www.vtg.mod.gov.rs/index-ru.html, yepe3 ctpaHuuy ASSISTANT wnu
CUMHOEKC (aseestant.ceon.rs/index.php/vtg). C WHCTpyKUMen no pervctpauum u
npaBam [OCTyrna MOXHO O3HaKOMUTbCHA Mo afpecy http://www.vtg.mod.gov.rs/index-
ru.html, Ha cTpaHuue UHcmpykyus no ASSISTANT.

Bce aBTOpbl, MpepocTaBnslolWMe CBOM PyKOMMCU AN nybnvkauum B pepakumio
XypHana «BoeHHO-mexHuYecKkuli 8eCmHUK» [OIDKHbl MPONTM  NpenBapuTenbHYHO
peructpauuio B peectpe ORCID (Open Researcher and Contributor ID). 3ta npoueaypa
OCYLLECTBNSIETCA B COOTBETCTBUM C WMHCTPYKUMEN, pasMELLEHHOW Ha CTpaHuue canTa
Peaucmpauyusi 8 peecmpe ORCID 0ns npuceoeHusi udeHmMugukayUuoHHO20 Koda.

«BOEHHO-mexHUYecKUl 8eCmHUK» MyOnvKyeT cTaTby Ha aHrmuinckom s3blke (Arial,
wpudT 11 pt, npoben Single). MNpouecc NOAroTOBKK, HANUCAHWS U PeaaKTMPOBaHWS CTaTby
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OOMKEeH OCYyLIeCTBNATbCA B COOTBETCTBUM C NpuHUMNAMW  3muyecko2o Kodekca
(http://www.vtg.mod.gov.rs/etichyeskiy-kodyeks.html). CtaTes gomkHa cogepxatb pestome
C K/O4YEeBbIMM CcroBamu, BBefeHue (Uernb  MCCrefoBaHusl), OCHOBHYID — 4acTb
(cooTBeTCTBYOLLMIN 0630p NpeacTaBUTENBHOrO MCCNeAoBaHUSa B JaHHOW obnacTu, YyeTkoe
U3MOXEHWEe Hay4YHOW HOBW3HbI B MpPEeACTaBIEHHOM WCCMeAOBaHWW, COOTBETCTBYHLLYHO
TEOPETUYECKYID OCHOBY, OOWMH WM HECKONbKO MPUMEpPOB Ans OEMOHCTPUPOBaHUS W
obcyxaeHus npeacTaBrieHHbIX TE3UCOB), 3aKMYeHWe U CiMcok nutepaTypbl (6e3
HyMepauum 3arofioBkOB U nopasaronoBkoB). O6beM cTtaTby He OOMKEH MpeBbilaTh OAWH
aBToOpCKMI NUCT (16 cTpaHuy, dopmaTta A4 C OaMHapHBIM MHTEPBANoOM, MakCMmym Ao 24
CTpaHuL, BKIOYas CCbISIKM U NpuroxeHust). Ctatba AomkHa ObiTb HabpaHa Ha KoMMbIoTepe
C WCnomnb3oBaHUEM CreumansHO MOATOTOBIIEHHOMO pefAakuMelt MakeTa, KOTOPbIA MOXHO
ckayaTtb Ha cTpaHuue canTa [pasuna u obpa3sey cocmasneHusi cmamsau.
3aronoBok

3aronoBoK [OMMKEH oTpaxaTtb TeMy cTaTbW. B uMHTepecax >ypHanma u aBTopa
Heo6XoAMMO MCronb3oBaTb CroOBa M CMOBOCOYETaHWs, yaobOHble Anst MHAeKkcauun u
noucka. Ecnn Takue croea He coaepXaTtcsi B 3arofioBke, TO )enaTesnbHO MX 4o6GaBuTb B
NMoA3arofoBoK.

Tekywwmi 3arofioBoK

TekywmMn 3aronoBOK MULLETCA B TUTYME KaOOW CTpaHuubl CTatbW C LENbio
ynpoweHnsa npouecca wugeHTudukaumm, B MepByld O4Yepefb KOMUW CTaTben B
3MNeKTPOHHOM BuAe. 3aronoBok coaepxuT B cebe dhamunumio n nH1uman nmeHn astopa (B
Criyyae ecnv aBTOPOB HECKOSbKO, ocTallbHble 060o3HavaloTca ¢ «et al.» unu «u ap.»),
Ha3BaHne paboTbl M XypHanma (rod, TOM, BbIMYCK, HayanbHas W 3aknoyMTenbHas
CTpaHuua). 3arornoBoK cTaTbM W HasBaHWe >XypHana MoryT ObiTb MpuBeAeHbl B
COKpaLLeHHOM Buae.

®UO aBTOpPa

MpuBoaATCA nonHasa damunusa 1 NonHoe umsi (Bcex) aBTopoB. XKenatenbHo, YTobbI
ObINKn yKkasaHbl UHUUMAanblI OT4eCTB aBTopoB. Pamunusa 1 umsa aBTopoB M3 Pecnybnuvku
Cepbusi Bcerga nuwyTcsa B OpurMHanbHOM Buge (C cepbCcKMMU  AMaKpUTUHECKMMM
3HaKamu), He3aBMCKMMO OT A3blka, Ha KOTOPOM HanucaHa paboTa.

HanmeHoBaHue yupexaeHus aBTopa (achdpunumauus)

MpuBogutca nonHoe (oduumanbHOE) HauMEHOBaHWEe U MEeCTOHaxXOXAeHue
YyYpEeXaeHns, B KOTOPOM paboTaeT aBTop, a TakkKe HavMEHOBaHWe YYpexneHus, B
KOTOPOM aBTOp MPOBEN uccrefoBaHne. B cnyyae opraHv3aumi €O CrOXHOW CTPYKTYpOK
NPUBOAMUTCS UX Mepapxnyeckass ConogyYnHEHHOCTb (Hanp. BoeHHas akagemus, kadenpa
BOEHHbIX 3NEKTPOHHbIX cucTem, . Benrpag). Mo kpalHen mepe, ogHa M3 opraHu3aumin B
nepapxvum [OSKHa MMEeTb cTaTyc topuaumdeckoro nuua. B cnyyae ecnu ykasaHo
HECKOIbKO aBTOPOB, M €CNN HEKOTOPblE M3 HUX paboTalT B OOHOM YUYPEXOAEHWUMU, HYXHO
OTAENbHLIMM 0603HAYEHUAMW UMKN KakUM-NMBo ApyrMM crnocobom ykasaTb B KakoM W3
nNpuBEeAEHHbIX yypexaeHun paboTaeT kaxabpi n3 aBTopoB. Addpunuaums nuwercs
HenocpeacTseHHo nocne ®UNO asTopa. [JOMmKHOCTb M crneunansHOCTb MO AUMNOMY He
yKa3blBaloTCS.

KoHTaKkTHble faHHble

OneKTpOHHbLIV agpec aBTopa YKasbiBAlOTCH PAAOM C €ro MMEHEM Ha MepBoW
CTpaHu1Upl cTaTby.

KaTeropus (Tun) ctatbmn

Kateropusauma cratben sBnsieTcs 06A3aHHOCTBIO pedakuum u umeeT ocoboe
3HayeHue. Kateropuio ctatby MOryT npeanaratb PeLeH3eHTbl U YNeHbl pedakumu, T.e.
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pepakTopbl pybpuK, HO OTBETCTBEHHOCTb 3a KaTeropusauuio HeceT WCKIHUYUTENbHO
rmaBHbI pegakTop. CTaTby B XXypHane pacnpefensioTcs no crneayrowmnm KaTeropusm:
Hay4Hble cTatbu:
— opurmHanbHas HayyHas crTaTtbs (paboTa, B KOTOpPOW MPUMBOAATCA paHee
HeonybnmKkoBaHHble pe3ynbTaTbl COOCTBEHHbIX WCCREAOBaHWIA, MNONMYyYEHHbIX Hay4YHbIM
MEeTOA0M);

— ob3opHasa cTtaTba (paboTa, cogepXkalwas OpuruMHanbHbIM, OeTanbHblA U
KpUTUYeckuin ob3op uccnegyemow npobnembl unm obnactu, B KOTOPbIA aBTOp BHEC
onpenenéxHbIv BKNaa, BUANMbIA HA OCHOBE aBToUMTAT);

— KpaTkoe coobllieHne (opurvHanbHasi HayyHas paboTa MonHoro dopmarta, HO
MeHbLUero o6bEma unu umeroLLasi npeaBapuTenbHbIA XapakTep);

— Hay4Has KpuTudeckas ctatbs (QUCKYCCUS-NorieMmka Ha onpeaenéHHyo Hay4Hyto
TeMy, OCHOBaHHAs WCKIOYMTENbHO Ha Hay4yHOW aprymeHTaumMu) W Hay4HbI
KOMMEHTapui.

OpHako, B HEKOTopbIX 06MnacTaAx 3HaHWN Hay4yHas paboTa B XypHarne MOXeT umeTb
dopmy MOHOrpadn4eckoro NCcrneaoBaHus, a Takke KpUTUYECKOro o6CyxaeHnsa Hay4yHoro
mMaTepuana (MCTOpUKO-apXMBHOTO, NekcuKorpadgmyeckoro, bubnuorpaduyeckoro, o63opa
AaHHbIX W T.N.) — A0 CUX NOP HEU3BECTHOrO UMM HEAOCTAaTOYHO AOCTYNHOMO AN HayYHbIX
nccnegoBaHui. PaboThbl, knaccuduumMpoBaHHbIe B Ka4eCTBE HayyHbIX, OOMKHbI UMETb,
No MeHbLUen Mepe, ABe MOnoxXxuTenbHble peueHsun. B cnydyae ecnu B XypHane
00BABNAIOTCA W MPUMOXEHNS, HEe MWMEloMe HayuHbli XapakTep, HayuHble cTaTbu
OOMXHbI BbITb CrPYNNUPOBaHbI 1 YETKO BblAeneHbl B NEPBOM YacTh HoMepa.

MpodeccroHanbHble cTaThy:

— npodeccuoHanbHas paboTta (NPUNOXEHUs, B KOTOPbIX NpeanaralTcs OnbiThl,
nonesHble A4 CcoBepLlleHCTBOBAHUA I'IpO(*)eCCI/IOHaJ'IbHOVI NPakTuKK, HO KOTOpble He
JOMmKHbI B 06513aTenbHOM nopsaake 6biTe 060CcHOBaHbI HA Hay4YHOM MeToae);

— UHOPMaTVBHOE MPUNOoXeHne (NnepeaoBas CTaTbs, KOMMEHTaPWUA U T.M.);
— 0030p (KHWIM, KOMMbLIOTEPHOW NPOrpamMMbl, Criyyasi, Hay4HOro cobbITus 1 T.M1.).

O6beM KpaTkmx COOOLLEHUI COCTaBNSET 4-7 CTpPaHWUL, NCCNeLoBaTeNbCKME CTaTby U
TemaTn4eckne uccriegoBaHms ¢ NpobneMHo-CUTyaLUuoHHbIM aHanm3om — 10-14 cTpanuu,
ofHako obbem 0B630pHLIX cTaTer MoxeT ObiTb Gonblie. OrpaHnyeHuss Mo KonmM4ecTBy
CTpaHWL, He ABNSIOTCA CTPOrMMW, CriefoBaTeNlbHO NpU COOTBETCTBYHOWEM OB60CHOBaHUM
npeaocTaBneHHble paboTbl MOryT ObiTb AnMMHHee wnn kopode. B cnydae nopaum
paclMpeHHbIX Bepcuin  paHee OMyGNMKOBaHHbIX AOKNA4OB, MNPEACTaBfEHHbIX Ha
KOHdepeHUMK, pedakums NnpoBepuT ObINo M 4obaBneHo A4OCTaTOYHO HOBbIX MaTepuanos
ans  Toro, 4ToObl CTaTbss COOTBETCTBOBana CTaHAapTam XypHana W YCnoBuSM
peueH3vpoBaHus. [JobaBneHHbIn MaTepuan AormkeH ObiTb HOBbIM, HEOnybrnvKoOBaHHbLIM
paHee. HoBble pesynbTaTbl NMPUBETCTBYIOTCH, HO HE ABNSIOTCA 00A3aTenbHLIM YCNOBUEM;
OfHaKO KrYeBbIE TE3WChl, NPMMEpPbLI, pa3paboTk 1 Np. AOMKHbLI ObITb 6onee nogpobHo
npeacTaBneHbl B CTaTbe N0 CPaBHEHMIO C NEPBUYHBIM AOKNAA0M Ha KOHMEpeLmn.

A3bik paboTbl

CTtaTbsl AOMKHa ObITb HanucaHa Ha aHrmMUIACKOM A3blke. TeKCT AomkeH ObiTb B
JIMHFBUCTUYECKOM W CTUIINCTMYECKOM CMBbICIE YMOPSiAOYEeH, CUCTeEMaTu3npoBaH, 0e3
COKpaLLeHU (3a WCKIYEeHMEM CTaHOapTHbIX). Bce dusnyeckne BenuuUMHbI OOIMKHBI
cooTBeTcTBOBaTh MexayHapoaHou cucteme eguHuy, mamepenms — CU. OuepegHocTb
cdopmyn 0603Ha4YaeTcs NOPSAKOBBIMU HOMEPaMU, MPOCTaBMSEMbIMU C MPABONA CTOPOHbI
B KPYrIbIX CKODKaXx.
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Pestome

Pestome sBngetcsa kpaTkum MHOpMaTMBHBIM 0B30pOM  codepaHus cTaTbi,
obecneunBaolM ymTatento ObICTPOTY M TOYHOCTb OLIEHKM €€ peneBaHTHocTU. B
WHTEpecax peJakuum W aBTOpPOB, 4YTOObI pes3iomMe copepXano TepMWHbl, 4acTo
ucronb3yemble ONs1 MHOEKCUPOBaHWA M noucka crtatber. COCTaBHbIMU YacTsiMU pesiome
ABMSAOTCS BBeAeHWe/Uenb UCCneaoBaHus, MeTodpbl, pesynbTaTtel U BbiBoAbl. B pestome
JormkHo 6biTb 0T 100 oo 250 cnoB, 1 OHO AOIMKHO HAXOAWUTCH MEeXAy TUTyrnamu (3arofoBok,
®WNO aBTOPOB 1 Ap.) M KNIOYEBLIMW CITOBaMK, 3@ KOTOPbIMU CreayeT TEKCT CTaTbu.

KnioueBble cnoBa

KnioueBbiMM  crioBamu  SIBNAKOTCS  TEPMUHbI  WnKM  pasbl,  ageKkBaTHO
npeacTaBnsolLiMe coaepXaHue cTaTbu, HeobxoanMble AN MHOEKCUPOBAHUS U MoucKa.
KnioueBble croBa HeobOxoouMMo BbiGMpaTb, onvpascb MpuM 3TOM Ha Kakou-nubo
MeXOyHapOAHbIN UCTOYHWK (perncTp, croBapb, Tesaypyc), Hanbonee WCMoNb3yeMmblit
BHYTPV AaHHOW Hay4HOW obnacTtu. Yucno knioyeBbIxX CroB He MoxeT npesbiwatb 10. B
WHTepecax pegakuum n aBTopoB, YTODObI YacToTa MX BCTPeYM B cTaTbe Obina kak MOXHO
6onbluen. B ctaTbe OHM NWLIYTCA HENOCPEACTBEHHO NoOCIe pestome.

Mporpamma ASSISTANT npegoctaBnsieT BO3MOXHOCTb WCMONb30BaHUSA cepBuca
KWASS, aBTomaTtuuyecku MKCUPYIOLLIETO KITHOYEBLIE CMIOBa M3 CTOYHUKOB/CNOBapew no
BbIGOpY aBTOpa/penakTopa.

[aTa nonyyeHusa ctatbu

Hata, korga pepakuusi monyyuna cratblo; gata, Korga pefakumsi OKoH4YaTenbHO
npuHana craTelo Kk nybnukaumn; a Takke parta, korga Obinu  npegocTa.neHbl
HeobXoaMMble MCNPaBMNEHUsI PYKOMUCK, MPUBOASITCA B XPOHOMOMMYECKOM MOPSAKe, Kak
npaBuno, B KOHLE CTaTbu.

BbipaxeHne 6narogapHocTn

HavmeHoBaHue 1 HoMep MpoekTa, T.e. Ha3BaHWe mporpammel Gnarogaps KOTOpPoW
cTaTbsl BO3HUKIA, COBMECTHO C HAMMEHOBaHNEM YUYPEXAEHMS, KOTOpoe PMHAHCMPOBano
NPOEKT unu nporpaMmMy, NPUBOASTCA B OTAENbHOM MPUMEYaHuW, Kak npaBuro, BHU3Y
nepBoOW CTPaHULbl CTaTbM.

Mpeabiaywme Bepcumn paboTbl

B cnyyae ecnu crtatbs B npeabigywen Bepcuu Obina m3noxeHa ycTHO (Mopf
OAVHaKOBbIM MMM MOXOXUM HasBaHWEM, Hanpvmep, B BuAe [AOKNaga Ha Hay4yHOu
KOHgepeHUMmn), cBeaeHnss 06 3TOM [OIMKHbI ObiTh yKasaHbl B OTAEMNbHOM NMPUMEYaHUK,
KaKk npaBuno, BHW3y MepBOMN cCTpaHuubl cTaTtbuM. PaboTta, koTopas yxe Obina
onybnvkoBaHa B KakOM-nMbO M3 XypHanoB, He MOXeT ObiTb HanevaTaHa B «BoeHHo-
MexHUYeCKOM 8€CMHUKe» HN NOA NMOXOXUM Ha3BaHWEeM, H/ B UBMEHEHHOM BuAe.

Hymepauus n HasBaHue Ta6nuy u rpacgmkos

XenateneHo, 4TOObI HyMepauuss W HasBaHve Tabnuy u rpadukoB Oblnu
WCMOMHEHbl Ha [ABYX fA3blkax (Ha A3blke OpUrMHanNa W Ha aHrmuinckom). Tabnuubl
NOAMUCHIBAIOTCA TaKUM >Xe CnocoboM Kak M TekcT M o0bo3HavalTcsi MopsSAKOBbIM
HOMEpPOM C BepxHel CTOpoHbl. doTorpadum M PUCYHKM [OIMKHbI OblTb MOHSTHbI,
HarnsagHbl M yaoGHbl Ana penpoaykuun. PUCyHkn HeoGxoammo genatb B nporpammax
Word unu Corel. ®oTorpacmm n pucyHkM Hago NOCTaBUTb Ha Xenaemoe MeCTO B TEKCTe.
Ons co3pgaHusa m3obpaxeHni 1M rpadmkoB UCMONb30BaHNE (OYHKLUMM CHUMKa C 3KpaHa
(ckpuHwoTa) He ponyckaeTcd. B camMoM TekcTe cTaTbW pekOMeHAyeTCcs NpUMEeHeHune
n3obpaxeHuin u rpacukos, 06paboTaHHbIX TAKUMW KOMMbIOTEPHBIMW NPOrpaMMamu, Kak:
Excel, Matlab, Origin, SigmaPlot n gp.
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CcbInku (ULMTUPOBaHUE) B TEKCTe

OdbopmneHmne CCbINok Ha UCTOYHUKM B paMKax CTaTbl AOMMKHO ObiTb 0QHOOOPAa3HbIM.
«BoeHHO-mexHUYecKull 8eCmHUK» Onst  OPOPMMEHMsA  CCbINOK, uuMTaT M chucka
NCMornb30oBaHHON nuTepaTypbl NpumeHsieT [Mapsapackyto cuctemy (Harvard Referencing
System, Harvard Style Manual). B Tekcte B ckoGkax npvsoautcs dhamunns LMTpyemoro
aBTopa (Unu cdamunna NepBoro asTopa, €CNM aBTOPOB HECKONbKO), rof M3gaHusa U no
HeobxoanMocTn Homep cTpaHuubl. Hanpumep: (Petrovi¢, 2010, pp.10-20). PekomeHaauum
0 cnocobe UMTUPOBaHUA pas3MeLLieHbl Ha CTpaHuLe canTa MHCmpyKyusi Mo UCroib308aHU
Fapsapdckoeo cmuns. lNpu ocopMNeHUN CCbINOK, UMTaT U CNMCKa WUCMNONb30BaHHON
nuTepaTypbl  HeOGXOOAMMO  NPUAEPXMBATLCA  YCTAHOBMEHHbIX HOopM. [lporpamma
ASSISTANT npepgoctaBnsietT npu LMTUPOBaHWN BO3MOXHOCTb WCMOMb30BaHUS cepBuca
CiteMatcher, dumkcupytoLLiero nponyLleHHble LuTaTel B paboTe 1 B Crivcke nntepaTypsl.

MpumeyaHus (CHOcKK)

lMpyMeyaHnss (CHOCKM) K TEKCTY YKasblBalTCS BHWU3Y CTPaHWLbl, K KOTOPOWA OHU
oTHOcATCA. [pumeyaHusa MOryT cogepaTb MeHee BaXKHble AeTanu, AONOofHUTEenbHble
006bACHeHUs, ykaszaHns 06 MCMOMb30BaHHbLIX MCTOYHUKaX (Hamp. Hay4YHOM maTtepwuarne,
CNpaBOYHMKax), HO He MOTYT BbITb 3aMeHOW NpoLeaypbl LUTUPOBaHUS NUTepaTypsbl.

Nutepatypa (pedepeHuun)

LinTnposaHHowm nuTepaTtypon OXBaTbIBaKOTCA, Kak npaswurno, Takve
Gubnuorpadmyeckme MCTOMHWMKM Kak CcTaTbW, MOHorpadum u T.n. Bca wncnonbsyemas
nuTepartypa B BMAe pedepeHumin pasmeLlaeTca B OTAENbHOM pasgerne ctaTbun. HassaHus
nMTepaTypHbIX WCTOYHWMKOB HE MepeBOAATCH Ha fA3blk paboTbl. «BOEHHO-mexHu4eckul
8eCMHUK» [AnA  OdOPMMEHVUs Cnucka MCMOoNb30BaHHOW  NuTepaTtypbl  MpUMeHsieT
lapeapackyto cuctemy (Harvard Style Manual). B cnucke nutepaTypbl WCTOYHUKM
yKasbiBaloTcd B andaBuMTHOM nopsake amunuin  aBTOpoB WM PeAAKTOPOB.
PekomeHpaumm o cnocobe uMTpoBaHNs pasmeLleHbl Ha CTpaHuue cavTta MHempykyus rno
ucrionb3o8aHuto  [apsapdckozo cmuns. Tpun odOpPMAEHNM CnMcka WCNONb30BaHHOM
nuTepaTtypbl HEOOXOAMMO NPUOEPKMBATECA YCTAHOBMEHHbIX HOPM. [lpu odopmneHuu
cnucka  nutepatypbl  nporpamma  ASSISTANT  npepoctaBnseT  BO3MOXHOCTb
ncnonb3oBaHus ceperca RefFormatter, ocyLecTBNAOLLEro KOHTPOMb 0POPMIEHNS cnmcka
nuTepaTypbl B COOTBETCTBMM CO cTaHgapTamu [apBapackoro ctuns. HecraHgapTHoe,
HenornHoe 1 HemnocnegoBaTeflbHOe NpyYBeAeHNe NMUTepPaTypbl B CUCTEMAX OLIEHKM XypHana
cYMTaeTCcs 4OCTAaTOYHOWM NPUYMHON ANsi OCNapuBaHWs Hay4yHOro cTaTtyca XypHana.

ABTOpCKOE 3asiBNneHune

ABTOpCKOE 3asBrneHvVe npefoCcTaBnsAeTcs BMECTe CO CTaTbel, B HeM aBTopbl
3asBMSIOT O CBOEM IWYHOM BKMage B HanucaHwe cratbn. B 3asBneHun aBTopbl
noaTBEPXAAloT, YTO CTaTbs HanMcaHa B COOTBETCTBUM C [IpuanaweHuem u UHCMpPYKUUsIMu
019 asmopos, a Takxe ¢ KoOekcom npogheccuoHanbHOU 3MUKU XypHara.

Bce pykonucu ctaten nognexaT npod)eCCUoHanbHOMY peLeH3UPOBaHUIO.

Cnucok peLieH3eHTOoB XXypHana «BOeHHO-mexHUYecKuli 8eCMHUK» pasMeELLEH Ha
cTpanHuue canta Criucok peyeH3eHmos. [pouecc peLeH3npoBaH1s onvcaH B pasgene

lpasuna peuyeH3uposaHusi.
Pepakuus
MouToBbLIV agpec pegakunm:

«BojHOTEXHNYKUN rNaCHUK»

yn. Benbka JNyknya Kypsika 33, 11042 Benrpag, Pecny6nuka Cepbus
e-mail: vojnotehnicki.glasnik@mod.gov.rs,

Ten: +381 11 3603 260, +381 66 8700 123
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CALL FOR PAPERS AND ARTICLE FORMATTING INSTRUCTIONS

The instructions to authors about the article preparation for publication in the
Military Technical Courier are based on the Regulations on categorization and ranking of
scientific journals of the Ministry of Education, Science and Technological Development
of the Republic of Serbia (Official Gazette of the Republic of Serbia, No 159/20). This
Regulations aims at improving the quality of national journals and raising the level of their
compliance with the international system of scientific information exchange.

The Military Technical Courier / Vojnotehnicki glasnik
(www.vtg.mod.gov.rs/index-e.html,  BTr.mMo0.ynp.cp6, ISSN 0042-8469 - print issue,
e-ISSN 2217-4753 — online, UDC 623+355/359, DOI: 10.5937/VojnotehnickiGlasnik;
https://doi.org/10.5937/VojnotehnickiGlasnik), is an peer-reviewed scientific journal.

The owners of the journal are the Ministry of Defence of the Republic of Serbia and
the Serbian Armed Forces. The publisher and financier of the Military Technical Courier is
the University of Defence in Belgrade (Military Academy).

The program of the journal is based on the annual classification of journals performed
by a relevant Ministry as well as on its indexing in international indexing databases.

The journal covers scientific and professional fields within the educational-scientific
field of Natural-Mathematical Sciences, as well as within the educational-scientific field of
Technical-Technological Sciences, and especially the field of defense sciences and
technologies. It publishes theoretical and practical achievements leading to professional
development of all members of Serbian, regional and international academic communities
as well as members of the military and ministries of defence in particular. It publishes
papers with balanced coverage of analytical, experimental, and applied research as well as
numerical simulations from various disciplines. The material published is of high quality and
relevance, written in a manner that makes it accessible to a wider readership. The journal
welcomes papers reporting original theoretical and/or practice-oriented research as well as
extended versions of already published conference papers. Manuscripts for publication are
selected through a double-blind peer-review process to validate their originality, relevance,
and readability. This being so, the objective is not only to keep the quality of published
papers high but also to provide a timely, thorough, and balanced review process.

The editorial policy of the Military Technical Courier is based on the COPE Core
Practices, common COPE, DOAJ, OASPA and WAME Principles of Transparency and
Best Practice in Scholarly Publishing as well as on the best accepted practices in
scientific publishing. The Military Technical Courier has been a COPE (Committee on
Publication Ethics) member since 2nd May 2018 and a member of OASPA (Open Access
Scholarly Publishers Association) since 27th November 2015.

The Ministry of Education, Science and Technological Development of the Republic
of Serbia classified the Military Technical Courier for the year 2022, on October 25, 2022

—on the list of periodicals for computer sciences,

category: reputed national journal (M51),

—on the list of periodicals for electronics, telecommunications and IT,
category: reputed national journal (M51),

—on thelist of periodicals for mechanical engineering,
category: reputed national journal (M51),

—on the list of periodicals for materials and chemical technology,
category: reputed national journal (M51).
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The approved lists of national periodicals for the year 2022 can be viewed on the
website of the Military Technical Courier, page Journal categorization.

More detailed information can be found on the website of the Ministry of Education,
Science and Technological Development of the Republic of Serbia.

The information on the categorization can be also found on the website of KOBSON
(Consortium of Libraries of Serbia for Unified Acquisition).

The periodical is categorized in compliance with the Regulations on categorization
and ranking of scientific journals of the Ministry of Education, Science and Technological
Development of the Republic of Serbia (Official Gazette of the Republic of Serbia, No
159/20). More detailed information can be found on the website of the Ministry of
Education, Science and Technological Development.

The journal is in the Serbian Citation Index — SCIndex (data base of national
scientific journals), in the Scientific Information System Redalyc, and in the Russian Index
of Science Citation/Poccuiickun nHgekc HaydHoro uutmpoBanus (RINC/PUHLL) and is
constantly monitored depending on the impact within the bases themselves. More
detailed information can be viewed on the website of the Military Technical Courier,
page Journal indexing.

The Military Technical Courier, in terms of its content, offers the possibility of open
access (DIAMOND OPEN ACCESS) and applies the Creative Commons Attribution (CC
BY) licence on copyright. The copyright details can be found on the Copyright notice and
Self-archiving policy page of the journal's website.

Manuscripts are submitted online, through the electronic editing system
ASSISTANT, developed by the Center for Evaluation in Education and Science — CEON.

The access and the registration are through the Military Technical Courier
site http://www.vtg.mod.gov.rs/index-e.html, on the page ASSISTANT or the page

SCINDEKS or directly through the link (aseestant.ceon.rs/index.php/vtg).

The detailed instructions about the registration for the service are on the website
http://www.vtg.mod.gov.rs/index-e.html, on the page Instructions for ASSISTANT.

All authors submitting a manuscript for publishing in the Military Technical Courier

should register for an ORCID ID following the instructions on the web page Registration
for an ORCID identifier.

The Military Technical Courier publishes articles in English,
using Arial and a font size of 11pt with Single Spacing.

The procedures of article preparation, writing and editing should be in accordance
with  the Publication ethics statement (http://www.vtg.mod.gov.rs/publication-ethics-
statement.html).

The article should contain an abstract with keywords, introduction (motivation for
the work), body (adequate overview of the representative work in the field, a clear
statement of the novelty in the presented research, suitable theoretical background, one
or more examples to demonstrate and discuss the presented ideas), conclusion, and
references (without heading and subheading enumeration). The article length should not
normally exceed 16 pages of the A4 paper format with single spacing, up to a maximum
of 24 pages with references and supplementary material included.

The article should be formatted following the instructions in the Article Form which
can be downloaded from website page Article form.
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Title
The title should be informative. It is in both Journal’s and author’s best interest to
use terms suitable for indexing and word search. If there are no such terms in the title, the
author is strongly advised to add a subtitle.
Letterhead title
The letterhead title is given at a top of each page for easier identification of article
copies in an electronic form in particular. It contains the author’'s surname and first name
initial (for multiple authors add “et al”), article title, journal title and collation (year, volume,
issue, first and last page). The journal and article titles can be given in a shortened form.
Author’s name
Full name(s) of author(s) should be used. It is advisable to give the middle initial.
Names are given in their original form (with diacritic signs if in Serbian).
Author’s affiliation
The full official name and seat of the author’s affiliation is given, possibly with the
name of the institution where the research was carried out. For organizations with
complex structures, give the whole hierarchy (for example, University of Defence in
Belgrade, Military Academy, Department for Military Electronic Systems). At least one
organization in the hierarchy must be a legal entity. When some of multiple authors have
the same affiliation, it must be clearly stated, by special signs or in other way, which
department exactly they are affiliated with. The affiliation follows the author's name. The
function and title are not given.
Contact details
The postal addresses or the e-mail addresses of the authors are given in the first page.
Type of articles
Classification of articles is a duty of the editorial staff and is of special importance.
Referees and the members of the editorial staff, or section editors, can propose a
category, but the editor-in-chief has the sole responsibility for their classification.
Journal articles are classified as follows:
Scientific articles:

— Original scientific papers (giving the previously unpublished results of the author’s
own research based on scientific methods);

— Review papers (giving an original, detailed and critical view of a research problem
or an area to which the author has made a contribution demonstrated by self-citation);

— Short communications or Preliminary communications (original scientific full
papers but shorter or of a preliminary character);

— Scientific commentaries or discussions (discussions on a particular scientific
topic, based exclusively on scientific argumentation) and opinion pieces.

Exceptionally, in particular areas, a scientific paper in the Journal can be in a form
of a monograph or a critical edition of scientific data (historical, archival, lexicographic,
bibliographic, data survey, etc.) which were unknown or hardly accessible for scientific
research.

Papers classified as scientific must have at least two positive reviews.

If the journal contains non-scientific contributions as well, the section with scientific
papers should be clearly denoted in the first part of the Journal.

Professional articles:
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— Professional papers (contributions offering experience useful for improvement of
professional practice but not necessarily based on scientific methods);

— Informative contributions (editorial, commentary, etc.);

— Reviews (of a book, software, case study, scientific event, etc.)

Short communications are usually 4-7 pages long, research articles and case studies
10-14 pages, while reviews can be longer. Page number limits are not strict and, with
appropriate reasoning, submitted manuscripts can also be longer or shorter. If extended
versions of previously published conference papers are submitted, Editors will check if
sufficient new material has been added to meet the journal standards and to qualify such
manuscripts for the review process. The added material must not have been previously
published. New results are desired but not necessarily required; however, submissions
should contain expansions of key ideas, examples, elaborations, etc. of conference papers.

Language

The language of the article should be in English. The grammar and style of the
article should be of good quality. The systematized text should be without abbreviations
(except standard ones). All measurements must be in Sl units. The sequence of formulae
is denoted in Arabic numerals in parentheses on the right-hand side.

Abstract and summary

An abstract is a concise informative presentation of the article content for fast and
accurate evaluation of its relevance. It contains the terms often used for indexing and
article search. A 100- to 250-word abstract has the following parts: introduction/purpose
of the research, methods, results and conclusion.

Keywords

Keywords are terms or phrases showing adequately the article content for indexing
and search purposes. They should be allocated heaving in mind widely accepted
international sources (index, dictionary or thesaurus), such as the Web of Science
keyword list for science in general. The higher their usage frequency is, the better. Up to
10 keywords immediately follow the abstract and the summary, in respective languages.
For this purpose, the ASSISTANT system uses a special tool KWASS for the automatic
extraction of key words from disciplinary thesauruses/dictionaries by choice and the
routine for their selection, i.e. acceptance or rejection by author and/or editor.

Article acceptance date

The date of the reception of the article, the dates of submitted corrections in the
manuscript (optional) and the date when the Editorial Board accepted the article for
publication are all given in a chronological order at the end of the article.

Acknowledgements

The name and the number of the project or programme within which the article was
realised is given in a separate note at the bottom of the first page together with the name
of the institution which financially supported the project or programme.

Article preliminary version

If an article preliminary version has appeared previously at a meeting in a form of
an oral presentation (under the same or similar title), this should be stated in a separate
note at the bottom of the first page. An article published previously cannot be published in
the Military Technical Courier even under a similar title or in a changed form.

Tables and illustrations

All the captions should be in the original language as well as in English, together
with the texts in illustrations if possible. Tables are typed in the same style as the text and
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are denoted by Arabic numerals at the top. Photographs and drawings, placed
appropriately in the text, should be clear, precise and suitable for reproduction. Drawings
should be created in Word or Corel.

For figures and graphs, proper data plot is recommended i.e. using a data analysis
program such as Excel, Matlab, Origin, SigmaPlot, etc. Itis not recommended to use a
screen capture of a data acquisition program as a figure or a graph.

Citation in the text

Citation in the text must be uniform. The Military Technical Courier applies the
Harvard Referencing System given in the Harvard Style Manual. When citing sources
within your paper, i.e. for in-text references of the works listed at the end of the paper,
place the year of publication of the work in parentheses and optionally the number of the
page(s) after the author's name, e.g. (Petrovic, 2012, pp.10-12). A detailed guide on
citing, with examples, can be found on Military Technical Courier website on the page
Instructions for Harvard Style Manual. In-text citations should follow its guidelines. For
checking in-text citations, the ASSISTANT system uses a special tool CiteMatcher to find
out quotes left out within papers and in reference lists.

Footnotes

Footnotes are given at the bottom of the page with the text they refer to. They can
contain less relevant details, additional explanations or used sources (e.g. scientific
material, manuals). They cannot replace the cited literature.

Reference list (Literature)

The cited literature encompasses bibliographic sources such as articles and
monographs and is given in a separate section in a form of a reference list. References
are not translated to the language of the article.

In compiling the reference list and bibliography, the Military Technical Courier
applies the Harvard System — Harvard Style Manual. All bibliography items should be
listed alphabetically by author's name, without numeration. A detailed guide for listing
references, with examples, can be found on Military Technical Courier website on the
page Instructions for Harvard Style Manual. Reference lists at the end of papers should
follow its guidelines. In journal evaluation systems, non-standard, insufficient or
inconsequent citation is considered to be a sufficient cause for denying the scientific
status to a journal.

Authorship Statement

The Authorship statement, submitted together with the paper, states authors’
individual contributions to the creation of the paper. In this statement, the authors also
confirm that they followed the guidelines given in the Call for papers and the Publication
ethics and malpractice statement of the journal.

All articles are peer reviewed.

The list of referees of the Military Technical Courier can be viewed at website
page List of referees. The article review process is described on the Peer Review
Process page of the website.

Editorial Team

Address of the Editorial Office:

Vojnotehnicki glasnik / Military Technical Courier

Veljka Luki¢a Kurjaka 33

11042 Belgrade, Republic of Serbia

e-mail: vojnotehnicki.glasnik@mod.gov.rs, tel.: +381 11 3603 260, +381 66 8700 123
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