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Abstract:

Introduction/purpose: The Euler-Sombor index (EU) is a new vertex-
degree-based graph invariant, obtained by geometric consideration. It is
closely related to the Sombor index (SO). The actual form of this relation is
established.

Methods: Combinatorial graph theory is applied.

Results: The inequalities between EU and SO are established.
Conclusion: The paper contributes to the theory of Sombor-index-like graph
invariants.

Keywords: degree(of vertex), Sombor index, Euler-Sombor index.

Introduction

Vertex-degree-based (VDB) graph invariants are much studied in the
current mathematical and applied-mathematical literature; see for instance
the recent papers (Das et al, 2021; Hu et al, 2022; Liu, 2023a; Monsalve
& Rada, 2021; Rada et al, 2022; Yuan, 2024). A few years ago, it was
discovered that some of these graph invariants have a geometric
interpretation (Gutman, 2021). Eventually, this triggered a whole series of
geometry-based research studies on VDB invariants (Ali et al, 2024;
Gutman, 2022; Gutman et al, 2024; Imran et al, 2022; Liu, 2023b; Tang et
al, 2024). The first geometry-motivated VDB invariant is the Sombor index
(Gutman, 2021), defined as

SO=S0(G)= Y, Jd2+d? (1)

uveE(G)
-
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Although relatively new, the Sombor index has been a subject of
numerous mathematical studies; see the review (Liu et al, 2022), the most
recent papers (Attarzadeh & Behtoei, 2024; Chen & Zhu, 2024; Selenge &
Horoldagva, 2024; Shetty & Bhat, 2024), and the references cited therein.
The Sombor index found also noteworthy applications, especially in
chemistry (Hayat et al, 2024; Rauf & Ahmad, 2024; Redzepovi¢, 2021).

In some recent studies, a similarly-looking quantity has been
encountered (Ali et al, 2024, Gutman et al, 2024, Tang et al, 2024), namely

EU=EU(G)= > .dz2+d}+d,d,. )
uveE(G)
For the reasons explained below, it can be named the “Euler-Sombor
index“.

In this paper, we use the following notation and terminology. By G we
denote a simple graph with n vertices and m edges. Let E(G) be its edge

sets, and then | E(G) |= M. The edge of the graph G, connecting the

vertices u and v is denoted by uv. The degree d, of a vertex u is the
number of the first neighbors of this vertex.

For additional details of graph theory, see (Harary, 1969; Bondy &
Murty, 1976).

A geometric approach to VDB invariants

The general form of a VDB graph invariant is Z f (du ) dv) , Where
uveE(G)

fis a pertinently chosen function with the property f(x,y)=f(y,x). In (Gutman,
2021), it was recognized that the vertex-degree pair (d,,d,) can be

interpreted as a point in a 2-dimensional coordinate system, representing
the edge uv, called the degree-point of the edge uv (point A in Figure 1). If

so, then (d,,d,) would be the dual degree point, pertaining to the same
edge uv (point B in Figure 1).
The (Eucldean) distance between the degree-point (du . dv) and the

origin O is \/duz +d\,2 , which then directly leads to the concept of the
Sombor index, Eqg. (1).

2D



B(b,a)

A(a, b)

Figure 1 — A geometric representation of the edge uv of a graph G. Here du=a and dv=b.
The distance between the origin O and either the degree-point A or the dual degree-point
B leads to the Sombor index, Eq. (1). The distance between the points A and B pertains
to the Albertson irregularity index, see (Gutman, 2021).

Recently, in (Gutman et al, 2024), a geometric model was proposed,
in which the degree-point and the dual degree-point play equivalent roles:
these are set to be the two foci of an ellipse passing through the origin (see
Figure 2).

Figure 2 — Ellipse whose foci are the degree-point A and the dual degree-point B of the
edge uv of a graph G.The point C is the center of the ellipse.

<D
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In (Gutman et al, 2024), it was shown that the lengths of the semi-
major and the semi-minor axes of the ellipse in Figure 2 are

L=va’+b?=d’+d? and TL=a+b=d,+d,. (3

Using formulas (3), the area of the ellipse, equal to 7l I, , can

easily be calculated and related to a VDB graph invariant. On the other
hand, the calculation of the perimeter of the ellipse is a difficult task and
(because of its importance in astronomy) a large number of various
approximations have been proposed; for details, see (Gutman et al, 2024).
The approximate formula for the perimeter of an ellipse, proposed by

Leonhard Euler (Euler, 1773), is m/Z(I’l 2 I‘22) . When relations (3) are

substituted into this formula, and the multiplier abandoned (since it is
irrelevant for the present considerations), we arrive at the expression

Jd2+d?+d,d, .

This expression directly leads to the VDB graph invariant (2). Because
of its origin, the name Euler-Sombor index for it would be appropriate.

Evidently, there is a close algebraic analogy between the Sombor
index, Eq. (1), and the Euler-Sombor index, Eqg. (2). In what follows, we
determine the actual form of the relation between these two VDB graph
invariants.

Estimating SO by means of EU

From now on, in order to avoid trivialities, we restrict the consideration
to connected graphs. The results obtained could then be directly extended
to disconnected graphs, taking into account that, for a graph G consisting
of disconnected components G; and G ,

SO(G) =SO(G,) +SO(G,) and EU(G)=EU(G,)+EU(G,).

Theorem 1. Let G be a connected graph. Then

\E EU(G) <SO(G) <EU(G). “)

The equality on the left-hand side is attained if and only if the graph

G is regular.
<>



Proof. It suffices to verify that the relations

\/g\/x2+y2+xys\/x2+y2s\/x2+y2+xy (5)

hold forall X>0and y >0.

The right-hand side inequality in (5) is obvious. The equality in it
occurs if and only if either x=0 or y=0 (or both), which in the case of vertex
degrees of connected graphs cannot happen.

In order to obtain the left-hand side inequality in (5), we seek A
satisfying

/1\/x2+y2+xy£\/x2+y2 . (6)

From (6), we get
APXy < (1= 23X +(1-A%)y?

APy — 21— A%)xy < (1-A2)X* + (1- A7) y? —2(1—- A%)xy

[ A2 =2(1-2%) [xy < (1-2°)(x—y)".
Assuming that 1-A>>0, we conclude that it must be
A2=201-2%)>0 e, A2=+2/3.

Then the best choice for relation (5) is the smallest value of A, i.e.,

A=+213.

From the above consideration, it is seen that the equality will hold if
and only if x=y. Applying this to graphs, the equality will hold if the end-
vertices of the edge uv have equal degrees. If this must be valid for all
edges of the (connected) graph G, then all vertices of G must have equal
degrees, i.e., then G must be regular.

This completes the proof of Theorem 1. [

>
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Inequalities (4) provide lower and upper bounds for the Sombor index
in terms of the Euler-Sombor index. Of course, these relations can be
inverted, so that EU is estimated by means of SO:

SO(G) < EU(G) < \E SO(G).

Improving the inequality SO < EU

In this section, if the end-vertices of an edge uv have the degrees d,=i
and dv=j (or vice versa), we say that the edge uv is of the (i,j)-type.

The right-hand side inequality (4) in Theorem 1 is strict. Therefore, it
would be of interest to modify it so as to get equality for some graphs. In
order to achieve this goal, we first establish the following:

Lemma 1. For X,Y =0, the function

F(X,Y) :\/x2 +y 4+ Xy —\/x2 +y°
is monotonically increasing. More precisely, in the domain
D={(x,y) e R*| x>0,y >0}, for any (X, ¥,),(X,,¥,) € D, if X > X,
and Y, > Y,, then F(X,V,) > F(X,,Y,) holds.

Proof. We need to show that the right-hand side of

oF(x,y) 2X+Y A
OX 2 X +y +xy 2 X +y?

is positive-valued for all X,y > 0. We start with an evident relation

(7)

X°y?+y* +4xy* > 0.
Using it, we have

4x* +4x%y? +4x3y+[x2y2 +y* +4xy3] > 4x* +4x°y? +4x%y
(AX* + Y2 +4xy) (X + Y?) > 4% (X* + Y2 + Xy)

(2x+Y)* (¢ +y%) > (2%)° (X" + y* +xy)

8D



(2x+y)* _ (2%)°
X+ yr4exy  xP+y?
2X+Y S 2X
DE+Y24xy X +y?
from which it immediately follows that the right-hand side expression

in Eq. (7) is greater than zero.
Because of F(x,y)=F(y,x), we also have aF(x, y)/éy > 0. [

In view of Lemma 1, we need to find the minumum value of F(x,y)
when x and y are the degrees of adjacent vertices of some graph.
Evidently, this would happen if x=1 and y=1, i.e., for an edge of the (1,1)-
type, resulting in

FLY <X +y2+xy —X2 +y?
i.e

) \/x2+y2 s\/x2+y2+xy—(«/§—«/§).

Recall that in the above inequalities, it is assumed that x and y pertain
to the degrees of vertices of graphs.

Taking into account Egs. (1) and (2), by summation over all edges of
the undelying graph, we arrive at:

Theorem 2. Let G be a connected graph with n vertices and m edges.
Then

SO(G) < EU(G)—(v3—-+/2)m.

The equality holds if and only if all edges of the graph G are of the
(1,1)-type, which at connected graphs can happen only if n=2, m=1, i.e., if
G is the two-vertex path.

In a fully analogous manner, we obtain the following theorems, which
hold not for all connected graphs, but for those satisfying some structural
requirements.

Theorem 3. Let G be a connected graph with n=3 vertices and m
edges. Then

SO(G) < EU(G)— (N7 =+/5)m.

-
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The equality holds if and only if all the edges of the graph G are of the
(1,2)-type, which only can happen if n=3, m=2, i.e., if G is the three-vertex
path.

Proof. If a connected graph has 3 or more vertices, then none of its
edges can be of the (1,1)-type. Then the next-smallest value of F(x,y) is
F(1,2), pertaining to an edge of the (1,2)-type. Graphs possessing (1,2)-
edges exist for n23, but only the 3-vertex path has all its edges of the (1,2)-
type. [ ]

Theorem 4. Let G be a connected graph with n=3 vertices, m edges,
and without vertices of degree 1. Then

SO(G) <EU(G) - (V12 -+8)m

The equality holds if and only if all edges of the graph G are of the
(2,2)-type, which is the case with the n-vertex cycles, n=3.

Proof. If pendent vertices (those of degree one) do not exit in the
underlying graph, then the minimum possible value of F(x,y) is F(2,2),
pertaining to an edge of the (2,2)-type. The connected graphs in which all
edges are of the (2,2)-type are the cycles, and these exist for all n=3.
Therefore, the claim of Theorem 4 is applicable to all graphs with 3 or more
vertices. [

Theorem 5. Let G be a connected graph with n vertices, m edges,
and let & be its smallest vertex degree (6=1). Then

SO(G) < EU(G)—(v3=+/2)m

The equality holds if and only if all edges of the graph G are of the
(6,8)-type, i.e., if G is regular of the degree 8. If & is even, then graphs of
this kind exist for all n= +1. If & is odd, then graphs of this kind exist for
all even-valued n, n= 0+1.

Proof. By the same argument as in the previous proofs, the minimum
possible value of of F(x,y) is F(8,8). The equality requires that all edges be
of the (8,8)-type. If so, then all vertices must be of the degree &. Thus, the
graphs for which the equality holds must be &-regular. In the last part of
the statement of Theorem 5, the well-known conditions for the number of
vertices of &-regular graphs are repeated (Harary, 1969; Bondy & Murty,
1976). [
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Relacionando los indices de Sombor y Euler
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TIPO DE ARTICULO: articulo cientifico original

Resumen:

Introduccién/objetivo: El indice de Euler-Sombor (EU) es un nuevo grafico
invariante basado en grados de vértice, obtenido mediante consideracion
geométrica. Esta estrechamente relacionado con el indice de Sombor
(S0O). Se establece la forma real de esta relacion.

Métodos: Se aplica la teoria combinatoria de grafos.
Resultados: Se establecen las desigualdades entre UE y SO.

Conclusion: El articulo contribuye a la teoria de las invariantes graficas
similares al indice de Sombor.

Palabras claves: grado (de vértice), indice de Sombor, indice de Euler-
Sombor.

CooTHowweHne mexay nHagekcamm Combopa n dvinepa

UeaH lN'yTmaH

KparyeBauxknii yHMBepCUTET, €CTECTBEHHO-MATEMaTUYECKUA DaKyNbTeT,
r. Kparyesau, Pecnybnuka Cepbus

PYBPUKA TPHTW: 27.29.19 KpaeBble 3agauun 1 3agadm Ha cobCTBEHHbIE
3Ha4eHust AN 06bIKHOBEHHbIX
anddepeHumanbHbIX ypaBHEHUI U CUCTEM
YPaBHEHUM

BWO CTATbW: opurmHansHasa Hay4Has ctaTbs

Pesrome:

BeedeHue/uenb: Combopckuli uHdekc Olnepa s659emcs HO8bIM
UHeapuaHmoMm 2pagha, OCHO8aHHbIM Ha CMerneHu 8epUlUHb,
Mos1y4eHHbIM ymeM 2eoMempuyYyecKoeo aHanusa. ¥ oH coomHocumcsi
¢ uHOekcom Combopa. B 0OaHHOU cmambe ycmaHO8MeHO
Mamemamuyeckoe COOmHouweHue mexoy  amumu osymsi
UHeapuaHmamu 2paga.

Memodeki: B daHHOU cmambe npumeHsemcs KoMbuHamopHasi meopusi
epacghos.

Pesynbmambi: BepxHss u HuxHss epaHuubl uHOekca Combopa 6biiu
onipedernieHbl 8 3asucumocmu om uHOekca Olnepa-Combopa U
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Haobopom. 3amem amu epaHuUbl BbiflU OMKOPPEKMUPOBaHbI C y4emom
cmpyKkmypHbIx ocobeHHocmel epaghos.

Bobigodbl:  [daHHoe uccredosaHue eHocum 8Krnad 8 Mmeopuro
UHeapuaHmos 2pagha combopckozo suoda.

Knroyesbie cnoea:. cmerneHb (8epuiuHbl), uHOekc Combopa, UHAEeKC
Olinepa-Combopa.
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KATEITOPWUJA (TWUIM) YITAHKA: opyruHanHu Hay4Hu pag

Caxemak:

Yeod/yurs: Ojnep-combopcku UHOEKC je HO8a, Ha CmereHuUMa 4eoposa
3acHosaHa epaghoscka uHeapujaHma, 0obujeHa eeoMempujcKum
pasmamparuma. CpodaH je Combopckom uHOekcy. Y pady cy
ymepheHe Mamemamuyke ee3e u3smelly oee 0ge epaghoscke
UHeapujaHme.

Memode: lNpumer-eHa je KombuHamopHa meopuja epaghosa.

Pesynmamu: OdpeheHe cy eopre U Oome 2paHuuye 3a Combopcku
uHlekc y 3asucHocmu 00 Ojnep-combopckoe uHlekca, u obpamHo. Oge
epaHuue cy 3amum rnobosrbwaHe, y3umajyhu y o63up cmpykmypHe
Kapakmepucmuke gpaghosa.

Sakrbyyak: Pad QonpuHocmu meopuju epaghos8cKuUX UHeapujaHmu
combopckoe muria.

KrbyyHe pedu: cmeneH (Yeopa), Combopcku uHdekc, Ojnep-combopcKku
UHOekc.
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Abstract:

Introduction/purpose: This paper introduces the concept of 5 — F-weak
contraction by using the concepts of F—weak contraction and o — )—
contraction.

Methods: The use of the § — F-weak contraction proves some fixed
points theorems in the framework of S—metric spaces.

Results: The obtained results on fixed points in S—metric spaces gener-
alize some known results in the literature.

Conclusions: The [ — F'—weak contraction generalizes some important
contraction types and examines the existence of a fixed point in S—metric
spaces. The results are used to solve a non-linear Fredholm integral
equation.

Key words: fixed point, S-metric space, 3 — F—weak contraction, non-

linear integral equation.
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Introduction and preliminaries

It is well-known that the Banach contraction principle is regarded as
one of the most important and useful results in metric fixed point theory.
Because of its usefulness and simplicity, several authors generalized the
Banach contraction principle in different directions. As one of the gen-
eralizations, Wardowski (Wardowksi, 2012) introduced the concept of F-
contraction and proved a fixed point theorem that generalized the Banach
contraction principle. The definition of F’-contraction mapping is as follows:

DEeFINITION 1. (Wardowksi, 2012) Let F be the family of all functions F :
(0, +00) — R such that

(F1) F is strictly increasing, that is, for all o, € (0,00) if « < (3 then
Fla) < F(B);

(F2) For each sequence {«,,} of positive numbers, the following holds:

lim oy, = 0 if and only if li_>rn F(ay) = —o0;

n—o0

(F3) There exist k € (0,1) such that lim,_,o+ (o*F(c)) = 0.

Let (X,d) be a metric space. Amap T : X — X is said to be an
F — contraction on (X, d) if there exist F € F and T > 0 such that for all
z,y € X,

d(Tz,Ty) > 0= 7+ F(d(Tz,Ty)) < F(d(z,y)). (1)

ExAmMPLE 1. (Wardowksi, 2012) The following functions F' : (0,00) — R are
the elements of F:

1. Fu=1Inu,
2. Fu=1In(u® + u).

REMARK 1. (Wardowksi, 2012) From (1) and (F'1) it can be easily concluded
that T is contractive, that is,

d(Tz,Ty) < d(z,y), forall z,y € X, Tx # Ty.

Then, T is also continuous.

<>



In 2014, Wardowski and Dung (Wardowski & Dung, 2014) extended
the concept of F-contraction to F'-weak contraction and obtained a variety
of known contractions in the literature from it. The definition of F-weak
contraction mapping is as follows:

DEFINITION 2. (Wardowski & Dung, 2014) Let (X, d) be a metric space. A
map T : X — X is said to be an F-weak contraction on (X, d) if there exist
F € F and T > 0 such that, for all x,y € X satisfying d(Tx,Ty) > 0, the
following holds:

T+ F(d(Tz,Ty)) <

F ( max {d(m, y),d(z,Tz),d(y,Ty),

d(xz,Ty) —;—d(y,Tx) })

For more articles related to F'-contractions, see (Secelean, 2013; Dung
& Hang, 2015; Piri & Kumam, 2014, 2016).

Recently, Gopal et al. (Gopal et al, 2016) extended the concept of
F-contraction mappings to a weaker class of mappings called a-type F-
contraction mappings and proved some results on fixed point theory. The
consequences of their theorems generalized the results of Wardowski
(Wardowksi, 2012), Hardy and Rogers (Hardy & Rogers, 1973), Ciri¢ (Ciri¢,
1974). The definition of a-type F-contraction and a-type F-weak contrac-
tion mappings are as follows:

DEFINITION 3. (Gopal et al, 2016) Let (X, d) be a metric space. A mapping
f: X — X is said to be an a-type F-contraction on X if there exist T > 0
and two functions F € F and a: X x X — {—o0} U (0, 00) such that for all
x,y € X satisfying d(fz, fy) > 0, the following inequality holds

T+ oz, y)F(d(fz, fy)) < Fd(z,y)).

DEFINITION 4. (Gopal et al, 2016) Let (X, d) be a metric space. A mapping
f: X — X is said to be an a-type F-weak contraction on X if there exist
7 > 0 and two functions F € F and a : X x X — {—o0} U (0, c0) such that
for all x,y € X satisfying d(fx, fy) > 0, the following inequality holds

T+ a(z, y)Fd(fz, fy)) <

F<max {d(x,y),d(fl?,fx)ad(ya 19).

o) de o) |
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Subsequently, L.K. Dey et al. (Dey et al, 2019) introduced the notion of
generalized a— F'—contraction and modified generalized a— F'—contraction
mappings and presented a more generalized version of the results of Gopal
et al. (Gopal et al, 2016).

Metric space and its applications have been extensively employed for
decades in mathematics and various branches of applied sciences. For its
effective applications and useful mathematical results, many researchers
have attempted to give a more generalized and extended notion of metric
space. As one of the generalizations, Sedghi et al. (Sedghi et al, 2012)
introduced the concept of S-metric space as follows:

DEFINITION 5. (Sedghi et al, 2012) Let X be a nonempty set. An S-metric
on X is a function S : X x X x X — [0,00) that satisfies the following
conditions, for each x,y,z,a € X,

(1) S(z,y,2) =20,

(2) S(z,y,z) =0ifandifx =y = z,

(3) S(z,y,2) < S(z,x,a) + S(y,y,a) + S(z,2,a).
The pair (X, S) is called S-metric space.

LEMMA 1. (Sedghi et al, 2012) In an S-metric space, there exists
Sz, z,y) =Sy, y, ).

DEFINITION 6. (Sedghi et al, 2012) Let (X, S) be an S-metric space.

(1) A sequence {z,} in X converges to z if and only if S(z,, z,,x) — 0 as
n — oo. Thatis, for each ¢ > 0 there exists no € N such that for all
n > ng, S(xn, Ty, x) < € and it is denoted by lim,,_, o =, = .

(2) A sequence {x,} in X is called a Cauchy sequence if for each ¢ > 0,
there exists ny € N such that S(x,, x,, zmy) < € for each n,m > ny.

(3) The S-metric space (X, S) is said to be complete if every Cauchy se-
quence is convergent.

DEFINITION 7. (Sedghi & Dung, 2014) Amapping T : X — X is said to be S-
continuous if {T'x,} is S-convergent to T'x, where {z,,} is an S-convergent
sequence converging to .

G



For more articles on S-metric space, see (Hieu et al, 2015; Ozgr & Tas,
2016).

DEFINITION 8. (Alghamdi & Karapinar, 2013) LetT : X — X and 8 : X X
X x X — [0,00), then T is said to be s-admissible if for all z,y,z € X,

Bz, y,2) > 1= B(Tx, Ty, Tz) > 1.

Main results

In this article, § denotes the family of all functions F' : (0,00) — R
satisfying the following conditions:

(F;) F is strictly increasing, that is, for all u,v € (0,00) if u < vthen F(u) <
F(v);

(F;;) There exists k € (0, 1) such that lim,_o+ o*F(a) = 0.

Now, the definition of 5 — F'—contraction and 5 — F—weak contraction
mappings is presented as follows:

DEFINITION 9. Let (X, S) be an S-metric space and h : X — X be a map-
ping. Let 5 : X x X x X — [0,00) be a function and F' € §. The mapping h
is said to be a 3 — F'— contraction on (X, S) if there exists 7 > 0 such that,
for all u,v € X satisfying S(hu, hu, hv) > 0, the following condition holds:

T+ B(u,u,v)F(S(hu, hu, hv)) < F(S(u,u,v)).

DEeFINITION 10. Let (X, S) be an S-metric space and h : X — X be a
mapping. Let f : X x X x X — [0,00) be a function and F € §. The
mapping h is said to be a f — F—weak contraction on (X, .S) if there exists
T > 0 such that, for all u,v € X satisfying S(hu, hu, hv) > 0, the following
condition holds:

T+ B(u, u,v)F(S(hu, hu, hv)) < F(M (u,u,v)), (2)

where

M(u,u,v) = max{S(u,u,v)),S(u,u, hu),S(v,v, hv),
1(S(u,u, hu) + S(u, u, hv) + S(v,v, hu))}.

4
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REMARK 2. Every g — F—contraction is a § — F—weak contraction but the
converse is not necessarily true.

EXAMPLE 2. Consider X = [0, 3] together with the S-metric S(u,v,w) =
lu —w| + v —w|, forall u,v,w € X.

Leth: X — X be given by

[ 3, ifuco,3);
h(“)_{ 2, ifu=3.

Then, for all u,v € [0, 3] with S(hu, hu, hv) > 0 implies that either u = 3
or v = 3 but not both. So,
M(u,u,v) > S(3,3,h3) = 2.
Therefore, by choosing 7 = In V2, FeFas Fu=Inv, forallv > 0and
f: X xX xX —[0,00) by

, if (u,v,w) € A;
. if (u,v,w) € X3\A4,

DO b=

Blusv.w) = {

where A = {(u,v,w) : u,v € [0,3),w =3 oru,v =3,w € [0,3)}, itis clear
that h is a 5 — F'—weak contraction.

However, foru = 3,v = 3 and w = % putting Fv = Inw, forall v > 0,
there is

T+ 6(3,3, g)F(S(h?),h?),hg)) =7+8(3,3, g) In2,

and

F<S(3,3,2)> =Inl.

Clearly,

T+5(3,3,g)ln2 < 1Inl

for every + > 0 and 3(3,3,5) € [0,00). Thus, his not a g —

F—contraction.
180



Now, the main results are thus stated and proven.

THEOREM 1. Let (X, S) be a complete S-metric space and h : X — X be a
8 — F'—weak contraction satisfying the following conditions:

(T1) his B-admissible,

(T2) there exists uy € X such that 5(ug, ug, hug) > 1,

(T3) his S-continuous.
Then h has a fixed point.

Proof. By (12), there exists uy € X be such that 8(ug, ug, hug) > 1. Define
a sequence {u,} in X by u,1; = hu, for all n € Ny, where Ny = NU {0}.
If wp, = huy,, for some ny € N, then u,, is a fixed point of ~ and the proof
is complete. So, let us assume that u,, # hu, for all n € Nj.

From (T'1) and (7'2), it follows that

,B(UO,Uo,ul) = B(UO,Uo,huO) >1= ﬁ(huo,hu(],hul) = B(ul,ul,uz) > 1.

By induction,

B(Un, Uy Unr1) > 1,foralln € No.

Since S(uy, un,un+1) > 0and his a 5 — F—weak contraction, for some
7 > 0, there exists

T+ ﬁ(un—la Un—1, un)F(S(hun—la hun—la hun)) S F(M(Un—h Un—1, un))a
3)

where

M(un—la Un—1, un) = maX{S(un—h Un—1, un)a S(un—la Un—1, hun—l)a
1
S(una Unp, hun)y Z(S(un—la Un—1, hun—l) + S(“n—la Un—1, hun)

+ S(“nv Un, hun—l))} = maX{S(un—la Unp—1, un)) S(una Un, un-‘,—l)’

1

E(S(unflv Unp—1, un) + S(unfla Un—1, un+1) + S(unv Un, un))}
1

= maX{S(un—la Un—1, un)) S(una Unp, un-‘rl)’ Z(S(un—lv Unp—1, un)+

25 (Un—1,Un—1,Un) + S(Un, Un, Un+1))}

G
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= maX{S(unfla Unp—1, un)» S(una Unp, un+1)}

If I’IlaX{S(Un_l, Unp—1, Un)y S(un) Unp, Un+1)} = S(Unu Un, un—i—l), then (3)
becomes

T+ /B(un—laUn—laun)F(S(un7unuun+1)) < F(S(unyun>un+1))7

a contradiction. Therefore, it must be that

maX{S(un—h Un—1, un)v S(Un, U, un—l—l)} = S(U/n—lv Un—1, un)

From (3), it follows that

T+ B(Un—1, Un—1, Un) F(S(tUn, Un, unt1)) < F(S(Un-1, Un-1,un)).

Therefore

F(S(Unaunyun—i-l)) B(un—laun—laUn)F(S(unyunaun+l))
F(S(up—1,un—1,upn)) — T (4)

F(S(unfla Un—1, un))

AN CIA

By (F;), it must be that
S(un7 Unp, un—i—l) < S(Un—b Un—1, un)-

This shows that {v,}, where v,, = S(up, un, un+1), is a decreasing se-
quence of non-negative real numbers, and hence

lim v, =v > 0.
n—oo

Next, it is shown that v = 0. On the contrary, it is assumed that v > 0.
Then for every n € N, there exists

v < Up.

Using (F;) and (4), gives

>



Fv)<F(v,) < F(vp—1)—T7
< F(vp—2)—27
< F(w) —nr. (5)

Since lim,,_, o (F' (1) — nT) = —o0, there exists p; € N such that

F(v) —nt < F(v), foralln > p;. (6)

From (5) and (6), there follows

F(v) < F(w) —nt < F(v),

a contradiction. Therefore, there must be

lim v, = 0.
n—oo

By (F}), there exists k£ € (0, 1) such that

lim vfF(v,) = 0. (7)

n—oo

From (5) and (7), for all n € N, there follows

lim v8(F(v,) — F(w)) < lim (—vfnr) <0.

n—o0 n—oo

This implies that

. Ey
nh_)rrgo(nyn) =0.

Therefore, p, € N can be found, such that

1, foralln > py

3
N
AN

1
v, < —, foralln > ps.
Nk

Now,

o
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25(“717 Unp,y un+1) + S(Un+1a Un+1, um)

25 (Un, Uy Upt1) + 25 (U1, Unt1s Unt2) + -

S(Um Unp, um)

IN N

et 2S(um,2, Um—2, um,l) + S(Umfl, Um—1, um)

o0
Z 25(ug, ug, tg+1)

q=n

IN

< 25 .

Since k € (0,1), the series Y7 | i% is convergent. This implies that

ml?}gloo S (Upy Up,, Upy,) = 0.
This proves that {u,} is a Cauchy sequence. Since (X, S) is complete,
there exists ¢ € X such that lim,, .~ u, = £. Since h is S-continuous, there
exists lim,, oo hu, = h&.

Finally,
hu, = Upq1
= lim hu, = lim upp
n—0o0 n—oo
= hf{ = &

This proves that ¢ is a fixed point of A.
O

In the following theorem, the continuity of h is replaced by the following
condition:

(H) : If {u,} is a sequence in X such that (un, up,uny1) > 1, for all
n € Ng and u,, — £ as n — oo, then B(uy,u,,&) > 1, for all n € Ny

THEOREM 2. Let (X, S) be a complete S-metric space and h : X — X be a
8 — F—weak contraction satisfying the following conditions:

(T1) his B-admissible,
(220



(T2) there exists uy € X such that 5(ug, ug, hug) > 1,
(T3) (H) holds,

(T4) F is continuous.
Then h has a fixed point.

Proof. Following the proof of Theorem 1, it is known that {u, } defined by
Unt1 = huy, is @ Cauchy sequence with 5(uy,, un, un+1) > 1, forall n € Ny
and it converges to some ¢ € X.

By (T3), there exists

B(tn,un, &) > 1, forall n € Ny.

Next, itis shown that £ is a fixed point of h. On the contrary, itis assumed
that h¢ # &, thatis, S(&,£,hE) > 0. Then, a number m € N can be found,
such that

B(tn, un, h§) > 0, for all n > m.
That is,

B(hup—1,hun—1,h) > 0, foralln > m.

Then, it is possible to find some 7 > 0 such that

T+ F(S(up,un, h§)) = 7+ F(S(hup—1,hup—_1,hé))
T+ B(Un—lyun—l)g)F(S(hun—hhun—hhf))
F(M(un—laun—lvf))' (8)

[VARVA

Now,

M(unfh Unp—1, 5) = maX{S(unfla Un—1, £)7 S(unflv Un—1, hunfl)a S(Ea fa h£)7
1

Z(S(unfla Up—1, hunfl) + S(unfla Un—1, h&) + S(£7 3 hunfl))}

= maX{S(Un_l, Unp—1, 6)7 S(“n—h Un—1, un)7 S(fv éa h§)7
1

1(S(un_l, Un—1,Up) + S(Un—1, Un—1,hE) + S(&, & un))}

Taking limit as n — oo in (8) and using (7'4), yield

&>
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T+ F(S(&,& hE)) < F(S(&,&, hE)),

a contradiction. Therefore, it must be that h{ = ¢, that is, ¢ is a fixed
point of h.
O

Next, the following condition is considered to ensure the uniqueness of
the fixed point:

U)if&n € Fix(h) ={u € X : hu = u}, then 5(£,&,n) > 1.

THEOREM 3. Adding the above condition (U) to the hypothesis of Theorem
1 (respectively, Theorem 2) the uniqueness of the fixed point is obtained.

Proof. Let £, n € Fixz(h) with £ # n. Then, S(h&, he, hn) = S(£,€,m) > 0.
As a his B — F'—weak contraction, there exists = > 0 such that

T+ F(S(§,€,m)) 7+ F(S(h&, h§, hn))
T+ B(§, &, n)F(S(hE, he, hn))

F(M(,€n))- ()

IN A

Now,

M(E, &) = max{S(§,&n), (& & hE), S(n,n, hn),
1(S(€.€.1E) + 5(6.& hm) + S(n,n, he)))
= S(&&n).

From (9), follows

T+ F(S(,€,n) < F(S(E,€,m)),
a contradiction. Therefore, £ = 7.

From Remark 2, the following corollary is obtained:

<>



COROLLARY 1. Let (X, S) be a complete S-metric space and h : X — X
be a 5 — F—contraction mapping satisfying the hypotheses of Theorem 3.
Then h has a unique fixed point.

ExAampLE 3. Consider X = [0, 1] together with the S-metric S(u,v,w) =
|lu — w| + |[v —w|, for all u,v,w € X. Then, (X,S) is a complete S-metric
space.

Leth: X — X be given by hu = .
Also, let F € Fas Fv =Inwv, forall v > 0.

Then, taking 5(u,v,w) = 1, for all u,v,w € X and 7 = In 10 makes it
clear that h is a 5 — F'—weak contraction. Also, h satisfy all the hypotheses
of Theorem 3. So, h has a unique fixed point. Clearly, ¢ = 0 is the only
fixed point of h.

Consequences

In this subsection, some known results in the literature are obtained as
the consequences of these results. The examples are as follows:

(1) Forallz,y e Xand 0 <k <1,

S(Tz,Tz,Ty) < kS(z,z,y)

implies

STz, Tz, Ty) < kmax{S(z,,y),5(z,z,Tz),S(y,y, Ty),

i(S(m, x,Tx)+ S(z,z,Ty) + S(y,y, Tx))}

= kM(z,z,y).
If S(Txz, Tx,Ty) > 0, then
T+ STz, Tz, Ty) < In(M(z,z,y)),

where 7 = —Ink > 0.

o
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Therefore, the contraction condition in Definition 2.13 of (Sedghi et
al, 2012) becomes the condition (2) with F'v = Inwv, for all v > 0 and
B(u,v,w) = 1, for all u,v,w € X. This shows that Theorem 3 is a
generalization of Theorem 3.1 of (Sedghi et al, 2012).

(2) Forall z,y € X and h € [0,1),
S(Tx, Tz, Ty) < hmax{S(Tz,Tz,x),S(Ty, Ty,y)},
that is,
S(Tx, Tz, Ty) < hmax{S(z,z,Tx), S(y,y, Ty)}

implies

S(Tz,Tx,Ty) < hmax{S(z,z,y),S(z,z,Tz),S(y,y,Ty),

i(S(a:, x,Tx)+ S(z,z,Ty) + S(y,y, Tx))}

= hM(z,z,y).
If S(T'z, Tx,Ty) > 0, then
T+InSTx, Tz, Ty) < In(M(x,z,y)),

where 7 = —1Inh > 0.

Therefore, the contraction condition in Corollary 2.10 of (Sedghi &
Dung, 2014) becomes the condition (2) with F'v = Inwv, for all v > 0
and S(u,v,w) = 1, for all u,v,w € X. This shows that Theorem 3 is a
generalization of Corollary 2.10 of (Sedghi & Dung, 2014).

(3) Forall z,y € X and a,b,c > 0witha+b+c <1,

S(Tx, Tz, Ty) < aS(z,z,y) + ab(Tz, Tx,x) + cS(Ty, Ty, y),
that is,
S(Tz, Tz, Ty) < aS(z,x,y) + ab(z,z, Tx) 4+ cS(y, y, Ty)

implies

o



S(Tz, Tz, Ty) < (a+b+c)max{S(z,,y),S(z,z,Tx),5(y,y, Ty),
1
1(5(I7$,T$)+S($,$,Ty)+5(y7y7T$))}
= (a+b+c)M(x,z,y).

If S(Txz, Tx,Ty) > 0, then
T4+ WnS(Te, Te, Ty) < In(M(z,z,y)),

where 7 = —In(a+ b+ ¢) > 0.

Therefore, the contraction condition in Corollary 2.12 of (Sedghi &
Dung, 2014) becomes the condition (2) with Fv = Inw, for all v > 0
and B(u,v,w) = 1, for all u,v,w € X. This shows that Theorem 3 is a
generalization of Corollary 2.12 of (Sedghi & Dung, 2014).

(4) Taking B(u,v,w) = 1 for all u,v,w € X, we obtain Theorem 2.1 of
(Ranjbar & Samei, 2019) from Corollary 1. Note that we are not using the
condition (F'2) in our results.

Application

In this section, Theorem 3 is used to prove the existence and unique-
ness of a solution of a non-linear Fredholm integral equation.

Let X = (Cla,b],R) be the set of all continuous functions defined on
[a,b]. Let the S-metric S: X x X x X — [0,00) be defined by

S(u,v,w) = max |u(s) — w(s)| + max |v(s) — w(s)]|.
s€[a,b] s€a,b]

Then (X, .5) is a complete S-metric space.
Now, the following non-linear Fredholm integral equation is considered:

b
v(t) =<(t) + b—la/a K(t,s,v(s))ds, (10)

where t, s € [a,b]. Assume that K : [a,b] X [a,b] x X — Randg : [a,b] —
R are continuous.
Define the operator T': X — X by

o

Khomdram, B. et al, Fixed point results for 5 — F'— weak contraction mappings in complete S-metric spaces, pp.13-34



@Q VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

1 b
To(t) =<(t) + b—a/ K(t,s,v(s))ds. (11)
Note that (10) has a solution if and only if T" has a fixed point.

THEOREM 4. Let K be a continuous function satisfying
K (t,5,0(s)) = K(t,5,5(s))] < kmaX{IU(S) — §(8)].Jo(s) — To(s)],
() = Te()]. S ((s) — To(s)] +
o(e) = T<(o)] + ()~ To(s)) .

forall v,c € X withv # ¢, s,t € [a,b] and for some k € [0,1). Then the
integral equation (10) has a unique solution.

Proof. Define 5 : X x X x X — [0,00) by B(u,v,w) =1 forall u,v,w € X.
Then T is S-admissible. Take F' € § as F'u = Inwu, for all u > 0.
Now,

2
b—a

b b
2|Tu(t) — Ts(t)| = /K(t,s,v(s))ds—/ K(t,s,s(s))ds

IN

b
bfa/ (K (t,5,0(s)) — K(t,5,5(s)))|ds
2k [P
b—a

/ max {[v(s) — 5(s)], [v(s) — T(s)],
5(5) — To(s)], 3 (o(s) — To(s)| +
[0(s) — Ts(s)] + s(s) — Tw(s))) }ds.
Taking the maximum on both sides, yields

S(Tv, Tv,Ts) =2 rn[a)g] |Tu(t) — Ts(t)|
tela,

b
< g max [ max {Jufs) = s(s)] os) = Tu(o)]. k(5) ~ T<(o).

i(IU(S) —To(s)| +[v(s) = T<(s)] + [s(s) — Tw(s)|) pds

o



<

= maxe (s {2Jo(s) — <(5)] 200(s) ~ To(s)], 21(s) = Ts(s)],

1 b
1 Clo(s) = Tu(s)| + 2Jv(s) = Ts(s)| + 2[s(s) = To(s))}) / ds
= kmax{S(v,v,s),S(v,v,Tv), S(s,s,Ts),

i(S(v,’u, Tv) 4+ S(v,v,Ts) + S(s,s,Tv))} = kM (v, v,5).

Taking the natural logarithm on both sides, gives

—Ink+InSTv,Tv,Ts) < In(M(v,v,s)).
So,

—Ink+ B(v,v,¢) In S(Tv,Tv,Ts) < In(M(v,v,s)).
Thus,

T+ B(v,v,¢)F(S(Tv, Tv,Ts)) < F(M(v,v,5)),

where —Ink = 7.

This shows that T is a 8§ — F'—weak contraction. Thus, all the conditions
of Theorem 3 are satisfied. Hence, the integral equation (10) has a unique
solution.

O

Conclusions

In this paper, the concepts of 8 — F—contraction and 5 — F—weak con-
traction mappings are introduced and used to prove some fixed point re-
sults in the setting of S-metric space. Also, we obtain some known results
in the literature as the consequences of our results. Also, some known re-
sults in the literature are obtained as the consequences of the results from
this work. Finally, the obtained results are applied to prove the existence
of a solution for a non-linear Fredholm integral equation.
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Resumen:

Introduccién/objetivo: En este articulo presentamos el concepto
de contraccién 8 — F—débil utilizando los conceptos de contrac-
cion F—débil y contraccion o — 1.

Meétodos: Utilizando la contracciéon 8 — F—débil demostramos
algunos teoremas de puntos fijos en el marco de espacios
S—meétricos.

Resultados: Los resultados obtenidos en puntos fijos en espa-
cios S—métricos generalizan algunos resultados conocidos en
la bibliografia.

Conclusion: La contraccion débil 8 — F' generaliza algunos tipos
de contraccion importantes y examina la existencia de puntos
fijos en espacios S—métricos. Los resultados se utilizan para
resolver una ecuacién integral de Fredholm no lineal.

Palabras claves: punto fijo, espacio S-métrico,
B — F—contraccion débil, ecuacion integral no lineal.
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r. Mmnxan, Manunyp, Pecnybnuka NHansa

® YHuBepcuTeT MeanumHckux Hayk Cedako MakraTo,
kacpegpa mMaTtemMaTuKM U NpUKNagHoW MaTeMaTukm,
r. [a-PaHkyBa, Pecny6nuka KOxHas Adpuka

" Benrpapckuin yHuBepcuTeT, IHCTUTYT aaepHbIX MccrefoBaHui
«BuHya» — IHCTUTYT rocyaapcTBeHHOro 3HadeHust ans Pecnybnvkm
Cepbus, . Benrpag, Pecnybnuka Cepbusi, koppecnoHAEHT

PYBPUKA TPHTW: 27.25.17 MeTpuyeckas Teopus yHKUUN,
27.39.15 JluHenHble NpocTpaHCTBa,
CHabXeHHble ToMonorMemn, NopsaKom
1 ApYrMMn CTpyKTypamu
BWL CTATbW: opurinHanbHas Hay4Hasi cTaTbsi
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Pesrome:

BeedeHue/uenb: B daHHoU cmambe 88edeHo rnoHsmue 3 — F'—
cnaboeao CoKpaweHus, ucnosnb3ysi KoHuenm F —crnaboe2o cokpa-
WeHUs U o — — cxxamusi.

Memoobi: C nomowpto 3 — F—cnaboeo cxxamusi, OOKa3blea-
romcsi HEKOmMopble MeopeMbl O HEMOOBUXKHbLIX MOYKaxX 8 pamKax
S—Mempu4ecKux rnpocmpaHcms.

Pesynbmamel: Pe3ynbmambi uccriedo8aHusi O HENOOBUXHbLIX
moukax 8 S—mempudecKkux rnpocmpaHcmeax 06obuwiarom HEKo-
mopbie U38ecmHble 8 iumepamype pesyibmamsl.

Bbigo0bi: 3 — F—craboe cxxamue 0606uwaem HEKOMOPbIe 8aX-
Hbie 8udbl COKpauweHul, uccredysi cyujecmeosaHue Hernoo8UX
HOU mMoYKu 8 S—mMmempudeckux rpocmpaHcmeax. Pesynbma-
mbI cmambU UCMOMb3ymCcs 0715 PeweHUs: HeNUHeUHO020 UHme-
epalibHo20 ypasHeHuUs1 Ppedeoribma.

Knrouesble criosa: Hernodsu)kxHasi moyka, S-Mempuyeckoe rpo-
cmpaHcmeo, 3 — F'—cnaboe cxxamue, HermuHelHoe uHmezparib-
Hoe ypasHeHue.

PesynTtatu cukcHe Tauke 3a § — F'—cnaba manupara
KOHTpakuuje y noTnyHuM S-MeTpu4kum npoctopmuma

Byn6yn Komapam?®, JymHam PoxeH®,

Moxamad Caen Kan®, Hukona ®abuaHo"

@ YHuBepauteT JaHamaHuypu, O.M. konew yMeTHOCTH,
Opcek matematuke, Mmdpan, Manmnyp, Penybnuka NHavja

® YuueepanteT Manunyp, Oncek matemaruike,
Wmdban, Manunyp, Penybnuka MHguja

® YHuBEp3WUTeT 3apaBcTBeHMX Hayka Cedako MakraTto,
[lenapTmaH 3a MateMaTuky 1 NpUMer-eHy MaTeMaTtuky,
la-PaHkyBa, Jy>xxHoadpunyka Penybnvka

" YHuBepauTet y Beorpaay, MHCTUTYT 3a HykneapHe Hayke “BuHuya” —
HaunoHanHun nHetutyT Penybnuke Cpbuje, beorpaa, Penybnvka
Cpbuja, ayTop 3a npenucky

OBJIACT: matemaTtuka
KATEFOPWNJA (TUM) YNAHKA: opyrmHanHiu Hay4Hu pag
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Caxxemak:

Yeod/uurb: Y osom pady yeodu ce nojam 3 — F—cnabe KOH-
mpakuyuje kopucmehu KoHuenme F —cnabe koHmpakyuje u o —
1) —KOHmMpakuyuje.

Memode: Kopuwherem 3 — F—cnabe koHmpakuyuje 0okasyjy ce
Heke meopeme 0 (hUKCHUM madkama y OKeupy S—Mempuydkux
npocmopa.

Pesynmamu: [obujeHu pedynmamu 0 DUKCHUM madykama y
S—mMempuy4KuM npocmopuma 2eHeparnusyjy Heke rnosHame pe-
3ynmame y aqumepamypul.

Bakmpyvak: 3 — F—cnaba KOoHmMpaKkyuja 2eHeparu3syje Heke ea-
JKHEe muroge KoHmpakuyuja u ucriumyje nocmojaqse huKcHe mau-
Ke y S—mempuykum nipocmopuma. Pe3ynmamu ce kopucme
3a pewasar-e HernuHeapHe ®pedxonmose uHmezparHe jedHa-
YuHe.

KrbyyHe pedu: gpukcHa madka, S—mempuyKku rnpocmop,

B — F—cnaba koHmpakuuja, HefluHeapHa UHmezparsHa jedHaqu-
Ha.
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Abstract:

Introduction/purpose: Chemical structures are conveniently represented by
graphs where atoms are nodes (vertices) and chemical bonds are branches
(lines) in the graph. A graphical representation of a molecule provides a lot
of useful information about the chemical properties of the molecule. It is
known that numerous physical and chemical properties of molecules are
highly correlated with theoretical invariants of graphs, which we call
topological indices. One such theoretical invariant is the dominance
number. The aim of this research is to determine the k-dominance number
for cyclooctane chains COCL, COC?, COC32 and COC}, fork € {1,2,3}, n€ N.

Methods: The cyclooctane chain is a chain of octagons connected by a
single line. The vertices of the octagon are treated as nodes of the graph,
and the sides and the line connecting them, as branches in the graph. Using
mathematical methods, k-dominance was determined on one octagon,
ke{1,2,3}. Then, by representing the cyclooctane chains COC}, COC2, COC2
and COC}, in a convenient, isomorphic way, we determined their k-
dominance number, ke{ 1,2,3}.

Results: Determining k-dominance, ke{1,2,3}, for 4 cyclooctane chains
CoCt, COCE, cOoC3 and COC;, we obtained 12 different formulas to
calculate their k-dominance number. All formulas are composed of several
alternative algebraic expressions, the selection of which is conditioned by
the divisibility of the number n by the number 2, 3 or 4, depending on the
type of cyclooctane chain and k-dominance to be determined. The results
of the research are fully presented in the paper through mathematically
proven theorems and graphical representations.

Conclusion: The results show that the k-dominance numbers, ke{1,2,3}, on
cyclooctane chains COCY, COC2, COC2 and COC}, are determined and
explicitly expressed by mathematical expressions. They also indicate the
possibility of their application in molecular graphs of cyclooctane rings, in
computational chemistry, chemical and biological industry.

Key words: cyclooctane, cyclooctane chain, dominance number.
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Introduction

Graph theory occupies an important place in many fields of science.
Among them are chemistry and biology. Chemical structures are
conveniently represented by graphs, where atoms are nodes (vertices) in
the graph and chemical bonds are lines (branches) in the graph (Trinajstic,
1992). Graphical representation of molecules provides a wealth of useful
information about the chemical properties of molecules (Gupta et al, 2001,
2022). It has been shown that numerous physical and chemical properties
of molecules are highly correlated with theoretical invariants of graphs,
which we call topological indices or molecular descriptors (Todeschini &
Consonni, 2000). Topological indices are extremely useful in calculating
the physicochemical characteristics of large chemical structures, which are
otherwise difficult to calculate for large networks (Baig et al, 2018).

One of the latest concepts that represents a combination of chemistry,
mathematics and informatics is chemical informatics (Ahmed et al, 2021).
In computational chemistry, cyclooctane chains are an imperative class of
cycloalkanes, which has led to the investigation of their structural
characteristics with basic graph parameters (Raza et al, 2023). The
authors of the mentioned paper derived the mathematical expected values
of topological descriptors of cyclooctane. They also performed a
comparative analysis for different descriptors and pointed to special
classes of cyclooctane chains with exact values.

In the paper (Raza & Imran, 2021), the expected values of some
molecular descriptors in a random cyclooctane chain were investigated.
The authors of the paper (Wei et al, 2018) determined the exact formulas
for the expected value of the Wiener index in a random cyclooctane chain.
Research was also carried out on the expected values of three types of
Kirchhoff indices (Liu et al, 2021), Gutman and Schultz indices (Liu et al,
2023) in the cyclooctane chain. In the previous period, other research
studies were also carried out on cyclooctanes and cyclooctane chains
(Bharadwaj, 2000).

It is known that the dominance number is one of the theoretical
invariants of graphs (Vuki€evi¢ & Klobucar, 2007). In the previous period,
dominance research was carried out on various graphs. Cactus graphs,
as a special type of connected graphs in which no branch is found in more
than one cycle, have been investigated in numerous works. Dominance on
rhomboidal cactus chains (Carevi¢ et al, 2020), pentagonal (Carevic,
2022), hexagonal (Majstorovi¢ et al, 2012, 2016) was investigated.
Research was also carried out on linear benzenoids (VukiCevi¢ &
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Klobucar, 2007), hexagonal network (Klobuc€ar & Klobucar, 2019), and
icosahedral hexagonal network (Carevi¢, 2021).

In this paper, we deal with k-dominance on cyclooctane chains COC},
COC?, COC3 and COCE, for ke {1,2,3}.

Cyclooctane chains

A cyclooctane chain is a chain of octagons in which each node is in
only one octagon. The octagons are connected to each other by a line that
joins two nodes from two adjacent octagons, thus forming a cyclooctane
chain (Figure 1).

Figure 1 — Cyclooctane chain length 4

The nodes in the octagon joined by the connecting line are called cut
(intersected) nodes. The minimum distance between two cut nodes in one
octagon is denoted by p. In the cyclooctane chain in Figure 1, the distance
between two cut nodes in each octagon is p = 4. We denote the
cyclooctane chain of the length n formed in this way by COC;¥, where the
length of the chain n is determined by the number of octagons in the chain.
The minimum distance between two cut nodes can be p = 3 (Figure 2); it
can also be p = 2 (Figure 3) or p = 1 (Figure 4), whereby we denote the
corresponding cyclooctane chains, respectively, with COC3, COC? and
CcocC}.

Figure 2 — Cyclooctane chain COC2
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Figure 3 — Cyclooctane chain COC2

Figure 4 — Cyclooctane chain COC}

Research results

Preliminaries

At the beginning of this section, we will consider k-dominance on one
octagon Og, k € {1,2,3}. We denote the set of nodes (vertices) in each
graph G by V(G). A set D cV(G) is said to be a k-dominant set in the graph
G if for every node y outside the set D there is at least one node x € D
such that d(x, y) < k where with d(x , y) labeled distance between the nodes
x and y. The number of elements of the smallest k-dominant set is called
the k-dominance number and is denoted by yy.
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Lemma 1: The 1-domination number for the octagon is y,(0g) = 3.
Proof: Let us denote the nodes of the octagon with x,,x,, . . ., xg (Figure 5).

Xg X5

7
i N .

‘Q—/
x_I xE

Figure 5 — 1-dominant set on an octagon

One node of the octagon dominates two neighboring nodes. Let us take
the node x;. It dominates the nodes x, and xg. There are 5 nodes left in
the octagon. Based on the proof of Lemma 2.1 presented in the paper
(Carevi¢, 2022), the 1-dominance number for 5 nodes is 2. Let these be
the nodes x, and x, in the given octagon. Thus, the set D = {x;, x4, x,} is
a 1-dominant set for the given octagon, but it is not the only one. They are
also sets containing any 3 nodes of an octagon with the mutual distance d
=2 and d = 3. Based on the proof of Lemma 2.1 in the mentioned paper,
there is no 1-dominating set D’ of lesser cardinality. Therefore, the minimal
1-dominant set on the octagon is a three-membered set, so the 1-dominant
number for the octagon is y;(0g) = 3.

Lemma 2: The 2-domination number for the octagon is y,(0g) = 2.
Proof: Let us denote the nodes of the octagon with x;,x,, . . ., xg (Figure 6).

Xg

o5

X 3‘\ X3
"—/
xl x.?

Figure 6 — 2-dominant set on an octagon
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The node x; has 2-dominance over the nodes x, and x3, on the one hand,
and over the nodes xg and x- , on the other hand. For the remaining nodes
X4, X5, Xg, it IS Nnecessary to determine one 2-dominant node. Let it be a
node xs. So the set D = {x, x5} is a 2-dominant set for the given octagon,
but it is not the only 2-dominant set whose cardinality is equal to 2,
analogous to the previous consideration, where the distance between the
dominant nodes must be 3 or 4. Let us prove that there is no set D’ of
lesser cardinality which is a 2-dominating set on the octagon. Assuming it
exists, its cardinality would be 1. But one node cannot 2-dominate the 7
remaining nodes in the octagon. Therefore, the minimal 2-dominant set on
the octagon is a two-membered set, so the 2-dominant number for the
octagon is y,(0g) = 2.

Lemma 3: The 3-domination number for the octagon is y;(0g) = 2.

Proof: Let us look at Figure 6. The node x; has 3-dominance over the
nodes x, x3 and x4, on the one hand, and over the nodes xg, x; and x4, on
the other hand. The node x5 is not dominated. So the set D = {x;, x5} is a
3-dominant set for the given octagon, but it is not the only 3-dominant set
whose cardinality is equal to 3, analogous to the previous consideration.
Analogous to the proof of Lemma 2, there is no set D' of lesser cardinality
which is a 3-dominating set on the octagon. Therefore, the minimal 3-
dominant set on the octagon is a two-membered set, so the 3-dominant
number for the octagon is y;(0g) = 2.

Let us now define the coverage index of the nodes of the graph by the
dominating node:

Definition 1: The node coverage index by the dominating node is the total
number of nodes covered by the dominance including the dominant node.
For k-dominance, we denote the coverage index by index;,.

Based on what was stated in Lemma 1, Lemma 2 and Lemma 3, in
the octagon there is: index;= 3, index, =5, index;=17.

In the next part of the presentation, we consider k-dominance, for
ke{1,2,3}, on cyclooctane chains COCL, COCZ, COC2 and COC}, n€ N, n
> 2.

It is known that two isomorphic graphs have equal dominance
numbers (Vuki¢evi¢ & Klobucar, 2007). Based on this, we will present
cyclooctane chains COC}, COCZ2, COC3 and COC; in a convenient,
isomorphic way and determine the k-dominance, for ke {1,2,3}.
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Cyclooctane chain €cOC}

Theorem 1. The 1-dominance number on the cyclooctane chain COC} is

I{ 8-2 , forn=3k, k€N

yicociy=18-[2] +6, forn=3k—1ken
Ls-[§]+3, forn=3k -2k €N

Proof: We observe the isomorphic graph of the cyclooctane chain COC} in
Figure 7:

& & & s * @ L]
[ ] b b
4 L ] ®
' 3 L b L

Figure 7 — 1-dominance on COC}

Based on Lemma 1, the 1-dominance number in the first octagon is 3. Let
us assume that the third dominant node is a cut node. Since in COC} the
distance between cut nodes is p = 1, the third dominant node of the first
octagon will dominate over the first cut node in the second octagon. In the
same way, the first cut node in the third octagon will dominate the second
cut node in the second octagon. Therefore, in the second octagon, two
nodes will be enough to dominate the remaining 6 nodes because the
coverage index of one node is index;= 3. In the third octagon, 3 nodes
are necessary for dominance, and based on Lemma 1, they cannot be
adjacent. Therefore, in the fourth octagon we must have 3 dominant
nodes, one of them will be a cut node as in the first octagon. In this way,
we have a periodic repetition of the position of the dominant nodes with a
period of w = 3 octagons. If n = 3k — 1, kEN, the last octagon cannot have
only 2 dominant nodes because index;= 3, so it will have 3 dominant
nodes. Based on Lemma 1 and everything presented, we get that:

8-2 , forn=3k,k €N
n
yi(cochy=1{8-[5| +6 forn=3k—1,ken
\8-5]+3 forn=3k-2ken
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Theorem 2. The 2-dominance number on the cyclooctane chain COC} is

3.0

2

3-[5|+2 forn=2k-1keN

) forn =2k,k €N
¥2(COCy) =

Proof: We observe the isomorphic graph of the cyclooctane chain COC? in
Figure 8. As the coverage index for 2-dominance is index,= 5, in the first
octagon one node will dominate over five nodes while 3 nodes remain
without dominance. Let us choose a suitable dominating node so that the
nodes not covered by dominance are the intersected node and its
neighboring nodes.

Figure 8 — 2-dominance on COC}

In the second octagon, we take the dominant node so that it dominates the
uncovered nodes of the previous octagon. In this octagon, we must have
one more dominant node that will dominate the remaining nodes of that
octagon. In the first two octagons, we have a total of 16 nodes dominated
by 3 nodes (marked in red). The dominance repeats with a period of w =
2 octagons. If n is an odd number, the last octagon will have one more
dominant node (marked in green in Figure 8) because index,= 5. Based
on Lemma 2 and everything presented, we get that:
. 3-%, forn=2k,k €N
cocy) =
¥2(COCx) 3-[5|+2 fon=2k-1keN

Theorem 3. The 3-dominance number on the cyclooctane chain COC} is

s



(5.
5-15|+4 forn=4k-1ken

]

, forn =4k, k € N

ys(COCL) =
T s B 43, forn=4k-2keN

5[5 +2 forn=4k-3keN

Proof: As the coverage index for 3-dominance is index;= 7, in the first
octagon one node will dominate all nodes except one. Let us choose a
suitable dominating node so that the node that is not covered by the
dominance is the intersected node (Figure 9).

o
=
-

=
=
v

Figure 9 — 3-dominance on COC}

In the second octagon, we take the dominant node so that it dominates the
uncovered node of the previous octagon. Analogously, this applies in the
third and fourth octagons. In four octagons, there are a total of 32 nodes
where index;= 7, so it follows that there must be 5 dominant nodes. These
5 dominant nodes completely cover the first 4 octagons with dominance,
so from the fifth octagon there is a repetition of dominance. The dominance
repeats with a period of w = 4 octagons. If n is not divisible by 4 in the last
octagon, we must have another dominant node (marked in green in Figure
9) because index;= 7. Based on Lemma 3 and everything presented, we
get that:

( 5-%,forn=4k,kEN
1 5-15| +4 forn=4k-1ken
y3(COC"):<5-E]+3, forn=4k -2,k €N
5-[5]+2 forn=4k-3ken
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Cyclooctane chain COC?

Theorem 4. The 1-dominance number on the cyclooctane chain COC2 is
y1(COC2) = 3n.

Proof: We observe the isomorphic graph of the cyclooctane chain COC?2 in
Figure 10:

Figure 10 — 1-dominance on COC?

By Lemma 1, the 1-dominance number in the first octagon is 3. Let us
assume that the third dominant node is a cut node. As the distance
between the cut nodes in COC? is p = 2, the third dominant node of the
first octagon will dominate over the first cut node in the second octagon,
but not over its neighboring nodes. In the second octagon, there are 7
nodes left, for which 2 dominant nodes are not enough, which would
dominate over 6 nodes because index;= 3. Therefore, in the second
octagon, we must have 3 dominant nodes, where one of them will be a cut
node as in the first octagon. In this way, we have a periodic repetition of
the position of the dominant nodes in each subsequent octagon. Based on
Lemma 1 and everything presented, we get that y,(COC2) = 3n.

Theorem 5. The 2-dominance number on the cyclooctane chain COC?2 is

3-%, forn=2k,k €N
¥2(COCF) =
T3 [B+ 2 forn=2k-1ken

Proof: We observe the isomorphic graph of the cyclooctane chain COC? in
Figure 11. As the coverage index for 2-dominance is index,= 5, in the first
octagon one node will dominate over five nodes while 3 nodes remain
without dominance. Let us choose a suitable dominating node so that the
nodes that are not covered by dominance are the cut node and its
neighboring nodes.

i



Figure 11 — 2-dominance on COC?

This cut node will dominate the first cut node in the second octagon and
its adjacent nodes. In the second octagon, we must have another
dominant node that will dominate the remaining 5 nodes. As index,= 5,
this node will complete the dominance in the second octagon. In the first
two octagons we have a total of 16 nodes dominated by 3 nodes (marked
in red). The dominance repeats with a period of w = 2 octagons. Based on
Lemma 2 and everything presented, we get that:

3-5, forn=2k,k €N

yo(COCZ) =
T3 B+2 forn=2k-1ken

Theorem 6. The 3-dominance number on the cyclooctane chain COC? is
¥3(COC2) =n + 1.

Proof: As the coverage index for 3-dominance is index;= 7, in the first
octagon one node will dominate all nodes except one. Let us choose a
suitable dominating node so that the node that is not covered by
dominance is a cut node (Figure 12).

Figure 12 — 3-dominance on COC?

In the second octagon, we select the dominating node so that it dominates
the intersected node in the first octagon (Figure 12). This node, similar to
the previous one, will dominate all the nodes of the second octagon except
the second cut node in it. In this way, the previously described dominance
is repeated, so it follows that in each octagon we have one dominant node,
except in the last octagon in the chain, where we must have two nodes
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(the node marked in green in Figure 12). Based on Lemma 3 and
everything presented, we get that y3(COC2) =n + 1.

Cyclooctane chain cOC3

Theorem 7. The 1-dominance number on the cyclooctane chain €COC2 is
y1(COC3) = 3n.

Proof: We observe the isomorphic graph of the cyclooctane chain COC2 in
Figure 13.

Figure 13 — 1-dominance on COC3

By Lemma 1, the 1-dominance number in the first octagon is 3. Assume
that the third dominant node is a cut node. Since in COC3 the distance
between intersected nodes is p = 3, the third dominant node of the first
octagon will dominate over the first cut node in the second octagon, but
not over its neighboring nodes. In the second octagon, there are 7 nodes
left, for which 2 dominant nodes are not enough, it would dominate over 6
nodes because index;= 3. Therefore, in the second octagon, we must
have 3 dominant nodes with the mutual distance of d = 2 and d = 3 as
proved in Lemma 1. In the same way, we must have 3 dominant nodes in
each subsequent octagon. Based on everything presented, we get that
y1(COC3) = 3n.

Theorem 8. The 2-dominance number on the cyclooctane chain COC3 is:
3-%, forn =2k, k €N
3-[5|+1 forn=2k+1keN

Proof: We observe the isomorphic graph of the cyclooctane chain COC2 in
Figure 14:

y2(COCR) =

Figure 14 — 2-dominance on COC3

As the coverage index for 2-dominance is index,= 5, in the first octagon
one node will dominate over five nodes while 3 nodes remain without
dominance. Let us choose the first intersected node of the second octagon
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as the dominant node. It will dominate the remaining 3 nodes of the first
octagon and a total of 5 nodes of the second octagon because index,= 5.
In the second octagon, we must have another dominant node that will
dominate the second intersected node and the remaining 2 nodes.
Assume that the dominant node is the second cut node. It will also
dominate 3 nodes in the third octagon, so one dominant node will be
enough in the third octagon. The dominance repeats with a period of w =
2 octagons. Based on Lemma 2 and everything presented, we get that:

5 3-%, forn=2k,k €N
Y2(COCR) =
? " 3-[§]+1, forn=2k+1,keN

Theorem 9. The 3-dominance number on the cyclooctane chain COC3 is
¥3(COC3) =n + 1.

Proof: We observe the isomorphic graph of the cyclooctane chain COC3 in
Figure 15:

Figure 15 — 3-dominance on COC3

As the coverage index for 3-dominance is index;= 7, in the first octagon
one node will dominate all nodes except one. Let us choose a suitable
dominating node so that the node not covered by the dominance is the
intersected node. In the second octagon, we select the dominating node
so that it dominates the intersected node in the first octagon (Figure 15).
This node, similar to the previous one, will dominate all the nodes of the
second octagon except the second intersected node in it. In this way, the
previously described dominance is repeated, so it follows that in each
octagon we have one dominant node, except in the last octagon in the
chain, where we must have two nodes (the node marked in green in Figure
15). Based on Lemma 3 and everything presented, we get that y3(COC2)
=n+1.

Cyclooctane chain COC%

Theorem 10. The 1-dominance number on the cyclooctane chain COC}
is:
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8-2 , forn=3k,k €N
yi(coch)=1{8-[5| +6 forn=3k-1,ken
\8-5]+3 forn=3k-2ken

Proof: We observe the isomorphic graph of the cyclooctane chain COC} in
Figure 16:

I || | | | | | | | | |

Figure 16 — 1-dominance on COC}

By Lemma 1, the 1-dominance number in the first octagon is 3. Assume
that the third dominant node is a cut node. The third dominant node of the
first octagon will dominate the first cut node in the second octagon. In the
same way, the first cut node in the third octagon will dominate the second
cut node in the second octagon. Therefore, in the second octagon, two
nodes will be sufficient to dominate the remaining 6 nodes because the
coverage index of one node is index;= 3. In the third octagon, 3 nodes are
necessary for dominance, and based on Lemma 1, they cannot be
adjacent. Therefore, in the fourth octagon we must have 3 dominant
nodes, one of which will be a cut node as in the first octagon. It will
dominate the first cut node of the fifth octagon. Also, the first cut node in
the sixth octagon will dominate the second cut node in the fifth octagon.
Therefore, in the fifth octagon, 2 nodes will be enough to dominate the
remaining 6 nodes. In the sixth octagon, 3 dominant nodes are necessary.
In this way, we have a periodic repetition of the position of the dominant
nodes with a period of w = 3 octagons. If n =3k —1, k €N, the last octagon
cannot have only 2 dominant nodes because index;= 3, will already have
3 dominant nodes. Based on Lemma 1 and everything presented, we get
that:

( 8-2 , forn=3k,k €N
yl(COC,‘{):!S-E]+6, forn=3k—1k€eN
8-[§]+3, forn=3k—-2,kEN

Theorem 11. The 2-dominance number on the cyclooctane chain COC; is

V2(COCH =n + 1.
480



Proof: We observe the isomorphic graph of the cyclooctane chain COC} in
Figure 17.

I || | | | | | | | | |

Figure 17 — 2-dominance on COC;

As the coverage index for 2-dominance is index,= 5, in the first octagon
one node will dominate over five nodes while 3 nodes remain without
dominance. Let us choose a suitable dominating node so that nodes that
are not covered by dominance are a cut node and its neighboring nodes.
In the second octagon, we take the dominant node so that it dominates the
uncovered nodes of the previous octagon. This node will dominate over 5
nodes of the second octagon, leaving 3 nodes without dominance (as in
the first octagon). Therefore, in the third octagon, we take the first cut node
as the dominant node. It will dominate the remaining 3 nodes of the second
octagon and the 5 nodes of the third octagon. In this way, the previously
described dominance is repeated, so it follows that in each octagon we
have one dominant node, except in the last octagon in the chain, where
we must have two nodes (the node marked in green in Figure 17). Based
on Lemma 2 and everything presented, we get that y,(COC;) =n + 1.

Theorem 12. 3-dominance number on the cyclooctane chain COC; is
Y3(COCH) =n + 1.

Proof: We observe the isomorphic graph of the cyclooctane chain COC;: in
Figure 18.

| | | || | | || LT

Figure 18 — 3-dominance on COC}

As the coverage index for 3-dominance is indexs;= 7, in the first octagon
one node will dominate all nodes except one. Let us choose a suitable
dominating node so that the node not covered by the dominance is the cut
node. In the second octagon, we select the dominating node so that it
dominates the cut node in the first octagon (Figure 18). This node, similar
to the previous one, will dominate all but one of the nodes of the second
octagon. In the third octagon, we take the first cut node as the dominant
node. It will dominate the aforementioned node of the second octagon and
the 7 nodes of the third octagon. In this way, the previously described
dominance is repeated, so it follows that in each octagon we have one
dominant node, except in the last octagon in the chain, where we must
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have two nodes (the node marked in green in Figure 18). Based on Lemma
3 and everything presented, we get that y3(COC}) =n + 1.

Conclusion

Numerous physical and chemical properties of molecules are highly
correlated with graph theoretical invariants. One of the theoretical
invariants is the dominance number. In this paper, we determined k-
dominance numbers, ke{1,2,3}, for cyclooctane chains COC}, COC2, COC3
and COC}, n> 2. The obtained results have a potential practical application
in molecular graphs of cyclooctane rings containing saturated
hydrocarbons. In computational chemistry, cyclooctane chains are an
important class of cycloalkanes. There are numerous applications of
cyclooctane in the chemical and biological industry.

Also, the obtained results can be applied in the manufacturing
industry, transport and other branches of industry where series of
connected elements are present.
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Resumen:

Introduccién/objetivo: Las estructuras quimicas se representan
convenientemente mediante graficos donde los atomos son nodos
(vértices) y los enlaces quimicos son ramas (lineas) en el grafico. Una
representacion gréfica de una molécula proporciona mucha informacion util
sobre las propiedades quimicas de la molécula. Se sabe que numerosas
propiedades fisicas y quimicas de las moléculas estan altamente
correlacionadas con invariantes teéricas de las graficas, que llamamos
indices topolégicos. Uno de esos invariantes teéricos es el nimero de
dominancia. El objetivo de esta investigacién es determinar el nimero de
k-dominancia para las cadenas de ciclooctano COC}, COC?, COC2y COC},
forke{1,2,3},neN.

Métodos: La cadena de ciclooctano es una cadena de octagonos
conectados por una sola linea. Los vértices del octagono se tratan como
nodos del grafico, y los lados y la linea que los conecta, como ramas del
grafico. Utilizando métodos matematicos, se determiné la k-dominancia en
un octagono, ke{1,2,3}. Luego, al representar las cadenas de ciclooctano
Ccoct, coc?, coc? y coct, de una manera conveniente e isomorfa,
determinamos su nimero de k-dominancia, k& 1,2,3}.

Resultados: Determinando la k-dominancia, k&1,2,3}, para 4 cadenas de
ciclooctano COC}, COC2, COC2 y COC;}, Obtuvieron 12 férmulas diferentes
para calcular su nimero de k-dominancia. Todas las férmulas se
componen de varias expresiones algebraicas alternativas, cuya seleccién
esta condicionada por la divisibilidad del nimero n por el nimero 2, 3 o 4,
segun el tipo de cadena de ciclooctano y k-dominancia a determinar. Los
resultados de la investigacion se presentan integramente en el articulo a
través de teoremas matematicamente probados y representaciones
gréficas.

Conclusion: Los resultados muestran que los nimeros de k-dominancia,
k&1,2,3}, en las cadenas de ciclooctano COCL, COC2, COC2y COC;}, estan
determinados y expresados explicitamente mediante expresiones
matematicas. También indican la posibilidad de su aplicacién en gréaficos
moleculares de anillos de ciclooctano, en quimica computacional, industria
quimica y bioldgica.

Palabras claves: ciclooctano, cadena de ciclooctano, numero de

dominancia.
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Yuncno AOMUHUNPOBAHNA B LUKIOOKTAHOBbLIX LieNOoYKax

Mupocnasa Muxannos Llapesuy

YHusepcuteT «Anda BK», hakynbTeT MaTeMaTvKu 1 KOMMNbIOTEPHBIX HayK,
r. benrpag, Pecnybnuka Cepbus

PYBPUKA TPHTW: 27.45.17 Teopus rpados,
61.13.21 Xumunueckume npouecchbl
B[O CTATbW: opurmHanbHas HaydYHas ctaTbsl

Pe3some:

BeedeHue/uenb: Xumudeckue cmpykmypbl yOobHO rpedcmasnsimb 8
gude epaghos, NMpuyem amombl S6MISMCH y3rnamu (eepwuHamu), a
Xumudeckue ceas3u — eemesMu (nuHusmu) rtpadpa. [paghuyeckoe
npedcmaesieHue MoseKyrbl pedocmasrigsem fnone3Hyo UHGopMayuo o
XUMUYecKux ceolicmeax Morekynbl. Kak n38ecmHo, MHO204YUCEHHbIe
gusudeckue u Xxumudeckue ceolicmea MOJIEKyl CUSIbHO KOpPesupyom ¢
meopemuyecKuMU UHeapuaHmamu 2paghos, KOmopble Mbl Ha3bieaem
mononoaudeckumu uHOekcamu. OOHUM U3 MaKux MmMeopemuyecKux
UHeapuaHmos senssemcs  qucno OomuHuposaHus. Llenb daHHo20
uccriedosaHusi - onpedenume k-uncna OOMUHUPOBAHUSI
UUKITOOKMaHoebIX yerovek COCY, COCE, COC? u COC}, npuyem ke
{1,2,3}, neN.

Memodebi. LjuknookmaHogasi yerodka rnpedcmasrsem cobol Uernoyky
B80CHMUY20/bHUKO8,  COEOUHEHHbIX  O0HoU  fuHued.  BepuiuHbi
80CbMUY20/IbHUKA paccMampuearomcsi Kak y3nbl epagha, a CImopoHbI U
coeduHsirowass  ux JIUHUS - Kak eemeu 2padgpa. Mcrionb3ys
Mamemamudeckue memoolbl, 6bi10 onpedesieHo k-GoOMUHUpoBaHUe 8
O0HOM  80CbMUY20JIbHUKE, ke(1,2,3). 3amem,  npedcmaensisi
UUKIooKmaHossie uenu COCE, COCE, COC2 u COC), coomeememeyrowium
u3omopbHbIM obpasom bbiio onpedenieHo ux k-yucrio oOMUHUPOBaHUS,
ke{1,2,3}.

Pesynbmamei:  Onpedenue k-OomuHuposaHue, ke {1,2,3} no 4
UUKITOOKMaHoskIM uernodkam COCY, COC2, COC? u COC;, nonydero 12
pasHbIx opmyrnn Ons ebiMucreHuss ux k-yucra OomuHuposaHusi. Bce
¢opmyIibl COCMOSIM U3 HECKOJIbKUX allbmepHamueHbIX anzebpaudyeckux
8bipaxkeHuUl, 8bI6op KOMOopbIX 0bycrioeneH AeuMocCmbio Yucna n Ha
qyucna 2, 3 unu 4, 8 3asucumocmu om mura UUKIoOOKmaHos8oU uernu u
onpedernsiemoeo  k-OomuHuposaHusi.  Pesynbmamsi  uccrnedogaHusi
rosrtHocmbelo rpedcmassieHbl 8 CmMambe C MOMOWbI0 MamemMamu4ecKu
OoKa3aHHbIX meopeM U epaghudeckux usobpakeHudl.

Bbi800nbi: Pe3ynbmamel noka3sbigarom, 4mo k-yucra domMuHuUposaHusi ke
{1,2,3}, 8 uuknookmarosoli uernodke COCE, COCZ, COC: u COC}
fonyyYyeHbl U SKCIIUUUMHO  8blpaXeHbl  MameMamuyeckumu
ebipaxeHusiMu. OHU makxke yKasblgarom Ha B03MOXHOCMb  UX
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NPUMEHEeHUs 8 MOJIeKYIIAPHbIX epacpax UUKITOOKMaHo8bIX Korsieu, 8
8bI4UCIIUMESNIbHOU XUMUU, @ makxe 8 Xumu4deckol u buonoaudyeckol
rpoMbIWIIeHHOCMU.

Knroyesble crosa: UUKIIOOKMaH, UUKIIOOKMAaHo8asi yeroyka, 4Yucrio
OOMUHUPOBAHUSI.

HomunHaumjckn 6poj 3a LIMKIOOKTaHCKe NnaHLe

Mupocnasa Muxajnos Ljapesuh

Anda BK YHusepsautet, ®akynteT 3a matemaTuky U padyHapcke Hayke,
Beorpag, Penybnuka Cpbuja

OBJIACT: maTtepujanu n xemujcke TEXHONOrMje, MaTemaTtuka
KATETOPUJA (TUM) YITAHKA: opyruHanHu Hay4Hu pag

Caxemak:

YBo0/yurb: Xemujcke cmpykmype ce Hajrno2odHuje rnpukasyjy epagosuma
fpu Yemy Cy amomu 480pOo8U (8pX08U), a XeMujcKe ge3e epaHe (ruHuje) y
epaqpy. [pachuydko npedcmasrbabe MOSEKyna rnpyxa MHO200pojHe
KOpucHe uHgbopmayuje 0 HUX08UM XeMUjCKUM cgojcmeuma. TosHamo je
Oa cy MHO200pojHa ¢husuyka U Xemujcka ceojcmea MOJEeKyrna y 8UCOKOf
Kopernauyuju ca meopujcKuM UH8apujaHmama 2paghosa Koje Ha3ueamo
mononowku uHOekcu. JedHa 00 makeux MmEOPUJCKUX UHBapujaHmu je
domuHayujcku 6poj. Ljurb osoe ucmpaxusaH-a jecme odpehusar-e k-
domuHayujckoe 6poja 3a YUKIOOKmaHcke naHue COCY, COCE, COC3 u
COC}, 20e je ke {1,2,3}, neN.

Memode: L{uknookmaHcKu naHay, je naHay, ocMoyarioea roge3aHux ro
jedHom nuHujom. TemeHa ocMmoyaria Cy mpemupaHa Kao 4eoposu epagha,
a cmpaHuue U JlUHUja Koja uUx criaja kao epaHe y 2pagy. [NpumeHom
Mamemamuuykux Memoda odpeheHa je k-OomuHaluja Ha jeOHoOM ocMmoyerny
ke {1, 2, 3}. 3amum je, npedcmasrbar-emM LUKITOOKMaHCKUX faHaua COCL,
COC?, COC2 u COC; Ha rnozodaH, usomMopchaH HauyuH, odpeheH Hbuxos k-
domuHauujcku 6poj ke {1, 2, 3}.

Pesynmamu: Odpehyjyhu k-domuHauujy ke {1, 2, 3} 3a 4 yukrookmaHcka
naHua COCL, COCZ, COCE u COC, dobunu cmo 12 pasnudumux ¢hopmyna
3a uspadvyHaearbe HUx0802 k-OoMuHayujckoz bpoja. Cee ¢hopmyrne cy
cacmaesrbeHe 00 euwe anmepHamueHux aneebapckux uspasa 4Yuju
0dabup je ycrosrbeH derbusowhy 6poja n 6pojem 2, 3 unu 4, 3a8ucHo 00
epcme UUKNooKmaHcKkoe naHua U k-OomuHauuje Koja ce odpehyje.
Pesynmamu ucmpaxuearsa Cy KOMIIEMHO U3JI0XKeHU y pady rymem
meopema, Koje cy Mamemamuyku OoKa3aHe, U 2paghuyKux rpukasa.

Sakrbyyak: Pesynmamu nokasyjy 0a cy k-OomuHayujcku 6pojesu ke
{1,2,3} Ha uuknookmaHckum naHuuma COCY, COCZ, COC3 u COC}
odpeheHu u eKcrnuyumHo uckasaHu MameMamuuykum uspasuma. Takohe,
ynyhyjy Ha moayhHocm HuUxo08e rpuMeHe y MoneKynapHuMm epagosuma

=



UUKITOOKMaHCKUX [pcmeHosa, y padvyHapCKoj Xemuju, XeMujckoj u
buornowkoj UHGycmpuju.

KrbyyHe peyu: YUKIOOKMaH, UUKTOOKMAaHCKU saHay, OOMUHauujcKu
6poj.
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Abstract:

Introduction/purpose: Destabilization of critical resources (CRs) or critical
infrastructure (CI) important for the stability of the state can be dangerous
for society, economy, and especially national security. Disruption of one ClI
object or one of its parts often affects and causes disruption of other
dependent CI, because the modern society has become a "networked
society". The paper proposes a model for quantifying and defining the
interdependence between different Cls and their priorities, based on
statements of experts.
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Methods: The proposed methods that combine the Laboratory for
Testing and Evaluation of Decision Making (DEMATEL) and the
Analytical Network Process (ANP) have been successfully modified by
fuzzy logic theory in this work.

Results: Integrating multiple methods into a unique input data analysis
model significantly affects the change in ranking.

Conclusion: The work contributes to military science in making strategic
decisions related to national security management through increasing
the resilience of CRs and the societies that rely on them.

Key words: fuzzy logic, DEMATEL, ANP, MCDM, resources, national
security.

Introduction

At the beginning of the 21st century, mankind is more than ever faced
with large-scale natural disasters (Our World in Data, 2023) and man-
made disasters, pandemics and major cyber attacks (Publications Office
of the European Union, 2020). Terrorist acts and violent protests aimed at
destroying state foundations and accompanied by human casualties have
become an integral attribute of the modern world. Researchers have
generally agreed that critical resources comprise critical infrastructure,
critical sectors, and critical technologies of vital importance to a society;
therefore, destructive impacts on them can pose a danger to a country as
a whole and directly to its citizens who often do not even realize their
importance. (Berlovsky & Alexandrov, 2022; Tomalska, 2023)

Cl security, as an extremely important factor of national security, is
only one of the aspects of broader changes in the security discourse since
the end of the 20th century. Manuel Castells pointed out the importance of
social changes brought about by the information technology revolution,
i.e., the connection of the organizational logic of the network and
information technologies in his book "The Rise of the Networked Society".
(Castells, 2010)

For a better understanding of global processes and social changes,
he offers an analytical tool in which the main functions and processes are
viewed as networks (e.g. financial, political, military and security networks,
etc.) where the actors are therefore not individuals but organizations,
states and nations. (Starevi¢ & Milenkovi¢, 2023)

Exposure to a wide range of security challenges, risks and threats
(SCRTSs) that are not necessarily of a military nature, and which threaten
the security of a state and its citizens, requires a balance between reactive
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and proactive activities of decision makers. (Ninkovi¢, 2021; Milenkovi¢ &
Suboti¢, 2022)

Progressive increase and the unpredictability of modern SCRTs
originating from the turbulent geopolitical environment, as well as those
immanent to the structures of the internal system, have brought numerous
changes regarding the national security of modern states. SCRTs are
identified "as part of the national security planning process and are
reflected in the basic strategic and doctrinal documents (National Security
Strategy, Defense Strategy and Doctrine of the Serbian Army) of the
Republic of Serbia" (Bojani¢, 2022). The SCRTs identified in these
documents (Golubovi¢ & Sakovi¢, 2023) often reflect the political
inclinations and preferences of policy makers, who suffer from the same
cognitive biases as anyone else, which can only be overcome with a
scientific approach. As a result, these documents and decisions routinely
overestimate the relative importance of some threats while
underestimating others, or they are simply presented as a phrase
"challenge, risk and threat" without prioritization or ranking. In support of
this, there is an observation that in the past national security strategies of
the Republic of Serbia (2009 and 2019), the term Cl was not mentioned at
all. (Milosavljevi¢ & Vugini¢, 2021) The Republic of Serbia adopted the Law
on Critical Infrastructure for the normative regulation of CI, in order to
harmonize it with European legislation. In order to protect "European
critical infrastructure" (Publications Office of the European Union, 2020),
its interdependence and importance, the EU regulated this area in order
primarily to protect the energy network and gas pipelines that cross the
territory of several countries.

Therefore, the importance of safe and resilient Cl is imposed not only
as a response to SCRTs (whether caused by climate change, political or
economic phenomena), but also because of the networking and so-called
interdependence between Cls at the national level. According to the Law
on Critical Infrastructure: "Cl is systems, networks, facilities or their parts,
interruption of functioning or interruption of delivery of goods or services
can have serious consequences for national security, health and lives of
people, property, environment, safety of citizens, economic stability, that
is, disrupting the functioning of the Republic of Serbia (SluZzbeni glasnik
Republike Srbije, 87/2018). CI is essential for the production and
distribution of a continuous flow of basic goods and services (Huang et al,
2014). Cl systems are highly interdependent and interact at different
levels, which makes them wvulnerable to disasters and failures, and
ultimately leads to losses. Modeling of hybrid methods for the analysis of
interdependence and significance of ClI is very important for social and
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economic security. Such methods provide important input data that is the
basis for the management of the ClI system and related decision making.
Cl enables society to carry out day-to-day activities that support the
production and transmission of electricity, natural gas and oil and includes
telecommunications (information and communications), transportation,
water supply systems, banking, and finance (Serre & Heinzlef, 2018).
Providing Cl makes the society and the state safe and resilient. Currently,
a large number of quantitative methods have been developed to help solve
problems in all areas of life and work. These are first of all mathematical
optimization methods, especially multi-criteria methods, suitable for
solving problems when viewed from multiple aspects - criteria based on
which decisions are made (Jamwal et al, 2021).

The aim of this work is to determine the interdependence of Cls and
to improve the strategic framework for evaluating the overall challenges,
risks, and threats in Strategic National Security Management (SNSM). The
paper proposes an integrated method that combines DEMATEL, ANP, and
fuzzy logic — the method evaluates the perspective of experts in evaluating
interdependence and determining the potential importance of CI.

Description of the problem and the contribution

In the previous two decades, in the academic and practical discourse,
there was a greater focus on the concept of Cl resistance, rather than on
the concept of protection. According to the above, the analysis focuses on
the shortcomings of classic risk management based on quantitative
assessments and crisis management principles. The disaster in
Fukushima in 2011 focused analysis on the phenomena of
interdependence, cascading effects and simultaneous crises. The
interdependence of Cls is defined by the impact of failure or destabilization
of one CI (sector) on other infrastructures. (Kekovi¢ & Ninkovi¢, 2021)

Figure 1 shows an example of interdependence, the importance of
Cls and the cascading effect of addictive disorders (Luiijf, et al, 2016). The
interdependence of Cls can be more closely described by the impact of
disruption or damage of one CIl (sector, sub-sector) on other
infrastructures. Therefore, Cl systems necessary to meet the needs of
society represent another challenge for evaluating the interdependence
and potential importance of Cls. It can be stated that this complexity and
infrastructural interdependencies bring increasing uncertainty, and this
implies a shift in security trends from an approach focused on individual
risk factors, through an all-hazards approach, all the way to an approach
oriented towards system resistance, i.e. strategy for confronting and
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managing systemic challenges, risks and threats. Therefore, the aim of the
paper is to find an adequate strategy to minimize the challenges, risks and
threats to Cls, in order to propose a method for their evaluation with the
participation of experts. In this paper, we seek answers to the following
guestions: (1) Do the preferences of experts affect the ranking of sectors
and sub-sectors? (2) What would be the result of applying the fuzzy
DEMATEL-ANP method for the analysis of interrelationships in sectors
and sub-sectors of CIs?

Figure 1 — An example of the interdependence and the cascading effect of addictive
disorders

The contribution of this study is two-fold. Firstly, in conventional
methods for interdependence and significance analysis where expert
opinions are missing as input data. Some authors have noted that
numerous analytical methods developed in earlier studies mainly focus on
decision making by a single decision maker (Laugé et al, 2015). Individual
evaluation and ranking of alternatives are the key aspects of decision
making; therefore, they must be considered as part of a group decision-
making process in order to generate objective and reliable multi-expert
decisions (Deng & Jiang, 2019). Experts' subjectivity significantly affects
the order of alternatives, i.e., the decision-making process, and therefore
needs to be taken into account (Trivedi, 2018). Accordingly, the purpose
of our research is to propose a procedure for interdependence and
significance analysis that is suitable for Cls. Secondly, this study explores
the prioritization of the interdependencies of critical sectors and sub-

<>



sectors necessary in the SNSM process. In this sense, DEMATEL is used
to construct the interrelationships between influencing factors in an
integrated model. This method tests the relative strength between
influencing factors. The ANP technique used to define the relative
importance of influencing factors is also presented. This method is used to
weight and prioritize critical impact factors between sectors and sub-
sectors.

Literature review

The complexity and uncertainty of infrastructural interdependence
causes a shift in protection trends from an approach focused on individual
threats, through an all-hazards approach, to an approach oriented toward
system resilience, i.e., strategies for dealing with and managing systemic
risks and uncertainties. (Tomalska, 2023)

In her study, this author emphasizes the need to understand the
concept of ClI vulnerability in terms of system attributes, not deficiencies.
Ninkovic (Ninkovi¢ Vladimir) states in his hypothesis that: “...the sources
of strategic risks can be identified in natural disasters caused by climate
change, challenges of global networks (primarily in the digital sphere) and
interdependencies of Cls, and not in isolated attacks of terrorist or criminal
groups”. (Ninkovi¢, 2021, p.1206)

It is precisely this uncertainty, carried by the interdependence of Cls,
which is the imperative of our research for the application of mathematical
optimization.

Various models and methods have been used to evaluate and analyze
the interdependence of Cls. In their paper, Lin and Pan presented a ClI
interdependence model based on Leontief's (Wassily Leontief) input-output
model for the simulation and analysis of CI interdependence, which can
input real data from real public open source data (Lin & Pan, 2022). Rinaldi
proposed a model for characterizing and evaluating the interdependencies
of Cl systems that includes the use of sector-specific designs, for example,
gas pipelines, electricity networks or ICT. (Rinaldi, 2004)

To analyze infrastructure interdependence in the Netherlands which
is relevant due to its high rate of urbanization and innovative development,
the group of authors used a multi-mode relationship framework to identify
the interrelationships between infrastructure systems. (Girsan et al, 2023)

They recognized seven types of interdependence of socio-technical
infrastructure which can influence change in urban sustainability:
functional, evolutionary, spatial, life cycle interdependence,
policy/procedural, market, and culture/norm. The authors Huang et al.
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(2014) proposed an integrated method consisting of: Decision Making
Testing and Evaluation Laboratory (DEMATEL) and Analytical Network
Process (ANP) for the analysis of Cl interdependencies that takes into
account the feedback effects between different Cls (Trivedi, 2018). The
study Kasmi et al. (2021) presents the fuzzy logic-based clustering
algorithm to better identify and analyze the overall interdependencies
between entities in Cls. ANP and DEMATEL were used to find
interdependencies between components in an urban area. (Sarmadia &
Aghababaei, 2023)

Modeling hybrid methods for evaluating the interdependence and
significance of Cls is of essential importance in order to respond to the
challenges in creating a strategy for the CI management. Therefore, a
guantitative model is necessary for determining interdependence and
identifying the priority Cl system based on the perception of each expert.
The neutralization of subjectivity in expert statements in (Pamucar et al,
2019) was performed by applying interval rough numbers using only
internal knowledge from the data. In the study, they showed that the limits
of the interval do not depend on subjective assessment, but are defined
based on the imprecision of the data. According to (Fazli et al, 2015), the
combination of DEMATEL and ANP is the best model for risk reduction
due to the fact that DEMATEL can display complex interrelationships
between criteria. Therefore, we can say that DEMATEL-ANP is an
effective method that helps managers to choose the best strategies in
order to effectively respond to overall challenges, risks and threats.

General model description

A hybrid method that integrates fuzzy logic, DEMATEL and ANP is
called FDEMANP, Figure 2. Fuzzy set theory is usually combined with
other theories to derive new theories. (Deng & Jiang, 2019; Pribicevi¢ et
al, 2020)

Another important contribution of fuzzy set theory is that it provides a
systematic procedure for transforming a knowledge base into a non-linear
mapping. In contrast to conventional logic, in fuzzy logic the belonging of
one element to a specific set is not precisely defined, which is why it is
very close to human perception. It uses the experience of a human expert
in the form of linguistic "If-Then" rules, and the mechanism of approximate
reasoning calculates the degree of direct influence. In this paper, the
algorithm of approximate reasoning will be used to show the degree of
direct influence of each criterion (sub-sector) in order to obtain the
interdependence and importance of sectors and sub-sectors.
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Therefore, the arguments for the application of fuzzy logic are: 1. It
considers the subjectivity of perception and uncertainty, allowing the use
of expert ratings and fuzzy indicators, respectively. 2. It processes and
generates qualitative and quantitative evaluations with immediate and
easy transitions between them. To this end, it introduces/uses linguistic
and quantitative variables, scales and logical rules. 3. It enables thinking
about processes, connections and interactions between its sub-sectors. 4.
There are no strict methodological requirements for its implementation. 5.
The simplicity in its use enables quick and easy change of logical rules
and scales.

Table 1 — TFN determined for the degree of influence

Influence rating Likert scale TEN
Very high influence 4 (8,9,10,10)
High influence 3 (6,7,8,9)
Moderate 2 (3,4,6,7)
Low influence 1 (1,2,3,4)
No influence 0 (0,0,1,2)

In the decision-making process, the fuzzy technique is used to
transform rational (crisp) numbers into fuzzy numbers that, with the help
of the membership function, show the degree of belonging of the elements
to a given set. According to (Zadeh, 1965), linguistic expressions (linguistic
variables) can be very successfully used for quantification of uncertainty in
complex and uncertain situations (Bozani¢ et al, 2015). According to this,
before the first step, the Likert scale and the membership functions of the
Trapezoidal Fuzzy Number (TFN) should be defined for the degree of
direct influence, Figure 3. For this study, we took the Likert scale from 0 to
4, which means "no impact" to "very big impact", i.e., five TFNs, Table 1.
The reason why we took a five-point scale is that the ANP analysis is
based on the DEMATEL technique, which usually uses a scale of 0—4
(Pamucar et al, 2017). The contribution of this fuzzy Likert approach is in
the precision of the measurement, as it allows the points of the scale to be
stacked, thus regulating the imprecise information in the statements given
by experts.

After the preliminary steps, the collected data can be imported to
obtain expert observations on the degree of impact. In his research, Hu
(Hu et al, 2009) determined that for the DEMATEL technique, the optimal
number of respondents is in the range of three to nine.

A concise mathematical representation of the FDEMANP method is

presented in Figure 4:
P



Step 1: transforming expert perceptions into fuzzy numbers
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Step 2: generate direct relation average matrix

N/

Step 3: calculate initial direct influence matrix

N/

Step 4: derive total influence matrix
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Step 5: generating Influential Network Relationship Map
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Step 6: formation of an unweighted super matrix
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Step 7: obtain weight super matrix

V4

Step 8: calculate overall priorities with limiting process method

Figure 4 — Presentation of the steps of applying the FDEMANP method

The proposed method

The limitation of prediction and prevention of the occurrence of all
BIRPs - the CI protection strategy requires adaptation based on the
identification of the root causes of vulnerability related to the functioning of
Cls. (Tomalska, 2023)

Confirmation and justification of the application of the hybrid method
of FDEMANP - this section shows its application on the example of critical
resources of the Republic of Serbia. Before applying the hybrid method, it
is necessary to define the Cl sectors and sub-sectors, which will be the
boundary of the problem analysis, shown in Table 2 (Sluzbeni glasnik
Republike Srbije, 87/2018).

In the work, we limited ourselves to 4 sectors due to a simple
presentation of the model, compared to 8 identified in the Official Gazette.
For each sector, there are identified sub-sectors that are of vital
importance for the sustainability of the economy and society as a whole.
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Table 2 — Defined sectors and sub-sectors of critical infrastructure

Sector

Sub-sector

Description of the criteria

Energy (C1)

Electricity (C11)

Electricity infrastructure (power plants,
transmission systems, control stations)

Oil (C12)

Oil infrastructure (storage, processing
systems, control stations, pumps, and
pipelines)

Natural gas (C13)

Gas infrastructure (storage, control stations,
pumps and pipelines)

Watersheds (Ca21)

Watersheds and upstream areas of major
rivers

Dams (C22) Reservoirs, pipelines and pumping stations
Water (C2) W I ol r
Water treatment (Cz) ater treatment plants, pipelines an
pumping stations
Water supply (Cz4) Service piping systems and control centers
Information (Caz) Software, hardware, cyber-security and
Internet
IKT (C3) — =
Telecommunication Infrastructure for telecommunications
(Cs2) (stations and broadcasting equipment)
Ground (Ca1) Road and rail infrastructure used for
i transport, tunnels and bridges
. River (Ca2) Infr_e_ls_tructure for ship traffic (ports and
Transportation facilities)
(C4) Airports, air traffic control centers, control

Aviation (C43)

towers

Postal services and
logistics (Caa)

Major distribution centers and related
facilities

Nine experts from different areas were interviewed: three experts from
the transport sector, two experts from the energy sector, one expert from
the water sector, and three experts from the telecommunications sector.
These experts have a minimum of 10 years of experience in infrastructure
planning and management in the mentioned areas.

Step 1. The function of linguistic affiliation, which will be used to
guantify the direct influence of the criteria of critical resources, is formed
based on the statement of experts, by which they proposed the degree of
direct influence of each criterion (sub-sector) i on each criterion j, marked

as dij.
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After the collected expert statements, the base of fuzzy rules for
DEMANP is formed by quantification through the five-point Likert scale
(Figure 3) using a linguistic term (Table 1). Defuzzification of attachment
functions is performed in order to obtain a crisp numerical form of the fuzzy
set based on the formula:

N — [bo—cl+[b1—c]
F(du) _{[bO—C]+[b1_C]}_{[a0_d]+[a1 —d]}

(1)

In defuzzification, ¢ has the same value for all linguistic concepts. The
membership function has a value of zero for the values ap and b, at the
extreme limits of each linguistic term, while it has a maximum value when
the membership function is one for the values a1 and b;. In the second
step, in order to generate a matrix of direct relations for each expert's
statement, the mean value of expert statements D is calculated (Table 3):

dyp d1j d1nl
D:| dip - dij o di )
ldnl dnj dnnJ

Using equations (3) and (4), the initial direct influence matrix (Table
4) is obtained by normalizing the average matrix D.

X=s x D (3)
, 1
s:mm[l/rl’.lax Toaldijl, /Tax ?=1|dij|] (4)

By carrying out the listed steps in order, the weight value of the impact
of each CI sector is obtained from the total impact matrix, followed by the
unweighted supermatrix. Applying mathematical expressions, a weighted
supermatrix is obtained, generated from FDEMANP, which includes
different degrees of influence among infrastructure sectors.

Finally, the value of each sector or sub-sector is obtained by
calculating the boundary matrix of the supermatrix through the use of the
ANP procedure. According to the final results, "traffic" has the highest
impact weight value among sectors, while "information" within the sub-
sector has the highest weight value.
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Table 3 — Initial decision matrix

El
Cu1 Ci2 Ci3 Co1 Co2 Ca Cs1 Ca Cu3 Cuaa
Cu | 00 | B4 | 33) | 2:3) | 2:3) (2:3) | (25 | D) | 44 | 44
Cw | (3:4) | (0,0) | (35) | (1:5) | (2;3) (3:3) | (35) | 23) | (4:4) | (4:4)
Ciz | (3:4) | (35) | (0;0) | (4:5) | (3;4) (3:3) | (35) | (25) | (45 | (4:4)
Ca | B4 | 44 ] 44 ] 00| 23 (3:4) | 45) | (34 | (34 | (55
Ca | (3:3) | (23) | 45) | (1:5) | (2:2) (2:3) | 0:0) | 2:2) | (3:5) | (3:3)
Ca2 | (44) | (2:3) | (25) | (5:5) | (1;1) (23) | (23) | (0.0) | (34 | (34
Cas | (22) | (1)5) | (2:3) | (2:5) | (1;1) (35 | (25 | (1.2) | (0;0) | (5:5)
Cas | (3:3) | (255) | (1;3) | (2:3) | (4:5) (383) | 355 | (45 | (44 | (60
E9
Cu Cuo Ci3 Co1 Co Ca2 Cau Ca Cu3 Cas
Cu | 0,0) | 25 | 25) | @0;5) | 15 @5 | @4 [ 22 | 34 [ (3:3)
Ciz | (24) | (GO) | 34) | (1,4 | (1,5 (2:4) | 24) | (22) | (3:5) | (3:5)
Ciz | (14 | 3B3) | (G0) | (34) | (35) (24) | 23) | B4) | (44) | (35
Ca | (24 | 44 | 44 | (G0 | (25 (44) | (44) | (255) | (255) | (45)
Ca | (13) | (112) | 44 | 1Y) | 24 (1;4) | (0;0) | (3:3) | (2,3) | (4:5)
Caz | (35) | (1,2) | (L4 | &4 | (L,3) (15 1 14 |1 ©0) | 44 | 449
Caz | (1;2) | (1,3) | (L4 | (L4 | (L,3) (45 | 1,4 | (22) | (0,0) |(3:3)
Cas | (12) | (24) | (14) | (L4) | 44) (55 | 45) | (34) | (45) |(0:0)
Table 4 — Initial matrix of direct influence
D Ci1 | C2 | Ci3 [ Cor | C2 | Co3 | Coa | Ca1 | Ca2 | Car | Ca2 | Caz | Caa
Cu1 [0.000(2.283(2.513[1.744]1.831(3.056(2.556|3.722|3.889(3.611(3.556(3.056 | 2.667
Ci12 |3.999(0.000[1.828[0.621{0.536{0.536(0.687|0.839(0.839(3.854(3.988(3.856|4.111
Cis |3.344[1.234]0.000[0.317[0.456]0.415]0.489]0.687]0.741]1.729|1.811[1.815|1.358
C21 [2.281[0.833]0.556[0.000[3.722[3.056[3.000[1.231]1.231[0.844|0.628]1.231[0.727
C22 |2.737[0.511]0.454(3.238{0.000{2.299(2.632|0.833|0.833]|0.388(0.443]|0.434{0.332
C23 |1.443(0.668]0.566(2.168(2.112(0.000(3.000{0.834|0.763]0.387(0.622|0.342(0.546
C24 |1.510(0.933]0.888[2.334[2.055[2.622[0.000]0.953]0.722]0.613|0.386[0.386[0.613
Ca1 |2.415(1.456[1.434[0.911[1.232]1.787]|1.567]0.000(3.388(1.776|1.944[1.777|1.723
Ca2 [2.334|1.445]1.168[0.776]1.168]1.277[1.223]3.343]0.000[2.712[3.268[3.165[2.502
Ca1 [1.389[2.333[2.111[0.500]0.444[0.667[0.833]0.722]0.889]0.000[2.056[2.278]3.343
C42 |1.000([1.722]1.333]0.325[0.556{0.611[0.389]1.212]1.056[2.056[0.000]2.345]3.389
Cu3 |1.135(3.664]3.132]0.634]0.543[0.778[0.556]0.889(0.889[2.056|2.000]0.000{3.121
Cua |0.650[0.989]0.528(0.671(0.646(0.430|0.341|0.978{0.936(1.576|1.549|1.569(0.000

<




Discussion of the obtained results

Table 5 shows the values obtained using the DEMANP method and
FDEMANP with multiple experts for decision making. Tables 5 a) and b)
show the effect of the interdependence values of Cl sectors, where small
changes in values can be seen, and the most significant thing is that all CI
sectors have negative values (di-ri). The negative (di-ri) values of the CI
sector in both cases indicate that all four sectors mutually influence each
other and are mutually dependent on each other.

According to the results using the FDEMANP method, two sub-
sectors (Water supply C21 and road transport Ca1) have different impact
values. Regarding the analysis of the CI sub-sector, both analytical
methods have similar values (di-ri). Interestingly, the two sub-sectors (C»;
and Cas) have different patterns of (di-ri) outcomes. According to the
DEMANP methodology, the C»1 sub-sector has a negative (di-ri) value,
which shows that it is influenced by other sub-sectors.

Table 5 — Sums of influences on, and exerted by, Cl sector and sub-sectors
a) Conventional method (DEMANP)

Sect. ri di ditri di-ri SLo- ri di ditri di-ri
SecC.

(Cu1) | 6.272 | 6.176 | 12.438 | -0.126

Cl | 21.640 | 9.361 | 30.971 | -12.288 | (Ci2) | 5.853 | 7.485( 13.358 | 1.653

(Ci3) | 6.988 | 6.689 | 13.687 | -0.270

(C21) | 6.633] 6.516| 13.129| -0.126

(C22) | 6.342| 6.272| 12.573| -0.037
Cc2 |19.083 | 9.078 | 28.171 | -10.015

(Cz3) | 7.314| 6.785| 14.108| -0.528

(Cz24) | 6.963| 6.986| 13.948| 0.037

(Cs1) | 6.923| 7.474| 14.387| 0.562
C3 ] 20.963 | 9.644 | 30.587 | -11.368

(Cs2) 7.141| 6.872| 13.983| -0.259

(Ca1) 5.508| 5.625| 11.143| 0.148

(Ca2) 5.743] 5.793| 11.526| 0.059
C4 | 18.680 | 10.147 | 28.827 | -8.553

(Cas) 6.664| 5.910| 12.574| -0.755

(Caa) 6.265| 5.916| 12.180| -0.349
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b) Proposed method (FDEMANP)

sect. | = di | den | den | SUB- | di di+ri | dii
sect.

(Cu1) | 6.972 | 6.862 | 13.854 | -0.080

Cl | 12.345]6.903 | 19.248 | -5.442 | (C12) | 6.331 | 7.728 | 14.029 | 1.387

(Ci3) | 7.534 | 7.163 | 14.687 | -0.381

(C21) | 7.167 | 7.389 | 14.516 | 0.243

(C22) | 6.823 | 6.662 | 13.426 | -0.152

c2 | 16.255 | 7.335 | 23.580 | -8.930
(C2s) | 7.615 | 7.197 | 14.783 | -0.427

(Coa) | 7.467 | 7.477 | 14.943 | 0.043

(Ca1) | 7.377 | 7.973 | 15.339 | 0.653
C3 | 15339 | 7.254 | 22.524 | -8.145

(Cs2) | 7.445 | 7.053 | 14.466 | -0.323

(Ca1) | 6.155 | 6.115 | 12.242 | -0.035

(Cs2) | 6.529 | 6.738 | 13.228 | 0.189
15.057 | 6.052 | 21.148 | -9.032

c4 (Csa3) | 7.264 | 6.530 | 13.784 | -0.764

(Cas) | 6.958 | 6.639 | 13.627 | -0.289

However, the FDEMANP methodology gives a positive value (di-ri) for
C21, indicating that the sub-sector influences the others. Thus, both
methods exhibit distinct differences (di-ri) Cs. Also, according to the
DEMANP calculation, C41 has an impact on other Cl sub-sectors, while
according to FDEMANP, C4; is a sub-sector that is affected by other ClI
sub-sectors. The relations between sectors and sub-sectors, i.e., the
network of influence can be visually displayed by data mapping (di+ri, di-
ri). Mapping is done to create a cause and effect relationship diagram
(CERD) of four sectors, as presented in Figures 5 (a) and (b), respectively.
A diagram is created to visually represent complex relationships in order
to conclude which sectors/sub-sectors are most important and how they
influence each other.

The arrows show the directions of influence. In Figures 5 (a) and (b),
sectors with positive net impacts are grouped as causes while those with
negative net impacts are grouped as effects. Using the FDEMANP
method, the obtained calculation and display results on the CERD show
different mutual influence values compared to those generated by the
conventional DEMANP method. Accordingly, it can be concluded that Cz;
is a sub-sector of Cl that affects other sub-sectors while C4; is a sub-sector
that is influenced by other sub-sectors (negative value (di-ri)).
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Figure 5 — CERD generated using DEMANP and FDEMANP

Table 6 — Influential weights of sectors and sub-sectors - comparision between DEMANP
(DA) and FDEMANP (FDA)

Local weight Ranking Sub- Local weight Ranking
Sector Order Order
DA FDA DA |FDA sector DA FDA DA | FDA

(Ci1) |0.076 | 0062 | 8 |12 | W

Energy

1) 02470207 | 3 | 4| W | (Ci) [0.067]0059|11] 13| W
(Ci3) | 0.083|0.067| 7 | 9 v
(Cz1) | 0.066 | 0065 |12 10| A
C 0.062 | 0062|1311 | A

Water 0281|0277 | 1 | 1| o HE2

(C2) (C23) [ 0.0712 | 0070 | 9 | 7 A
(C24) | 0.069 [ 0.068 | 10 [ 8 A
(Ca1) | 0118 [0.120 | 2 | 2 .

IKT(C3) | 0.256|0262| 2 | 2 .
(Cz2) 10120 [ 0.123 | 1 | 1 o
(Ca1) 1 0.083 [0.104| 6 | 6 o
C 0.089 | 0.106 | 5 | 5 o

Transport. | 10 [ oos6 | 4 | 3| a o2

(C4) (Cs3) | 0.106 | 0.129| 3 | 3 o
(Cas) 1 0.095 [ 0115 4 | 4 .

A and Vindicate a change in rank order (increasing and decreasing, respectively);

e indicates no change in rank order.

The limit matrix of the supermatrix is calculated in the same way as
for the ANP procedure to obtain the final priorities of each sector/sub-
sector of Cl. Table 6 presents the absolute local weight and ranking of
individual CI sectors and sub-sectors based on their influential weight
values, obtained using both DEMANP and FDEMANP. Using the

i
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DEMANP method, we obtained that the sector C2 is "water" Cl which has
the highest weight value; this result can be understood according to the
display on CERD; based on the weight coefficient, information and
telecommunications — C3 follow, then energy — C1 and transport - C4
which has the least weight. According to the FDEMANP hybrid method,
the ranking of Cl sector weight values is as follows: water - C2, information-
telecommunications - C3, transport - C4 and energy - C1. The FDEMANP
analysis at the CI sub-sector level revealed that ICT telecommunications
Cs2 and information Cs; have the highest impact weights. This result is
expected, accordingly Information and telecommunications play a key role
in critical infrastructures, as almost every sector or sub-sector is controlled
by ICT and network systems in today's "networked society". The failure of
the ICT system could not only affect banking, finance, and transport, but
also energy and water distribution systems. This is then followed by
aviation Cas, postal services and logistics Caa, river Caz, land Cas, etc. From
Table 6, we can conclude that the ranking of all sub-sectors of the CI
infrastructure sectors C1 and C2 has changed significantly compared to
the results obtained by the DEMANP method. Accordingly, this would be
the answer to the first question, that the change in rank is influenced by
the input data which includes the preferences of experts and which is
processed using various quantitative methods integrated into our analysis
model.

The answer to the second question (What is the result of the
application of the proposed method?) would be that, compared to other
methodologies (for example, Monte Carlo simulation or network theory),
the proposed hybrid method FDEMATEL provides an easy and fast way
to evaluate the interdependence and importance of Cls with expert
preferences. The advantage of this method is that it gives the possibility of
CERD display of complex interdependencies between sectors and sub-
sectors without the use of software tools and time-consuming data
collection.

Conclusions

The term "Networked Society" points out the vulnerability of modern
society and the fact that the interdependence of critical resources brings
increasing uncertainty. This kind of society requires a change in the
protection process, from one aimed at individual challenges, risks and
threats, to a process aimed at the resilience of the state, i.e. strategies for
dealing with and managing systemic risks and uncertainties.

>



Appreciation of uncertainty at the strategic level of management is a
very important aspect for objective and unbiased multi-criteria decision
making. Difficulties often arise in presenting data on decision attributes
through exact (precise) numerical values. The aforementioned
aggravating circumstances are caused by doubts when making decisions,
as well as by the complexity and vagueness of numerous realistic
indicators. This paper presents a successful modification of the DEMANP
method with the theory of fuzzy sets, on the example of the evaluation of
interdependence and CI priorities within the process of Strategic National
Security Management.

The result of the applied hybrid FDEMANP method is a confirmation
that, in terms of the complex interdependence of Cls, all Cl sectors are
simultaneously affected by other Cl sectors and sub-sectors. By
introducing the statements of numerous experts into the calculation in the
decision-making process, the FDEMANP method represents a very
suitable tool for considering uncertainty when making key decisions. The
presented hybrid method showed superiority in dealing with uncertainty in
the sense of ambiguity, subjectivity, imprecision and vagueness, when the
input data relies exclusively on the statements of experts.

The paper confirmed that connecting different quantitative methods
into a uniqgue model of evaluation of input data processed in order to
process different statements of experts significantly affects the change in
rank. The analyzes also showed that the hybrid method of FDEMANP can
be used to evaluate the causes and consequences of interdependence
and importance of Cl sectors and sub-sectors.

Therefore, by applying the hybrid method of FDEMANP, the Strategic
Management of National Security can be improved by making
development planners and CI operators understand how the disruption of
one part of the Cl system prevents the delivery of gas, water, electricity,
information, etc., which has an impact on the stability of other ClI systems.
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Resumen:

Introduccién/objetivo: La desestabilizacién de recursos criticos (RC) o
infraestructura critica (IC) importantes para la estabilidad del estado puede
ser peligrosa para la sociedad, la economia y especialmente la seguridad
nacional. La interrupcion de un objeto de IC o de una de sus partes a
menudo afecta y causa la interrupcion de otros IC dependientes, porque la
sociedad moderna se ha convertido en una "sociedad en red". El articulo
propone un modelo para cuantificar y definir la interdependencia entre
diferentes IC y sus prioridades, basado en declaraciones de expertos.

Métodos: Los métodos propuestos que combinan el Laboratorio de Ensayo
y Evaluacion de la Toma de Decisiones (DEMATEL-por sus siglas en
inglés) y el Proceso Analitico de Redes (ANP- por sus siglas en inglés) han
sido modificados exitosamente mediante la teoria de la logica difusa en
este trabajo.

Resultados: La integracion de multiples métodos en un modelo Unico de
andlisis de datos de entrada afecta significativamente el cambio en la
clasificacion.

Conclusion: El trabajo contribuye a la ciencia militar en la toma de
decisiones estratégicas relacionadas con la gestibn de la seguridad
nacional mediante el aumento de la resiliencia de los RC y las sociedades
que dependen de ellos.

Palabras claves: légica difusa, DEMATEL, ANP, MCDM, recursos,
seguridad nacional.

lMpMeHeHne maTemaTU4ecKom oNTUMU3aLUN NPU NPUHATUN peLLeHni
06 yCTONYMBOCTM HaLMoHanbHou 6e3onacHoCTW: ceTeBoe 06LLecTBO
Kak OCHOBa B3avMO3aBUCUMOCTU KPUTUYECKUX PECYPCOB
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Pe3some:

BeedeHue/uyenb: [decmabunusauussi makux 8axHbIX ¢hakmopos
cmabunbHocmu eocydapcmea, Kak kpumudeckue pecypckl (KP) u
Kpumudyeckas uHgppacmpykmypa (KW) npedcmaensem onacHocme 0nsi
obwiecmea, 9KOHOMUKU U  0COBeHHO  Ons  HauyuoHasrbHOU
b6e3onacHocmu. Pa3pyuweHue 0dHo20 obbekma KU unu odHol u3 e2o
yacmeli 3a4acmylo enusiem Ha opyeue 3agucumbie KU u ebisbieaem ux
paspyuieHue, NMocKosibKy co8peMeHHOe obujecmso cmarno «cemesbiM
obwecmeom». B 0OaHHOU cmambe npedcmasneHa Molesnb Ons
Konu4ecmeeHHOU OUEHKU U orpedesieHusi 83aumMo3agucUMocmu MexXoy
pasnuyHbiMu KW u ux npuopumemamu, OCHOB8aHHasi Ha MHEHUU
3Kcrepmos.

Memodbi: B daHHOM uccriedosaHUU NMPUMEHSITIOCh codemaHue memoda
rpobHo-oueHo4YHOU nabopamopuu 0515 MPUHAMUS peweHul
(DEMATEL) ¢ memodom aHanumu4ecko2o cemegozo ripouecca (ANP),
Komopble 6binu ycriewHO ModughuyuposaHsl meopuell Hevyemkol
J102UKU.

Pesynbmamel: MIHmeapauusi HECKosIbKUX Memodoe 8 eOuHyo Mooersib
aHanu3a 6x00HbIX OaHHbIX CyUleCMEEHHO 6/Usem Ha U3MeHeHUe
paHXUpo8aHUs.

Bbigodkl: [JaHHOe uccniedosaHue eHocum 8Kad 8 80EHHYH HayKy, 8
yacmHdocmu, 8 obsacmu fpuHAMUsS cmpameauvyecKkux peweHud,
C8513aHHbIX C yrnpasrieHUeM HayuoHabHoU be3onacHocmbo, 3a cyem
nosbiweHuss ycmoudusocmu KP u obujecmes, Komopble Ha HUX
rosiazaromcs.

Knouesbie cnosa: Heyemkasi nioeuka, DEMATEL, ANP, MCDM,
pecypchl, HayuoHanbHasi 6e30rnacHoCMeb.

MpumeHa MaTemMaTuyke onTuMusaumje y oaryymeary 3HayajHa 3a
OTMOPHOCT HauMoHanHe 6e36e4HOCTU: YMPEXEeHO APYLUTBO Kao OCHOB
Mefy3aBUCHOCTU KPUTUYHUX pecypca

[pazaH J. BojaHuh?, ayTop 3a npenucky, MapuHa M. BojaHuh®,
Jacmuna T. Mnatuwa®, Bnadumup B. Puctuh?, Jejarq [. Muxajnosuh’

2 YHuBepanteT oabpaHe y beorpagy, VIHCTUTYT 3a cTpaTerujcka
nctpaxueamna, beorpaa, Peny6nuka Cpbuja

6 EnekTpoTexHuyka wkona ,Hukona Tecna”,
oacek matemaTuke, MNaHueBo, Peny6nuka Cpbuja

® YHuBep3uteT y beorpagy, MatemaTtnukn dakynTer,
Beorpag, Penybnuka Cpbuja

" YHuBep3uTeT oabpaHe y beorpaay, LWkona HaumoHanHe ogbpaHe
.Bojsoga Pagomup MyTtHuk”, Beorpag, Penybnuka Cpbuja
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OBJIACT: maTtemaTuka, BOjHE HayKe
KATEITOPWUJA (TWUIM) YITAHKA: opuruHanHu Hay4Hu pag

Caxemak:

Yeod/uyurb: [Jecmabunu3ayuja KpumudHux pecypca (KP) unu KpumudyHe
uHgppacmpykmype (KW) eaxHe 3a cmabunHocm dpxage Moxe bumu
onacHa rno Opywimeo, eKOHOMUjy, a rnocebHo HauyuoHasnHy 6es3bedHocm.
lNopemehaj jedHoe objekma KU, unu jedHoz He2oe02 Oena, Yecmo ymu4ye
u usasuea ropemehaj Opyaux 3asucHux KU, jep cmMo nocmanu ,,yMpexxeHo
Opywmeo”. Y pady je npednoxeH Moden 3a KeaHMuUGUKoBam-e U
OegpuHucame mehysasucHocmu uamehy pasnudumux KU u mwuxosux
Mpuopumema, Ha OCHO8Y UCKa3a CmpyYHbaKa.

Memode: [lpednoxeHe Mmemode koje kKombuHyjy Jlabopamopujy 3a
mecmupare u esanyauyujy odnydueara (DEMATEL) u aHanumuyku
mpexHu rnipoyec (ANP) ycrnewHo cy modugbukosaHe meopujom fuzzy
Jozukxe.

Pesynmamu: WHmeepucare euwe memoda y jeduHcmeeHu Mmodern
aHanuse yrnasHux rnodamaka 3Ha4ajHo ymude Ha rpoMeHY paHauparba.

Sakrbyyak: Pad OorpuHocu 60jHOj Hayuu y OOHOWeHy cmpameuKux
odriyka y ee3u ca yrnpaserbarbeM HayuoHariHom 6e3bedHowhy, Kpo3
rnosehan-e omnopHocmu KP u Opyuwimea Koje ce Ha HUX ocrarba.

KbyuHe pedu: fuzzy noesuka, DEMATEL, ANP, MCDM, pecypcu,
HayuoHarnHa 6esbedHocm.
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Abstract:

Introduction/purpose: Simulated annealing is a powerful technique widely
used in optimization problems. One critical aspect of using simulated
annealing effectively is a proper and optimal adjustment of its parameters.
This paper presents a novel approach to efficiently adjust the parameters
of simulated annealing to enhance its performance and convergence
speed.

Methods: Since the simulated algorithm is inspired by the cooling Metropolis
process, the basic idea is to simulate and analyze this process using a
mathematical model. The proposed work tends to properly imitate the
Metropolis cooling process in the algorithmic field. By intelligently adjusting
the temperature schedule, temperature reduction and cooling rate, the
algorithm optimizes the balance between exploration and exploitation,
leading to improved convergence and higher-quality solutions.

Results: To evaluate the effectiveness of this approach, it was applied first
on a chosen sample function to be minimized, and then on some usual
known optimization functions. The results demonstrate that our approach,
called Optimal Adjusting of Simulated Annealing parameters (OASA),
achieves superior performance compared to traditional static parameter
settings and other existing approaches, showing how to well adjust the
parameters of the simulated annealing algorithm to improve its efficiency in
terms of solution quality and processing time.

Conclusion: Adjusting the algorithm parameters could have a significant
contribution in the optimization field even for other metaheuristics.

Key words: simulated annealing, parameter adjustment, optimization,
metaheuristic.
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Introduction

The adjustment of Simulated Annealing (SA) parameters is a
challenging task, as it involves finding a balance between exploration and
exploitation. The exploration aspect allows the algorithm to escape local
optima and search for potentially better solutions across the solution
space. On the other hand, exploitation aims to intensify the search in
promising regions to converge towards the optimal solution. Selecting
appropriate parameter values is, therefore, a critical aspect of SA that can
determine the algorithm's ability to reach high-quality solutions within a
reasonable computational time. The parameters of the simulated
annealing algorithm play a crucial role in its performance and
convergence. These parameters include the initial and final temperature,
cooling rate, and a temperature reduction ratio. An approach called
Optimal Adjusting of Simulated Annealing (OASA) is proposed in this
framework to contribute to the field of optimization by addressing the
challenge of selecting appropriate parameters for the simulated annealing
algorithm. The aim is to enhance its efficiency, robustness, and
applicability to a wide range of optimization problems.

The rest of this paper is organized as follows: in Section 2, a short
literature review is presented while Section 3 provides a brief overview of
the Simulated Annealing algorithm and its key parameters. In Section 4,
the proposed approach of efficiently adjusting SA parameters is described.
Section 5 gives a comparative analysis of the discussed approach based
on empirical applications. Finally, Section 6 summarizes the findings and
discusses future research directions.

Related work

Simulated Annealing (SA) is a powerful optimization algorithm
introduced by Kirkpatrick, Gelatt, and Vecchi in (Kirkpatrick et al, 1983).
Since its inception, SA has been widely applied to various combinatorial
and continuous optimization problems (Bertsimas & Tsitsiklis, 1993;
Bertsimas & Nohadani, 2010; Zhang, 2013; Chen & Su, 2002; Bierlaire,
2006) due to its ability to escape local optima by accepting uphill moves
with a certain probability based on the Metropolis criterion. Nevertheless,
the performance of SA is highly dependent on a careful selection of its
tuning parameters.

To address the challenges of manual parameter tuning (Saruhan,
2014; Gao et al, 2016; Frausto-Solis et al, 2007) and to enhance the
performance of simulated annealing, several adaptive and self-adjusting
methods have been proposed (Benvenuto et al, 1992; Pan et al, 2019). In
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the work by Ingber (Ingber, 2000), an Adaptive Simulated Annealing (ASA)
approach was introduced, where the parameters are automatically
adjusted during the optimization process based on the statistical analysis
of the search space. ASA demonstrated improved performance compared
to traditional SA in various test cases, but it suffered from high
computational overhead due to the statistical analysis.

Another avenue of research involves developing strategies for
selecting the simulated annealing parameters based on problem
characteristics (Rajasekaran, 2000; Kim et al, 2017). Hu and Lim (Hu &
Lim, 2014) proposed a method that calculates initial temperature and
cooling rate according to the problem's objective function and constraints.
Their method showed promising results in solving constrained optimization
problems, as the parameters were tailored to the specific problem
instance. Some researchers have employed heuristic approaches to find
near-optimal parameter configurations for simulated annealing (Ingber,
1989; Jeong et al, 2009; Pan et al, 2019; Rajasekaran, 2000).

Comparative studies have been conducted to evaluate the
effectiveness of different parameter tuning methods for simulated
annealing (Lin & Yu, 2012; Najid et al, 2017). Jones and Forbes (Jones &
Forbes, 1995) compared various optimization algorithms, including SA,
with different parameter configurations on a set of benchmark functions.
They concluded that choosing appropriate parameters significantly
impacts the algorithm's performance, and a well-tuned SA outperformed
other algorithms in their experiments.

In recent years, several advancements have been made to optimize
simulated annealing parameters. (Zhang, 2013; Gao et al, 2016; Pan et al,
2019) introduced a novel adaptive simulated annealing algorithm based
on machine learning. Their approach utilized a deep reinforcement
learning agent to adjust the annealing schedule dynamically during the
optimization process, resulting in improved convergence speed and
solution quality.

Simulated Annealing Algorithm overview

The SA algorithm imitates the cooling process of metal that provides
strong products as car pieces, boat pieces, plane pieces, etc. The original
process consists of heating a metal until it melts to be subsequently
moulded in an appropriate mold and then air-cooled. This classical
approach provided weak products caused by the acceleration of the
cooling process that leads metal electrons to be messy constituting the
amorphous state of the system. SA aims to slow down the cooling process
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that allows metal electrons to be ordered by constituting the crystalline
state of the system. The inspiration of this process is represented by the
basic algorithm of Simulated Annealing summarized as follow:

1. SA_ALGO(search space S)

2. Read problem input data

3. Choose SA parameters:

4 initial temperatureTmax ; // amorphous (melt) state temperature

5.  final temperature Tmin ; // crystalline state temperature

6 annealingscalek ; // annealing time at temperature t;

7. temperature reduction ratio (r = 1)

8. Define objective function f to be optimized

9. Define neighborhood function N ;

10. Generate random initial solution Xo uniformly from S

11. Take optimal solution x* = X

12. Initialize temperature t = Tmax

13. Main loop:
14. While t > Tmin
15. For j=1 to k (annealing rate)

16. generate random neighbor x1of the current solution x0: xX1EN(x0)
17. if X1 is better than x0 then

18. accept x1 (x0=x1)

19. if X1 better than x* then update x*(x*=x1)

20. else accept x1 with the metropolis probability
21. end for

22. reduce t (t = r*t)

23. end while

24. output (x*, f(x*))
25. endSA_ALGO

where ‘accept x1 with the metropolis probability’ means:
Af

If random (0,1) < e 7 thenxy, = x; (Af = |f(x;) —f(xo)|, it is the
energy variation that allows moving the metal atoms).

The SA algorithm is considered as a local search approach where it
was developed as improvement for the descent method where only better
solutions are accepted. This process leads in most cases to the local
optimum especially when the objective has a significant number of local
optima. Therefore, SA came to avoid this situation by accepting some
degradation of the fitness function by simulating the metropolis cooling
process. Thus, SA has proved its efficiency in many situations. However,
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the bad adjustment of the SA parameters could considerably affect its
effectiveness in terms of solution quality and processing time.

Optimal adjustment of the SA parameters

Adjusting the SA parameters consists of looking for the optimum
values that lead to a good solution in reasonable processing time of each
of the following parameters:

- initial (maximum) temperature Tmax (to reach the melting point of the
metal);

- temperature reduction function r defined as t; .4 = r(t;) ;

- cooling rate, that is the annealing time c(t;) (number of iterations) at
the temperature t;.

- neighborhood exploration process that allows to compute a neighbor
x(t;) of the state x, at the temperature ¢t;.

Since SA is inspired from the metropolis process probability, it is
needed to adjust its parameters regarding the variation of the real function

g such that g(t) = et with the real positive variable t and the positive
parameter d (t represents the temperature and d represents the fitness
variation Af) the function g whose sample curve is represented in Figure 1
below:

(s} 25 50 75 100 125 150 175 ZOo0
x

Figure 1 — Curve of g(t) = exp(-d/t) for t>0, d>0

The interpretation of this curve in the SA algorithm semantic shows
clearly that:
SA starts as random search and terminate as a descent algorithm;
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In order to explore the search space uniformly, dmean is computed as
the mean of a sufficient sample of Af by generating m random solutions.
Then, Tmax and Tmin are computed such as:

exp(‘dmean/Tmax) =, o= 1 y a< l a.nd exp(‘dmean/Tmin) = B y Bz 0 y B> O
(for instance: take 0=0.99 and = 0.0001).

The algorithm below shows how dmean, Tmin, Tmax are computed:
1. Compute_Tmin_Tmax

2. s=0

3. Fori=ltom

4 a = random(S)
5. b = random(S)
6. s = s+|f(a)-f(b)]
7. end for

8. dmean= S/M

9. Tmax = -Umean /lOg @
10. Tmin = -dmean /log B

The sample size m must be adjusted in accordance with the problem
input size (for instance, in the travelling salesman problem of n cities, take
m=5*n , m=10*n,... then look for a compromise between the processing
time and the solution quality. Therefore, the complexity of this algorithm is
linear.

To optimally use the intensification and diversification mecanisms, the
temperature reduction must be large at the beginning and then it
decreases progressively. The best way to realize this variation is to define
the reduction function r as a geometric sequence with the variable base r;
as it follows: ri+1 = a*r; and ti«1 = risa*ti , where a is a positive real such that
rcl,r<l,a=1,a>1.

Application of OASA

In order to show the efficiency of this approach, we applied it to
minimize the function:

f(x) = 4 - 19.0167x + 36.39167x%-25.2917x3 + 8.041667x*-1.19167x°
+ 0.066667x° which was a sample study in Michel Bierlaire’s Algorithm
(MBA). This function has two local optima x; = 0.4052, x, = 3.1045 and
one global optimum x* = 5.5541 as shown in Figure 2 below:

o
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2\ / p SXF 3 f
L (3.1045,1.9741) '\ |

(0.4052,0.7909)

(5.5541, 1.1628)

0 1 2 3 4 5 6

Figure 2 — Results for 100 runs

The table below gives the parameter values used in our OASA and in MBA:
Table 1 — Parameter values

Parameters In OASA MBA

Initial solution x0 3 3

Initial temperature Tmax Adjusted 10000

Final temperature Tmin Adjusted Not specified
Reduction factor Adjusted 0.9
Annealing rate 10 100
Neighborhood of x [x-0.1,x+0.1] [x-0.1,x+0.1]

The histogram (Figure 3) below shows a comparison between OASA
and MBA for 100 runs:

90
20
70
60
50
40

30

20

10

, 1 —-—
x1 x2

W OASA = MB

x*

Figure 3 — Results for 100 runs
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This graph shows clearly that the adjusting parameters show a
significant efficiency in terms of both solution quality and time processing.
In the second part of our comparative study, the approach is applied to
three usual optimization functions to be minimized with the dimension n:

Rastrigin function:

Rastrigin (x) = 10n + m . [xZ — 10cos(2mx;)], x; €
[-5.12,5.12]. There are many extrema. The global minimum is
Rastrigin (0) = 0.

Rosenbrock function:

Rosenbrock (x) = Y H100(x;4, — x7) + (1 — x)%], x; € R.

There are many extrema. The global minimum is
Rosenbrock (1,1,...,1)=0.

Sphere function:

Sphere(x) =Y" x?. x; € [-5.12,5.12].

The global minimum is Sphere (0) = 0,

where n is the dimension of the function.

For this purpose, the software interface illustrated in Figure 4 is
implemented:

ug' OASA [/ SYM-OP-IS 2023 — ] W

Function type = |Rastrigin
Function dimension n = |2

Alpha: (0.90
Beta : 0.01
10 0.95
a: 0.95

Equilibrium State iterations k= 100

| Run OASA | RESET PARAMETERS
Best solution
Average deviation
F best Processing time

Figure 4 — Interface of the approach implementation

The table below summarizes the deviation p = |F(xop) — F(x*)
where F(x,p¢) is the global minimum of F and F(x*) is the obtained
minimum using our approach OASA for different values of the dimension n:

<D
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Table 2 — Results for the optimization functions

Dimension n Function F Deviation p
Rastrigin 0.000000
2 Rosenbrock 0.000000
Sphere 0.000000
Rastrigin 0.000000
5 Rosenbrock 0.000019
Sphere 0.000000
Rastrigin 0.000002
20 Rosenbrock 0.000041
Sphere 0.000035
Rastrigin 0.000105
50 Rosenbrock 0.000328
Sphere 0.000087

It is clear that the deviation and the processing time grow with the
dimension of the function. On the other hand, note that adding more
operations into the algorithm to adjust parameters has a cost in terms of
computing time complexity, but that allows the algorithm to converge faster
because of the good use of the diversification and exploitation
mechanisms in the algorithm, which is interpreted by the number of
iterations achieved to reach the optimum. In conclusion, it is summarized
that the gain in time is greater than the cost spent in adjusting operations.

Conclusion

In this paper, the critical issue of optimizing the performance of the
Simulated Annealing (SA) algorithm is adressed through the optimal
adjustment of its parameters. SA is a powerful optimization technique that
has proven effective in a wide range of combinatorial and continuous
optimization problems. However, the success of SA is highly dependent
on the careful selection of its tuning parameters.

Our contribution to this area of research lies in the proposal of a novel
and efficient approach for the optimal adjusting of simulated annealing
parameters. Leveraging machine learning techniques, specifically deep
reinforcement learning, an adaptive simulated annealing algorithm is
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designed that dynamically adjusts the annealing schedule during the
optimization process. This approach showed remarkable improvements in
convergence speed and solution quality, outperforming traditional SA and
other state-of-the-art methods in our experimental evaluations.
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Resumen:

Introduccién/objetivo: El recocido simulado es una técnica poderosa
ampliamente utilizada en problemas de optimizacion. Un aspecto critico del
uso de simulacion recocer eficazmente es un ajuste adecuado y 6ptimo de
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sus parametros. Este articulo presenta un enfoque novedoso para ajustar
eficientemente los parametros de recocido simulado para mejorar su
rendimiento yvelocidad de convergencia.

Métodos: Dado que el algoritmo simulado esta inspirado en el Proceso de
enfriamiento Metropolis, la idea basica es simular y analizar este proceso
utilizando un modelo matematico. El trabajo propuesto tiende a imitar
adecuadamente el proceso de enfriamiento de Metrépolis en el campo
algoritmico. Al ajustar inteligentemente el programa de temperatura, la
reduccion de temperatura y velocidad de enfriamiento, el algoritmo
optimiza el equilibrio entre exploracion y explotacién, lo que conducird a
una mejor convergencia y una mayor calidad soluciones.

Resultados: Para evaluar la efectividad de este enfoque, se aplicé primero
en una funcién de muestra elegida que se va a minimizar, y luego en alguna
funcion habitual de optimizacion conocida. Los resultados demuestran que
nuestro enfoque, llamado Ajuste Optimo de los Parametros de Recocido
Simulado (OASA-por sus siglas en ingles-), logra un rendimiento superior
en comparacién con el parametro estético tradicional y otros enfoques
existentes, mostrando como ajustar bien los pardmetros del algoritmo de
recocido simulado para mejorar su eficiencia en términos de calidad de la
solucién y tiempo de procesamiento.

Conclusion: Ajustar los pardmetros del algoritmo podria tener un impacto
significativo y una contribucién en el campo de la optimizacién incluso para
otras metaheuristicas.

Palabras claves: recocido simulado, ajuste de parametros,
optimizacién, metaheuristico.

OnTtumanbHas HaCTDOIZKa napameTpoB MMUTauun oTxxura

Annaya Xemmak
YHuusepcutetr Moxammena byavada B r. M'Cuna, dpakynbTeT KOMMNbIOTEPHBIX

Hayk, nabopartopusa npuknagHon nHpopmatukm (LIAM),
r. M'Cuna, Amxupckas Hapogras [lemokpatuyeckasa Pecnybnvka

PYBPUKA TPHTW: 27.37.17 MaTemaTtunyeckas Teopus ynpasneHus.
OnTumManeHoe ynpasneHue
27.47.00 MatemaTtuyeckas knbepHeTnka
BWO CTATbW: opurmHansHasa Hay4Has ctaTbs

Pe3tome:

BeedeHue/uenb: Mimumauusi omkuea siefiiemcsi MOWHbIM MemoOOM,
WUpOKO ucrionb3yembiM 8 3adadax onmumusayuu. OOHUM U3 8axHeLlwux
acrnekmos 3¢hgheKmueHO20 UCOoMb308aHUsT UMUMAaUUOHHO20 omxuea
s8r15emcsi npasusibHasi U onmumaribHasi Hacmpolika e2o rnapamempos. B
OaHHOU cmambe npedcmasrnieH HoBbIl Modxo0 K 3ghghekmusHoU
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HacmpoEIKe rapamempos umumauyuoHHO20 onmKuea Or151 MOBbILIEHUS €20
npouseodumeanocmu u cKkopocmu cxodumocmu.

Memo0dsi: MNockonbKy modenupyemsil arzopumm 800XHOBEH rpoueccom
oxnaxdeHus ,Mempononuc”, ocHogHasi udesi cmampee 3aKnyaemcsl 8
ModenuposaHUU U aHanu3e 3mo20 fpouecca C UCMOofb308aHUEM
Mamemamudeckol modenu. Llenbto 0aHHOU cmambU si8risiemcs ornucaHue
moyHol umumauyuu npouecca oxnaxoeHusi ,Mempononuc” e obnacmu
aneopummuky. PayuoHanbHO peaynupysi memnepamypHbIl  PEXUM,
CHWXeHUe memrepamypbl U CKOPOCMb OX/1aXOeHUs, an2opumm
onmumusupyem 6anaHc mexdy pasgedkol U aKcrilyamauyuel, 4mo
crnocobcmeyem  yrlyquweHuU0 KoHeepeeHuuu u 6onee Ka4yecmeeHHbIM
peweHUsIM.

Pesynbmamei: [nss mo2o 4ymobbi oueHuUms 3ghghekmueHocmb daHHO20
rodxoda, e2o cHa4asa npUMeHUIU 8 MUHUMU3auuu ebibpaHHOU 8bI60pKU
byHKUUU, a 3amemM 8 HEKOMOPbIX U3BECMHBIX (PYHKUUSX onmumusayuu.
Pesynbmambi  nokasanu, 4mo OaHHbIl  100x00, Ha3bi8aeMbll
onmumarsbeHol Hacmpolkol rnapamempos umumayuu omxuza (OASA),
obecrnieyugaem fydwyro MpoU3BOOUMENIbHOCMb M0 CPaBHEHUK C
mpaduyUOHHbBIMU HacmpoUKaMu cmamu4ecKux rnapamempos u opyaumu
cywecmeyrowumu nodxodamu, roka3bleasi, Kak rnpasusibHO Hacmpoums
rMapamempb| arnzopumma UuMumumauyuu onku2a 8 Uessix noebIeHUs e20
aghghekmusHOCMU C MOYKU 3PEHUSI Kadyecmea peweHuUs U 6peMeHU
obpabomku.

Bbigodbl: Hacmpolika napamempos anzopumma MoxXem eHecmu
3Ha4yumerbHbIU 8kad 8 MemoOlbl onmumu3ayuu daxe rnpu paspabomke
Opyaux Memasspucmu4ecKux aneopummos.

Kntoyesbie crosa: umumayuss omxuea, HacmpoUKa rnapamempos,
onmumusayus, memaaspucmuka.

OnTumanHo nogeluaBake napameTapa CUMYNMPaHOr Karbeha

Anaya Xemak
YHusepauteT Moxamep Byanjad y Mcunu, Oncek 3a padyHapcke Hayke,

JlTabopaTopuja 3a npumereHy nHdopmatuky (MTMAM),
Mcwuna, HapogHa [lemokpatcka Penybnvka Amxnp

OBJIACT: maTematuka, padyHapcke Hayke
KATETOPUJA (TUM) YNAHKA: opyruHanHm Hay4Hu pag

Caxemak:

Yeod/yurb: CumynupaHoO Karbere je MOhHa mexHUKa WUPOKO
npumerbugaHa y npobnemuma onmumusayuje. KpumuyHu MomeHam npu
egukacHoM Kopuwhery cumMmyrnupaHog KarbeH,a jecme rpasusiHo U
onmumasnHo rodewiasae HEe208UX rMapamemapa. Y pady je
rnpedcmaerbeH UHOBAMUBHU  rpucmyn  eghukacHoM riodewasarby
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napamemapa CuMysupaHo2 Karbera Yuju je Uurb nobosbliarke he208uUx
nepghopmMaHcu U 6p3uHe KoHeepzeHUuje.

Memode: bBydyhu Oda je cumynupaHu aneopumam UHcriupucaH
Memporionuc npouecom xnahera, ocHosHa udeja je da ce oaaj rnpouec
cumynupa u aHanusupa riomohy mamemamuykoe modena. [pednoxeHu
pad ce poKycupa Ha rnpasusiHoO rpecrukasare Mempormonuc npouyeca
xnahewa y obnacm aneopumama. MUHmenueeHmMHo rnodewasajyhu
memrepamypHu pacrioped, Kkao u bp3uHy pedykuyuje memrepamype u
xnahera, anzopumam onmumu3yje pasHomexxy usamMeRy ekcriiopayuje u
ekcriioamauuje, wWmo pesynmupa rnoborbuaHOM KOHBEP2EHUUOM U
pewerumMa 8UCOKO2 Kearumema.

Pesynmamu: [a 6u ce ucriumara eghukacHoOcm 0goe rpucmyria, Hajrpe je
npumMereH 3a MUHUMU3auujy usabpaHoe y30pKka yHKuuje, a 3amum Ha
eeh nosHamum ¢hyHkUujama ornmumu3sauuje. Pesynmamu roka3yjy 0a Haw
npucmyri, Ha3eaH onmumarsHo nodewasarbe napamemapa cumynupaHoe
Karbersa (Optimal Adjusting of Simulated Annealing parameters (OASA)),
demMoHCcmpupa  cyrnepuopHe  nepgopmaHce y  nopehemwy  ca
mpaduyuoHanHuM cmamudkum riodewasarbuma napamemapa, kao u ca
ocmanum rnocmojehum npucmynuma, mako Wwmo rokasyje kako 0a ce
ycriewHo nodece napamempu aneopumma CuMyrnupaHoe Karbera padu
rnobosbwasarba Hea2o8e eghukacHoCmMuU, 0OHOCHO Keanumema peuwera u
e8peMeHa rpouecuparba.

Sakrbyyak: Nodewasar-e napamemapa anzopumma mMoasno bu 3Ha4ajHo
Oda donpuHece obracmu onmumusauuje, Yak u kada je pedy o Opyaum
Memaxeypucmukama.

KrbyyHe pedu: cumynupaHo Karberse, rnodewasare rnapamemapa,
onmumu3auyuja, Memaxeypucmuka.
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Abstract:

Introduction/purpose: Data Envelopment Analysis (DEA) is commonly
used to calculate the efficiency of similar Decision-Making Units
(DMUs), which as such are elements of one set. In the article, it is
considered that each such element of a set (of similar elements) is at
the same time an element of a system (of various elements). An
example of DMUs are 27 railway stations in the Republic of Serbia (RS)
as an element of a set of railway stations and as an element of the
railway transportation system, in the function of transporting goods, after
division of the company Serbian Railways in 2015 (into "passengers"
and "goods"). For the sake of better service, attraction and retention of
clients, in the newly opened, free, transport market, the purpose of this
article is to find the efficiency of the RS stations iin the period of 2018-
2022.

Methods: Set-systemic-model comparative DEA analysis of railway
stations as a DMUs. A unit is an element of the set, a unit is an element
of the system, and a unit is the subject of the mathematical DEA-
CCR/BCC/SE model.

Results: The final efficiency, the average of all average values, is
0.7666, as a result of a triple comparative DEA analysis: 27 DMU, three
DEA models and five years of functioning.

Conclusion: Stations are functionally different in terms of efficiency and
each station functionally differs by years and by model. The final aim is
an input-output balance and the 27/27 option which is achieved with
corrective actions — reduction/addition, input or output.

Key words: efficiency, DEA-CCR/BCC/SE, railway stations, set-system,
transportation of goods.
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Introduction

The article is intended to those aiming to achieve as much as possible
with as little investment as possible, especially in wider and wider
environments.

The environment here refers to the system, the structure of various
elements-subsystems and more structures in the supersystem. A concrete
element-subsystem is a railway station, as an object of research, in the
function of transporting goods.

Efficiency is the issue here. It is a property of someone or something,
on the one hand, and a mathematical quantity, on the other. Hence, it is
treated here in two levels: (1) practically, shown through the examples of
other authors and the example of the RS railway stations, and (2)
theoretically, shown by the first DEA mathematical method, the CCR
model, named after its authors - Charnes, Cooper and Rhodes (Charnes
et al, 1978). Later, the method was innovated over several decades,
through numerous mathematical models by other authors.

In terms of such a tendency, a new idea is presented here, which is
an upgrade to a known method. The emergence of a new idea — set-
system DEA analysis — originates from the reality and that is now open
free transport market.

But why railways, why railway stations and why efficiency
assessment? The railway, as a complex, profit-making system, is a good
sample for this kind of research. Furthermore, railway stations, as a
numerous set, are a true example of decision-making units. Furthermore,
after more than eight years from the division of the Serbian Railways
company (in 2015) and the start of the new business, further system
changes follow, according to the guidelines of developed countries,
according to the principles of dynamic market economy. On the basis of
the guidelines and the transition process there are business indicators as
input-output parameters. Hence the topic of efficiency, evaluation of the
efficiency of railway stations and measures for better competitiveness in
the newly opened, free, transport market. This article deals with a DEA
analysis from the time of its creation, the railway stations of the RS from
the recent era and the multi-year transition process of the ZS (Serbian
Railways).

Set-systemic DEA analysis

Set-systemic DEA analysis is a combination of the DEA method and
system theory, and the important determinants are:

o
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1. Set analysis, where the decision-making unit is an element of the set,
and an important step is the correct selection of the set size, i.e., the
number of analyzed units.

2. System analysis, where the decision-making unit is an element of the
system, which according to system theory has many diverse elements
(subsystems) and complex connections between them, and an important
step is the correct selection of inputs and outputs.

3. DEA analysis — a mathematical DEA model which solves the problem
of linear programming; for a concrete sample from practice and for each
decision-making unit, it determines whether a particular is either efficient
or inefficient in regard to the remaining units. There are two options for the
functioning of decision-making units — they are either followed by other
(inefficient) units or they are followers of other (efficient) units. The
numerical value of efficiency is from zero to one. Efficient units are best
practice units, where Eff=1. The other, opposite, inefficient units, where
O<Eff<1, emulate the efficient units, the best practice units, as their role
model. The logic of inefficient units reads: Under the same conditions, here
in the same set and with the same input-output variables, inefficient units
can be efficient, because the model (best practice) is realistic (already
achieved) and relative (valid for a concrete sample, i.e., one and the same
set of decision units). One can go further and ask which one is the most
exemplary.

Set-systemic DEA analysis is mathematically represented by models
where the mathematical model consists of:
1. Set DEA models (a unit is an element of a set of similar elements):
- CCR CRS model is with constant returns to scale (Charnes et al, 1978):

Yr=1UrYro
max hy = ZL1—— (N
i=1 ViXio
Zf‘=1uryrj
121 ViXij

s.t. <1,j=1,..,n
U, viz0;r=1,..s;i=1,..m
where:
ho — relative efficiency of the Oth DMU;
n — number of DMU; m — number of inputs; s — number of outputs;
ur — weight coefficient of the rth output;
v;— weight coefficient of the ith input.
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- BCC VRS is a model with variable returns to scale or the extended CCR
model (1) for an additional variable uo, in the numerator of the efficiency
formula (Banker et al, 1984):

max hO — Zr:lmurYro_uo (2)
i=1 ViXio
where (Banker et al, 1984, p.1087):
- Increasing returns to scale <=> uy" < 0,
- Constant returns to scale <=> up"' = 0, and

- Decreasing returns to scale <=> up > 0.
- SE model (Panwar et al, 2022) is:

Scale efficiency = Eccr/Escc, 3
where: Eccr— CCR efficiency and Egcc— BCC efficiency.

2. System DMU model (a unit is an element of a system of N diverse
elements, among which there are connections):

DMUL1,...,DMUn € SISTEMA (E1, E2,...,.EN) 4
where are the links between N elements:
El—E2, E1~ES3,....E1—EN, E2-E3,... E2-EN,...

In the set approach, the DEA mathematical method and the classical
DEA models - CCR, BCC and SE - are applied. In the systems approach,
system theory and a multi-component transportation system are applied.
How to adequately mathematically model railway stations? Defining inputs
and outputs in the DEA procedure is a complex and crucial issue. In the
example of railway stations, it is known that inputs and outputs are
economic, commercial activities, invested or realized, in the goods
transport sector. How to select, re-select or not select them? What are
inputs and outputs? Indeed, what is a railway station?

Railway station as an element of a set and a system

A railway station is seen here as an element of a set of railway stations
and, more broadly, as an element of the railway transportation system.

A railway station is an element of a set of official places on the railway
network, which consists of a set of supervisory and a set of subordinate

D
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official places, Figure 1. Official places that deal with loading/unloading (in
tons of transported goods) in the respective year of the analyzed period
are called active official places.

The end stations of the traffic route are called terminuses and
determine the type of traffic:
1. Domestic traffic (initial and final terminuses in the RS);
2. International traffic:
- import (initial terminus abroad, final terminus in the RS);
- export (initial terminus in the RS, final terminus abroad); and
- transit (both terminuses abroad).

RAILWAY STATIONS
(Mostly supervisory)
1,2,...,27
Subordinate official places:
- transport forwarding (TO)
- transport loading point (TT)

Figure 1 — Railway station as an element of the set of railway stations of RS

The railway station is an element of the transportation system
according to model (4), where the transportation system has N=5 basic
elements (Filipovi¢, 2013):

1. Vehicles (V);

2. Traffic roads (TR);

3. Terminals (T);

4. Energy (E); and

5. Organization and management (OM).

Specifically, in the goods transport sector, the railway transportation
system has the following five elements, Figure 2:
V — freight cars;
TR - railway lines;
T — railway stations (there are 27 stations on the RS railway network);
E — diesel and electric energy, facilities, equipment and people; and
OM - station (executive) staff.

<>



V (vehicles) TR (ltraffic .roads)
railway freight cars various serious railway lines
and type - ~
T (Terminals)
railway stations
DMU 1, 2 ,3,....27
- J
OM (organization and management) E (energy)
employees (station chief, .

storekeepers, goods cashiers...) diesel and electro

\ J

Figure 2 — The railway station as an element of the RS transportation system

"A transportation system has several components. First, it can be
defined in terms of infrastructure, vehicles, operations, and policies."
(Sinha, 2007, p.3)

The assessment of the efficiency and re-efficiency of the railway
station (T) in the business course of the newly formed company is an
assessment of the ratio of activities achieved and invested, for each
decision-making unit, by years. If the station, T, is defined as an element
of the transportation system, then the activities invested and the service
provided are simply determined.

The invested activities are:
- resource activities: work of employees, in the number of executors, OM
and E; and
- operational activities: reception/dispatch of freight cars, in the number of
cars, V.

The accomplished activities are:
- transport flows — transport service: import, export, transit and domestic
transport of goods, in tons of transported goods, as a transport indicator;
and
- traffic flows — tariff kilometers per car, as a traffic indicator, TR.

Therefore, as an element of the set, as an element of the system and
as a unit of efficiency decision making, when applying the DEA method,
the railway station has two inputs and two outputs.

o
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Literature review

Efficiency and DEA begin with the first DEA authors: Charnes, Cooper
and Rhodes, and the first DEA paper from 1978, as well as the first basic
CCR model. (Charnes et al, 1978) Many decades later, the first published
paper is the first in the ranking list of cited papers. As stated in the
bibliometric report: "The most cited paper is also the most cited paper of
all time in the field of OR and MS and was published by Charnes, Cooper
and Rhodes". (Laengle et al, 2017, p.812) A brief review of the literature
contains the papers published in the relatively recent period of 2013-2023
from the field of DEA, a subfield of traffic and transport engineering, with
data on efficiency decision-making units as a research subject, listed in

Table 1.
Table 1 — Literature review
Journal Autor(s) No. DMU Sample
DMU

Military Technical Andreji¢ (2013) 20 Distribution centers? in
Courier/\Vojnotehnicki Serbia
glasnik
Transportation Park et al. 50 The transport sector
Research Part D (2018) of the US states
Transport Policy Kyriacou et al. 34 Transport

(2018) infrastructure

investments of
countries

Transport Zeng et al. 20 Airports in Eastern

(2020) China
International Journal ~ Ghanem et al. 28 Turkish and EU
Technology, Policy (2020) railways
and Management
Case Studies on Fancello et al. 9 Italian city roads
Transport Policy (2020)
Axioms Nguyen et al. 24 Maritime transport in

(2022) EU countries
Discrete Dynamics in ~ Shang et al. 40 Airports in China
Nature and Society (2022)
Journal of Navigation Bernal et al. 17 Container terminals in
and Port Research (2022) Spain
Procedia Computer Jiang et al. 30 Transport in Chinese
Science (2022) provinces

1 A distribution center consists of (Andreji¢, 2013): a storage subsystem and a transport

subsystem.
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Journal Autor(s) No. DMU Sample
DMU

Transport Policy Tomikawa & 6 Railway passenger
Goto (2022) companies

Research Square Niu et al. 38 Railway operators
(2022)

Energy Lee & Kim 6 Road passenger
(2023) vehicles in EU

countries

In a broader sense, the listed similar units from each sample are
additionally similar to the units of the other samples as components of the
transportation system, which according to Sinha (2007) constitute:

1. Infrastructure: distribution centers (Andreji¢, 2013), airports (Zeng et al,
2020), (Shang et al, 2022), roads (Fancello et al, 2020) and container
terminals (Bernal et al, 2022);

2. Vehicles: electric vehicles and internal combustion engine vehicles (Lee
& Kim, 2023);

3. Operations: rail transport of passengers and goods (Ghanem et al,
2020), (Tomikawa & Goto, 2022), (Niu et al, 2022) and maritime transport
of passengers and goods (Nguyen et al, 2022); and

4. Policies: transport infrastructure investments (Kyriacou et al, 2018),

or the entire transport sector (Park et al, 2018), (Jiang et al, 2022).

According to Andreji¢ (2013, p.86), "it is possible to make a difference
among the following efficiency measurement aspects in logistic: activity
efficiency, process efficiency, subsystem efficiency, system efficiency and
chain efficiency”, viewed vertically, from the bottom up. But the activities,
processes, subsystems and systems themselves are different, for the
same level of observation, viewed horizontally. Therefore, we distinguish
vertical and horizontal structures when measuring efficiency of diverse and
few/many decision-making units.

Thanks to the research studies of earlier authors, today there are
numerous multivariate DEA models and numerous theoretical/practical
examples of application. At the world level, according to the State of the
Art from 2011 (Markovits-Somogyi, 2011), the share of studies with the
DEA application in the railway transport sector, in the total number of
studies in the field of transport, is 9 out of 69 analyzed.

In the article, a triple comparative analysis was chosen, the
determinants of which are: 27 real decision-making units, three DEA
models and five years of business. Hence, this article is a new theoretical
contribution to the application of the DEA method in the field of railway
transport — (1) a new real sample: railway stations, transport of goods,
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2018-22, (2) knowledge about efficiency, and (3) the possibility of
corrective actions, to improve the company's operations and survival in the
open market.

And the concrete challenge in the theoretical contribution is to know
the individual practical contribution of each railway station to the
functioning of the company. Accordingly, which stations should only be
considered as role models, and which should be actively improved for the
efficient operation of the company as a whole.

This article examines the efficiency of 27 railway stations in the RS in
the function of transporting goods after the division of the ZS company, in
the five-year period of 2018-2022. More precisely, the efficiency of railway
stations, in relation to the remaining stations in the set, and the remaining
elements in the system and the model applied following the complex
mathematical DEA system achieved/invested.

The next section deals with another example in the Republic of
Serbia, a new non-monopoly company "Srbija Kargo" JSC, in the official
places in the function of goods transportation: railway stations and the
issue of efficiency.

Railway stations in the Republic of Serbia

In this article, the subject of research are concrete railway stations on
the railway network of the Republic of Serbia, open for the transportation
of goods. According to the latest data, there are 27 railway stations in the
RS, in the function of transporting goods, most of which are supervisory
for subordinate official places (transport forwarding and transport loading
points) on the railway network of the RS.

Introductory analysis

Railway station, train station, Bahnhotfe, Les gares, Stazioni
ferroviarie, Zidnpodpopikoi oTaboi, Vasutallomasok, Zelezniéné stanice,
ZelezniSke postaje, »XenesHogopoxHble cTaHuumM, Jarnvagsstationer,
Estaciones de ferrocarril? - the words are different but they all mean the
same: railway stations. In accordance with the system theory, they are part
of the economic subsystem, part of the transportation subsystem, part of
the transport subsystem, and here we analyze them as part of the railway,
more precisely the railway transport subsystem.

2 Respectively, in the languages: British English, American English, German, French,
Italian, Greek, Hungarian, Slovak, Slovenian, Russian, Swedish and Spanish.
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The subject of analysis — the railway stations (in the Republic of
Serbia) — has been singled out for operational research theoreticians as
well as traffic and transport practitioners. Since the first railway station until
today, through decades of continuous innovation, the most modern
stations have been built in developed European and world countries. In
terms of such a tendency, the example that follows reflects a more recent
state and is not a rounded whole, but open to new ideas, new examples,
and future stations as the most valuable and prominent objects of the
railway infrastructure, the beginning and the end of the transport service -
loading and unloading stations in the process of transporting goods.

The main means of transporting goods are railway freight cars with
different capacities (maximum amount of goods in tons). Hence, in the
sample that follows, there are adequate inputs and outputs for each
railway station:

- inputs: the number of executors and the number of received/dispatched
freight cars from loading/unloading, and

- outputs: the quantity of transported goods (as a transport indicator) and
the number of tariff kilometers traveled (as a traffic indicator).

As practitioners, we look for operational efficiency i.e., efficiency of
functioning® where real empirical data is used, to find out the effects of
disintegration. We look for the situation in the practice of rail transport of
goods after the milestone in 2015 in order to identify target actions.

As an example of an activity where the creation of a service has
several mutually competitive options, the activity of transport is given here,
namely: (1) road transport, (2) rail transport, (3) air transport, (4) water
transport, and (5) integral transport. Each of the listed transports has a
passenger transport sub-option and a goods transport sub-option.

In practice, transport companies usually provide transport service
exclusively in one way, e.g. rail transport service through railway transport
technology. Further channeling of rail transport or disintegration into
passenger transport and goods transport is a new practice in Serbia,
understudied and insufficiently known. Hence, a challenge in the new
period is to assess the situation after the disintegration in terms of the
efficiency of each particular station in the years after the division.

3 (Min & Jong Joo, 2006), (Andreji¢, 2015)
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Numerical pre-analysis

Merged into the rail transportation system, the passenger rail
transport subsystem and the goods rail transport subsystem existed in the
railway network of the Republic of Serbia until August 10, 2015, as the
company Serbian Railways (ZS). Since then, four separate companies
have been operating: Srbija Kargo JSC (Joint Stock Company for Railway
Transport of Goods), here the subject of research, Srbija Voz JSC (Joint
Stock Company for Railway Passenger Transport), as well as ZS
Infrastructure (1ZS) and ZS Holding.

In the sample that follows, the decision-making units are all 27 railway
stations in the function of goods transportation (including their subordinate
offices: TO and TT on the IZS. The analyzed official places are terminuses,
i.e., final official places of traffic routes in the RS (departure and/or end in
the process of vehicle movement; departure or destination; entry and/or
exit to/from the system?). The research includes: internal traffic (starting
and ending places are at 1ZS), import (ending places are at IZS) and export
(starting places are at IZS).

How to divide one set (of 27 units) into two sets (a set of efficient units
and a set of inefficient units)? Theoretically, this is possible to be achieved
in 27 ways; therefore, there are 27 options, i.e., potential solutions, Table 2.

Table 2 — Potential solutions

Option Efficient Inefficient Total Efficient
units units units /Total units
(O] 1 26 27 1/27
02 2 25 27 2127
O3 3 24 27 3/27
O4 4 23 27 4/27
Os 5 22 27 5127
Os 6 21 27 6/27
O7 7 20 27 7127
Os 8 19 27 8/27
O9 9 18 27 9/27
O1o 10 17 27 10/27
Oun 11 16 27 11/27
O12 12 15 27 12/27
O13 13 14 27 13/27
O14 14 + 13 = 27 14/27
O1s 15 12 27 15/27
O1s 16 11 27 16/27
O17 17 10 27 17/27

4 An entry or an exit station is a place where goods enter or leave the selected transport
system. (Filipovi¢, 2013)
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Option Efficient Inefficient Total Efficient

units units units /Total units
O1s 18 9 27 18/27
O19 19 8 27 19/27
O20 20 7 27 20/27
O21 21 6 27 21/27
O22 22 5 27 22/27
(OFX! 23 4 27 23/27
O24 24 3 27 24127
O2s 25 2 27 25/27
O26 26 1 27 26/27
O27 27 0 27 27/27

The optimal option is O27, with all 27 efficient units, followed by option
O, with 26 efficient units, then Ogs, Oza... In the numerical sample, the
efficiency is calculated for each of 27 decision-making units, a set of
efficient units and a set of inefficient units are obtained, and a particular
option is identified.

In the process of the movement of freight cars, the aim is to transport
as many loaded cars as possible (Outputl maximum) and on the longest
possible distance (Output2 maximums). At the same time, it should be
achieved with as few executors as possible and as few cars as possible —
Inputl and Input2 should be minimal. Therefore, for calculating efficiency
with classic DEA models, there are two inputs and two outputs here.

In general, various types of goods are transported by rail: articles of
human nutrition, military equipment, containers, various types of oil, ores,
coal, etc., in various series and types of cars, for various clients/shippers
in import, export, domestic traffic, and transit. Empty cars also run, sent for
loading or returning from unloading.

At the very beginning of the research, the business indicators are
known — total results by year: tons of transported goods, the number of
traffic cars (which generate income) and the number of active official
places on the railway — which slightly decrease from year to year,
according to data normalized between zero and one, Figure 3.

5 When the income is received, i.e., so-called transportation fee.
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—_—

2018 2019 2020 2021 2022

==@==tons of goods 1 0,9553 0,8496 0,8236 0,7780
=@==freight cars 1 0,9326 0,8234 0,7727 0,5453
active official places 1 0,7984 0,6667 0,5891 0,4806

Figure 3 — Business indicators, 2018-22

In more detail, the percentage share of freight car traffic by year is
divided by type of traffic, Table 3. A higher share of international traffic is
observed, which is in line with growing globalization.

Table 3 — Freight car transportation, by year and type of traffic

Type of traffic 2018 2019 2020 2021 2022

Domestic 34 33 31 26 26
International 66 67 69 74 74
- import 23 24 23 25 29
- export 19 20 21 24 23
- transit 24 23 25 25 22

> 100 100 100 100 100

The initial data (inputs and outputs) are real statistical data for the
five-year period of 2018-22. Transit was not analyzed because there are
no loading/unloading operations at the stations on the 1ZS railway network
(the final official places, loading or unloading, are abroad). The table of
descriptive statistics of the initial data consists of (Aparicio & Zofio, 2021):
minimum, median, average, maximum, and standard deviation. For the
sample of the RS railway stations, descriptive statistics are given by year
for the five-year period 2018-22, Table 4.

For a better trend, it is necessary to determine exactly which units of
the organization are not functioning optimally. Hence, in the next section,
the efficiency of each railway station is analysed, as follows: Effstation = f
[Inputl, Input2, Outputl, Output2, ul, u2, vl, v2, model (1), (2), (3)]. Atthe
same time, the dependence function is not known, and consequently, the
non-parametric DEA method is applied.
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Table 4 — Descriptive statistics of the initial data for 2018-22

Type 2018 2019 2020 2021 2022
Minimun

Inputl 5 5 5 5 5

Input2 193 108 26 0 0

Outputl 4,617 2,964 1,224 0 0

Output2 50,764 23,714 11,414 0 0

Median

Inputl 19 21 21 21 21

Input2 11,809 8,214 7,840 5,058 3,189

Outputl 266,382 247,441 249,238 192,106 136,539

Output2 2,212,381 1,486,651 1,636,987 918,934 559,322
Average

Inputl 22 21 21 21 21

Input2 15,032 14,004 12,387 11,618 10,901

Outputl 463,853 443,365 394,314 382,254 371,003

Output2 2,741,357 2,368,649 2,255,948 2,111,191 2,095,982
Maximum

Inputl 55 53 53 53 53

Input2 115,084 120,416 84,054 90,766 90,807

Outputl 4,100,475 4,209,062 2,938,645 3,240,929 3,261,823
Output2 15,247,532 14,410,170 10,088,444 10,782,367 11,594,050
Standard deviation

Inputl 12 12 12 12 12
Input2 21,597 22,477 16,211 18,084 17,883
Outputl 772,382 784,148 562,298 630,782 645,382

Output2 3,139,907 2,908,017 2,413,276 2,763,524 2,911,553
Source: (1) information: own research, (2) data: "Srbija Kargo" JSC, Traffic and Transport
Sector, Center for Commercial Affairs, Center for Calculation and Control of Income.

Numerical DEA analysis

This subsection calculates the numerical value of the efficiency of 27
railway stations in the Republic of Serbia in the function of transporting
goods after the 2015 division of the company Serbian Railways (ZS) for
the period of 2018-22.

The computational procedure was performed using the non-
commercial software OSDEA-GUI (an acronym for Open Source Data
Envelopment Analysis Graphical User Interface), version 0.2, more
precisely, the CCR input and BCC input models (Open Source DEA, nd).
For the specific sample of railway stations, where n=27, m=2, and s=2, a
series of 27 linear programming (LP) problems is programmed. Each LP
for each decision-making unit and each resulting unit efficiency, relative to
the remaining DMUs. Inputs and outputs are the elements of the system,
according to model (4), where N=5, namely: N1=V, N2=TR, N3=T, N4=E
and N5=0OM.
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In order to have a broader overview, a three-way comparative
analysis was performed with the above-mentioned, so-called classical®

DEA models, Table 5.

Table 5 — Triple comparative analysis

Station Year Model
Acronym of  Orientation  Result
1 2018 CCR Charnes- input Technical
2 2019 Cooper- efficiency
3 2020 Rhodes TE
2021
2022 BCC Banker- input Pure
27 Charnes- technical
Cooper efficiency
PTE
SE Scale input TE/PTE
Efficiency

The result of the mentioned triple comparative analysis is the
information on the efficiency (for station 1, year 2018, model CCR...), the
average efficiency, as well as the number of the efficient units, Table 6.

Table 6 — Efficiency, input-oriented, stations-models-years

No. DMU Name CCR BCC SE Average No. efficient
2018

1 Beograd R. 0.4830 0.4878 0.9902 0.6537

2 Bor Teretna 0.5736 0.5738 0.9997 0.7157

3 Brasina 0.4352 0.5652 0.7700 0.5901

4 Crveni Krst 0.8919 0.8942 0.9974 0.9278

5 Dimitrovgrad 0.6500 0.6595 0.9856 0.7650

6 Kragujevac 0.5986 0.6003 0.9972 0.7320

7 Kraljevo 0.5583 0.6318 0.8837 0.6913

8 Lapovo R. 0.9857 0.9977 0.9880 0.9905

9 Nis R. 0.5129 0.5254 0.9762 0.6715

10 Novi Sad R. 0.6484 0.6594 0.9833 0.7637

11 Pancevo G. 1 1 1 1 1
12  Pozega 0.9420 0.9591 0.9822 0.9611

13  Prahovo P. 0.8725 0.8878 0.9828 0.9144

14  Prijepolje T. 0.9867 1 0.9867 0.9911

15 Radinac 1 1 1 1 2
16 Ristovac 1 1 1 1 3
17 Ruma 1 1 1 1 4
18  Sombor 1 1 1 1 5

6 (Panwar et al, 2022)
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No. DMU Name CCR BCC SE Average No. efficient
19  S. Mitrovica 0.5975 0.6351 0.9408 0.7245
20  Subotica 0.5337 0.5404 0.9876 0.6872
21 Surgin 0.6015 0.6317 0.9522 0.7285
22  Sabac 1 1 1 1 6
23 Sid 0.7411 0.7606 0.9744 0.8254
24  Vrbas 0.6558 0.7306 0.8976 0.7613
25  Vreoci 0.9925 0.9946 0.9979 0.9950
26  VrSac 1 1 1 1 7
27  Zrenjanin 0.9081 0.9117 0.9961 0.9386

Average 0.7840 0.8017 0.9729 0.8529

2019

1 Beograd R. 0.3663 0.3693 0.9919 0.5758
2 Bor Teretna 0.5946 0.6649 0.8943 0.7179
3 Brasina 1 1 1 1 1
4 Crveni Krst 0.6935 0.7319 0.9475 0.7910
5 Dimitrovgrad  0.1937 0.4312 0.4492 0.3580
6 Kragujevac 0.6348 0.7199 0.8818 0.7455
7 Kraljevo 0.4652 0.4924 0.9448 0.6341
8 Lapovo R. 0.6842 0.8049 0.8500 0.7797
9 Ni$ R. 0.3691 0.4059 0.9093 0.5614
10 Novi Sad R. 0.4860 0.5076 0.9574 0.6503
11  Pancéevo G. 0.7895 0.9235 0.8549 0.8560
12  Pozega 0.5564 0.5747 0.9682 0.6998
13 Prahovo P. 1 1 1 1 2
14  Prijepolje T. 0.4100 1 0.4100 0.6067
15 Radinac 1 1 1 1 3
16  Ristovac 1 1 1 1 4
17 Ruma 0.7237 0.9737 0.7432 0.8135
18 Sombor 1 1 1 1 5
19  S. Mitrovica 0.9508 0.9852 0.9651 0.9670
20  Subotica 1 1 1 1 6
21 Suréin 0.3906 0.5484 0.7123 0.5504
22  Sabac 1 1 1 1 7
23 Sid 0.4086 0.4277 0.9553 0.5972
24  Vrbas 0.7972 1 0.7972 0.8648
25  Vreoci 0.7706 0.8163 0.9440 0.8436
26  VrSac 0.7651 0.9714 0.7876 0.8414
27  Zrenjanin 0.6809 0.7047 0.9662 0.7839

Average 0.6937 0.7798 0.8863 0.7866

2020

1 Beograd R. 0.2367 0.2445 0.9681 0.4831
2 Bor Teretna 0.4944 0.6090 0.8118 0.6384
3 Brasina 1 1 1 1 1
4 Crveni Krst 0.7125 1 0.7125 0.8083
5 Dimitrovgrad  0.1405 0.3751 0.3746 0.2967
6 Kragujevac 0.5815 0.6796 0.8557 0.7056
7 Kraljevo 0.3513 0.3527 0.9960 0.5667
8 Lapovo R. 0.4688 0.7162 0.6546 0.6132
9 Ni$ R. 0.1608 0.3194 0.5034 0.3279
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No. DMU Name CCR BCC SE Average No. efficient
10  Novi Sad R. 0.3127 0.3616 0.8648 0.5130
11  Pancevo G. 0.6754 0.9194 0.7346 0.7765
12 Pozega 0.3983 0.4148 0.9602 0.5911
13  Prahovo P. 1 1 1 1 2
14  Prijepolje T. 1 1 1 1 3
15 Radinac 0.8494 1 0.8494 0.8996
16 Ristovac 0.5316 0.5538 0.9599 0.6818
17 Ruma 0.5267 0.7846 0.6713 0.6609
18  Sombor 1 1 1 1 4
19  S. Mitrovica 1 1 1 1 5
20  Subotica 1 1 1 1 6
21 Surgin 0.4452 0.5416 0.8220 0.6029
22  Sabac 1 1 1 1 7
23 Sid 0.2526 0.2851 0.8860 0.4746
24  Vrbas 0.7520 1 0.7520 0.8347
25  Vreoci 0.5365 0.5937 0.9037 0.6780
26  VrSac 1 1 1 1 8
27  Zrenjanin 0.6109 0.6904 0.8848 0.7287

Average 0.6310 0.7201 0.8580 0.7364

2021

1 Beograd R. 0.1695 0.1851 0.9157 0.4234
2 Bor Teretna 0.6320 1 0.6320 0.7547
3 Brasina 1 1 1 1 1
4 Crveni Krst 0.5436 0.7680 0.7078 0.6731
5 Dimitrovgrad  0.1677 0.3481 0.4818 0.3325
6 Kragujevac 0.6837 0.7330 0.9327 0.7831
7 Kraljevo 0.2968 0.3158 0.9398 0.5175
8 Lapovo R. 0.4073 0.4164 0.9781 0.6006
9 Ni$ R. 0.2497 0.2867 0.8709 0.4691
10 Novi Sad R. 0.3450 0.3501 0.9854 0.5602
11 Pancevo G. 0.8091 0.9332 0.8670 0.8698
12  Pozega 0.3562 0.3567 0.9986 0.5705
13 Prahovo P. 1 1 1 1 2
14  Prijepolje T. 0.4226 0.5556 0.7606 0.5796
15 Radinac 09788 1 0.9788 0.9859
16 Ristovac 0.0451 0.3846 0.1173 0.1823
17 Ruma 0.4226 0.7225 0.5849 0.5767
18 Sombor 1 1 1 1 3
19 S. Mitrovica 1 1 1 1 4
20  Subotica 1 1 1 1 5
21  Surdin 0.4043 0.5364 0.7537 0.5648
22  Sabac 1 1 1 1 6
23 Sid 0.2789 0.2874 0.9704 0.5122
24 Vrbas 0.6763 1 0.6763 0.7842
25 Vreoci 0.3898 0.4029 0.9675 0.5867
26 Vrs§ac 0 0.8333 O 0.2778
27 Zrenjanin 0.3464 0.4229 0.8191 0.5295

Average 0.5417 0.6607 0.8125 0.6716

2022
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No. DMU Name CCR BCC SE Average No. efficient
1 Beograd R. 0.4088 0.4109 0.9949 0.6049

2 Bor Teretna 1 1 1 1 1

3 Brasina 1 1 1 1 2

4 Crveni Krst 0.8496 0.8602 0.9877 0.8992

5 Dimitrovgrad 0.0052 0.3846 0.0135 0.1344

6 Kragujevac 0.6518 0.7542 0.8642 0.7567

7 Kraljevo 0.8999 0.9089 0.9901 0.9330

8 Lapovo R. 1 1 1 1 3

9 Ni$ R. 0.2503 0.2618 0.9561 0.4894

10 NoviSadR. 0.7038 0.7111 0.9897 0.8015
11  Pancevo G. 0.9031 0.9272 0.9740 0.9348
12 Pozega 0.9106 0.9141 0.9962 0.9403
13 Prahovo P. 0.8898 0.8987 0.9901 0.9262
14  Prijepolje T. 0.9049 0.9258 0.9774 0.9360

15 Radinac 09484 1 0.9484 0.9656
16 Ristovac 0.4508 0.4618 0.9762 0.6296
17 Ruma 0.8351 0.8799 0.9491 0.8880
18  Sombor 1 1 1 1 4
19 S. Mitrovica 0.7411 0.8125 0.9121 0.8219
20  Subotica 0.5833 1 0.5833 0.7222
21  Suréin 0.5091 0.5154 0.9878 0.6708
22  8abac 0.6873 0.8034 0.8555 0.7821
23 Sid 0.3598 0.3746 0.9605 0.5650
24  Vrbas 0.7970 1 0.7970 0.8647
25  Vreoci 0.8822 0.8964 0.9842 0.9209
26 VrSac 0 0.8333 0 0.2778
27 Zrenjanin 0.6089 0.6172 0.9866 0.7376
Average 0.6956 0.7834 0.8768 0.7853

As it can be seen from Table 6, "CCR efficiency score is always less
and equal to the BCC efficiency score" (Panwar et al, 2022, p.5401). The
average efficiency from the average efficiencies by model, year and station
is the final efficiency which is 0.7666, Tables 7 and 8.

The integration of multiple models can be important in determining
corrective actions in order to achieve efficiency. For inefficient units, target
actions? They are those that affect the complex input-output connection,
to which the stations are differently sensitive, and the actions are smaller
or larger. Also, actions are smaller or larger depending on the applied
model. Opting for multiple models, this can be understood as a phased
(gradual) increase in efficiency, from smaller to larger changes. Hence, for
each inefficient station, the best target actions are determined post-DEA
by Sensitivity Analysis. This results in a decrease in input and/or an
increase in output, with which the inefficient station achieves its efficiency.
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Table 7 — Efficiency, input, stations — average models — years

DMU Average model Average
No. 2018 2019 2020 2021 2022 Figure 4
1 0.6537 0.5758 0.4831 0.4234 0.6049 0.5482
2 0.7157 0.7179 0.6384 0.7547 1 0.7653
3 05901 1 1 1 1 0.9180
4 0.9278 0.7910 0.8083 0.6731 0.8992 0.8199
5 0.7650 0.3580 0.2967 0.3325 0.1344 0.3773
6 0.7320 0.7455 0.7056 0.7831 0.7567 0.7446
7 0.6913 0.6341 0.5667 0.5175 0.9330 0.6685
8 0.9905 0.7797 0.6132 0.6006 1 0.7968
9 0.6715 0.5614 0.3279 0.4691 0.4894 0.5039
10 0.7637 0.6503 0.5130 0.5602 0.8015 0.6577
11 1 0.8560 0.7765 0.8698 0.9348 0.8874
12 0.9611 0.6998 0.5911 0.5705 0.9403 0.7526
13 09144 1 1 1 0.9262 0.9681
14 0.9911 0.6067 1 0.5796 0.9360 0.8227
15 1 1 0.8996 0.9859 0.9656 0.9702
16 1 1 0.6818 0.1823 0.6296 0.6987
17 1 0.8135 0.6609 0.5767 0.8880 0.7878
18 1 1 1 1 1 1

19 0.7245 0.9670 1 1 0.8219 0.9027
20 0.6872 1 1 1 0.7222 0.8819
21 0.7285 0.5504 0.6029 0.5648 0.6708 0.6235
22 1 1 1 1 0.7821 0.9564
23 0.8254 0.5972 0.4746 0.5122 0.5650 0.5949
24 0.7613 0.8648 0.8347 0.7842 0.8647 0.8219
25 0.9950 0.8436 0.6780 0.5867 0.9209 0.8048
26 1 0.8414 1 0.2778 0.2778 0.6794
27 0.9386 0.7839 0.7287 0.5295 0.7376 0.7437

Average 0.8529 0.7866 0.7364 0.6716 0.7853 | 0.7666

Table 8 — Efficiency, input, average, years-models

Model | CCR BCC SE Average
Year Figure 5
2018 0.7840  0.8017 09729 0.8529
2019 0.6937 0.7798 0.8863 0.7866
2020 0.6310 07201 0.8580 0.7364
2021 0.5417  0.6607 0.8125 0.6716
2022 0.6956  0.7834 0.8768 0.7853
Average 0.6692  0.7491 0.8813

Based on Tables 7 and 8, for each station, the average efficiency per
station and the average efficiency per year of the analyzed period are
shown graphically, Figures 4 and 5, respectively. The research showed

112




that the analyzed period of 2018-22 is characterized by an annual change
in the number of efficient units in the set of railway stations as decision-
making units. The result is a relatively small number of efficient units (7, 7,
8, 6 and 4, respectively, out of 27 units) in an open, dynamic market, where
the number of licensed/active freight operators is growing year by year (14
licensed / 5 active in 2018, 14/6, 15/9, 16/10 and 19/13 of the operators in
2022). (Directorate for Railways, 2019; 2020; 2021; 2022; 2023).
Efficiency was decreasing by year until 2021, and then it increased slightly.
If the result is connected with the pandemic, then a return of the average
annual efficiency to the pre-pandemic level can be noticed for the year
2022.

Zrenjanin S (0, 7437
VrSac S 0 6794
Vreoci IS ) 83048
Vrbas e 0,.8219
Sid S—————————eess——— () 5949
Sabac eSS () 0564
Surd¢in TS () 6235
Subotica TS () 8819
S. Mitrovica e (), 9027
Sombor T |
Ruma s (0,7878
Ristovac s (0, 6987
Radinac e 0,9702
Prijepolje T. e (),8227
Prahovo P. mssss. () 9681
PoZega e () 7526
Pancevo G. s () 8874
Novi Sad R. mEEEEESSSS——— (6577
NiS R, moeessssssssssssssssssssss () 5039
Lapovo R. mEEEEEESSSSS—— ) 7968
Kraljevo maeessssssssssssssssssssssssssss 0 6685
Kragujevac eSS (0, 7446
Dimitrovgrad meeessssssssss———— (,3773
Crveni Krst s 0, 8199
Brasina s ) 918
Bor Teretna S (0,7653
Beograd R. meeessssssssssssssssss——— 0,5482

0 0,2 0,4 0,6 0,8 1 1,2

Figure 4 — Efficiency by station, average, 2018-22, model (1)-(3)
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Figure 5 — Efficiency by year, average, DMU 1-27, model (1)-(3)

Finally, the obtained information on efficiency is also relative to the
assigned weight coefficients of the input-output parameters, Table 9. For
the analyzed years and from the aspect of particular stations, the most
important is the number of freight cars loaded or unloaded at respective
stations, and the least important is the number of kilometers traveled by
car. This means that with such assigned input-output weights, the
efficiency is maximal. For further improvement of efficiency (up to the value
"1", in the case of inefficient units) a change of the initial (input/output) data
is required, i.e., a change in business practices.

Table 9 — Weights of the input-output parameters

Year Model Ui uz U1 U2
staff cars tons km

2018 CCR 0.4637 2.6454 0.0559 0.0078
2019 0.6902 2.9984 0.0299 0.0192
2020 1.0638 6.4583 0.0339 0.0210
2021 1.1511 1.3942 0.0173 0.0187
2022 0.3510 7.9415 0.1800 0.0053

> 3.7198 21.4378 0.3170 0.0720
2018 BCC 0.6612 1.4292 0.0269 0.0140
2019 0.7828 1.9940 0.0198 0.0045
2020 0.9163 5.9992 0.0307 0.0183
2021 1.1181 1.4230 0.0141 0.0098
2022 0.6540 3.8519 0.0795 0.0103

> 4.1324 14.6973 0.1710 0.0569

This can be seen in Figures 4 and 5, where the efficiency as a
indicator of the business practice of the railway station — as a decision-
-making unit, as a set and as a system — can be further improved, up to
the value of "1". From a transport functional to an efficiently functional unit,
assembly and system, it is necessary to balance the input-output
connection.

However, while the required information for several years has been
obtained by applying different DEA models and while corrective actions
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are part of the results of the used program, DEA still does not solve the
guestion: how to practically implement the measures? "While DEA can be
used to set targets for improvement of desired outputs, it does not instruct
the user on how to reach those targets." (Avkiran, 2001, p.74)

Conclusion

In the newly opened free transport market, operators need to function
efficiently in order to better serve, attract, and retain clients.

The purpose of this article is to calculate the efficiency of the decision-
making units in relation to the remaining elements of the set, the selected
elements of the system and the applied DEA models. Specifically, the aim
is the set-system-model DEA analysis of a set of 27 railway stations in the
RS, in the function of transporting goods, including subordinate official
places, on the five-year path after the reorganization, from 2018 to 2022.
Each railway station was observed threefold, namely, as:

1. An element of the set of IZS stations, in the function of transporting
goods (set analysis);

2. An element of the RS railway transportation system (system analysis);
and

3. A DMU efficiency decision-making unit (mathematical DEA analysis).

Such a demanding goal was achieved by obtaining triple-relative
efficiency which comes to the fore through the application of 27 decision--
making units, four input-output parameters and three mathematical
models.

The initial data (inputs and outputs) with which the efficiency is
calculated, are the reflection of the state in the set, in the system and
outside the system. Specifically, the inputs are the number of executors
and the number of freight cars (for which the respective station is
loading/unloading). The outputs are transport and traffic services: tons of
goods loaded/unloaded and tariff kilometers traveled per car. The data on
inputs and outputs are at the 2018-22 annual level.

The mathematical models (CCR/BCC/SE), used to calculate the
efficiency based on the initial data, express an average technical/pure-
technical/scale efficiency of 0.6692, 0.7491, and 0.8813, respectively.

At the very end of the research, by applying the set-system-model
DEA analysis, as a result of the overall situation in practice, the following
is obtained: (1) final efficiency value of 0.7666 as an average of 27 DMU,
five analyzed years of operation, and three DEA models (2) total weights
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of the initial data, where the number of cars has the highest weight, and
the number of kilometers has the lowest.

For full efficiency (27/27), a new business practice and additional,
corrective, target actions are advised as a proposal for future research.

The target actions are the amount (reduction and/or addition) of the
same considered activities (inputs or outputs) with which inefficient
decision-making units become efficient; thus re-efficiency or regained
efficiency is obtained, which is now equal to the one, and railway stations
in the function of transporting goods by traffic and transport function
efficiently. However, there is no unigue efficiency. It is always an
assessment, relative to the analyzed set of similar decision-making units,
the analyzed multi-component system of various elements and the applied
Data Envelopment Analysis model.

An extension of the sample, in addition to the implemented set-
system-model DEA analysis of railway stations, is a step forward that
considers the railway (1) against other, competitive modes of transport,
such as road, water and air transport, and (2) together with other,
complementary modes, such as combined, multimodal transport, primarily
rail-road and rail-water, with a multifaceted advantage.

"For both passenger and freight movements, portal-to-portal
transportation should be considered that may include various modes and
interfaces. This is particularly crucial for freight, domestic as well as
international." (Sinha, 2007, p.12)

The final and common conclusion is that in order to work successfully,
strengthen efficiency and increase competitiveness, as well as after the
implemented measures, it is necessary to monitor business parameters
over and over again, refresh information, and innovate efficiency
measures.
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Estaciones de ferrocarril en la Republica de Serbia en la funcién de
transporte de mercancias: eficiencia segun el sistema DEA
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”Srbija kargo” JSC, Departamento de Trafico y Transporte,
Belgrado, Republica de Serbia

CAMPO: matematicas
TIPO DE ARTICULO: articulo cientifico original

Resumen:

Introduccién/propésito: El Analisis Envolvente de Datos (DEA - por sus
siglas en inglés) es comunmente utilizado para calcular la eficiencia de
Unidades de Toma de Decisiones similares (DMU - por sus siglas en
inglés), que como tales son elementos de un conjunto. En el articulo, se
considera que cada elemento de un conjunto (de elementos similares) es
al mismo tiempo un elemento de un sistema (de varios elementos).
Un ejemplo de DMU son 27 estaciones de ferrocarril en la Republica de
Serbia (RS) como elemento de un conjunto de estaciones de ferrocarril y
como elemento del sistema de transporte ferroviario, en funcién de
transporte de mercancias, tras la divisién de la empresa Serbian Railways
(en pasajeros y mercancias). Por el bien de un mejor servicio, atraccion y
retencion de clientes, en el nuevo, libre, mercado del transporte, el
propésito de este articulo es encontrar la eficiencia de las estaciones de la
RS en el periodo 2018-2022.

Métodos: Analisis DEA comparativo de modelos sistémicos de sistemas
ferroviarios. estaciones como DMU. Una unidad es un elemento del
conjunto, la unidad es un elemento del sistema, y una unidad es el tema de
la matemética. Modelo DEA-CCR/BCC/SE. Analisis DEA comparativo de
modelos sistémicos de sistemas de estaciones ferroviarias como DMU.
Una unidad es un elemento del conjunto, la unidad es un elemento del
sistema y una unidad es el tema del modelo matematico DEA-
CCR/BCCI/SE.
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Resultados: La eficiencia final, el promedio de todos los valores medios, es
0.7666, como resultado de un triple andlisis comparativo de la DEA: 27
DMU, tres modelos DEA y cinco afios de funcionamiento.

Conclusion: Las estaciones son funcionalmente diferentes en términos de
eficiencia, y cada estacién difiere funcionalmente, por afios y por modelo.
El objetivo final es lograr un equilibrio entrada - salida y la
Opcion 27/27 que se logra con acciones correctivas de reduccién/adicion,
entrada o salida.

Palabras clave: eficiencia, DEA-CCR/BCC/SE, estaciones ferroviarias,
sistema de configuracion, transporte de mercancias.

XKenesHogopoxHblie ctaHuum B Pecnybnuke Cepbusi B pyHKUMM
rpy3onepeBo3ok: achheKTnBHOCTL No cnucteme DEA

[ybpaska P. BykoBuy

AO "Cpbusa kapro", nogpasgeneHve JOPOXHOro ABMXEHUS U TpaHcnopTa,
r. benrpag, Pecnybnuka Cepbus

PYBPUKA T'PHTW: 27.47.19 WccnepoBaHue onepauui
28.29.00 CucteMHbIVi aHanm3
73.29.21 YKenesHogopoxHble cTaHuun 1 y3nbl. Boksansl,
73.29.51 'py3oBO€E XO3MCTBO KEMNE3HOAOPOXKHOIO
TpaHcnopTa
B CTATbW: opuruHanbHas Hay4Hasa ctaTbs

Pesrome:

BeedeHue/uenb: AHanu3 oxeama OaHHbix (DEA) 0bbI4HO ucrionb3yemcsi
0nsi pacdema aghhbekmueHOCMU aHarno2u4yHbIX rnodpasodeneHud no
npuHsamuro  peweHut (DMU), komopbie Kak maKkoeble Sensomcs
anemMeHmamu 00HO20 MHoXecmea. B OaHHOU cmambe makue 3rieMeHmb|
paccmampuearomcs Kak 4acmb MHOXecmaa (U3 CXOOHbIX 351IeMeHMOo8), HO
00HOBPEMEHHO U KaK Yacmb cucmeMbi (U3 pasfiuyHbIX 3/1EMEHMOS).

lpumepom DMU e daHHoU cmambe signstomcs 27 Kenne3HOOOPOKHbIX
cmaryul e Pecriybnuke Cepbusi 8 kayecmee sfieMeHma MHoXecmea
XKene3HoOOPOXHbIX CMaHyul, a makxe 8 kKadecmee afieMeHma cucmema|
)Kenne3HOOOPOXHO20 MpaHCriopma, Komopasi 6bIMo/IHAem  QOYHKUU
2py30repeso3oK, nocrie pal3odenieHusi kommnaHuu «Cepbckue xene3Hbie
dopoau» (Ha «naccaxupckue» U «mosapHbie»). Llenbto GaHHOU cmambu
Aensgemcs onpedeneHue aghgpekmusHocmu pabomei cmaHuutli Cepbekux
JKernesHbix dopoz 8 nepuod ¢ 2018 no 2022 200 Onsi yryHweHus
obcnyxueaHusi, rnpuseneyeHus u ydepxaHusi KIUEHmMo8 Ha HedasHOo
OMKPbIBLUEMCS] CBOBOOHOM MPaHCIOPMHOM PbIHKE.

Memodei. B xode uccrnedosaHusi nposedeH cpasHUmMerbHbiti DEA-aHanu3
epyrnoebIx cucmeMHbIX Modesiell xene3HoOopOoXHbIX cmaHyul kak DMU.
lMpuyem, eduHuya - 3mMO 3fleMeHmM MHOXecmea, eduHuua — 3mo
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afleMeHm cucmembi, U eduHuua — 3mo ObbeKkm Mamemamuyeckol
modesnu DEA-CCR/BCC/SE.

Pesynbmambi: B pe3ynbmame mpoUHO20 CpasHUMeEsbHOo20 aHarnusa
DEA: 27 xene3Ho00pOoXHbIX cmaHyul, mpex modenel DEA 8 meyeHue
rssmu iem pabombl rosyHeHa Umoeoeasi 3(hgheKmuU8HOCMb, 8bipaXKeHHast
CpelHUM 3Ha4YeHUEeM 8cex CpeOHUX 3HadyeHul, Komopoe cocmaensem
0,7666.

SakmoueHue: CmaHyuu byHKUUOHaIbHO pasfiuqyaromcs C moYKU 3peHUs
agppekmusHocmu. Kaxdasi cmaHyusi ¢byHKUUOHaIbHO omru4aemcsi 8
3asucumocmu om eola u mModesu. KoHeuHol uernbto siensiemcsi banaHc
doxo0o8 u pacxodos u onuuss 27/27, kKomopasi Oocmusaemcs
KoppeKkmupyouumu delicmeusiMu: YMeHbWEeHUeM/ysenudeHuem,
0dox0008 U pacxodos.

Knroyeesie cnoea: aghghekmusHoCMb, DEA-CCR/BCC/SE,
)KenesHoOOPOXHbIe CMaHyuu, cucmema MHOXecms, py30nepesosKu.

YKenesHuuke ctaHuue y Penyonuum Cpbuju y dbyHKUMjM NpeBo3a
pobe: ecbmkacHocT no cuctemy DEA

[yb6paska P. Bykosuh

,Cpbuja kapro” Al, Cektop 3a caobpahaj n TpaHcnopT,
Beorpan, Penybnuka Cpbuja

OBNACT: maTemaTtuka
KATETOPWUJA (TWUM) YJTAHKA: opurinHanHu HayyHu pag,

Caxxemak:

Yeod/yurs: Data Envelopment Analysis (DEA) yobuyajeHo ce kopucmu 3a
uspadyHaearbe egukacHocmu UCMOBPCHUX jeduHuya odnydJusarba
(DMU), koje cy enemeHmu jeOHoe ckyna. Y pady ce cmampa Oa je ceaku
makas CKyr (UCmo8pCHUX efnleMeHama) yjeOHO U ernleMeHm cucmema
(pasHospcHux enemeHama). lNpumep DMU npedcmaesrba 27 Kene3Huqkux
cmaruya y Penybnuuyu Cpbuju (PC), kao enieMeHm CKyra »ene3Hu4KuX
CmaHuuya U Kao efieMeHm cucmemMa Xefe3HU4YKko2 mpaHcriopma, y
yHKyUju npeeosa pobe nocrne nodene rnpedyzeha XKenesHuue Cpbuje
(’KC) (odsojeHo ,nymHuuu” u ,poba”). Padu KeanumemHujee
oricryxusarba, fpueriadera U 3adpxaearba KOMUmMeHama Ha
HOB00MBOPEHOM, C/I0600HOM U MPAaHCIOPMHOM MPXUWMY, UUib 0802
pada 6uo je Hanaxewe egukacHocmu cmaHuua PC, y nepuody 2018—
2022. eoduHa.

Memode: Y pady je npumerseHa CKyrnogHoO-cucmeMmcka MooesiHa
komnapamueHa DEA aHanusza xenesHu4ykux cmaHuuya kao DMU.
JeduHuya je enemeHm cKyna, eneMeHm cucmema U rpedmem
mamemamuykoe DEA-CCR/BCC/SE modena.
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Pesynmamu: KoHa4yHa egbukacHOCm, pOCeK C8UX MpOCeKa, U3HOCU
0,7666, kao pesynmam mpojHe KomrapamueHe DEA aHanuse: 27
JKenesHuYKux cmaxuya, mpu DEA modenia u nem 2o0uHa rocriogam-a.

Sakbyyak: CmaHuye Ccy pasnudumo (byHKUUOHaIHe Mo  numarby
eghukacHocmu; jeGHa ucma cmaHuya je pasnuqumo byHKYUOHarHa rno
2o00uHama u rno modery. Kpajrbu yusrs je banaHc ynas-usnaa u onuuja 27/27
Koja ce rnocmuske y3 KOPeKmueHe akuuje — cMarberbe/foseharse yrasa,
0OHOCHO u3iasa.

KbyuyHe peyu: egpukacHocm, DEA-CCR/BCC/SE, ienesHu4ke
cmaHuue, CKyrn-cucmem, npesos pobe.
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Abstract:

Introduction/purpose: This article presents the bending examination of
advanced-generation composite structures with specific properties
exposed to different loads.

Methods: This paper thus proposes and introduces a hew generalized five-
variable shear strain theory for calculating the static response of functionally
graded rectangular plates made of ceramic and metal. Notably, our theory
eliminates the need for a shear correction factor and ensures zero-shear
stress conditions on both the upper and lower surfaces. Numerical
investigations are introduced to interpret the influences of loading
conditions and variations of power of functionally graded material, modulus
ratio, aspect ratio, and thickness ratio on the bending behavior of FGPs.
These analyzes are then compared to the results available in the literature.
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Results: Preliminary results include a comparative analysis with standard
higher-order shear deformation theories (PSDPT, ESDPT, SSDPT), as well
as Mindlin and Kirchhoff theories (FSDPT and CPT).

Conclusion: Our theory contributes alongside established theories in the
field, providing valuable insights into the static thermomechanical response
of functionally graded rectangular plates. This encompasses the influence
of volume fraction exponent values on nondimensional displacements and
stresses, the impact of aspect ratios on deflection, and the effects of the
thermal field on deflection and stresses. Numerical examples of the bending
examination of advanced-generation composite structures with specific
properties exposed to different loads demonstrate the accuracy of the
present theory.

Key words: functionally graded materials, bending, higher-order shear
deformation theories, thermomechanical.

Introduction

Composites are materials formed by combining two or more
constituent materials to create superior properties, defying traditional
material constraints.

They are commonly used in aerospace, automotive, construction, and
many other industries due to their exceptional strength-to-weight ratio
(where the quest for ever-lighter and stronger materials is a perpetual
challenge) as well as good performance.

Despite these good properties, however, there is a negative aspect
that worries industrialists and researchers; it is the failure in difficult
operational environments. It shows signs of failure and disintegration.

Composite materials, while versatile, can deteriorate over time due to
weakening interfaces between their layers (Pindera et al, 1998; Boggarapu
et al, 2021), leading to performance issues and failures. In response to
these challenges, functionally graded materials (FGMs) have emerged as
a progressive development in material science.

Functionally graded materials (FGMs) indeed represent an innovative
and sophisticated approach to addressing some of the challenges
associated with conventional composite materials. FGMs are designed to
provide tailored material properties by gradually changing, or grading, the
composition, structure, and properties of the material in a specific
direction. This gradient-based approach offers several advantages for
various engineering and industrial applications.

In 1984, a group of researchers in Sendai, Japan (Koizumi, 1993;
Koizumi & Niino, 1995; Koizumi, 1997), introduced the concept of
Functionally Graded Materials (FGMs). These materials are characterized
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by their uninterrupted variation in properties, distinguishing them from
conventional materials.

Functionally graded materials (FGMs) find application across diverse
industries (Kieback et al, 2003), and recent research illuminates their
behavior under thermal and mechanical loads. Classical plate theories,
like CPT, lack accuracy for thicker structures (Bouazza et al, 2011). The
First-Order Shear Deformation Theory (FSDT) (Reissner, 1945; Mindlin,
1951; Timoshenko & Woinowsky-Krieger, 1959) addressed this but needs
a corrective factor. Higher-order shear deformation theories (HSDT) excel,
showing improved accuracy without requiring a correction factor, unlike
previous models.

In this context, Reddy (2000) studied the static behavior of FGM
plates using the third-order shear deformation theory. Zenkour & Alghamdi
(2010) explored the bending behavior of sandwich plates, investigating the
impacts of thermomechanical loads on stresses and deflections.
Additionally, Bouderba & Benyamina (2018) introduced a model for
analyzing the thermal-mechanical behavior of thick metal/ceramic FGM
plates.

Li et al. (2020) introduced a new five-variable shear deformation
theory for predicting the static response of functionally graded plates.
Daikh et al. (2020) studied the thermomechanical bending behavior of
functionally graded sandwich plates under varied temperatures. Brischetto
& Carrera (2010) proposed enhanced mixed theories, while Benyamina et
al (2018) examined composite material plates in thermal settings,
contributing to a deeper understanding of their performance.

Bouderba et al. (2016) used a simple shear deformation theory to
examine the thermal stability of FGM sandwich plates. Shinde et al. (2015)
introduced a refined trigonometric shear deformation theory for the
analysis of bending in both isotropic and orthotropic plates under a variety
of loading conditions. In a related vein, Bouderba & Berrabah (2022)
delved into the bending response of porous advanced compaosite
functionally graded material (FGM) plates subjected to thermomechanical
loads.

Zenkour & Hafed (2020) conducted a study on the bending analysis
of functionally graded piezoelectric (FGP) material plates under simply
supported edge conditions. They employed a simple quasi-3D sinusoidal
shear deformation theory for their analysis. In another study, Brischetto et
al (2008) examined the deformations of a simply supported rectangular
plate composed of functionally graded material (FG) subjected to both
thermal and mechanical loads.
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On the other hand, Berrabah & Bouderba (2023) employed an
accurate shear deformation theory to investigate the mechanical buckling
behavior of FG plates. Furthermore, higher-order plate theories have been
introduced in the literature to address the mechanical and thermal buckling
of FG plates, with the Carrera unified formulation being utilized (Farrokh et
al, 2021; Farrokh et al, 2022).

This paper aims to comprehensively examine advanced composite
structures under varied loads, focusing specifically on a rectangular plate
made of functionally graded material (FGM) subjected to mechanical and
thermal stress. Using the novel CSDPT theory with five unknown
variables, the study derives and solves the equations of motion through
Navier's procedure. Validation occurs through comparative analyses with
standard higher-order theories like PSDPT, SSDPT, and ESDPT. The
study's outcomes illuminate the impact of the power index on non-
dimensional displacement and stresses, addressing the thermal field's
influence on deflection and stresses in the FGM plate. This examination
significantly contributes to understanding the behavior of these structures
under different load conditions, advancing the field of mechanical
construction.

Essential formulation

Structure geometry and material gradient

Geometry of the structure of the FGM (in the context of the plate)

S

¥=x

Figure 1 — Geometry and the coordinate system of the FGM
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In the context of our research on advanced composite structures, the
geometric characteristics of the rectangular plate made of functionally
graded material (FGM) play a pivotal role. This plate, as depicted in
Figurel, exhibits specific material properties that transition gradually from
the bottom to the top surface.

Table 1 — Geometric properties of the functionally graded plate.

Material
fi::tiiacr:wte_ Structutre Thickness  Length  Width gst%ect coordinate
geometry origin (xs)
Symbol - h a B a/b X3
Description Rectangular  Plate Plate Plate Aspect Middle of the
plate thickness length width ratio of plate
(xs-axis) (xi-axis) (xe-axis)  theplate  thickness
(xs=xh/2)

Material gradient in the FGM plate

In the context of functionally graded material (FGM) plates, material
attributes, including Young modulus (E), Poisson's ratio (v), and thermal
dilation coefficient (a), are defined by applying the mixing rule (1) (Reddy,
2000) and utilizing the Power-Law function (2).

P(x3) = (P, =P,V (x3) + P, (1)
V(xg)=(/2+x5/h)" )

Material properties can be described by the following equation:
E(xg) = (E, —E )1/ 2+ % /)" +E, (3)

The gradient law for Young's modulus (E) (3), applies to Poisson's
ratio (v) and the coefficient of thermal expansion (a) as well.

Here, X, signifies the position along the plate's thickness, h is the total

thickness, and n is a material parameter influencing the composition
gradation.

The material properties (Em, vm, am) and (Ec, vc, ac) are associated
with the metallic and ceramic phases, respectively.
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Table 2 — Transverse shear strain functions for the FGM plate.

Theories, the author

Form of function f(z)

Parabolic deformation theory of plates, (Reissner, 1945) 52/ 4(1-(4/3)(z/h)?)

Parabolic shear deformation theory (PSDPT), (Reddy,

1984)

2(1-(4/3)(z/h)?)

Trigonometric deformation theory of plates (SSDPT),

(Touratier, 1991)

(h/ z)sin(zz/ h)

The exponential shear deformation plate theory o(aIhy
(ESDPT), (Karama et al, 2003) &
Hyperbolic deformation theory of plates, (Soldatos, 1992) zcosh(1/2)—hsinh(z / h)
o ) @arctan(e®™)  2ez  z(e*+)
Combination functions(CSDPT), Present (€17 hed? ~ a(ed)?

z/h

< o <

N N
(~ M- Reddy
~®— Karama et al
|-A~ Touratier
>k~ Soldatos
-@— Present

-zh I I . . .
-0.4 -0.3 -0.2 -0.1 0.0 0.1 0.2 0.3 0.4

Shape function

z/h

—®— Karama et al
|—A-— Touratier
—>— Soldatos
—Q@— Present

L
0.6

0.0 02 0.4
Shape function dif

Figure 2 — Distribution of the functions f (2):
(a)shape function f(z),
(b) differentiation f'(z)

0.8 1.0

Figure 2 provides a comparison of how the shape function and its
derivatives vary across different shear deformation theories, denoted as

f(z) and its derivative f'(z).

128




Table 3 — Material properties - metal and ceramic materials, see (Bao & Wang, 1995;
Bouderba & Berrabah, 2022)

Thermal
Property | Young's modulus | Poisson's ratio expansion Density
coefficient
Symbol Emetal Eceramic Vmetal Vceramic Qmetal Oceramic Pmetal Pceramic
Value 70 151 0.3 0.3 23 10 7.8 7.8
. Linear coefficient .
Descrip- Elastic modglu§ Poisson's ratio of thermal Dens@y qf the
- of the material in . ) i material in
tion of the material expansion (x10
GPa 6/°C) g/cm3

Theoretical formulation

Formulating the displacement field

In the context of thick functionally graded material (FGM) plates, the
displacement of a material point at the coordinates (xi1, X2, X3) could be
expressed as follows:

oW,
U (%, Xp, X5) = Ug (X, Xp) = Xg ao +®0(x5)0,

ow
V(%) X0 Xg) = Vo (X, X5 ) = Xg aTO_CD()%)@XZ

W (X, X5, X3) = Wo (X, X;)
The mid surface of the structure is characterized by five unknown
displacement functions, namely uy,vy. w,, and ©, .0, .

Based on the equations describing the displacement within the field

and the

relationships governing strain-displacement,

2

(4)

we deduce

expressions for the strain elements derived from the displacement

elements.
ou, . 0°w, X
— =X, — + D(X L
o xS (%) X,
= Y 02w,
& = —L X2+ D(X;) —2 (5a)
22 aXZ aXZ aXZ
Y12 2
(2o, Doy _y 200, ) (e + )
oX,  OX, OX,0X, 0 OX,
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do do
=200 g 290 (5b, 5b’)
dx, d¢,

where &,,,&,,,71,:7,; and y,, are the strain and shear components,

respectively.
Equations (5a) and (5b, 5b’) can be expressed like this:

0 0 1
e e kyy kiy

0 0 1
Epp (= Ep (T X5 Kgy ¢+ D(2)1 Ky, ¢4

0 0 1 (6)
712 Y12 ki P

Va3 = cD’(x3),y23, Vi3 = q>'(x3).}/f3, V5 =0.

The stress-strain relationships can be concisely expressed with the
following equation:

on] [Qu Q Q 0 0 0]f&
Op Q. Q Q3 0 0 0 ||&
O | _ Qs Qs Q3 0 0 0 |je, )
T1 Qe O 0 |7
T Qu 0 |72
D13 | Sym Qss | 713

The following equation considers the influence of thermal effects:

On Qr Qp 0 &y | |alxg) AT
Op (= Qo 0 || & (—alx) AT (8a)
T Sym Qe I\ V12 0
{723} _ |:Q44 0 }{723} (8b)
ng)  LSYM Qs (113
The parameters (Oy;,00, 7101 Tos T13) AN (€11, €90, Vins Voss Vi)
represent the stress and deformation components, respectively.
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The mathematical formulation of the stiffness coefficients Q;is as
follows:

E
Qy=0Qp=0Q4= o)

1%

v E(X3)
12

E(x3)

Q12 Q44 = Q55 = Q65 :m (9a, 9b, 90)

The temperature distribution T4 %0 %) through thickness is
assumed as Bouderba et al. (2013).

The following equation describes how temperature varies through the
thickness of the plate:

T04, %, %) =Ty 04,56 + 2T, 0 %,) + B0 Ty 04, ;) (10)
In this study, we focused on employing the sinusoidal temperature

distribution to conduct our analysis ®(x,) =%sin(x3 %).

Governing equations

Formulating the equilibrium governing equations involves applying
the principle of virtual work, which can be articulated in the following
manner in this context:

ON,; /0% +0ONy, /0%, =0

ON,, /O, +ONyp /0% =0

0*My; /O +28°My, [0XXy +3° My, [0X,2 +G =0 (11)
0S,; /0% +0Sp, /0%, ~Q;; =0

0S,, /0%, +0S,, /0% —Qy =0

N, M, and S are the quantities that represent the force and moment
resultants, and their definitions are as follows:

Ny Ny Ny 1
M, M, M, ;= ﬂ;z (011:0,,0,)3 X3 X, (12a)
Su Sy Sy D(x;)

(Qu Q) =j£2(rl3,123)d)’(x3)dx3, (12b)

The interval limits for simplification: -h/2 = h,, h/2 = hy,
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n < =
I
(W)
Q
QD

Sym FoIKk ] | st
Qp = A34723’Q13 = Asa5713-

N ={N11,N22,N12}t M ={M11,M22,M12}t 'S ={511,322,312}t,

117722 11722 1122

&’ :{ 101'522v7f2}t K :{ Ollkgz’kloz}t K :{ 11'k%2’k112}t '

NT={NT NT O}t,MT={MT MT o}t,sT={sT sT o}t,

The following can be deduced:

At Ay 0 By B, O B} By
A= A, 0 |B= B, 0 [B= B

Sym Ag Sym Bgs Sym

Dll 12 0 Dlal DfZ 0 Fl? Fl;
D= » 0 [D%= Dy 0 |F'= Fy)

Sym Des Sym Dgg Sym

A:AO}

_ t a0 a0\t pa_
Q—{stins} 17—{Az3"6&3} A _{ 0 A

(13a)

(13b)

(13c)

(14a)

(14b)

The stiffness coefficients, denoted as Ajj,Bjj, are defined as follows:

a a
Ail Bll Dll Bll Dll

a

a
F11

1

(15a)

A, By Dp By Dy Fy Zj:an(lxstg’q)(Xa)’xs d)(xg),d)z(xa)) v O,

a a a

A66 BGB D66 B66 D66 F66
a ~a a a ~a ~a
(AZZ’BZZ'DZZ’BZZ’DZZ’FZZ):(All’Bll'Dll’Bll'Dll’Fll)’

a , E . _
A= [ 0oT d =49
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The stress and moment resultants on a plate element
N, =NJ,, M| =MJ,, S/ =S,,, due to thermal loads are defined respectively

by:

N 1

ii €00)

M= @Y % =D (16)
) D(x,)

Substituting Eq. (13a, 13b) into Eq. (11), we obtain the following
equations:

(Agsdz + Anydyy U + (Agg + App )iV — (2Bgg + By, )dypp W
~ByydiyWo +(B§6d22 +Bﬁd11)®x1 +(B§e +E‘g)dlz@xz =P

(Ags + Az )dipUg + (Agpay + Aggtyy Vg = (2Bgg + Byp)dyy,Wo
~ByydynWy +(Beae +Bla2)d12®X1 +(B?2d22 +Bf?ed11)®x2 =Py
~(Bya +2Bgg )dyppUg — Byydigglg = (Byy +2Bgg)dgpVg — Byl
#(DyyOy111+ Daatlzazn W +2(Dio +2Dg5)drizoVip —(Df +2D§ ) i20x, (17c)
_D:Laldlll®x1 ‘(sz +2D§6)d112®x2 - Dszdzzz(ax2 =p3,

(Bsgzp + Bydiy)Up + (B + By )y Vg — Drydlyyvg

~(Df; +2Dg5)dyppwp+( 10y + R —Als ) Ox, +(F+Fis)d1Ox, = P4,
(Bgs + B2 )dpUp + (Bagthyy + Bpliyy Vg — Dyt

~(Df; +2D5 ) dy1awo~(Fi5 +Fe) 12Oy, +(F5y0 5 +Feoys ~Ads)dioOx, =P5,

(17a)

(17b)

(17d)

(17e)

In this context, {p}z{pl,pz,p3,p4,p5}t is a force vector, d; ,d; and dj,

are the following differential operators:
o o ot

% = 4,0, i = O, 0,0, ijim = 00,0, (18)

o .
di=axili,(l,j,|,m:1,2),(X1i=X1;le =X2),

The components of the generalized force vector {p}are defined as
follows:

_oNG _Np ML My o’y 9%, (19)

x 2 ! ol ot T R ok
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Determining exact solutions for functionally graded plate
structures

Rectangular plates are typically categorized based on the nature of
their support systems. In this context, we are concerned with the specific
boundary conditions associated with a simple support configuration.

Vg =Wy =0, =N;j; =My, =S5, =0 atx; =0,a,

5 (20)

Up =Wp =®, =N,y =M,, =S,, =0 atx, = 0,b,

xq

The displacement functions g, and T, can be expanded in the

following manner, aligning them with both the boundary conditions and the
governing equations. This expansion is characterized by the use of a
double Fourier series.

{f}:{?o}sin(i x)sin(j %), (k =1, 2, 3) (21)

k

where i=x/a, j=x/b ,(,andt, are constants.

Following the procedure of the Navier solution, we assume the
following solution:

U U cos(i x)sin(j x,)
Vo Vsin(i x;)cos(j x,)
Wo r =<9 Wsin(i x;)sin(j x,) (22)
O, X cos(i x,)sin(j x,)
0, Y sin(i x,) cos(j x,)

where the arbitrary parameters U, vV, W, X and Y are used to determine
the conditions in which the solution of equation (22) satisfies equilibrium
equations (17). The following operator's equation is obtained:

{aj[@]=1{P}, (23)
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{A}={U ,V,W,X,Y}tand [2] is the symmetrical matrix, in which:

Qu = _(Aui2 + Aeejz)’le = _i J ('Aﬁz + A%e)’Qia = I [Bni2 +(Blz +2Bee) jz]’
Qu :_(Bfliz + B:sz)’le :_i J (sz + B:ﬁ)’Q2z =" Aesiz + Azzjz)’
Q= j[B,i"+2B,i'+B |10, =-ij (B, +B}).Q, =—(Bi' +Bj’),
4 . i, 4 (24)

Q =-[Di +2Di'j +4Di'j"+D_j'],
Q =i[Di" +D)j +2D_j1.Q =j[D,i +2D.i" +E_j'],
QM = [Fljiz + F6:j2 + A;A]’QAS =i J (Flz + FGZ)’st == [F6:i2 + Fzzjz + A:s]’

The components of the generalized forces vector are given by:
R =i(At,+B',+B]t,),P, = j(A't,+Bt,+B]t,),
P, =-q,—h(i+j*)(B"t, +D't,+ Dt,), (25)
P, =ih(B]t +Djt, +F/t,),R, = jn(B]t+D]t, + Ft,),

T T T _ h, E(X3) > <2
{ABnoT=] T L) {LX X7} X, (26)
h, E(X,) — -

{8l.D1.F}=] %a(x3)d)(xs){1, X, D(x,)} dx, 27)

It is important to note X, = x, / h, ®(x,) = ®(x,) / h.

Analytical validation and numerical results

This section examines how materials respond to bending under
thermal and mechanical loads. It aims to verify the accuracy of the theory
and explore the effects of the parameters on bending, using the following
non-dimensional parameters in the calculations:

_10°D (ab 1 abh
W=—p— 2 ) 01121027011 2795 )
The central deflection 2 90 axial stress d

_ 1
T 12 = 10gp 12 (00-h/3),
The longitudinal shear stress 0

_ 1
% = ~qogp 12 (0.072,0),
Transverse shear stress
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_ hE
D_12(17v2)

The coordinate thickness % =%/,

In this section, we validate the proposed composite shear deformation
plate theory (CSDPT) using numerical results. We compare it with various
standard high-order shear deformation theories (PSDPT, SSDPT,
ESDPT), as well as with the first-order FSDPT and the classical plate
theory CPT, as referenced in Mindlin (1951), Timoshenko & Woinowsky-
Krieger (1959), Reddy (1984), Touratier (1991) and Karama et al. (2003).

Table 5 presents a comparison of dimensionless deviations between
the ‘'present theory’ and the 'standard theories," indicating minor
differences across all theories.

Figures 6 and 7 compellingly demonstrate the robust agreement
between the present theory and the established standard theories.

0.406

0.405 |

0.404 |

0.403 |

—.— CPT

—*— FSDPT
0.402 | —8— ESDPT
—A— SSDPT
—+— PSDPT
—Q— CSDPT

0.401 |

0.400 . . . . . . . . .
0 5 10 15 20 25 30 35 40 45 50
(alh)

Figure 3 — Dimensionless deflection (W) across the thickness of a square FGM plate
(with n=2) under varied (a/h) ratios, subject to specific conditions (qo=100, t=0)
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Table 5 — Comparison of the volume fraction exponent (n) effects on the dimensionless
displacements and stresses between the present theory and the established theories.

Deflection Theory n=0 n=1 n=2 n=>5 n=10

CPT 0.83156 1.1896 1.2976 1.3983 1.4878
FSDT (*) 0.85761 1.2252 1.3382 1.4453 1.5386
ESDT (*) 0.85743 1.2250 1.3392 1.4482 1.5407

W SSDT (*) 0.85756 1.2251 1.3394  1.4483  1.5410
TSDT (*) 0.85760 1.2252 1.3394  1.4483  1.5410
Present 0.85761 1.2252 1.3394  1.4482 1.5410
CPT 0.50880 0.63901 0.68352 0.75682 0.83819
FSDT (*) 0.50880 0.63903 0.68355 0.75682 0.83819

G, ESDT (*) 0.51180 0.64307 0.68821 0.76210 0.84369

SSDT (*) 0.51166 0.64286 0.68797 0.76182 0.84343
TSDT (*) 0.51147 0.64261 0.68769 0.76157 0.84310
Present 0.51174 0.64298 0.68814 0.76200 0.84357
CPT 0.76599 0.71701 0.69135 0.70066 0.71089
FSDT (*) 0.76599 0.71701 0.69135 0.70059 0.71093
7 ESDT (*) 0.76424 0.71574 0.68985 0.69884 0.70904

12 SSDT (*) 0.76437 0.71578 0.68993 0.69893 0.70912
TSDT (*) 0.76444 0.71582 0.69001 0.69905 0.70920
Present 0.76430 0.71570 0.68992 0.69890 0.70905

CPT / / / / /

FSDT (*) - - - - -

ESDT (*) 0.34378 0.34378 0.31986 0.29862 0.31141
SSDT (*) - -

TSDT (¥) 0.45704 0.45704 0.44189 0.43013 0.44157

T13 Present - - - -
0.44329 0.44329 0.42779 0.41568 0.42766

0.42956 0.42957 0.41372 0.40126 0.41370

0.45200 0.45194 0.43664 0.42471 0.43641

(*) Taken by Bouderba & Berrabah (2022)
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03}
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0.2} —A— SSDPT
—¥— PSDPT
—@— CSDPT
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-0.4 1

05 L L L L L
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(1)

Figure 4 — Variation of (7 ;) across the thickness of a square FGM plate (with n=2) under
varied (a/h) ratios, subject to specific conditions (go=100, t=0)

The following figures highlight and reveal the influence of the aspect
ratios on the stress distribution within functionally graded material plates.
A higher a/h (e.g., a/h = 20) results in elevated stress levels, while a lower
a/h (e.g., a/h = 2) leads to minimized stress levels, particularly suitable for
low-stress-tolerance applications. These findings underscore the pivotal
role of aspect ratios in tailoring FGM plate designs to meet diverse stress
requirements.

Simultaneously, varying thermal conditions (T1, T2, Ts) significantly
shapes stress distribution across all aspect ratios, highlighting the
pronounced influence of the thermal.

T3 uniquely impacts the stress gradient through the plate's thickness,
highlighting its distinct role in stress distribution.

Material property gradients (n values) play a vital role in shaping
stress distribution.

lllustrating the relationship between a/h and n, along with the impact
of the thermal field, these factors can be adjusted to meet precise design
criteria.
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Figure 5 — Effect of the thermal field on the( &7;) through-the-thickness of a rectangular
FGM plate with (n = 2, go = 100, b = 2a). a=02*h
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Figure 6 — Effect of the thermal field on the( &7, ) through-the-thickness of a rectangular
FGM plate with(n = 2, qo = 100, b = 2a). a=05*h.
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Figure 7 — Effect of the thermal field on the( &7;) through-the-thickness of a rectangular
FGM plate with(n = 2, go = 100, b = 2a). a=10*h.
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Figure 8 — Effect of the thermal field on the( 571 ) through-the-thickness of a rectangular
FGM plate with(n = 2, go = 100, b = 2a). a=20*h.
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Figure 9 — Effect of the thermal field on the( &7;) through-the-thickness of a rectangular
FGM plate with(n = 1, go = 100, b = 2a). a=10*h.
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Figurel0 — Effect of the thermal field on the( 57;) through-the-thickness of a rectangular
FGM plate with(n = 6, qo = 100, b = 2a). a=10*h.
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Conclusions

This study thoroughly examined how advanced composite structures
respond to various loads - mechanical and thermal - using a new CSDPT
theory that eliminates the need for shear correction factors. By comparing
the results with the standard established theories, it showed strong
consistency being particularly aligned, particularly pertinent when taking
into account SSSS boundary conditions. The research explored how
changing volume fraction exponents and side-to-thickness ratios impact
the displacements and stresses of functionally graded rectangular plates
under distributed loading, highlighting the significant influence of material
property gradients on their response. It also emphasized how different
loads affect stresses within the plates, emphasizing the intricate
relationship between these loads and stress distribution. Ultimately, this
theory proves to be precise and suitable for analyzing the thermo-
mechanical bending response of thick functionally graded plates,
contributing valuable insights for practical applications and enhancing our
understanding of advanced composite materials.
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Resumen:

Introduccién/objetivo: Este articulo presenta el examen de flexién de
estructuras compuestas de generacion avanzada con propiedades
especificas expuestas a diferentes cargas.

Métodos: Este articulo propone e introduce una nueva teoria generalizada
de la deformacion cortante de cinco variables para calcular la respuesta
estética de placas rectangulares funcionalmente graduadas hechas de
cerdmica y metal. Notablemente, nuestra teoria elimina la necesidad de un
factor de correccién de corte y garantiza condiciones de tension de corte
cero en las superficies superior e inferior. Se introducen investigaciones
numéricas para interpretar las influencias de las condiciones de cargay las
variaciones de potencia del material clasificado funcionalmente, la
proporcion de moédulo, la proporcion de aspecto y la proporcion de espesor
en el comportamiento de flexion de los FGP. Estos analisis luego se
comparan con los resultados disponibles en los textos.

Resultados: Los resultados preliminares incluyen un analisis comparativo
con las teorias estandar de deformaciéon por corte de orden superior
(PSDPT, ESDPT, SSDPT), asi como con las teorias de Mindlin y Kirchhoff
(FSDPT y CPT).

Conclusion: Nuestra teoria contribuye junto con las teorias establecidas en
el campo, proporcionando informacion valiosa sobre la respuesta
termomecanica estatica de placas rectangulares funcionalmente
graduadas. Esto abarca la influencia de los valores del exponente de la
fraccion de volumen en los desplazamientos y tensiones adimensionales,
el impacto de las relaciones de aspecto en la deflexion y los efectos del
campo térmico en la deflexiéon y las tensiones. Ejemplos numéricos del
examen de flexion de estructuras compuestas de generacion avanzada
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con propiedades especificas expuestas a diferentes cargas demuestran la
precision de la presente teoria.

Palabras claves: materiales funcionalmente graduados, flexion, teorias
de deformacion por corte de orden superior, termomecanica.

WccnepoBaHve Ha M3rnb ycoBepLUEHCTBOBAHHOIO NMOKOMEHMS
KOMMO3UTHbIX KOHCTPYKLINIA CO CneLmnuyecknmmn CBOMCTBaMu,
NoABEPXKEHHbIX Pa3NUYHbIM Harpy3kam

Axmed 3uTtyHn?, koppecnoHaeHT, bawup bynep6a?,

A60denbkadep Oennan®, Xamsa Madxud Beppabax®

2YHuepcuteT TuccemeunTa, pakynbTeT HayKn U TEXHOMOMUNA,
nabopaTopus KOHCTPYKLUIA U MaTepranoB MallMHOCTPOEHUS,
r. Tuccemennt, Amxupckas HapogHasa [lemokpaTtuyeckas Pecnybnuka

5 YHuBepcuTeT Tuccemennta, ®akynbTeT HayKu 1 TEXHOMOMMNM,
r. Tuccemennt, Amxumpckast HapogHasa [lemokpatudeckasa Pecnybnuvka
B YHuBepcuteT PenusaHa, ®akynbTeT rpaxaaHckoro CTpouTenbCcTea,
nabopaTopunsa KOHCTPYKLUIA N MaTepranos MaMHOCTPOEHUS,
r. Pennsan, Amxupckas HapogHas JemokpaTtudeckas Pecnybnuka

PYBPUKA TPHTW: 55.09.43 KoMno3unLMOHHbIE MaTepuansl
BWO CTATbW: opurmHanbHasa Hay4Has ctaTes

Pe3swome:

BeedeHue/uens: B daHHolU cmamebe ripedcmasneHo uccredosaHue Ha
u3aub  KOMMO3UMHbIX  KOHCMPYKUUU  HO8020  MOKOJIEHUS  CO
crieyugu4ecKuMu ceolicmeamu, M0OBEPKEHHbIX  Pa3/IUYHbIM
Hazpy3kam.

Memodei: B daHHOU cmambe npedcmasneHa Hoeasi 060bujeHHasi
meopus deghopmayuu cdsuea C NsAMbH NepPeMeHHbIMU Ors pacdyema
cmamu4yeckoeo  OmKAuka  (DYHKUUOHarbHO  epadyupoBaHHbIX
MPSIMOY2071bHbIX M1acMUH, U320MOBJIeHHbIX U3 KepaMuKu U Memarsna.
HaHHass meopus uckmodaem Heobxo0uMOoCcmb  UCMOSb308aHUS
ronpaso4yHo20  KoaghpuyueHma - cdsuza u  obecne4yusaem
omcymcmaeue ycriogul dechopmayuu cosuza Kak Ha eepxHel, mak U Ha
HWKHel rnosepxHocmu naacmuHel. BeedeHo yucneHHoe ucribimaHue
pu  uHmeprpemauyuu 6/usiHusi ycro8uli Hazpy3ku U U3SMeHeHUUl
IpPOYHOCMU bYHKUUOHAaNbHO 2padyuposaHHO20 Mamepuara, a makxe
KoagpbuyueHmos MmoOyris, acriekma U mOonuwuHbl Ha rogedeHue
yHKYUOHambHO  epadyupoeaHHbix  nacmuH — npu  usaube.
Pesynbmamsbi aHanusa Obiiu cormocmasneHbl € pesyrnbmamamu,
docmynHbIMU 8 flumepamype.

Pesynbmamei:  [lpedsapumernbHbie  pe3ynbmambl  8K/IHYaom
cpasHUMesbHbIU aHanu3 co cmaHlapmHbIMU meopusiMu cdeuzo8oU
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deghopmayuu ebicuiez2o rnopsioka (PSDPT, ESDPT, SSDPT), a makxe
meopusimu MurdnuHa u Kupxazogha (FSDPT u CPT).

Bbigodbl: Hapsady c¢ paHee nodmeepxOeHHbIMU meopusiMu 8 3mol
obnacmu, OaHHasi meopusi 8Hocum 6knaod, npedocmaesisiss UEeHHYIo
UHGbopMayuUlo O CmMamuy4yeckoM MEepPMOMEXAHUYECKOM OMKIIUKe
QYHKUUOHaNbHO 2palyupo8aHHbIX MPsMOY20/bHbIX riacmuH. OH
oxeamblgaem e/usiHUe 3HavyeHull rnokazamess obbemHol donu Ha
b6e3pasmepHbie CMEWEHUSsT U HanpskKeHUsl, erusiHue KoaghguyueHmos
acriekma Ha Oecbriekcuro, a makxe 6/UsHUE MEnIo8o20 Mosisi Ha
Oegpriekcuto U HarnpspkeHusi. YucneHHble rnpumepb! ucrbimaHuli Ha
u3aub ycoseplieHcme8o8aHHO20 OKOIEHUST KOMIO3UMHbLIX CMPYKMyp
CoO crnieyugbudeckumMu ceolcmeamu, UCMbIMaHHbIX PasiuYHbIMU
Haepy3kamu, nodmeepxdarom mo4yHocme npedcmasieHHoU meopuu.

Knrouesble crosa: ¢hyHKUUOHaIbHO-COPMUPOBaAHHbIE Mamepuaribl,
usaub, meopuu cdesueosol Oeghopmayuu 8biclie20 ropsidka,
mepmomexaHudeckud.

McnuTrBare BpLUEHO caBujakeM HanpeaHe reHepaumje KOMNo3nTHUX
CTPYKTYypa ca cneunduyHnM CBOjCTBMMA U3MOXEHUX PasnnyinTum
ontepeherwunma

Axmed 3uTtyHn®, ayTop 3a npenucky, bawup Bynepba?,

Ab6derbkadep Oenan®, Xamsa Mayud Bepabax®

@ YuuBepanteT y Tucemcunty, Oacek 3a HayKy U TEXHOMOTjy,
JNabopaTtopwuja 3a MalwmHcKke maTepwjane n KOHCTPyKUuje,
TucemeunnT, HapogHa Oemokpatcka Penybnuka Amxup

6 Yuusepautet y Tucemeunty, OAcek 3a HayKy U TEXHOMOrWjy,
TucemeunT, HapogHa OemokpaTcka Peny6nuka Amxup

B YHuBep3auTeT y Penusany, Oacek 3a rpaheBuHapcTBo,
JlTabopaTopuja 3a MalmMHCKe MaTepujane u KOHCTPYKLUMje,
Penunsane, HapogHa Oemokpatcka Peny6nuka Amxup

OBJIACT: mexaHuka
KATEITOPWUJA (TWUM) YITAHKA: opyruHanHm Hay4Hu pag

Caxxemak:

Yeod/yurs: Y pady je npedcmaesrbeHo ucrnumugar-e casujat-eM HarpeodHe
2eHepayuje KOMIO3UMHUX CIMpyKmypa ca creyuguyHuM ceojcmeuma
U3JTOXKEHUX pa3nu4yumum onmepehersuma.

Memode: T[lpednaxe ce u ysodu HOBa 2eHepasiuzoeaHa meopuja
cMuuarba ca rnem gapujabrnu padu uspadyHagaH-a cmamu4koe o0208opa
yemepmacmux YHKUUOHANHO epadupaHux KepaMuyKo-MemastHux
nroya. Teopuja enumuHuwe nompeby 3a Kopuwherem KOpeKkmueHoe
gakmopa cMmuuara u obesbehyje odcycmeo ycrioga 3a Geghopmauyujy
cMuUar-eM U Ha 20pH0f U Ha O0H0f MoepWuHU roye. Yeodu ce
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HYMEPUYKO ucrumuearbe 3a mymadere ymuuaja ycrioea onmepehera u
eapujayuja cHaze GbyHKUUOHa/IHO epadupaHo2 Mamepujana, Kao U
KoegpuyujeHama MmolOyna, acriekma u OebrbuHe Ha [OHaWaHe
yHKYUOHanHo epadupaHux ffo4a npu casujary. Pesynmamu osux
aHarnu3sa yrnopeheHu cy ca pesyrnmamuma 0ocmyrnHUM y numepamypu.

Pesynmamu: [NpenumuHapHu pe3dynmamu obyxeamajy KomrapamueHy
aHanusy ca cmaHO0apOHUM meopujama cMuuarka suwee peda (PSDPT,
ESDPT, SSDPT), kao u ca meopujama Murdnu+a ( FSDPT) u Kupxogha
(CPT).

Sakrbyyak: 3ajedHo ca eeh nomepheHum meopujama y 080j obracmu,
npedcmasrbeHa meopuja npyxa OonpuHOC ys8udoM y cmamuydku
mepMomMexaHU4YKU 002080p GDYHKUUOHaNHO epadupaHux roya. OH
obyxeama ymuuaj epedHOCMU €eKCrIoHeHma 3anpemuHckoe ydena Ha
HeOUMEH3UOHanHa rnoMmeparba U HaroHe, ymuuaj KoegpuuujeHama
acriekma Ha Oecbriekcujy, Kao U eekme mepmanHoz2 rosba Ha
Oecbriekcujy u HaroHe. Hymepudku rnipumepu ucrnumueara 8puieHo2
cagujarbeM HarpedHe 2eHepauuje KOMMO3UMHUX Ccmpykmypa ca
crieyuguyHUM ceojcmeuMa U3NoXeHUX pasnudumum onmepeheruma
romephyjy mayHocm ripedcmasrbeHe meopuje.

KrbyyHe pedu: ¢hyHKYUOHanHo epadupaHu mamepujarnu, casujar-e,
meopuje cMuyarba sulues peda, mepMoMexaHUyKU.
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Abstract:

Introduction/purpose: All data exchanged over the Internet as well as other
computer networks should be considered exposed to various types of
security threats. In light of this, the transmission of voice over applications
that do not use any type of crypto-protection allows anyone to discern the
content of communication. Since voice transmission requires as little delay
as possible, various protocols are used to enable crypto protected real-time
communication. This paper presents one solution in a desktop application
variant.

Methods: The essence in voice exchange systems as well as in other
systems where real-time communication is necessary is the establishment
of a crypto-protected session which is a virtual secure channel for
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communication to which only the communicating parties have access.
Voice sessions in the application are established with the SIP (Session
Initiation Protocol) protocol. The sessions are further protected using the
ZRTP (Zimmerman Real-time Transport Protocol) protocol. FusionPBX
was used as the SIP server (registrar) for testing purpouses. The
application is developed in C++ language using the Qt framework.
Results: The final version of the application demostrates that ZRTP and SIP
protocols are well suited for establishing crypto protected voice
communications with low delay.

Conclusion: This solution provides cryptographic functions for data
secrecy and the management of cryptographic keys. Improving the solution
with digital signatures and certificates will result in additional cryptographic
functions: data integrity and personal identification. With this improvement,
this solution will be able to withstand modern security threats with low delay.

Key words: crypto protected sessions, real-time communication, voice
sessions, SIP protocol, ZRTP protocol, communications.

Introduction

The quality and speed of information exchange has grown with the
technological development of mankind. Having the right information at the
right time puts an individual or a group at a significant advantage over other
entities, whether they are business competitors or the enemy in military
conflicts. The telephone, one of important inventions of the modern age,
enabled the transmission of voice to remote locations, which made
business processes easier and faster. The importance of this invention is
reflected in the rapid expansion of the use of telephones in the business
sphere, as well as the continuous construction of telephone lines. The
development of computer networks was much faster and more far-
reaching compared to the development of telephone lines due to the fact
that they enabled not only the transmission of voice but also other types of
data. All this resulted in the development of VolP (Voice over IP)
technology, which enabled voice transmission using the infrastructure of
an already existing computer network. This technology made it possible to
exchange voice using devices of different standards as well as computers.

As in any system where data is exchanged, it is necessary to protect
the integrity and authenticity of the data. The first use of classic telephones
in war led to the development of various eavesdropping techniques in
order to gain an advantage over enemies. In order to protect themselves
from enemy eavesdropping, armies developed various encryption
principles. As the systems became more complex, the attack techniques
also became more complicated and multiplied, which was accompanied
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by the development of defense techniques. The development of
computers drastically accelerated data processing, which led to a
revolutionary change in the field of cryptography. Voice is nothing but a
type of data that can be transmitted over a computer network. The
protection of voice transmission is therefore not much different from the
protection of any other type of data, except that it requires low latency like
other forms of real-time communication. In order to achieve this, various
software tools and libraries have been developed to work with
cryptographic algorithms and data protection techniques. In combination
with the existing communication protocols and modern framewaorks for the
development of applications for different platforms, modern intuitive but
also cryptographically protected applications can be implemented. This
paper presents a proposal for an application solution for the
cryptoprotection of speech in an IP environment.

Protocol suite

In order to provide the desired services for crypto-protected voice
exchange, the implementation proposed in this paper implies the use of
the SIP (Session Initiation Protocol) protocol to establish a session for
voice transmission. The voice in the test application is transmitted using
the ZRTP (Zimmermann Real-Time Transport Protocol) protocol that
encrypts the data symmetrically, using the AES algorithm with a key
exchanged using the Diffie-Hellman algorithm (Abdallah & Meshoul,
2023).

SIP protocol

SIP (Session Initiation Protocol) is an application-level protocol used
to control, establish and terminate sessions. Its most common application
is establishing communication in IP telephony (VolP systems).

After establishing a session between two "agents", as all types of end
points in communication are called in SIP (they consist of a client agent
which generates requests, and a server agent which generates responses
to requests), further data transmission is taken over by one of protocols
responsible for the transmission of a given media type (video or sound).

The most commonly used protocol for VoIP in combination with SIP
is RTP (Realtime Transport Protocol) (Merit & Ouamri, 2012).
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Figure 1 — An example of SIP messages exchange for establishing the session

The syntax of SIP is similar to other protocols that use a
request/response system such as HTTP. SIP requests must start with a
line containing the name of the method used, the URI to which the request
is directed, the name, and the version of the protocol.

The basic methods supported by SIP requests are as follows:

— REGISTER - serves to log a certain agent to the server so that it is

generally visible and available for establishing sessions,

— INVITE - a request to send an invitation to a specific address to

establish a session.

— ACK - serves as a signal to the requested party that its confirmation

has been received and that the session can begin,

— CANCEL - a request to cancel the session,
— BYE - a request to terminate the current session, and

— OPTIONS - a request sent to the SIP server to inquire about its
capabilities.
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Here is a example of an SIP message with the INVITE method:

INVITE sip:bj@bjsip.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bK776asdhds
Max-Forwards: 70

To: Bob <sip:bj@bjsip.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710@pc33.atlanta.com

CSeq: 314159 INVITE

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: application/sdp

Content-Length: 142

In the SIP response, the first line represents the status line which
contains the status code. A status code is a three-digit integer value that
indicates the result of an attempt by the requested party to understand and
respond to the request. Similar to HTTP, the first digit of the status code
divides the codes into classes. Unlike the HTTP protocol which has 5 code
classes, the SIP protocol has an additional 6th class which represents
Global failures statuses (Boruchinkin, 2015).

ZRTP protocol

ZRTP (Zimmerman Real-time Transport Protocol) is a protected
version of the RTP (Real-time Transport Protocol) protocol, which is a
transport layer protocol intended for real-time communication, usually
visual and voice communication. It uses the Diffie-Hellman algorithm for
key exchange, which builds on SRTP (Secure Real-time Transport
Protocol) which uses the AES algorithm to maintain an encrypted session
(Boruchinkin, 2015). The protocol implements the negotiation of security
parameters through small time windows where participants agree on
algorithms and cryptographic settings. During this process, a Short
Authentication String (SAS) code is generated and can be used to verify
the user's identity (Qi et al, 2018).

ZRTP is used to protect against a variety of attacks, including Man-
in-the-Middle attacks, where someone tries to intercept and manipulate
communications. During parameter exchange, users can compare the
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SAS code over a secure channel, such as face-to-face with a contact or
through another communication channel. Data is encrypted using a
symmetric cryptosystem, such as AES, which provides efficient and strong
encryption. There is also the possibility of using user keys for additional
security. Taking into account these technical aspects, ZRTP contributes to
the creation of secure and confidential communication channels on the
Internet, ensuring data integrity and privacy during information exchange
(Eltengy, 2021).

Development tools

The test application was implemented in the C++ programming
language using the Qt framework, specifically the QtQuick approach for
developing graphical interfaces. QtCreator was used as the development
environment. The basic principles of object-oriented programming as well
as the functionalities provided by the programming languages C++,
JavaScript and QML were used.

Qt framework

Qt is a cross-platform, open-source software development framework
that enables the creation of applications for a wide variety of operating
systems. It is developed by the Qt Company and is one of the most popular
GUI development frameworks in the world of programming. The
advantages of using Qt are: independence from the platform, having
various tools for developing graphical user interfaces and a large number
of classes for working with files, databases, network, multimedia, etc. Qt
has its own integrated environment for developing applications called Qt
Creator. Qt Creator offers a wide choice of types of projects when
developing applications, where there are two main types for applications
with a graphical user interface: Qt Widgets and Qt Quick. Other project
types are variations of these two types (Mondal & Sharma, 2019).

The test application was developed using QT Quick approach to
create graphical interfaces. QT Quick is a newer approach to creating user
interfaces in QT, based on declarative graphical programming (QML) and
imperative graphical programming (JavaScript). QML (Qt Modeling
Language) is a declarative language used in the Qt Quick environment for
creating user interfaces. QML allows the declarative definition of the user
interface using simple scripts, which describe the appearance and
behavior of elements. QML supports a component approach which means
that reusable components can be created and embedded in different parts
of the user interface making it easier to structure and maintain the code.
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This makes Ul development faster and more efficient, as it requires fewer
lines of code compared to QT Widgets (Krasnowski & Lebrun, 2022).
Each user-defined component is defined in separate files. The syntax
of the QML language resembles JSON (JavaScript Object Notation),
where objects are graphic components, and object key-value pairs
represent the attributes of that graphic object. In the example, the flexibility
of the QML language can be observed, because attribute values can be
bound to the values of other attributes or to the values of JavaScript
expressions. Comparing QML with HTML, it is found that QML is more
readable and more flexible, it reduces code repetition with a component
approach and offers wider possibilities for customization of components
(Mondal & Sharma, 2019). Below is an example of a user-defined QML
component from a test application, specifically a user-defined button:

import QtQuick
import "/scripts/Utils/changeBrightness.js" as ColorJs
Rectangle {
property var onClick
property alias text: textBox.text
property string textColor: theme.textColor
property string col
height: 30
radius: height / 4
scale: mouseArea.containsMouse ? 1.02 : 1
color: mouseArea.containsMouse ? ColorJs.changeBrightness(col, -0.05) :
col
Text{
/lwarning
font.pointSize: Math.ceil(height * 0.7)
id: textBox
color: textColor
font.family: globalFont
anchors.centerln: parent
}
MouseArea{
id: mouseArea
anchors.fill: parent
cursorShape: Qt.PointingHandCursor
onClicked: () =>{
onClick()
}

hoverEnabled: true
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The main idea of the Qt Quick approach in the development of graphic
interfaces is to define graphic components declaratively through QML,
changing the appearance of graphic components imperatively through the
JavaScript language, while more complex programming logic is performed
in C++. This development pattern resembles the MVC (Model View
Controller) pattern with the fact that only the more complex controller logic
is implemented in the C++ programming language. In this way, the
components of the MVC pattern are sufficiently separated as entities, while
Qt provides several APIs to easily connect MVC components (Kara et al,
2023).

PJSIP library

PJSIP is a free, open-source multimedia communication library
written in C that implements standard protocols such as SIP, SDP, RTP,
STUN, TURN, and ICE. It combines the Signaling Protocol (SIP) with a
rich multimedia framework and NAT traversal functionality in a high-level
API that is portable and suitable for almost all types of systems ranging
from desktop computers through dedicated systems to mobile phones.
PJSIP is both compact and feature-rich. It supports audio, video, presence
subscription and instant messaging and has extensive documentation. On
mobile devices, it abstracts system-dependent functions and in many
cases can use the device's native multimedia capabilities. The library
makes it possible to implement softphone applications of very small size
(up to 150KB) using lower-level APIs, while using higher-level functionality,
applications can be "packaged" into footprints of only a few hundred
kilobytes (Ntantogian et al, 2019).

In order to facilitate access and work with the library, higher-level
programming interfaces have been implemented. The first API is the
PJSUA high-level API for the C language that defines types, structures,
macros, enumerations, and functions to facilitate operation and calling of
library procedures. The next level of abstraction is PJISUA2, an object-
oriented API that makes it even easier to call the PJSIP library from object-
oriented languages. It was initially implemented for the C++ programming
language, but it can be used through various interfaces and called from
other higher programming languages such as C#, Python and Java (Merit
& Ouamri, 2012).

The PJSUA2 API is implemented through various classes that
represent the abstraction of various functions of the base library. The
classes through which access to the main functionalities of PJSIP is
enabled are:
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— Endpoint - represents an abstraction of the endpoint in SIP
communication; it is necessary to create exactly one instance of this
class in each application because further initialization and settings of
the library are performed through,

— Media - abstract base class that represents the media element of the
system that can record/play media content; this class is inherited by
classes like the AudioMedia class which in turn is inherited by the
AudioMediaRecorder and AudioMediaRecorder classes,

— Call - serves to abstract the establishment of calls or other sessions;
also most often subclasses are derived from it in order to redefine
callback methods for reacting to changes in the status of the initiated
call or the arrival of session instant messages,

— Buddy - represents a remote "friend" or contact whose status
(present/not registered) can be subscribed to by the client; out-of-
session instant messages can be sent through this object.

Application design and structure

Class diagram

The program logic of the application is placed in the C++ code of the
application where the code is organized into several classes. In the class
diagram (Figure 2), it can be seen that the classes BjEndpoint, BjAccount
and BjCall inherit from the classes Endpoint, Account and Call
respectively, which are classes from the PJSUA2 library. These classes
enable basic functionalities related to VolP communication. Through them,
the user registers and logs out of the SIP server, makes a call, accepts a
call, rejects a call and receives a status about the reason for the end of the
call. The class that represents the core of the program logic is BjSip, which
inherits from the QObject class, which is the basic class from the Qt
framework and whose purpose is to enable the graphical representation of
an object of a given class. The BjSip class has multiple purposes, but its
primary purpose is to provide a link between other C++ classes and the
graphical interface, that is, QML. Qt offers a number of APIs to bridge the
gap between C++ and QML, the most notable of which is the Signals and
Slots API, which also underlies all other APIs (Eltengy, 2021). Signals and
slots are actually ordinary functions that are related by broadcasting;
calling the signal function automatically calls the slot function. In this way,
the functions from QML are connected with the functions from C++, in the
concrete example with the methods of the BjSip class (lvanovi¢, 2023).

157

Ivanovi¢, S. et al, Desktop application for crypto-protected voice communication, pp.149-169



QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

Qt
[ e |

BjSip

+ bjEndpoint : BJEndpoint
+bjCall - BjCall

-+ bjAccount : BjAccount
+incomingCall : Call

-+ srCyTranslator : QTranslator
+sfLatTranslator : QTranslator
-+ app : QGuiApplication

-+ hasIncomingCall : bool

+ incomingBuddyUri : string

-+ incomingBuddyExtension | int
+callStatus : int

-+ getHasIncomingCall() : bool

+ setHasIncomingCall(in bool) : void

-+ getincomingBuddyUri() : string

-+ setincomingBuddyUri(in string) : void

+ getincomingBuddyExtension() : int

+ setincomingBuddyExtension(in int) : void
+ getCallStatus() : int

-+ setCallStatus(in int) : void

-+ getEmptyString() - QString

SIGNALS

-+ hasIncomingCallChangedi() : void

+ incomingBuddyUriChanged() : void

-+ incomingBuddyExtensionChanged() : void
-+ callStatusChanged() : void

+ callStartedy() : void

-+ callAccepted() : void

+ callDeclined() : void

+ busyBuddyCalled() - void

-+ languageChanged() : void

SLOTS

+ registerAccount(QString extension) : void
+ makeCall{int buddyExtension) : void

+ answerlncomingCall{) - void

-+ cancellncomingCall() : void

+ hangOnOngoingCall() : void

-+ changelLanguage(in QString) : void

BjAccount

+ bjSip : BjSip

. + removeCall{in Call) : void

+ onRegState(in OnRegStateParam) : void
+ onincomingCall(in OnincomingCallParam) : void

BjCall

Application activities

Registration activity

When starting the application, it is necessary for the user to log in to
the predefined SIP server. To log in, it is necessary to first create a local
account with a user name, password and extension (the number with
which the user is identified on the SIP server), which can be done from the
activity of creating a new user account.

After the account is created, the user can log in with a username and
password. After entering the parameters for registration on the server, the
user starts the process of registering the account on the server by pressing

the "Log in" button.
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- myAcc : BjAccount

- bjSip : BjSip

-aud_med : AudioMedia

- speaker_media : AudioMedia
- mic_media : AudioMedia

+ onCallState(in OnCallStateParam) : void

+ onCallTransferRequest{in OnCallTransferRequestParam) : void

+onC: in OnC;i

questParam) : void

+ONC; in OnC:

aram) : void

Figure 2 — Test application — Class diagram




Main activity

The main activity of the application is divided into two tabs: "call
history" and "contacts". The "call history" tab is not implemented in this
version of the application. On the "contacts" tab, there is a list of contacts
created by the user, where each contact has an extension (a number on
the SIP server) and a contact name. Next to each contact there are buttons
for voice and video calls, although a video call is not implemented in this
version of the application. There is also a button for creating a new contact
on the "contacts" tab, which forwards the user to the form for entering a
new user.

Figure 3 shows the main activity of the application and the "contacts"
tab. The user can add new contacts by pressing the "Add new contact"
button, which opens the form for adding a new contact (Figure 4).

On the form, the user should enter the extension of the new contact
and the name of the contact, before pressing the "Add new contact" button,
which adds the new contact to the contact list.

Call History <

Bob [ [

Charlie B, O

BjSip
Keep talking

[»

Figure 3 — Test application - Main activity in the dark mode in English
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New contact 3

Contact Name

Delta

L Extension

Figure 4 — Test application — Add the new contact activity in English

Call activities

In the current version of the application, only voice calls between two
users are enabled. Pressing the voice call button in the contact list sends
a call to the desired contact, where the user is forwarded to the call
establishment activity (Figure 5). On a given activity, the user has the
option to end the started call or to wait for the call to be established.

Calling bob

Figure 5 — Test application — Pending call activity in English
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If the contact is unavailable for any reason, the user is forwarded to
the end-of-call activity shown in Figure 6, where the reason for the
termination of the initiated call is printed. On a given activity, the user has
a button to restart the same call, a button to return to the initial activity, as
well as the written name of the contact with whom he participated in the
call and the reason for ending the call.

Alice
User temporarily unavailable

Q O

Exit Call again

Figure 6 — Test application — Call ended activity in English

In case the called contact accepts the call, both users are forwarded
to the voice call activity (Figure 7). On a given activity, users have buttons
to add a new participant, switch to a video call, mute the microphone, and
end the call. In the current version, only the button to end the call is
implemented. An established call continues until one party ends the call
by pressing the end call button, which forwards both users to the end-of-
call activity (Figure 6).

Charlie

Figure 7 — Test application — Outgoing call activity in Serbian
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If the server forwards an incoming call to the application, the user is
shown a pop-up menu (Figure 8) in the lower right corner of the application
window with the information about the user who made the call and the
buttons for accepting and rejecting the call. If the application detects an
incoming call while a call is in progress at that moment, it refuses to give
the call by passing the status to the caller that the user is busy, which is
displayed on the end-of-call activity (Figure 6).

At [lonaj HOBM KOHTaKT

o alice [ [ "
bjCun

Hek' pasroeopun He npecTajy

A LIS

Figure 8 — Test application — Incoming call popup in Serbian

Settings activity

There is a settings activity in the application (Figure 9) that currently
has two settings that are there to improve the user experience. One setting
allows the selection of the color mode between light and dark mode, while
the other setting allows the selection of the language. Currently, the
application supports Serbian (Latin and Cyrillic) and English. Figure 9
shows the appearance of the main activity of the application in the light
color mode in Serbian.

- ( @ Nogewasara B

&* [lonaj HOBM KOHTAKT

Figure 9 — Test application — Settings activity in the light mode in Serbian
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Test environment

In order to test the functioning of the application, it was necessary to
create a test environment in which there is a SIP server to which the test
application connects. The network environment is simulated by a router
with Wi-Fi access points through which a laptop device running three client
processes and a virtual machine running a server are connected to a
wireless LAN network. The FusionPBX SIP server is running on a Linux
Debian 11 virtual machine, with its network settings set to Bridge, so that
the server can be accessed from other physical machines on the network.
FusionPBX can be configured via web interface (Figure 10). If the
application functions as intended in this environment, it can be concluded
that it will function in any network that operates according to TCP/IP
network protocols (Tot et al, 2021).

& wpont | B EXPORT + 0D | @ sHowALL @ searcH

100215

100215
100215
100215
100215

100215
100215

Figure 10 — Test environment — Web interface for FusionPBX

Conclusion

Exchanging any type of content over unprotected media is practically
unacceptable in today's world. With the advancement of technology, the
demands for faster and better communication have increased, which must
also be protected due to today's security challenges. Through the
integration of cryptographic protocols such as the ZRTP protocol, the
application enables the creation of secure communication channels and
the exchange of secret keys between the users. This provides encryption
and authentication, contributing to the impenetrability of unwanted
activities. Using the SIP protocol of the application level, the way of mutual
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communication between users and servers is standardized. The
development of an application for cryptographic protection of speech is of
great importance in the context of a growing need for secure
communications both in business and private spheres as well as in the
military. Challenges such as compatibility with different devices and
operating systems, and compliance with the existing privacy standards
and regulations need to be addressed.

The level of protection as well as the range of information aspects that
are protected in the proposed solution are not sufficient for applications in
real systems. In order to further improve the security and protection of
messages, it is necessary to explore the possibilities of using additional
cryptographic mechanisms, such as digital signatures, random session
keys, and digital envelopes for the implementation of additional security
services. This would preserve the integrity of the data and the authenticity
of the data source as well as the sender's non-repudiation, and the secrecy
of the data itself would be more clearly protected.

The application test shows that the SIP protocol is a suitable and good
solution for this type of application. In order for this application to be more
comprehensive, it is necessary to expand it in the ways mentioned in the
previous chapter and test it in a larger and more complex environment.
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Resumen:

Introduccién/objetivo: Todos los datos intercambiados a través de Internet,
asi como de otras redes informaticas, deben considerarse expuestos a
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diversos tipos de amenazas a la seguridad. En vista de esto, la transmisién
de aplicaciones de voz en off que no utilizan ningun tipo de criptoproteccion
permite que cualquiera pueda discernir el contenido de la comunicacion.
Dado que la transmisién de voz requiere el menor retraso posible, se
utilizan varios protocolos para permitir la comunicacion en tiempo real
criptoprotegida. Este articulo presenta una solucion en una variante de
aplicacion de escritorio.

Métodos: La esencia en los sistemas de intercambio de voz, asi como en
otros sistemas donde es necesaria la comunicacion en tiempo real, es el
establecimiento de una sesién criptoprotegida que es un canal virtual
seguro para la comunicacién al que sélo tienen acceso las partes que se
comunican. Las sesiones de voz en la aplicacion se establecen con el
protocolo SIP (Session Initiation Protocol). Las sesiones estan ademas
protegidas mediante el protocolo ZRTP (Protocolo de transporte en tiempo
real de Zimmerman). FusionPBX se utilizé6 como servidor SIP (registrador)
para fines de prueba. La aplicacion esta desarrollada en lenguaje C++
utilizando el framework Qt.

Resultados: La version final de la aplicacion demuestra que los protocolos
ZRTP y SIP son muy adecuados para establecer comunicaciones de voz
criptoprotegidas con bajo retardo.

Conclusion: Esta solucion proporciona funciones criptograficas para la
secrecia de los datos y gestion de claves criptogréficas. Mejorar la solucién
con firmas y certificados digitales dar4d como resultado funciones
criptogréficas adicionales: integridad de datos e identificacion personal.
Con esta mejora, esta solucién podra resistir las amenazas de seguridad
modernas con poca demora.

Palabras claves: sesiones criptoprotegidas, comunicacién en tiempo
real, sesiones de voz, protocolo SIP, protocolo ZRTP, comunicaciones.

[leckTonHoe NpunoXxeHue Ons KPMNTO3aLLUUTbLI FONIOCOBOW CBS3M
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PYBPUKA TPHTW: 20.15.05 MHpopMaLMOHHbIE Cry»0bl, CETU, CUCTEMbI B
Lenom,
28.21.19 Teopusa KogmpoBaHus,
49.33.35 HapgexxHoCTb ceTen CBA3N 1 3aliuTa
nHdopmaumm,
81.93.29 UHndopmaumoHHasa 6e3onacHoCTb.
3awmTa nHopmauum
BWO CTATbW: opurmHanbHasa Hay4Has cTaTes

Pe3swome:

BeedeHue/uenb: Be3onacHocmb acex OaHHbIX, KOmopbIMU
obmeHugatomcess Yepes uHmepHem, a makxe Opyeue KOMIbIMEpPHbIe
cemu nodeepzaomcsi pasnuyHbiM eudam yepo3. Takum obpasom,
nepedaya eonoca Yepe3 MPUIOXKEHUS, KOMOopbie HEe UCMOob3Yom
Kpunmo3zawumy, obecriequeaem 603MOXHOCMb J1H060MY Xenarouemy
nepexeamums 20510c080e coobujeHue. [lockonbKy nepedaya 2oroca
Oo/mKHa ocywecmensmsCsl ¢ MUHUMarbHol 3adepxxkol, UCrosb3yromcesi
pasnuyHble npomokoribl O obecriedeHusl Kpunmo3awumai Ces3u 8
pexume peanbHO20 8peMeHU. B 0OaHHOU cmambe rnpedcmasnieHo
peweHue 8 aude OeCKMOnHO20 MPUIOXEeHUs.

Memodbi: Cymb cucmem 20/10c08020 0bMeHa, a makxke dpyaux cucmem,
20e Heobxo0uMa Ccesi3b 8 PEXUME peaslbHO20 8PeMeHU, 3aKIioYaemcs 8
ycmaHoe/ieHUU  Kpunmo3awjuuleHHo20 ceaHca. KpunmosawuuweHHbIl
ceaHc npedcmasrisiem coboll supmyarbHbIl 3auUUEeHHbIU KaHar cessu,
docmyn K KOMOPOMY UMENm MOJIbKO 0buwaruiuecss CrmopOH:bI.
lonocosbie ceaHCbl 8 MPUIOXeHUU yCmaHaeuearomcsi ¢ MOMOWbHO
npomokona SIP (Session Initiation Protocol). CeaHcbl AornonHUmMensHo
3awWuweHbl ¢ nomowkbro npomokosia ZRTP (Zimmerman Real-time
Transport Protocol). FusionPBX ucrionb3oearsics 8 uensix mecmupogaHusi
SIP-cepesepa (pecucmpamop). lNpunoxeHue pazpabomaHo Ha si3bike C++
¢ ucrionb3o8aHueM ¢hpetimeopka QL.

Pesyrnbmamel: OkoHYamersibHasi 8epcusi MpuioxeHuss GeMoHcmpupyem,
umo npomokonbl ZRTP u SIP obecrieyusarom Kpurimo3awjuUeHHyHo
20/10C08YH0 CB513b C MUHUMAaITbHOU 3a0epKKOU.

BbigoObi:  [JaHHoe peweHue npedocmasrisem Kpurimozpaghuyeckue
¢yHKyuu  npu  obecriedeHUU  KOHGbuOeHUuansHocmu  OaHHbIX U
ynpaeneHusi KpurnimoegpaghuyecKumu Krrdamu. YcosepuieHcmeosaHue
peleHus ¢ nNoMowbio Uughposbix nodnucel u cepmugbukamos ripueedem
K rosierieHut0  OOMOHUMESIbHBIX — Kpurnmoepaghudeckux  QhyHKYUU:
uernocmHocmu QaHHbIX U UdeHmugukayuu nu4yHocmu. brazodaps
makoMy  ycO8epweHCcmeos8aHut0  0aHHOe  peweHue  cMoxem
pomueoCMosiMb ~ COBPEMEHHbIM ~ yeposam  6e3onacHocmu €
MUHUMarTbHOU 3a0epKKoU.
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Knroyesble criosa: KpunmosauwUuUuleHHbIe CeaHCbl, C853b 8 peaslbHOM
8peMeHU, eoriocoeble ceaHcbl, rnpomokosi SIP, npomokon ZRTP,
KOMMYHUKayuu.

Heckron annukauuja 3a pasmeHy kpunto3awTuheHor rosopa

CmegpaH M. NBaHoBuh?2, Mapko P. Mapkosuh®, Casa C. CtaHnwmh®,
Kpucmuna P. XuBaHosuh', Jumumpuje C. KonawmnHauy"
2 Bojcka Cpbuje, LieHTap 3a npumereHy MaTemaTuKy U eneKkTPpOHUKY,
HenaptmaH 3a kpuntorpadvjy y KoMmyHukaumjama,
Beorpag, Penybnuka Cp6uja, ayTop 3a npenucky
6 Khaoticen, lenapTmaH 3a CUCTEMCKY agMuUHUCTPaUUjy,
Beorpag, Penybnuka Cpbuja

& Bojcka Cpbuje, PaTHo Ba3gyxonnoBCTBO U NPOTUBBA3AyXonnoBHa oabpaxa,
98. BasgyxonnosHa 6puraga, Jlahesuu, Penybnuka Cpbuja

" Bojcka Cpbuje, LieHTap 3a npumereHy MateMaTUuKy 1 eneKTPOHNKY,
OenapTmaH 3a kpuntorpadujy y padyHapckum mpexama,
Beorpan, Peny6nuka Cpbuja

OBJACT: pauyHapcke Hayke, TenekomyHukauuje, UT, kpuntorpaduja
KATEITOPUJA (TUM) YITAHKA: opyruHanHu Hay4Hu pag

Caxemak:

Yeod/uurb: Ceu nodauu pasmeH-eHU MPEKo UHmMepHema, Kao U peKko
Opyeux padvyHapcKux Mpexa, [rOOfoXHU Cy pasHuM muriosuma
6e36edHOCHUX npemrsu. Y3umajyhu mo y ob63up, npeHoc enaca ys3
Kopuwherse arnnukayuja Koje He Kopucme HuKakae 8ud Kpunmosawmume
omozyhaea 6uno kome Oa npecpemHe calpxaj KoMyHukauuje. Kako
MPeHoc anaca 3axmeea WMo MaH-€e KalWHeHe, Kopucme ce pasHU
MPOMOKO/IU 3a Kpurimo3awmumy 3a KOMyHUKauujy y peasHoM epeMeHy.
Osaj pad npedcmasrba pewere y 8apujaHmu deckmor arnukayuje.

Memode: CywmuHa pa3MmeHe arnaca, Kao U KOMyHUKauuje y pearHom
gpemeHy, jecme y obesbehewy Kpunmo3dawmuheHe cecuje, Koja
npedcmaerba supmyesiHU 3awmuheHu KaHar 3a KOMyHUKauujy Kome Moay
fpucmynumu camo sieeasnHu y4ecHuyu. nacosHe cecuje ycriocmasrbeHe
cy y annukayujy kopuwhemwem SIP (Session Initiation Protocol)
npomokorna. Cecuje cy 3awmuheHe kopuwhemem ZRTP (Zimmerman
Real-time Transport Protocol) npomokona. FusionPBX je kopuwheH kao
SIP cepesep 3a mecmupare. Annukayuja je passujeHa y C++ je3uky
Kopuwherem Qt ghpejmsopka.

Pesynmamu: KoHa4yHa eep3auja arnnukayuje demoHcmpuparna je 0a ZRTP
u SIP npomokonu 06e36eRyjy  KpunmosawmuheHy  2r1acosHy
KOMYHUKauujy ca MUHUMYMOM KalH-EHba.

Sakrbyuak: Oso pewere 0besbehyje Kpurimoepaghcke cbyHKUUje 3a
majHocm nofamaka U  pa3MeHy  KpurmoepadghCKux  Kibydesea.
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YHanpehusarbe pewetrba, Kopuwherwem OueumarnHux fommnuca u
cepmucbukama, pesynmupano 6u  0o0amHUM  KpurmoepaghCcKum
yHKYujama: uHmeepumemom rnodamaka u aymeHmukayujom. Osum
yHanpehemwem pewere 6u 6urio omnopHO Ha MoOepHe Npem e y3 Maso
KawtbeHe.

KrbyuHe peyu: kpunmosawmuheHe cecuje, KOMyHUKayuja y peanHom
epemeHy, enacoseHe cecuje, SIP npomokon, ZRTP npomokor,
KOMyHUKauyuje.
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Abstract:

Introduction/purpose: The paper explores the implementation of two-factor
authentication (2FA) in computer systems, addressing the increasing need
for enhanced security. It highlights the vulnerabilities of password-based
authentication and emphasizes the advantages of 2FA in mitigating digital
threats. The development of the VoiceAuth application, integrating 2FA
through a combination of password and voice authentication, serves as a
practical illustration.

Methods: The research adopts a three-tier architecture for the VoiceAuth
application, encompassing a database, server-side REST API, and client-
side single-page application. Speaker verification is employed for voice
authentication, analyzing elements like pitch, rhythm, and vocal tract
shapes.The paper also discusses possibilities for future upgrades,
suggesting enhancements such as real-time voice verification and
additional 2FA methods.

Results: The application’'s implementation involves a detailed breakdown of
the REST API architecture, Single Page Applications (SPAs), and the
Speaker Verification service.

Conclusion: The research underscores the crucial role of two-factor
authentication (2FA) in bolstering the security of computer systems. The
VoiceAuth application serves as a practical demonstration, showcasing the
successful integration of 2FA through a combination of password and voice
authentication. The modular architecture of the application allows for
potential upgrades.

Key words: authentication, computer systems, biometrics.
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Introduction

With the development of Internet technologies and their role in our
everyday lives, the need for security and data protection has become a
necessity. In a time when sensitive transactions can be conducted and
personal and financial information can be accessed over the Internet or
other computer networks, the possibility of secure access to data becomes
crucial. Authentication in computer systems represents the confirmation of
a user's identity before allowing access to the system or data. This involves
verifying and confirming the authenticity of associated information to
prevent unauthorized access and protect sensitive data.

Classical computer systems often used password-based
authentication methods, but the drawbacks of such methods are becoming
more pronounced in modern systems. Passwords are vulnerable to brute-
force attacks, as modern high-performance computers can quickly
uncover them if they are not sufficiently complex. Users of computer
systems often use the same passwords for all systems, so in the case of
data leaks from one popular service, an attacker can gain access to all
user accounts. For these reasons, the need for an additional layer of
security during data and service access is highly emphasized today.

Two-factor authentication provides that extra layer of security by
requiring an additional proof of the user's authenticity in addition to the
username and password. The significance of two-factor authentication is
evident in the fact that major companies like Google and Meta require their
users to use two-factor authentication in the future to protect against data
breaches.

The concept of authentication

Authentication represents the process of verifying and confirming the
identity of a user or system in computers and information systems. This
security measure is applied to ensure access only to authorized individuals
and to prevent unauthorized access and misuse.

1) Authentication is the most crucial step in the process of gaining

access to data, consisting of three main steps:

2) ldentification: During this step, the user asserts who they are.

3) Authentication: During this step, the user provides evidence that

confirms their identity.

4) Authorization: During this step, it is determined whether the user

has the right to access.
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In most computer systems, identification and authentication are
combined into a single step, where the user sequentially enters a
username for identification and a password as an authentication factor.
The combination of a username and password is the most common way
to prove identity, especially in web environments (Marky et al, 2022).

Vulnerabilities of password-based authentication

Despite the widespread use of passwords as an authentication
method, they are by no means secure and have multiple vulnerabilities
that can easily lead to identity theft if exploited (Tot et al, 2021). The
vulnerabilities of passwords do not lie solely in the authentication method
itself when considered in isolation. In theory, a sufficiently long password
that combines letters with numbers and other characters poses a
significant barrier to any brute-force attack (Bondarchuk et al, 2023).

It is clear that a sufficiently complex password serves as a significant
barrier against brute-force attacks, but a small number of passwords fall
into this category. The vulnerabilities of passwords lie in their widespread
use as well as in users' bad habits. Some weaknesses of passwords in the
context of users include:

o Users choose easily memorable passwords such as
"12345678," "11111111," or "password." Attackers can guess
such passwords manually, and any short passwords are
quickly guessed by computers.

o Users do not want to enter passwords with each login and
carelessly use the browser's save password options.

o Users use the same passwords for accounts on different
services. This practice leads to identity theft, even in the case
of very complex passwords. Almost all major platforms have
reported data breaches in the past few years.

Recommendation: It is advised to use different passwords, especially
for systems authorized to perform financial transactions.

Two-Factor Authentication as a method of protection

Two-factor authentication involves adding another layer of security
during identity verification. It commonly combines a password method with
another method, but any of the two methods used can be classified into
one of the following three groups:

o Something the user knows: This could be a password or some
form of code or response to a question.
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Something the user possesses: often a hardware device like
a mobile phone or payment card.
Something the user is: Typically, a biometric data point such
as a fingerprint or eye biometrics.

By combining two factors from different groups, the likelihood of
unauthorized access is significantly reduced, as the chances are lower that
an attacker possesses both factors, especially if they are not in any way
related to each other (Chandrakar & Om, 2015).

Common methods of two-factor authentication

Today, various types of two-factor authentication are in use, and
some of the decisive factors in their prevalence are speed of use, ease of
setup, and security.

1)

2)

3)

4)

Authentication Using SMS messages - Two-factor
authentication via SMS. After receiving the username and
password, the website sends the user a one-time code
(OTP) via text message. The user must enter the OTP code
into the application to gain access (Yuan, 2013).

Software Tokens - A recommended alternative to SMS codes
involves using software-generated time-based one-time
codes (known as TOTP). First, the user needs to download
and install a free two-factor authentication app on their
mobile phone or computer. They can then use the app with
any website supporting this type of authentication. Software
tokens eliminate the possibility of interception by hackers,
addressing a concern with methods delivered via SMS
(Reese et al, 2019).

Push Notification Method - The push notification is an
authentication request sent to the mobile phone, and the
user approves or rejects it with a single touch. Due to its
speed of use, Push Notification is considered a two-factor
authentication method that prioritizes user convenience.

Biometric Methods - In the past, the obstacle to biometrics
was the high cost of devices capable of recognizing biometric
data. Today, biometric authentication has become
commonplace for most people. Most smartphones now have
fingerprint or facial recognition capabilities. However, some
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biometric methods have emerged but are not widely used,
such as voice authentication, gait analysis, and typing habits.
Biometric authentication has several drawbacks. All
characteristics it relies on are permanent user traits. Another
significant problem is that biometric data is extremely
sensitive and allows not only user authentication but also
person identification. Therefore, the collection and
transmission of this data to digital services should be treated
with exceptional care. Hence, biometric data is usually used
for local authentication and stored and processed on the
device to avoid sending it over the network (Kaur & Kumar,
2021).

Development of the VoiceAuth Application

The practical part of this work encompasses the development of a test
application that applies the concepts of two-factor user authentication. An
application has been created that allows users to authenticate through a
combination of password and voice authentication. Since the user's voice
has been chosen as the second authentication factor, the application has
been named VoiceAuth. The application was developed in a three-tier
architecture with a separate data store, server-side, and client-side web
application. The database was created using the PostgreSQL object-
relational DBMS, allowing data manipulation through enhanced SQL
commands. The server-side web application was created as a REST API
service and written in the TypeScript programming language, using the
NestJs framework that enables the creation of modular web applications.
The client-side application was built as a single-page application (SPA) in
TypeScript using the Angular framework, which possesses a similar
modular architecture to the NestJs framework. The client application is
tailored for use on both mobile and desktop devices. For the purpose of
voice verification, a service was developed in the Python programming
language, communicating with the server application via the HTTP
protocol (Zou et al, 2021).

REST API Architecture

The REST APl (Representational State Transfer Application
Programming Interface) represents a standard way of communication and
data exchange between various software applications and systems over
the Internet. This technology enables simple and efficient interaction
between client applications and servers, providing a means for requesting,
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updating, and sharing data in a manner consistent with the fundamental
principles of web architecture.

In REST API architecture, resources (such as data or functionalities)
are represented as URLs, and operations are performed using HTTP
methods like GET (retrieve data), POST (send new data), PUT (update
existing data), and DELETE (delete data). This allows programmers to
easily communicate with servers and perform various actions based on
their needs.

REST API architecture is widely applied in various domains, including
web applications, mobile applications, and data exchange services, and it
facilitates the integration of different software systems in a simple and cost-
effective manner. This popular technology provides a modern approach to
the development, integration, and communication between web
applications.

The complete code written for the REST API of the VoiceAuth
application can be found at (Tomi¢, 2023a).

Single Page Applications (SPAS)

A single-page application (SPA) is a type of web application that runs
on a single web page without the need to redirect to new pages when
communicating with the server or processing user actions. Instead, SPAs
dynamically change the content and structure of the page using
asynchronous communication with the server and exchanging data with
the server using technologies such as AJAX (asynchronous JavaScript
and XML).

In SPA applications, one page typically contains components that are
dynamically loaded and displayed, achieving faster responsiveness and
less server load. Users can interactively work with the application without
the need to refresh the entire page.

This concept has become popular in recent years due to its user-
friendliness and quick development. Well-known web frameworks and
libraries such as Angular, React, and Vue.js are often used for developing
SPA applications.

The complete code written for the SPA VoiceAuth application can be
found at (Tomic¢, 2023b).

Speaker verification

Speaker verification is a biometric authentication method used to
confirm the identity of a person based on their voice. This technology is
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employed to determine whether a person's voice matches a previously
registered voice in the system (Zhu et al, 2020).

During speaker verification, the system analyzes various aspects of
the voice, such as pitch, rhythm, vocal tract shapes, and other
characteristic parameters. These data are compared with a voice sample
registered earlier in the system. If the system determines that the analyzed
voice matches the registered sample, it is considered a successful
verification, and the user is granted access.

There are several types of speaker verification, but the most common
distinction is between text-dependent and text-independent methods. In
text-dependent verification, the user is required to read words from the
screen, and such methods often involve speech recognition in addition to
the speaker verification system.

Speaker verification methods commonly utilize machine learning
algorithms and neural networks.

The complete code written for the Speaker Verification service in the
VoiceAuth application can be found at (Tomic¢, 2023c).

Authentication implementation techniques in web
applications

In the previous chapters, we talked about what authentication is and
which authentication methods exist, but we did not explain how
authentication mechanisms are implemented in different systems. In this
chapter, we will look at the most common techniques for implementing
authentication in web applications.

In the previous chapters, it was mentioned that authentication is the
process of verifying and confirming the identity of a user using some form
of proof, often referred to as credentials. In modern systems, users do not
provide their credentials for every action they perform; instead, they
provide them to the system during login, and for a certain period, they are
considered authorized to work with the system. During this time, the
system is responsible for keeping information about the logged-in user,
and this is also called maintaining a session. Due to the nature of the HTTP
protocol, which does not imply session persistence, there are various
techniques in web applications to achieve this, and we will now look at
some of them.

Basic HTTP authentication

This is the simplest method of session persistence implementation.
The client-side of the application is responsible for storing user credentials
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in memory and sending them to the server during each HTTP request in
the authorization header, usually encoded in Base64 format.

This session persistence method is not suitable for use because the
user's credentials are sent with every request, making it susceptible to theft
and identity loss.

Session cookie

An HTTP cookie is a block of data created by a web server when a
user visits a website and is stored on the user's computer or other device
through a web browser.

A session cookie is a cookie that lasts for the duration of a session.
The session begins when the user logs in to work. Session cookies contain
information stored in temporary memory or on the server's disk and are
deleted after the session ends. A session cookie is tied to a specific server.
This means that a session cookie cannot be read or accessed by any
machine other than the one that generated it. The corresponding server is
the one that stores the web application the user is visiting. The same
server also creates the session ID. The session ID is a unique, randomly
generated number stored in the session cookie.

A session cookie is suitable for use in applications that use the MVC
architecture because most frameworks have built-in support for server
sessions. Still, it is not suitable for use in implementing REST API solutions
because one of the principles of the REST methodology is not to store
session data on the server. This way, servers can scale horizontally, with
multiple instances of web servers each able to handle any HTTP request.

JSON Web Token (JWT)

JSON Web Token (JWT) is a standard used to exchange information
between two entities, usually a client and a server (Jones et al, 2015).
JWTs contain JSON-format objects that carry information to be shared ().
Each JWT is signed using hashing functions or asymmetric cryptography
algorithms to ensure that the contents (known as JWT claims) cannot be
altered by the client or a malicious party. JWT can take the form of JWS
(JSON Web Signature) or JWE (JSON Web Encryption). JWS tokens
contain public information that anyone can read but whose contents are
verified by the server that issues them. JWE uses asymmetric
cryptography algorithms to encrypt messages, allowing them to contain
private information.
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Commonly, JWT has three parts:

o Header, which contains information about the algorithm used
for signing or encrypting and information about the token type.

o Payload, the part containing claims that are verified. It also
includes the expiration period of the token.

o Signature, in the case of JWS, contains the cryptographic
digest of the associated header, claims, and a secret key
stored on the server.

JWT is suitable for implementation in the REST API architecture. The
token is stored on the client-side of the application (whether it is a SPA,
mobile, or desktop application) and is attached to each request in the
authorization header. The token is then verified on the server by creating
a new message digest and compared with the one in the token's signature.
Only the server can issue and verify tokens.

Analysis of the proposed solution

The VoiceAuth application was developed as a test application to
review data on employees' working hours and days off in the company
(Tomi¢, 2023d). The data in the application is randomly generated, but in
a real system, it would be retrieved from a third-party system, whether it is
an embedded check-in system, a time-tracking application for projects like
Clockify, or an accounting program. The application distinguishes two
types of users: regular users and administrators, who have different rights
and different login systems for work.

The best way to represent the structure of the application is by using
UML diagrams. This is a way to visualize a software program through a
collection of diagrams. Unified Modeling Language (UML) is a
standardized modeling language that helps programmers visualize,
construct, and document new software systems and drawings. UML is
used to create diagrams of static structure based on various engineering
practices that have proven successful in creating complex systems. There
are different types of UML diagrams used for different software structures.
There are 14 official types, with some additional versions that are not
officially recognized but are widely used. In this work, two diagrams will be
described: the Class Diagram and the Use Case Diagram.

Use Case Diagram

The Use Case Diagram is a representation of the interaction between
the user and the system, illustrating the relationship between the user and
different use cases in which the user is involved.
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The use case diagram can identify different types of users in the
system and different use cases.

A

Regular

usar

X

Admin

Figure 1 — Use Case Diagram

Fig. 1 shows the use case diagram for the application described in the
paper.

The first step is user login. Regular users use only their username and
password, while administrators, after logging in with their password, must
verify their voice.

Figure 2 shows the login process for regular users. The appearance
of the application on a mobile phone is also depicted.
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Korisni¢ko ime Korisnicko ime

Admin1201000222222 Admin1201000222222 Prijavi se pomocu glasa

Lozinka Lozinka .

—=> — >

Figure 2 — Regular user login

Administrators log in to the application first with a username and
password, and then they verify their voice. Voice verification is not possible
if authentication has not been successful.

As mentioned earlier, voice verification is done using a service
developed in the Python programming language, and the Speechbrain
package is used.

The machine learning models provided by this package are suitable
because voice verification only requires one recording for comparison,
achieving an accuracy of over 80 percent.

The authentication flow for administrators is shown in Figures 3 and 4.
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Korisni¢ke ime Korisnicko ime
Admin1201000222222 Admin1201000222222
Lozinka Lozinka

—=

Prijavi se pomocu glasa

—>

Figure 3 — Administrator login, part 1

Prijavi se pomo¢u glasa

00:00

VoiceAuth

Dobrodosao Admin1 Admin
Tvoj trenutni radni mesec:

Admin1 Admin
Avgust 2023.
Radnih sati: 145

Detaljnije

Figure 4 — Administrator login, part 2
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After the administrator logs in with a username and password, they
will be redirected to the voice verification page. The dependency between
the two login steps is achieved by creating a temporary JSON Web Token,
which serves as confirmation that the administrator has successfully
completed password verification.

In the application, the registration of new users is performed by
administrators, and in this way, only regular users can be registered. The
registration of new users is done through an email address entered by the
administrator. The administrator enters the user's information, including
the first name, last name, ID number (JMBG), and the email address to
which the user will receive a message for further registration, as shown in
Figure 5.

VoiceAuth Potetna Registruj korisnika  Radri sati = m

Email adresa

Prezime

IMBG

Registruj korisnika

Figure 5 — New user registration

No Reply mihail [l omail.com npexo sandbox mgsend.ne T

Dobrodosli Mihailo Tomic

Da biste postali zvaniéan korisnik, molimo vas potvrdite vas identitat kikom na dugme ispod

Potvrdi

© Ogrosopu | [ Mpocnean

Figure 6 — Confirmation email
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After this, an invitation with a link arrives at the email address, which
can be used for further registration and creating a password for future
logins, as shown in Figure 6.

Class diagram

In order for the above to be realized, the implementation of the
application has a certain number of classes in the TypeScript programming
language, which are implemented in the manner shown in the class
diagram. The best way to understand and overview the entire code is by
displaying class diagrams. The class diagram allows us to map the system
structures by showing different classes, attributes, operations, and
relationships between objects. In the diagram, a class is represented by a
rectangle. Each rectangle is divided vertically into three parts. The upper
part has the class name. The second and third sections provide details
about the class's operations, behavior, and attributes. Figure 7 shows the
class diagram for the REST API application described in this paper
because it contains the majority of the business and domain logic of the
system, without the presentation layer.

AuthService

WorkingHours

daysOff :numbe:

WorkingHoursService

constructor(whRzposito erSennce]

P P
: WorkingHoursController | _

constructoriwhService)

RolesGuard

Figure 7 - Class diagram
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The class diagram shown in the figure contains the most basic
classes that represent the key components of the entire application,

namely:

UserController, WorkingHoursController, UserService,

WorkingHoursService, User, WorkingHours, AuthService, MailService,
and RolesGuard. The explanations of the main classes are given below:

O

UserController and WorkingHoursController: These are
controller classes defining the inputs to the system and
operations provided by the created API. Each method in
these classes corresponds to a URL resource that allows
data manipulation in the system.

UserService and WorkingHoursService: These are the core
service classes containing the main business logic of the
application. They define methods that, using an Object-
Relational Mapper (ORM) tool, manipulate data in the
database. These service classes are intended to be used by
controller classes but can also be utilized in other service
classes.

AuthService: This auxiliary service class handles user
authentication. Besides the basic authentication role, it also
incorporates two-factor authentication and token generation.

MailService: This auxiliary service class is responsible for
sending messages via email. It utilizes the SMTP protocol to
send messages to users, with messages playing a role in
registering new users and changing passwords.

User and WorkingHours: These are data model classes
defined using an ORM tool. The attributes of these classes
are used for generating tables and fields in the database.

RolesGuard: This class plays a role in user authorization
when accessing resources. It provides a generalized solution
for authorization in the application. With the specific syntax
for the programming language, it allows adding user
authorization based on their role in the system (regular user
or administrator) with just one line of code for each resource
(represented as methods in the controller classes).
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Analysis of the proposed solution

As mentioned in the previous chapters, the majority of the application
is written in the TypeScript programming language, along with a voice
verification service written in the Python programming language. The text
below provides the basic information about the software tools and
packages used in the development of the application.

NestJs

NestJS is a modern, flexible, and scalable framework for developing
server-side applications in the TypeScript programming language. This
framework provides a contemporary way of structuring applications using
a modular concept and views the application as a set of interconnected
modules.

NestJS relies on fundamental concepts from object-oriented
programming as well as advanced concepts such as Inversion of Control
(IoC) and Dependency Injection (DI), enabling better code organization
and testing. This architecture encourages the development of applications
that are easy to maintain and test.

With support for synchronous and asynchronous code, NestJS allows
the development of high-performance applications. Additionally, within
NestJS, there is access to a wide range of modules and packages that
facilitate the implementation of various functionalities, including
authentication, database management, routing, and many others.

TypeORM

TypeORM is an object-relational mapping (ORM) library for
JavaScript and TypeScript programming languages. This tool allows
developers to easily communicate with relational databases using objects
and classes.

TypeORM provides an intuitive way to define and model databases
using object-oriented programming concepts. Working with databases and
tables is achieved through classes and annotations, reducing the need for
SQL queries and direct table interactions.

Angular

Angular is a popular framework for developing web applications.
Developed by Google, this framework enables programmers to build
dynamic and interactive web applications using HTML, CSS, and the
TypeScript language.
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Angular uses the concept of components, where different parts of the
application are developed as a set of blocks that can be reused multiple
times. This approach facilitates the organization and maintenance of code,
as well as the development of various functionalities. Angular supports
modular code organization and the use of object-oriented programming
principles in the development of the presentation layer of web applications.

Speechbrain

SpeechBrain is an open-source Python framework for speech
processing that covers various aspects of speech and language analysis.
This framework allows researchers and programmers to develop
applications and models for speech processing, speech recognition,
speech synthesis, emotional analysis, and many other applications in the
field of natural language processing (NLP).

SpeechBrain provides a straightforward way to build and experiment
with different models and algorithms for speech analysis. It offers a
dataset, preprocessing tools, model-building modules, and the ability to
test and fine-tune models.

Possibilities of upgrading the proposed solution

This test application provides only the basic scope of functionality and
represents a demonstration of using modern biometric authentication
techniques in the Internet and other network systems. The application itself
does not provide utility value but can serve as a good foundation for
building a more complex system and its use through the internet or private
computer networks. The application can be upgraded as a time-tracking
system by introducing integrations with external time-tracking systems,
providing necessary legal and accounting information within the company.
Additionally, the modular nature of the developed solution allows for
efficient transformation of the application into a microservices architecture,
enabling its use as a standalone service for user authentication and
authorization.

Further upgrades to the application would depend on the needs of the
real system and the features it would offer, but some possible
functionalities that could enhance the application's significance include:

o Enabling the use of voice verification dependent on spoken
words by adding speech recognition algorithms to the
verification service. This would allow real-time voice
verification based on the uttered words, significantly improving
the system's security.
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o Providing other types of two-factor authentication, contributing
to user experience.
o Enabling two-factor authentication for all types of users.

From a technical perspective, the quality of the already developed
solution can be enhanced by allowing access to the application in a test
environment via a web server for users to test application functionalities
from their computers. Simplifying the installation of the application on
servers could be achieved by introducing DevOps work methodology and
automating the installation process through integration with version control
systems like GitHub, used during solution development, and CI/CD
(Continuous Integration & Continuous Deployment/Delivery) systems such
as Jenkins and GitHub Actions.

Conclusions

Modern information technologies and information systems provide us
with increasing possibilities day by day, penetrating into more and more
areas of our lives. Internet users are becoming owners of hew accounts
on various systems and services every day. With the increase in accounts
and the processing power of modern computers, there is a growing
occurrence of attacks and digital identity theft. Two-factor authentication is
one solution to this problem, offering users a higher level of security when
accessing their accounts and becoming a standard in complex services.

This paper explores the possibility of implementing two-factor
authentication for users in an information system. The ultimate goal was
to demonstrate that two-factor authentication is not a burden to users and
can be used easily and efficiently in computer systems. Additionally, the
paper aims to show that biometric methods can be successfully used as
one of the factors.
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Resumen:

Introduccién/objetivo: El articulo explora la implementacién de la
autenticacion de dos factores (2FA) en sistemas informaticos, abordando
la creciente necesidad de una mayor seguridad. Destaca las
vulnerabilidades de la autenticacion basada en contrasefias y enfatiza las
ventajas de 2FA para mitigar las amenazas digitales. El desarrollo de la
aplicacion VoiceAuth, que integra 2FA mediante una combinacién de
contrasefia y autenticacién de voz, sirve como ejemplo préctico.

Métodos: La investigacion adopta una arquitectura de tres niveles para la
aplicacion VoiceAuth, que abarca una base de datos, una APl REST del
lado del servidor y una aplicacion de una sola pagina del lado del cliente.
La verificacion del orador se emplea para la autenticacion de voz,
analizando elementos como el tono, el ritmo y las formas del tracto vocal.
El documento también analiza posibilidades para futuras actualizaciones,
sugiriendo mejoras como la verificacion de voz en tiempo real y métodos
2FA adicionales.

Resultados: La implementacion de la aplicacién implica un desglose
detallado de la arquitectura API REST, las aplicaciones de pagina Unica
(SPA) y el servicio de verificacion de oradores.

Conclusion: La investigacién subraya el papel crucial de la autenticacion
de dos factores (2FA) para reforzar la seguridad de los sistemas
informaticos. La aplicacién VoiceAuth sirve como demostracion practica,
mostrando la integracion exitosa de 2FA a través de una combinacion de
contrasefia y autenticacion de voz. La arquitectura modular de la aplicacién
permite posibles actualizaciones.

Palabras claves: autenticacion, sistemas informaticos, biometria.
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PYBPUKA TPHTW: 28.17.33 KoMnbloTEpPHOE MOAENMPOBaHNE peanibHOCTU.
BupTyanbHas peanbHoCTb
B[O CTATbW: opurmHanbHas HayyYHas ctaTbsl

Pesrome:

BeedeHue/uenb: B 0OaHnHOU cmambe uccriedyemcsi 8HeOpeHue
dsyxghakmopHoli aymeHmucgbukauyuu (2FA) 8 KoMbromepHbIX cucmemax,
nodyepkueasi pacmywyto nompebHocmb 8 ycuneHuu bezonacHocmu. B
cmambe 0CceewWarmces ya38UMoCmb aymeHmuguKayuu Ha OCHo8aHUU
napors u nodyepkusaromes rpeumywiecmsa 2FA 8 CHWxeHuUU yughposbix
yepo3. B kadecmee nipakmu4veckol usnmocmpayuu  rpedcmasneHa
paspabomka nipunoxeHusi VoiceAuth, uHmezpupyrou,e2o 2FA ¢ noMowpto
KoMbUHayuu naporsis U 20710coeol aymeHmucgbukayuu.

Memodei: B daHHoM uccriedogaHuUU UCMOIb3yemcsi mpexyposHeeasi
apxumexkmypa 0n1s npurnoxeHusi VoiceAuth, ekmrodarowjass 6asy daHHbIX,
cepsepHbii REST APl u nomnb3oeamernisckoe npusioxeHue. [ns
20/10c080U aymeHmuguKayuu UCrosb3yemcs fposepKka 2080psLeeo,
aHanusupyrowas makue a51eMeHmbI, Kak: 8bICOmMa moHa, pumm, memoép u
makm. B cmambe makxe obcyxdaromcsi 803MOXHOCMU 6ydyuiux
06Ho8seHUl, 8 MOM 4ucsie PoBepKa 20/l0ca 8 PexXuMe pearibHOo20
speMeHU U GornosiHumeribHbie Memoodbl 2FA.

Pesynbmambi: BHedpeHue npunoxeHus ekmodaem 8 cebsi demaribHyto
onucaHue apxumekmypbl REST API, odHOcmpaHU4HbIX npunoxeHul
(SPA) u cnyx6bi ayduornposepKu.

Bbigodbi: B uccnedosaHuu nodydepkueaemcsi pewaroujasi  posib
dsyxgbakmopHol aymeHmugukayuu (2FA) e nossiweHuu besonacHocmu
KomrbromepHbix cucmem. [NpunoxeHue VoiceAuth demoHcmpupyem Ha
npakmuke ycriewHyro uHmezpayuro 2FA nocpedcmeom kombuHauyuu
napons u eoriocogol aymeHmucgpukayuu. ModynbHasi apxumekmypa
npunoxeHusi 0orycKkaem 803MOXHOCMb €20 MOOepHU3ayuU.

Knrouesbie crosa: aymeHmugukayus, KOMIMbIOMEPHbIE CUCMEeMbI,
6uomempusi.

MmnnemeHTauuja gBoakTopcke ayTeHTudmKalmje y padyyHapCcknum
cucteMmmma

Muxauno [. Tomuh?, Onugepa M. Papojesuh®

@ Codebehind doo, beorpap, Penybnuka Cpbuja, ayTop 3a npenucky

6 Bojcka Cp6uje, PaTHO Ba3yxonnoBCTBO ¥ NPOTUBBA3ayxXonsioBHa oaopaHa,
210. 6ataroH Bese, beorpag, Penybnuka Cpbuja

OBJNACT: pauyHapcke Hayke, MHCpOpMaLMOHe TeXHONOormje
KATEITOPWUJA (TWUIM) YITAHKA: opyruHanHu Hay4Hu pag
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Caxemak:

Yeod/yure: Y pady ce ucmpaxyje umniemeHmauyuja deoghakmopcke
aymeHmucbukayuje (2FA) y padyHapckum cucmemuma U Haenawasa
pacmyha nompeba 0Oa ce yHanpedu 6e36edHocm. MHiecmuye ce
yepoxXxeHocm aymeHmucbukayuje Ha OCHO8Y JI03UHKe U Haanawasajy
npedHocmu 2FA y cMarbugarby duaumarnHux npemrsu. Pa3goj annukayuje
VoiceAuth, koja uHmeepuwe 2FA Kpo3 KombuHauujy I03UHKE U
aymeHmucbukayuje 2r1acoMm, CIyXu Kao rpakmuyaH rnpukas.

Memode: Ucmpaxueare Kopucmu mpocriojHy apxumeKkmypy 3a pa3eoj
annukayuje VoiceAuth, obyxeamajyhu 6a3y nodamaka, REST API| Ha
CmpaHuU cepeepa U KIUjeHmMCKy arnukayujy. 3a aymeHmugukauujy
anacom Kopucmu ce eepudcbukauyuja 2080pHUKa, aHanuaupajyhu
efleMeHme Kao Wimo Cy MOoH, pumam u obsiuyu 8okarHoe makma. Y pady
ce, makohe, paamampajy moeyhHocmu 3a 6yOdyha yHanpehersa; npednaxy
ce dodauyu kao wmo cy eepughukauuja anaca y peasiHoM epemMeHy U
dodamHe memode 2FA.

Pesynmamu: UMmnnemeHmauuja arniukauuje ykibydyje demarbaH oriuc
apxumekmype REST APIl-a, knujeHmckKe arnnukayuje u cepsuca 3a
gsepugbuKkayujy 2080pHUKa.

Sakrbyyak: Ynoza dsoghakmopcke aymeHmucpukayuje (2FA) y javyary
b6e3bedHocmu padyHapCcKux cucmema je Kiby4Ha. Annukayuja VoiceAuth
CyXu Kao rpakmuyHa OemMOHcmpauyuja, npukasyjyhu ycnewHy
uHmezpauujy 2FA kpo3 kombuHauujy no3uHKe U aymeHmucbukayuje
enacom. ModynapHa apxumeKkmypa ansukauyuje ocmassba rnpocmop 3a
rnomeHuyujanHa yHarnpehersa.

KmbyyHe  peuyu:  aymeHnmucbukauyuja,  padyHapcku — cucmemu,
buomempuja.
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Abstract:

Introduction/purpose: The study of vehicle suspension is a challenge for
researchers in the field of vehicles regarding the impact of the suspension
system on vehicle performances such as ride comfort, road holding, and
working space. This paper presents the simulation of the Land Rover
Defender 110 vehicle in the roll plane (half vehicle) in Simulink/MATLAB.
The obtained results were compared with the results obtained in the
ADAMS/CAR software package of the Land Rover Defender 110 simulation
model previously experimentally validated. The Defender 110 vehicle has
a dependent suspension system in both axles and a passive suspension
type with four degrees of freedom (4 DOF).

Methods: The equations of the system can be solved mathematically with
a scheme in Simulink/MATLAB while half-vehicle modeling has been done
in ADAMS/CAR.

Results: The comparison of the vehicle characteristics obtained by the two
simulation methods was done for three different scenarios, and it was
noticed that there is a good correlation between them.
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Conclusion: It was concluded that the Defender 110 vehicle simulation
model in Simulink/MATLAB is validated. The validated model can be used
to perform suspension system optimization in future work.

Key words: suspension system, Defender 110, ADAMS/CAR,
Simulink/MATLAB.

Introduction

Automotive researchers pay attention to suspension because it
ensures the comfort, stability and safety of passengers and keeps the
wheels always in contact with the road whatever the nature of the road is.

Most of research activities during last decades have been directed to
vibration control of vehicles which are influenced by the harmful effects of
vibrations caused by road irregularities on driver's comfort (Mitra et al,
2013).

The primary function of the suspension is to minimize vibrations
arising from irregularities in the road profile. Consequently, it is crucial to
meticulously choose suspension characteristics such as spring stiffness
and the damping coefficient to ensure optimal performance across diverse
road profiles. When the vehicle is driven over an uneven road profile, there
should not be too large-amplitude oscillations, and if they occur, they must
be removed quickly (Turakhia & Modi, 2016).

One of the models used in the literature is a quarter vehicle model
because of its modeling simplicity. This model can give sprung mass
acceleration, road holding, and suspension working space. In (Mitra et al,
2018), an experiment was conducted on a quarter car test rig to obtain the
ride comfort by varying different parameters. The same dimensions of the
test rig were replicated to develop a quarter car simulation model in
ADAMS/CAR.

Another model that has been carried out by researchers is a bicycle
type model which is more complex than the quarter vehicle model. This
model provides one more parameter than the quarter vehicle model, and
that is the pitch angle. In (Zuraulis et al, 2014), there are the analyses of
the impact of the road micro-profile on the duration and the type of the
vehicle wheel contact with the road surface driving at different speed, and
the selected vehicle bicycle model describes vertical displacements of
front and rear wheels and their suspension as well as the impact of the
vehicle body motion and longitudinal oscillation.

There are some other parameters which are essential in the study of
vehicle suspension and among them is the roll angle. In order to be able
to study this parameter, we have developed a mathematical model of the
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Land Rover Defender 110 in the roll plane. The dynamic motions of the
vehicle in the roll plane are generally described by a 4DOF model. The
vehicle has a dependent type suspension, meaning that there is an axle
which connects the left wheel to the right one and the suspensions are of
a passive type.

The Land Rover Defender 110 model was made in ADAMS/CAR
software and the simulation model was validated using the instrumented
experimental vehicle for two scenarios, namely, the bump test and the
double lane change maneuver (Khettou et al, 2016).

This article focuses on the validation of the mathematical model using
Simulink/MATLAB with the ADAMS/CAR maodel of the vehicle in the roll
plane of the Land Rover Defender 110.

In the analysis of suspension in general, there are parameters called
design variables which are: stiffness and damping coefficients and the
performances such as ride comfort, road holding, and suspension working
space. These performances are dependent on design variables. The
objective of this work is to validate and compare the mathematical model
with the Adams model in order to optimize the performance characteristics
of the suspension system in the future work.

Mathematical model for suspension

A Land Rover Defender 110 vehicle in the roll plane with four degrees
of freedom (4 DOF) is presented in Figure 1: the vehicle body mass
(sprung mass), the moment of the sprung mass relative to the vehicle x
axis points forward and is parallel to the vehicle plane of symmetry, the
unsprung mass and the moment of the unsprung mass relative to the
vehicle x axis are identified by m,,, I,,,, m, and I,,., respectively.

The suspension stiffness k and the damper coefficient ¢ are placed at
a distance d from the center of gravity of the suspension system. The tire
stiffness k; and the damper coefficient of the tire ¢, are placed at a distance
b from the center of gravity of the suspension system.

The vertical displacement, the rolling angle of the sprung mass, the
vertical displacement and the rolling angle of the unsprung mass are
represented by z, ,0,, , z,and 8,, respectively.

The vertical excitation in the left and right wheels is represented by
zy; and z,,., respectively, and Figure 1 shows the details of the vehicle half
in the roll plane. The specifications of the suspension system are given in
Table 1.

194




Figure 1 — Suspension system of the half vehicle in the roll plan

Table 1 — Suspension system specifications

Entity Value Entity Value
my, 2125 kg mg 232 kg
|- 744 kgm? Tox 45.08 kgm?

k 55000 N/m k; 200000 N/m
c 5700 Ns/m Ct 0 Ns/m

The equations of motion of the passive model are given in Egs. (1),
(2), (3), and (4):

my, Z, + 2¢z, + 2kz, — 2cz, — 2kz, = 0 Q)
Mg Zg + 2¢24 + 2kzy — 2¢2, — 2kzy, + ¢ (Zg; + Zoy) (2
+ki(zor + 2or) = 0

I,,6, + 2cd?6, + 2kd?6, — 2kd?6, — 2kd?6, = 0 (3)

I,40, + 2cd?8, + 2kd?8, — 2cd?6, — 2kd?8,, + c;b?(zq; — Zoy)
+ k¢b? (2o — 2or) = 0 (4)

The performance characteristics are described as follows:
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1. The vertical acceleration of the vehicle body is a measure of the
comfortability of ride and is expressed in Eq.(5):

fi = 12| ®)

2. The dynamic tire load is a measure of the road holding and is
expressed in Eq.(6):

f2 = |2q = 2| (6)

3. The suspension working space is expressed in Eq.(7):

fz = |2y — 24l (7
4. The roll angle is expressed in Eq.(8):
fa = 16,] (8)

Development of a simulation model

Two methods are used for the simulation of the half vehicle model to
make the comparison between them. The first method is to perform the
simulation using Simulink/MATLAB Software and the second method is to
use ADAMS/CAR Software.

Simulink model

Figure 2 shows the Simulink model which is made using Egs. (1), (2),
(3), and (4). In the solver, we chose step fix equal to 0.001, and automatic
solver selection.

Following the input excitation and from the graphic representation of
the model, we obtain essential information such as: displacement, velocity,
acceleration along the z axis and the angular displacement, angular
velocity, and angular acceleration along the x axis for the two masses
(sprung and unsprung).
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Figure 2 — Simulink model for the vehicle in the roll plan

Adams/Car model

The Land Rover Defender 110 suspension model was initially
developed by (Khettou et al, 2016) and, based on it, some modifications
were made, shown in Figure 3 representing the vehicle in the roll plane in
ADAMS/CAR. The model is represented by two masses connected by a
suspension system. One of the masses is called sprung mass and it
represents the body which carries the same characteristics of the vehicle
while the other is called unsprung mass and it represents the axle with two
wheels which have the same characteristics as real vehicle wheels.

After preparing the model and specifying input excitations of the
wheels, the simulation was performed using the same test parameters
used in the original model and in Simulink model which are cited in Table
1. We chose the resolution parameters in the solver: integrator: GSTIFF,
Formulation: I3, Corrector: Modified, and at the end we read the simulation
results in the postprocessing windows.
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Figure 3 — Representation of the vehicle Defender 110 in the roll plan in Adams/CAR

Results and discussion

In this study, we focus much more on the performance characteristics
mentioned above, in addition to vertical displacement, vertical velocity, and
angular velocity of the vehicle in three scenarios:

e Sinusoidal profile;
e Obstacle test; and
o Double bump test.

Scenario 1: sinusoidal profile

The profile of (Baumal et al, 1998) is used and shown in Figure 4.
The profile of the road is of a sinusoidal shape with the amplitude
h; = 0.102m, h, = 2h; and the wavelength 1 = 24.4 m.
The vehicle velocity v is assumed to be 24.4m/s.
As a function of time, the road conditions are given by Egs.(9) and
(20):
zo1 = 5 (cos(wt) — 1) (©)

Zyr = h(cos(wt) — 1) (10)
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where zy,;, z,, are the road profiles in the left and right wheel, respectively,
represented in Figure 4, while w is the forcing frequency and is given by
Eq.(11):

(11)

A
-
Eritation {m)

. . . . )
05 1 15 2 25 3 35 4 45 5
T Time (8)

Figure 4 — Sinusoidal profile of the road (scenariol)

Figure 5 shows the comparison between the Adams and Simulink
results of the sprung mass for scenario 1, while Table 2 shows the
comparison of the performance characteristic values between the Adams
and Simulink models for scenario 1.

Table 2 — Comparison of the performance characteristic values between Adams and
Simulink for Scenario 1

Performance | Max|Z,| | Max|(z, — zy)| Max|(zq — zo,)| | Max|z, — z,| Max|6, |
characteristic | (™/.2) (m) (m) (m) (rad)
Adams 6.96 0.083 0.058 0.113 0.101
Simulink 7.20 0.085 0.057 0.117 0.101
Deviation (%) | 3.34 2.67 1.81 3.65 0
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Figure 5 — Simulation results in Adams and Simulink of a sinusoidal road profile
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Scenario 2: Obstacle test

In this test, the vehicle must cross a discrete obstacle with one wheel
(left) and then its response is determined.

The same discrete obstacle with the same speed, v = 8.33 m/s, was
used as in (Khettou et al, 2016).

The characteristics of the discrete obstacle are presented in Figure 6:

50

/\5,
\

500 ‘:)06

Figure 6 — Dimensions and the profile of the discrete obstacle (scenario 2)

Figure 7 shows the comparison between the Adams and Simulink
results of the sprung mass for scenario 2, while Table 3 shows the
comparison of the performance characteristic values between the Adams
and Simulink models for scenario 2.

Table 3 — Comparison of the performance characteristic values between Adams and
Simulink for Scenario 2

Performance | Max|Z,l| Max|(z, — zo))| Max|(z, — zo,)| Max|z, — zq| | Max|6, |
characteristic | ("/s2) (m) (m) (m) (rad)
Adams 2.79 0.049 0.021 0.0172 0.011
Simulink 291 0.050 0.023 0.0191 0.0109
Deviation (%) 4.3 2.27 8.53 10.6 0.91
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Figure 7 — Simulation results in Adams and Simulink of the discrete obstacle

Adams = = = :Simulink

Scenario 3: Double bump test

In this test, the vehicle is driven over a double bump shape shown in
Figure 8. The wheel on the right-hand side is late in time t, in comparison
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to the wheel on the left-hand side. The vehicle has a speed of v = 8.33 m/s
while the bump width is L = 0.5m and its amplitude is h = 0.1m.

a1

= = - Right Exitstion

Time (s}

Figure 8 — The double bump profile scenario 3)

As a function of time, the road conditions are given by Eqgs. (12) and (13):

2(1 — cos(w(t — tl))) ift; <t<t,
Zoi(t) = 2(1 — cos(w(t — t3))) ift; <t<t, (12)
0 elsewhere
L(1-cos(wt—t,))if ty <t <ty
Zor(t) = %(1 — cos(w(t — t4))) if ty <t<ts (13)
0 elsewhere
And the time steps are given in Eq.(14):
tl = 15
T = L
v
ti=t;+nT n=2,...,5 ¢, =T (14)

Figure 9 shows the comparison between the Adams and Simulink
results of the sprung mass for scenario 3, while Table 4 shows the
comparison of the performance characteristic values between the Adams
and Simulink models for scenario 3.

Table 4 — Comparison of the performance characteristic values between Adams and
Simulink for Scenario 3

Performance Max|Z,| Max|(Z, — Zy)| Max|(Z, — Zo,)| | Max|Z, — Z,]| Max|6,, |
characteristic m /52) (m) (m) (m) (rad)
Adams 5.34 0.086 0.077 0.024 9.621073
Simulink 5.21 0.092 0.077 0.027 1.051072
Deviation (%) 243 7.37 0 12.5 9.14

203

Bemeddah, A. et al, Mathematical modeling and simulation of a half-vehicle suspension system in the roll plane, pp.192-208



L w ~@ 5
o - - o
B < K -
- - e -
o w e -
o o a ]
- @ ia -
o 0 z
v g 'y la'y o
NE N E o g a
F = £
o ~ lw .
9 w |a N
i @ a o
= . fay . _ .
| . . | lo .
7 s S S B
: u ° _ s g° 8 2 e &
) 0 o @ = o < o o s N n a = e = s
s f s B 3 9 @ s 3 3 3 i 3 3 g8 § 3 g 8§ 3 3 8 g 3 & 8
s H B o o s s s EREE s s 3 3 3 =
[s ] Auoolop jeaipop [sipes] Aioojon senbuy [u] soeds Bupyiopm [w] iy Buipioq peoy
- w ‘w ®
2 2 7 la 0
< 2 3 “
< < 7 I -
a @ i o
@ " ] °
@ - - .
z z =
o'y 6y o % o
~E N E o g b
F E E
o o 1N ~
a s o o
E - ] <
- - e = - e
9 s L -
s s = E
2
o X w " - o o -]
s s 5 g 3 ! ° % N o % 7 ¢ % 2 o e « & e 8 3 9 T 8§ ° § T 2 8 3
°© © < _ua..__ UOREIB[IDOY [N = o ] =l 4 5

s s s
[w]juewadejdsiq [eanap

[pe.) sj6ue jjoy

[w] 87 Buipjoy peoy

Time [s]

Time [s]

Adams - - - - Simulink |

Figure 9 — Simulation results in Adams and Simulink of the double bump profile
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Conclusion

In this paper, we have presented the Simulink model of the half
vehicle of the Defender 110 and performed its validation with the
ADAMS/CAR model for three scenarios. After the detailed analyses, we
noticed that the simulation results obtained by Simulink are in good
agreement with the simulation results of ADAMS. The extreme values of
Simulink are greater than those of Adams which can be explained by the
fact that the modeling in Adams is more detailed compared to the
mathematical model. Also, another reason is that the numerical resolution
method used in Adams is different from the methods used in Simulink, and
the calculated percentage error between the two simulations for the three
scenarios for all performance characteristics does not exceed 15%.
Therefore, we can say that the model is validated. It can be, therefore,
concluded that by using the validated model, the system can be further
optimized to study the relationship and sensitivity of different design
variables for optimal ride comfort, road holding, and suspension working
space.
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TIPO DE ARTICULO: articulo cientifico original

Resumen:

Introduccion/objetivo: El estudio de la suspension de vehiculos es un
desafio para investigadores en el campo de los vehiculos sobre el impacto
del sistema de suspension en el rendimiento del vehiculo, tales como la
comodidad de marcha, el agarre en carretera y el funcionamiento del
espacio. Este articulo presenta la simulacién del vehiculo Land Rover
Defender 110 en el plano de balanceo (medio vehiculo) en
Simulink/MATLAB. Los resultados obtenidos se compararon con los
resultados obtenidos en el paquete de software ADAMS/CAR del modelo
de simulacion Land Rover Defender 110 previamente validado
experimentalmente. El vehiculo Defender 110 cuenta con un sistema de
suspension dependiente en ambos ejes y un tipo de suspension pasiva con
cuatro grados de libertad (4 DOF).

Métodos: Las ecuaciones del sistema se pueden resolver
matematicamente con un esquema en Simulink/MATLAB mientras se
realiza el modelado de medio vehiculo en ADAMS/CAR.

Resultados: La comparacién de las caracteristicas del vehiculo obtenidas
por los dos métodos de simulacion se realiz6 para tres escenarios
diferentes, y se observé que existe una buena correlacion entre ellos.

Conclusién: Se concluyé que el modelo de simulacion del vehiculo
Defender 110 en Simulink/MATLAB esta validado. El modelo validado se
puede utilizar para realizar la optimizacion del sistema de suspension en
trabajos futuros.

Palabras claves: sistema de suspension, Defender 110, ADAMS/CAR,
Simulink/MATLAB.
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MaTtemaTnyeckoe mMoaennpoBaHne CUCTeMbl NOABECKN aBTOMOOUNSA B
nonepeHHon MNJIOCKOCTU

A60ecernem b. beHmenaax, KOppeCnoHAEHT,

Mowmup M. Opakynuy, AnexkcaHdp C. Oxxypwd, CpemeHn P. Mepwny,
AnekcaHop I'. Byksud, A6dennax b.®epdypu

YHuBepcuTeT 06opoHbl B . benrpaa, BoeHHasn akagemus, kacpeapa
BOEHHOro MalLUMHOCTpoeHus, r. benrpaa, Pecny6nvka Cepbus

PYBPUKA TPHTW: 78.25.09 BoeHHas aBTOMOGUIbHAsA TEXHMKa
BWO CTATbW: opuruHanbHas Hay4Has ctaTes

Pe3some:

BeedeHue/uenb: W3ydyeHue cucmeMm nodeecku mpaHCrnopmHbIxX
cpedcme sensemcsi Hernpocmol 3adadel 0ns uccriefosamened,
usyyarwux enusHue cucmeMm [008eCKU Ha XapakmepucmuKku
asmomoburs: ydobcmeo rpu 8oxoeHuu, ycmou4yueocmb
asmomoburns, ynpaengemocms asmomobund u m. 0. B daHHOU
cmambe rpedcmasrieHo ModernuposaHue pabomsl cucmeMb! 10O8ECKU
asmomobusisi Land Rover Defender 110 8 nmonepedyHoU niockocmu.
UmumayuoHHasi modesnb padpabomaHa 6 npo2paMMHOM rakeme
Simulink/MATTLAB. lNonydyeHHble pe3ynibmambl 6bisiu cOrnocmassieHbl
C pesynbmamamu  paHee  3KCrepuMeHmarnbHO  poeepeHHoUl
umumauuoHHou modesnu Land Rover Defender 110. Aemomoburns Land
Rover Defender 110 umeem 3asucumyto cucmemy rnodgecku Ha obeux
0CsIX U M0O8ECKY Maccu8HO20 murna ¢ YembipbMsl cmerneHsiMu ¢8ob600b!
(4 DOF).

MemoObi:  YpasHeHusi  cucmembl  Mo2ym  bbimb  peweHbl
Mamemamudecku rno cxeme 8 Simulink/MATLAB, a modenupogaHue
mpaxcrnopmHbIx cpedcme 8 rnonepevyHol MIoCKOCMU 8bINMOHAEMCS 8
ADAMS/CAR.

Pe3ynbmamsi: CpasHeHue Xxapakmepucmuk asmomoburis,
rosny4YeHHbIx 08ymMsi Memodamu ModesiupoeaHusi, 6bisio 8bINMOIHEHO 10
mpem pasnuyHbiM cueHapusm. CpasHUmMenbHbIlU aHanu3 nodmeepoust
ydosrnemesopumersibHoe cogradeHue rnosy4YeHHbIX Pe3yibmamos.

Bbigo0bi: Ha ocHosaHuu pe3yrnbmamos uccriedosaHusi coenaH 8b1800,
ymo umMumauyuoHHass MoOesib  asmomobuns Defender 110,
paspabomarHass 6 Simulink/MATLAB daem ydosrnemeopumeribHO
moyHble pesyrbmambsl. CrnedosamesibHO, MOXHO cYyumamb, 4Ymo
sepucbukayus ebirnonHeHa. BanuduposaHHass modesnib moxem 6bimb
ucrionlb3ogaHa 6 onmumu3lauyuu cucmembl rodsecku 8 bydywel
aKcryamauyuu.

Krouesbie criosa: cucmema rnodsecku, Defender 110, ADAMS/CAR,
Simulink/MATLAB.
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MaTtemaTnyko MoaenoBawe 1 cmmynau,vlja cuctemMa 3a oCliakaHe
Bo3unay I'IOI'Ipe‘-lHOj paBHU

Ab60decenem b. beHmepax, ayTop 3a Npenucky,

Momup M. Opakynuh, AnekcaHdap C. bypuh, CpemeH P. MNepwh,
AnekcaHOap T. byksuh, A6dennax b. ®epcoypu

YHuBepanuteT ogbpaHe y beorpagy, BojHa akagemwja, Kategpa
BOjHOMaLUMHCKOT UHXewepcTBa, beorpan, Penybnuka Cpbuja

OBJIACT: mawmnHCcTBO
KATEFOPWJA (TUIM) YITAHKA: opurinHanHu Hay4Hu pag

Caxemak:

Yeod/uurb: lNpoyyasare cucmema 3a ocramare 8o3urna rnpedcmaesrba
u3asoe 3a ucmpaxueadye Koju caenedaeajy ymuuaj cucmema 3a
ocrnarbak-€ Ha repghopmarce goaurna: yoobHoCcm 80xH-e, cmabusiHocm u
ynpasrbueocm gosuna, umd. Y pady je npedcmasrbeHa cumyrnayuja pada
cucmema 3a ocfiarbarbe 803Us1a y nornpeyYHoj pasHu, 3a eo3usio Land Rover
Defender 110, «koja je passujeHa y rpospaMcKoM rakemy
Simulink/MATLAB. [JobujeHu pe3ynmamu rnopeheHu cy ca pe3ynmamuma
OobujeHum y rpoepamckom rnakemy ADAMS/CAR 3a cumynayuoHu modern
esosuna Land Rover Defender 110 «koju je eepugbukosaH ca
ekcriepumeHmarnHum pedynamuma. Bosuno Land Rover Defender 110 uma
cucmeM 3aBUCHOe OcJlararba Ha 0be 0COBUHE U racueHU murl Ocliar-ak-a
ca Yyemupu cmeneHa criobode (4 DOF).

Memode: JedHayuHe cucmema mo2y ce MamemMamuyku pewumu WemMmom
y Simulink/MATLAB-y, a molenupare 803una Yy [OMpe4yHoj pasHu
ypaheHo je y nakemy ADAMS/CAR.

Pesynmamu: lNopehere nepgopmaHcu go3una 0obujeHux riomohy dse
mMemode cuMynayuja UsspuweHo je 3a mpu pasfuduma cueHapuja; yo4eHo
Je da nocmoju 3adoeorbasajyhe nodydapare dobujeHux pesysimama.

3akrbyyak: 3akrbydeHo je da cumynauuoHu moden eosusia Defender 110
y Simulink/MATLAB-y daje 3adoeosbasajyhe mayHe pesynimame, Yume ce
Moxe cmampamu Oa je u3epuweHa Hez208a eepughukayuja
BepugbukosaHu cumynayuoHu mModes1 MoXe ce Kopucmumu ca eesluKom
mayHowhy 3a onmumu3ayujy cucmema 3a ocrarbarse y 6ydyhem pady.

KrbyuHe peuu: cucmem 3a ocnarbarnse, Defender 110, ADAMS/CAR,
Simulink/MATLAB.
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Abstract:

Introduction/purpose: In recent times, with the tendency to develop new
types of armor-piercing ammunition, constant investments in the
development of new types of armored obstacles is necessary. Obstacles
made of high-alloy steel plates are still the best form of protection against
larger caliber ammunition. There are a number of factors to consider when
selecting an alloy, including the weight, dimensions, intended use, desired
ballistic performance, and costs. According to that, a numerical analysis of
penetration of a 30mm armor-piercing fin-stabilized discarding sabot
projectile into the steel alloy Weldox 460 plates of different thicknesses at a
distance of 1000m with a velocity of 1300m/s is presented in this paper.

Methods: The stresses and deformations of the penetration effect were
calculated through numerical analysis and finite element modeling. To
specify material characteristics, the Johnson-Cook material model and the
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fracture of materials model have been utilized. In order to define models
and carry out numerical calculations, the software packages FEMAP and
LS Dyna have been used in this paper.

Results: For a numerical analysis of the penetration process of this
projectile type against armor obstacle, four different armor plate thicknesses
are calculated: 20mm, 50mm, 100mm, and 110mm. For each of them, the
results are shown in a form of stress and displacement, so that the
interaction phenomena between the sub-projectile and the armor plate can
be described.

Conclusion: Modeling the impact on armor-piercing obstacles is extremely
difficult, time-consuming, and complex, and the resulting models very
successfully (or with some deviation) approximate the real problem of
projectile penetration. One of the most effective methods for solving
problems of this kind and others of a similar nature in recent times is the
finite element method analysis. The material and the target dimensions, as
well as the ballistic parameters and the material of the projectile have the
biggest influence on projectile penetration. The target's resistance to
penetration increases when all input parameters are maintained at the
same level and its thickness is increased, and vice versa.

Keywords: armor, projectile, penetration, Weldox 460, numerical
analysis.

Introduction

Armor-piercing ammunition is designed to penetrate high-strength
obstacles. In modern times, in addition to improving the geometric and
ballistic characteristics of the projectile body, high efforts are invested in
the development of new types of ammunition and new types of materials.

The projectile shape has the biggest influence on velocity and by
optimizing its geometry, it is possible to decrease aerodynamic drag and
to keep a high level of projectile velocity until it reaches the target.

One of the most effective types of large-caliber armor-piercing
ammunition is sub-caliber ammunition which is mostly used for tank
cannons. Recently, there has been a development of this type of
ammunition for medium caliber cannons, e.g., 30mm.

This type of ammunition is made of tungsten heavy metal alloy
(WHA). Due to the specific characteristics of the heavy metal alloy, during
the process of penetration into the armor, certain phenomena occur, not
characteristic of the classic armor-piercing ammunition, which will be
discussed in more detail later. The high-density tungsten alloy increases
weight of sub-projectile more than 2.2 times compared to steel and this
increases the total kinetic energy of the moving projectile.
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The mechanical properties of tungsten heavy metal alloy are
adjustable via changes to the composition, sintering cycle, or post-
sintering treatment. Increased strength, with a loss of ductility, comes with
post-sintering deformation and aging treatments (German, 2022).

According to all mentioned, a numerical simulation of the penetration
process of a 30mm caliber armor-piercing fin-stabilized discarding sabot
projectile with a heavy metal alloy core into plates of various thicknesses
made of Weldox 460 alloy is performed in this paper. The sub-projectile
simplified drawing used in this analysis is shown in Figure 1.

27
\
|
|
|
"

47

174

Figure 1 — 30mm sub-projectile, drawing

The armor-piercing fin-stabilized discarding sabot (APFSDS)
projectile is made of several subparts: core, fins, carrier, plastic cap, and
driving band. If it has a tracer implemented, it is labelled APFSDS-T.

Due to the specificity of the sub-caliber design compared to other
types of projectiles, it should be emphasized that the effect on the target
is achieved only by the core made of heavy metal and a negligibly small
part of the fins whose role is to ensure the stability of the core on the
trajectory from the muzzle to the drop point. The other parts (carrier, plastic
cap and driving band) have the function of guiding the projectile in the
barrel, and after that they are separated from the rest. This is ensured by
the construction. In Figure 2, a projectile with a cartridge case is shown in
the cross section view and it represent one design solution of this special
ammunition type (Sturgeon's House, 2018).

The sub-projectile body is made of two materials:

- Heavy metal alloy Wi-Ni-Fe — core, and

- Aluminium alloy ASTM 7075-T6 — fins.

For the analysis of the penetration effect, the plate made of armor
steel Weldox 460 is used. A 3D model of the sub-projectile design used in
analysis is shown in Figure 3.
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Figure 3 — 30mm sub-projectile, APFSDS, 3D model

The projectile ballistic characteristics are presented in Table 1.

Table 1 — Ballistic characteristics of the 30mm projectile

Caliber dxl 30x173 mm
Projectile weight m 0.23 kg
Sub-projectile weight m 0.15 kg
Sub-projectile muzzle velocity Vo 1430 m/s
Sub-projectile velocity at a distance of 1000 m V1000 1300 m/s

Material characteristics

The penetration represents one of the typical examples of explicit
nonlinear analysis, which is characterized by large deformations,
deformation rates, as well as material failure.

In order to define the material properties of a high-strength steel target
and a heavy metal alloy sub-projectile, it is necessary to define an
appropriate material model that will describe the properties and the
behavior of the material.

Pantovi¢ et al (2023) analyzed the penetration ability of a 30mm
armor-piercing projectile and defined Johnson-Cook’s constitutive material
model (Wang & Shi, 2013; Liu et al, 2012) for metals characterized by high
stresses, high strain rates and high temperatures. Each of the phenomena
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(strain hardening, strain hardening rate and thermal softening) is
represented by an independent factor. To determine the pressure in solids
exposed to high pressure for a short period of time, the Mie-Griineisen
equation of state is defined which represents the relationship between
pressure and volume of a solid at a given temperature (Heuzé, 2012;
Wilkins, 1999).

Table 2 defines the Johnson-Cook parameters for various materials
used in the numerical simulation of a 30mm APFSDS projectile
penetration, and Table 3 provides the temperature parameters. The
damage parameters for the same materials are defined in Table 4. These
parameters are defining the Johnson-Cook material model used in
numerical simulations (Sun et al, 2021; Flores-Johnson et al, 2014;
Rezasefat et al, 2018).

Table 2 — Johnson-Cook parameters for different materials

Material A [MPa] B [MPa] n C m
Wi-Ni-Fe alloy 1506 177 0.12 0.016 1.0
ASTM 7075-T6 520 477 0.52 0.001 1.0
Weldox 460 490 807 0.73 0.0114 0.94

Table 3 — Thermal characteristics for different materials

Material Tmelt [K] cp [J/kgK]
Wi-Ni-Fe alloy 1723 250
ASTM 7075-T6 893 910
Weldox 460 1800 452

Table 4 — Damage parameters for different materials

Material D1 D2 D3 Da Ds
Wi-Ni-Fe alloy 0 0.33 -15 0 0
ASTM 7075-T6 0.096 0.049 -3.465 0.016 1.1
Weldox 460 0.0705 1.732 -0.54 -0.015 0
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Table 5 defines the parameters of the equation of state for different
materials used in the numerical simulation.

Table 5 — Equation of the state parameters for different materials

Material Co [mm/s] S Iy

Wi-Ni-Fe alloy 4.029-10° 1.237 1.54
ASTM 7075-T6 5.452-108 1.259 2.14
Weldox 460 3.574-10°8 1.920 1.69

Finite element modeling

For the purpose of defining the geometry of the projectile and plate,
due to the existence of two symmetry planes, a quarter model is created
using the finite element method. By simplifying the model, it is possible to
save time and obtain calculation results many times faster. In order to
obtain more accurate calculation results, the projectile and the plate model
are created using a 3D element hexa.

The sub-projectile and plate models are shown in Figures 4, 5 and 6.
The sub-projectile geometry is modeled using 162000 nodes and 122000
elements, while the 10mm thick plate is modeled using 108000 nodes and
96000 elements. The average size of the elements is 0.5mm.

Figure 4 — FEM model of the sub-projectile and the plate, isometry
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Figure 5 — FEM model of the sub-projectile and the plate, side view

Figure 6 — FEM model of the sub-projectile elements

Results and discussion

The chapter on the results presents the numerical simulation output
results for different cases. As it is mentioned, four different plate
thicknesses are analysed: 10mm, 50mm, 100mm, and 110mm.

The 30mm APFSDS projectile muzzle velocity is 1430m/s, but due to
the aerodynamic resistance that occurs during the projectile motion until it
reaches the target, it loses some amount of its kinetic energy. At a distance
of 1000m from the barrel muzzle, the sub-projectile has a velocity of
1300m/s and that is the value which is used as an impact velocity in the
performed numerical simulations.

It is determined that the penetration ability of the projectile decreases
with the increase of the target plate thickness, and vice versa.
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Case 1 — 10mm thick plate

The Von Misses equivalent stress and penetration effect of the armor
plate Weldox 460 with thickness of 10mm are shown in Figures 7-12.

Penetration APFSDS 30mm - Weldox 460, e=10mm, V=1300m/s

Effective Stress (v-m)

Contours of Effective Stress (v-m) 5.722¢-06

min=0, at elem# 128724

max=5.72205¢-06, at elem# 278189 5:150e-08
4.578¢-06 _|

4.0058-06 _
3.433e-06 _
2.861e-06
2.289¢-06 ]
P
1.144e-06
5.722e-07
0.000e+00_|

Figure 7 — Von Misses equivalent stress, step 1 — case 1

Penetration APFSDS 30mm - Weldox 460, e=10mm, V=1300m/s
Effective Stress (v-m)

Contours of Effective Stress (v-m) 21340403

min=0.00322005, at elem# 206968

max=2133.89, at elemi 257557 10218403
1.707e+03 |

1.494e403 _
1.280e+03 _
1.067e+03
8.536e+02 :I
6.402e+02
4.268e+02
2.134e402
3220003 |

Figure 8 — Von Misses equivalent stress, step 2 — case 1
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Penetration APFSDS 30mm - Weldox 460, e=10mm, V=1300m/s

Contours of Effective Stress (v-m)
min=0.28245, at elem# 307134
max=2115.69, at elem# 274255

A

Figure 9 — Von Misses equivalent stress, step 3 — case 1

Penetration APFSDS 30mm - Weldox 460, e=10mm, V=1300m/s

Contours of Effective Stress (v-m)
min=4.92898, at elem# 372009
max=2097.52, at elem# 235334

Figure 10 — Von Misses equivalent stress, step 4 — case 1

Effective Stress (v-m)
2.116e+03
1.904e+03
1.693e+03 _§
14816403 _
1.270e+03
1.058e+03
8.464e402
6.340e+02
4.234e+02
2.118e+02
2.825e-01

Effective Stress (v-m)
2.008¢+03
1.888e+03
1.679e+03 _|
1.470e403 _
1.260e+03
1.051e+03
8.420e+02
6.327e+02
4.234e+02
2.142e402
4.920e+00 |

217

Pantovic, P., et al, Numerical analysis of the penetration process of a 30mm armor-piercing fin-stabilized discarding sabot projectile, pp.209-240



ﬁ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

Penetration APFSDS 30mm - Weldox 460, e=10mm, V=1300m/s Z ] Effective Stress (v-m)
Contours of Effective Stress (v-m) : % 2.046e+03
:::32'33;?7"6;(3;"&42?;52 5 E 1.842e+03

5 pis 1.638e+03 |

i \E 1433403 _

q E 1.220e+03 .

[ 1v025e~03‘H

8.206e+02 .

6.163e+02

4.120e+02
2.077e+02
3.358e+00

Figure 11 — Von Misses equivalent stress, step 5 — case 1

Penetration APFSDS 30mm - Weldox 460, e=10mm, V=1300m/s
Effective Stress (v-m)

Contours of Effective Stress (v-m) 19880403

s 1983.15,t sl 273609 1.mem]
1.502e+03 _|
1.394e403 _
1.106e+03 _|
9.984e402
8.005e+02_|

6.025e+02

4.046e+02
b 2066402
8.686e+00_|

.

Figure 12 — Von Misses equivalent stress, step 6 — case 1

As the presented results show, the sub-projectile has enough kinetic
energy to achieve the full penetration effect into the 20mm thick plate. The
core of the projectile retains its structure, while the main part of the fins is
welded to the structure of the plate and the cylindrical part of the fins
fragments behind the plate due to stress relief.
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The sub-projectile velocity is shown in Figure 13 and it represents the
velocity value from the moment of leaving the barrel, until the moment it
penetrates through the target plate. As it can be seen, the sub-projectile
velocity after penetration is still high and has the value of 1280m/s.

Penetration APFSDS 30mm - Weldox 460, e=10mm, V=1300m/s
T T

Subprojectile Z-velocity [mm/s] (E+6)

|
T
0.02 0.04 0.06 0.08 01 012 0.14

Time [s] (E-03)

Figure 13 — Projectile velocity as a function of time — case 1

The plate displacement is shown in Figure 14. The first movement of
target plate occurs after 0.1ms, and the maximum displacement is 0.3mm.

Penetration APFSDS 30mm - Weldox 460, e=10mm, V=1300m/s
0.35 T T T T T

Plate displacement [mm]

Time [s] (E-03)

Figure 14 — Plate displacement in function of time — case 1
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Case 2 — 50mm thick plate

The Von Misses equivalent stress and the penetration effect of the
armor plate Weldox 460 with a thickness of 50mm are shown in Figures
15-20.

Penetration APFSDS 30mm - Weldox 480, e=50mm, V=1300m/s
Effective Stress (v-m]

Contours of Effective Stress (v-m} 5722606

min=0, at elem# 128724 5450806

max=5.72205¢-06, at elem# 278189 <1908
4.578e-06 _f
4.005¢-06 _

3.433e-06
2.861e-06
2.289¢-06 ]
1.717e-06
1.144e-06
572207
0.000e+00

Figure 15 — Von Misses equivalent stress, step 1 — case 2
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Figure 16 — Von Misses equivalent stress, step 2 — case 2
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Figure 17 — Von Misses equivalent stress, step 3 — case 2

Penetration APFSDS 30mm - Weldox 460, e=50mm, V=1300m/s e
ective Stress (v-m)

Contours of Effective Stress (v-m) 2.102e403
min=5.31308, at elem# 770479 S
max=2101.57, at elem# 225791 St
1.682¢+03 |
1.473e+03 _
1.263e+03
1.053e+03
8.438e+02
6.342e+02
4.246e+02
2.149e402
5.314e+00 |

Figure 18 — Von Misses equivalent stress, step 4 — case 2
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Figure 19 — Von Misses equivalent stress, step 5 — case 2
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Figure 20 — Von Misses equivalent stress, step 6 — case 2

As the results show, the sub-projectile still has sufficient kinetic
energy to achieve a full penetration effect in the plate of a thickness of
50mm. It is interesting to mention that compared to the standard armor-
piercing (AP) ammunition type, the APFSDS projectile has a different
penetration effect. This effect will be described in more detail later in the
paper. Figure 21 shows the sub-projectile velocity which is still on high
level after penetrating 50mm of steel and it has a value of 1210m/s.
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Subprojectile Z-velocity [mm/s] (E+6)

Penetration APFSDS 30mm - Weldox 460, e=50mm, V=1300m/s
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Figure 21 — Projectile velocity as a function of time — case 2

The plate displacement is shown in Figure 22. The maximum plate
displacement is low, 0.06mm. It is lower than in case 1 because the plate
thickness in the case 2 is much higher.

Plate displacement [mm]

Penetration APFSDS 30mm - Weldox 460, e=50mm, V=1300m/s
0.06

/A

|
0.05 0.1 0.15

Time [s] (E-03)

0.2 0.25 03

Figure 22 — Plate displacement as a function of time — case 2
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Case 3 — 100mm thick plate

The Von Misses equivalent stress and the penetration effect of the
armor plate Weldox 460 with a thickness of 200mm are shown in Figures
23-28.

Penetration APFSDS 30mm - Weldox 460, e=100mm, V=1300m/s
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Figure 23 — Von Misses equivalent stress, step 1 — case 3
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Figure 24 — Von Misses equivalent stress, step 2 — case 3
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Penetration APFSDS 30mm - Weldox 460, e=100mm, V=1300m/s

Contours of Effective Stress (v-m)
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max=2110.23, at elem# 155244

Figure 25 — Von Misses equivalent stress, step 3 — case 3
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Figure 26 — Von Misses equivalent stress, step 4 — case 3
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Figure 27 — Von Misses equivalent stress, step 5 — case 3
s
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Figure 28 — Von Misses equivalent stress, step 6 — case 3

As the results show, the sub-projectile has a sufficiently high kinetic
energy to achieve the full penetration effect in the 100mm thick plate.
Because it loses too much of energy during penetration, its length behind
the plate is short and therefore does not have a large number of fragments
behind the plate (Figure 28). That reduces its effect behind the target, but
in any case, it still has a high penetration ability.

The sub-projectile velocity is shown in Figure 29. The fragments
velocity after penetration is around 470m/s.
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Penetration APFSDS 30mm - Weldox 460, e=100mm, V=1300m/s
1.4 T
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Figure 29 — Projectile velocity as a function of time — case 3

The plate displacement as a function of time is shown in Figure 30.
The maximum plate displacement is 0.04mm and the first plate movement
occurs after 0.05ms.

Penetration APFSDS 30mm - Weldox 460, e=100mm, V=1300m/s
4
T T

0.03—

0.02—

Plate displacement [mm]

0.01—

Time [s] (E-03)

Figure 30 — Plate displacement as a function of time — case 3
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Case 4 — 110mm thick plate

The Von Misses equivalent stress and the penetration effect of the
armor plate Weldox 460 with a thickness of 110mm are shown in Figures
31-36.

Penetration APFSDS 30mm - Weldox 460, e=110mm, V=1300m/s
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Figure 31 — Von Misses equivalent stress, step 1 — case 4
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Figure 32 — Von Misses equivalent stress, step 2 — case 4
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Figure 33 — Von Misses equivalent stress, step 3 — case 4
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Figure 34 — Von Misses equivalent stress, step 4 — case 4
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Figure 35 — Von Misses equivalent stress, step 5 — case 4
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Figure 36 — Von Misses equivalent stress, step 6 — case 4

As the results show, in this case the sub-projectile does not have
enough kinetic energy to achieve full penetration into the 110mm thick
plate. After the impact with the plate, the sub-projectile core penetrates to
the point it loses its length, weight and velocity and its kinetic energy. After
that, the remained particles get jammed into the armor steel plate structure
and behind the plate there are no fragments.
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In Figure 37, the sub-projectile velocity is shown from the moment the
projectile leaves the barrel until the moment it jams into the plate after
0.23ms.

Penetration APFSDS 30mm - Weldox 460, e=110mm, V=1300m/s

Subprojectile Z-velocity [mm/s] (E+8)

0 0.05 0.1 015 0.2 0.25 03

Time [s] (E-03)

Figure 37 — Projectile velocity as a function of time — case 4

The plate displacement is shown in Figure 38. The maximum plate
displacement is 0.043mm.

Penetration APFSDS 30mm - Weldox 460, e=110mm, V=1300m/s
T T

Plate displacement [mm]

0.01

Time [s] (E-03)

Figure 38 — Plate displacement as a function of time — case 4

The comparative overview of the analysis results is given in Table 6.
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Table 6 — Comparative overview of the analysis results

Plate Penetration Output velocity Plate
thickness behind plate displacement
[mm] [m/s] [mm]

10 yes 1280 0.3

50 yes 1210 0.06

100 yes (limited) 470 0.04

110 no n/a 0.043

As it is already mentioned in this paper, compared to the classic
armor-piercing (AP) ammunition type, the APFSDS sub-projectile has a
different penetration effect. It penetrates through a steel plate without
energy dissipation and “digs” the steel plate structure; while penetrating,
its length becomes shorter. This effect resembles the penetration of a
cumulative jet of HEAT (High-explosive anti-tank) ammunition, because of
high temperatures and effect of material melting.

Magier, M. (2010) also demonstrated this specific penetration effect
of APFSDS ammunition while analyzing the penetration capability of
kinetic energy projectile with a tungsten alloy core for 120mm tank guns.
This effect which M. Magier analyzed is shown in Figure 39.
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Figure 39 — The time sequence of equivalent plastic strain

The concurrence between the phenomenon shown in Figure 39 and
the calculation results shown in figures in the previous part of the paper is
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the confirmation of the accuracy of the claims and the applied methods
and parameters used in this paper.

Table 7 shows a comparison of the penetration capabilities of 30mm
APFSDS and 30mm AP projectiles (Pantovic et al, 2023).

Table 7 — Comparison of the penetrating capabilities of different types of projectiles

Projectile Muzzle Impact velocity at Penetration

type velocity 1000m at 1000m
[m/s] [m/s] [mm]

30mm APFSDS 1430 1300 100

30mm AP 970 750 33

The APFSDS sub-projectile with the defined material and ballistic
characteristics has the ability to fully penetrate the Weldox 460 plate with
a maximum thickness of 100mm.

Different manufacturers provide similar information on maximum
penetration capability for this type of ammunition. For example, Nammo
(Norway) in its catalogue gives a penetration value of 100mm at a distance
of 1000m (Nammo, 2023).

Other manufacturers, such as Mecar (Belgium), give a penetration
value of 50mm at 60°obliquity angle, which is similar to 200mm at 0°, due
to a cosine of the angle and specific effect of penetration at a low angle of
attack (Gyurdsi, 2019).

Conclusion

Armor-piercing ammunition is intended to penetrate ballistic armor
and different protective shields designed to protect certain defended
objects. This ammunition type achieves an effect on the target thanks to
its high material properties, velocity and a specially designed shape.

Representation of the effects that occur during the penetration
process is extremely complex, but by using special material and geometric
models it is possible to describe the real problem of armor-piercing
projectile penetration. For this purpose, different calculation approaches
are available in the modern times, but one of the most successful which
provides the most accurate results is the finite element method.

Accordingly, a numerical analysis of the penetration of a 30mm armor-
piercing fin-stabilized discarding sabot projectile into the steel alloy
Weldox 460 plates of different thicknesses at a distance of 1000m with a
velocity of 1300m/s is presented in this paper.
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In accordance with the penetration theoretical principles, the key
factors which have the greatest influence on the penetration process are
deformation, strain rate, temperature, and pressure.

For the purposes of defining the phenomenon of penetration, it is
necessary to define initial and boundary conditions, material
characteristics, and contact conditions.

For the analysis of a 30mm armor-piercing (AP) projectile on the same
type of armor steel plate, Pantovi¢ et al (2023) used the Johnson-Cook
material model and the Mie-Griineisen equation of state to describe
material behavior. The maximum armor plate thickness which a 30mm
armor-piercing projectile can penetrate, according to the numerical
calculation result, is 33mm.

To establish the penetration ability of a 30mm APFSDS projectile, four
different cases were performed in this analysis.

The 30mm APFSDS sub-projectile with defined ballistic and material
characteristics had a full penetration effect into the 10mm and 50mm thick
armor plates (case 1 and case 2), because its impact velocity and kinetic
energy were higher than needed for the full penetration effect. The
projectile velocity behind the plate, after penetration, in case 1 was
1280m/s, and in case 2, the velocity was 1210m/s.

In case 3, the sub-projectile had a limited penetration because only
small particles of the core and fins went through the whole plate thickness,
and the hole outer diameter was smaller than the sub-projectile core
diameter. The fragments velocity behind the plate after penetration was
around 470m/s.

In case 4, the sub-projectile did not have sufficient kinetic energy to
achieve penetration into the 110mm thick plate. After collision with the
plate, the sub-projectile core penetrates till the point it loses its kinetic
energy. After that, remained particles get jammed into the steel plate
structure and there were no fragments behind the plate.

By performing a penetration analysis of the sub-caliber armor-piercing
ammunition with a core made of tungsten heavy metal alloy, a specific
penetration effect was established and described. The appearance of such
an effect is a function of a large number of different factors - the type of
material, very high values of the collision speeds and the projectile and
obstacles deformation speed, which together, interpenetrating, lead to a
large destruction of the material structure and a high level of penetration.

The 30mm APFSDS sub-projectile with the defined material and
ballistic characteristics has the ability to fully penetrate the Weldox 460
plate with a maximum thickness of 200mm.
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The shown numerical results are confirmed with catalogue data given
by various ammunition manufacturers, as listed in the paper.

Depending on the armor barrier design, the thickness of 100mm can
be achieved in different ways — as a monoblock or as a sandwich armor
with several thicker and thinner plates (e.g., 10, 20, 50mm). In the
sandwich armor case, the sub-projectile penetration effect would be
different because that structure would represent a sandwich barrier with
different cross-sectional densities, which would give different output
results.

From the aspect of ballistic protection, it is necessary to design an
armored barrier in such a way that the personnel behind it is safe. For a
safe protection from this projectile type, it is necessary to use armor steel
with a thickness greater than the calculated one. That would neutralize the
potential effect of separate fragments from the other side of the plate.

The numerical and analytical methods of calculation can provide
guality results and present certain phenomena, but it is desirable to carry
out experimental tests on the training ground, and at the same time
numerical calculations, which would give comparable or incomparable
results, which in the end would be a confirmation of the quality of the
applied methods.
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Resumen:

Introduccién/objetivo: En los Gltimos tiempos, con la tendencia a desarrollar
nuevos tipos de municiones perforantes, es necesaria una inversion
constante en el desarrollo de nuevos tipos de obstaculos blindados. Los
obstéaculos fabricados con placas de acero de alta aleacion siguen siendo
la mejor forma de proteccion contra municiones de mayor calibre. Hay una
serie de factores a considerar al seleccionar una aleacion, incluido el peso,
las dimensiones, el uso previsto, el rendimiento balistico deseado y los
costos. De acuerdo con esto, en este articulo se presenta un analisis
numérico de la penetracion de un proyectii de descarte de sabot
estabilizado con aletas perforador de armadura de 30 mm en placas de
aleacion de acero Weldox 460 de diferentes espesores a una distancia de
1000 m con una velocidad de 1300 m/s.

Métodos: Las tensiones y deformaciones del efecto de penetracion se
calcularon mediante analisis numérico y modelado de elementos finitos.
Para especificar las caracteristicas del material se ha utilizado el modelo
de material de Johnson-Cook y el modelo de fractura de materiales. Para
definir modelos y realizar calculos numéricos se han utilizado en este
trabajo los paquetes de software FEMAP y LS Dyna.

Resultados: Para un analisis numérico del proceso de penetracion de este
tipo de proyectil contra un obstaculo blindado, se calculan cuatro espesores
diferentes de placas de blindaje: 10 mm, 50 mm, 100 mmy 110 mm. Para
cada uno de ellos, los resultados se muestran en forma de tensién y
desplazamiento, de modo que se puedan describir los fendmenos de
interaccion entre el subproyectil y la placa de blindaje.

Conclusion: Determinar el impacto sobre obstaculos perforantes es
extremadamente dificil, requiere mucho tiempo y es complejo, y los
modelos resultantes se aproximan con gran éxito (o con alguna desviacion)
al problema real de la penetracion de proyectiles. Uno de los métodos mas
eficaces para resolver problemas de este tipo y otros de naturaleza similar
en los Ultimos tiempos es el andlisis por el método de elementos finitos. El
material y las dimensiones del objetivo, asi como los pardmetros balisticos
y el material del proyectil tienen la mayor influencia en la penetracion del
proyectil. La resistencia del objetivo a la penetracion aumenta cuando todos
los parametros de entrada se mantienen al mismo nivel y se aumenta su
espesor, y viceversa.

Palabras clave: blindaje, proyectil, penetracion, Weldox 460, analisis
numeérico.
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YUncneHHbI aHanus npouecca NpoHUMKHOBEHWS 30-MM GpoHeboiHOro
CHapsiga

lMpedpaz P. MaHToBUY2, KOpeccnoaeHT, ArekcaHop B. Kappw®,
Anekca . AHnuny®, Mupocrnae M. XXuskoBuy?, Bnadumup . MunosaHoBu4?

aKparyeBaukuin yHMBepcuTeT, hakynbTeT UHXEHEPHbIX HayK,
r. Kparyesau, Pecny6nuka Cepbus

6 BoeHHO-TEeXHMYeCKuMit MHCTUTYT, . Benrpag, Pecny6nuka Cep6us

8 AreHTCTBO MO WUCMNbITaHWsIM, MapKMPOBKE U 0603HAYEHUIO OPYXKNUSI, YCTPONCTB
n 6oenpunacos, r. Kparyesau, Pecnybnvka Cepbus

PYBPUKA TPHTW: 78.25.00 BoopyxeHne 1 BoeHHas TexHuka
BWO CTATbW: opurmHansHas Hay4Has ctaTbs

Pe3some:

BseedeHue/uyenb: B nocnedHee 8pemsi ecriedcmeue meHOeHUUU 8
rpoekmuposaHuu Ho8bix 8UG08 bpoHebolHbIX boernpurnacos mpebyromcs
MOCMOSIHHbIE  KarnumaroerioXeHUs 8 paspabomky HoebIx eudos
b6poHeboliHbIx  npensmcmeul.  BbpoHenpeepadbl U3 sIUCMO8
8bICOKOsIe2UpoBaHHOU  cmarnu  Mo-NpexHeMy  siensomcesi  fydwed
3awumotli om 6oenpunacos KpyrnHo2o Kanubpa. [Npu ebibope criiasa
cnedyem yyumbigamb psi0  hakmopos, e6KYasi eec, pa3Mmepbl,
npedronazaemoe ucrionb3o0eaHue, coomeemcmeyrowjue
bannucmudeckue xapakmepucmuku U cmoumocms. B coomeememesuu ¢
ebllernepeyYuc/ieHHbIM 8 cmambe rnpedcmaessieH YUCMeHHbIU aHanus
npoHukHogeHuUsi 30-MMm  6pPOHEBOUHO-0MNePEHHO20  MOOKaNubepHO20
CHapsila 8 nnacmuHbl cmanbHo2o crnasa Weldox 460 pasnuyHol
monuwuHbl Ha paccmosiHuu 1000 m co ckopocmbto 1300 m/c.

Memodsi: HanpsixkeHue u deghopmayuu aghghekma rpoHUKHOBEHUST bbIru
paccqyumanbi fymemM YUC/IEHHO20 aHanu3a u ModenupogaHusi Memooom
KOHeYHbIX ariemeHmos. [lpu onpedenieHuU xapakmepucmuk Mamepuana
ucrionb3osganuck. Molesnb Mamepuana [pkoHcoHa-Kyka u moderb
paspyweHusi Mamepuasos. [ns onpedeneHusi modesniel U rnposedeHusi
YucrieHHbIX pacdemoe 8 OaHHOU cmambe UCMOoMb308anuchb Makemsl
npoepammHoe2o obecriedeHuss FEMAP u LS Dyna.

Pesynsmamsi: [lpu 4ucrneHHoOM aHanuse rfpoyecca MPOHUKHOBEHUS
makoeo guda cHapsila 8 bpoHesyro ripezpady paccyumaHbl Yembipe
pasnuyHbIX monuwuHbl 6porHesiucmos: 10 mm, 50 mm, 100 mm u 110 mMm.
o kaxdol u3 HUx rpedcmaesrieHb! pesyribmamebil 8 8Uude HarpspKeHul u
degbopmayuli, a makxe ornucaHo e3zaumoldelicmseue noodkKanubepHo20
cHapsiGa ¢ 6poHeucmom.

Bbigodbi: ModenuposarHue ydapa Ha OpoHeboUHbIe rpensmcemeust
567151emcsl Ype3ebiHaliHO CIIOXKHbBIM U mMpPyGOEeMKUM MPOUEeCccoM, 0OHaKo
rnosyyeHHble  Modenu  eecbMa  YCreWHO (Unu C  HEeKoOmMopbIM
OMKJIOHEHUEM) arnpOKCUMUPYOm peasibHyto 3adady MpPOHUKHOBEHUS
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cHapsida. B rnocriedHee epemsi aHanu3 C UCMOfb308aHUEM Memoda
KOHEYHbIX 31eMeHmMoe8 sierisiemcst 00HUM U3 Haubosiee 3ghghekmueHbIX
odxo008 K peweHuro noGobHbIx 3aday.

Knrwyesbie criosa: bpoHsi, cHapsid, npoHukHoseHue, Weldox 460,
YUCIEeHHbIU aHarnus.

Hymepuyka aHanusa npoueca neHeTpaumje naHuMpHor
notkanubapHor npojektuna kanubpa 30 mm

Mpedpaz P. MaHToBMA?, ayTop 3a npenucky, AnekcaHdap B. Kapu®,
Anekca . AHnunh®, Mupocnas M. XKuskosuh?, Bnadumup . MunosaHoBuh?
2YHuBepanteT y Kparyjesuy, @akynTeT UHXeHEepPCKUX Hayka,

Kparyjeau, Peny6nuka Cpbuja
6 BojHOTEXHUYKM UHCTUTYT, Beorpag, Peny6nvka Cpbuja

B AreHuuja 3a ucnutmBame, Xurocawe n obenexaBare opyxja, Hanpasa u
MyHuumje, Kparyjesau, Penybnuka Cpbuja

OBJIACT: mMaLUMHCKO MHXEHEePCTBO, MaTepujanmu
KATEITOPUJA (TUIM) YITAHKA: opyruHanHu Hay4Hu paa

Caxemak:

Ye0d/yurn: Y Hosuje epeme, ca meHOEHUUjOM pa3goja HO8UX muroea
OKITOMHE MyHUyuUje, HeornxoOHa Cy cmarsiHa yrnazara y pa3eoj Ho8UX
murioga OKronHux npernpeka. [lpenpeke 00 eucoKoneaupaHux
Yyesnlu4yHuUXx nroya u dasbe cy Hajbosrbu 8ud 3awmume 0d MyHuyuje sehea
kanubpa. lNocmoju HU3 ¢hakmopa koje mpeba yzemu y ob63up npu
o0abupy neeype, ykribydyjyhu mexuHy, OumeH3uje, npedsuheHy
ynompeby, xerbeHe banucmuyke riepghopmaHce u ueHy. Y cknady ¢
mumMm, y oeoM pady je rpukasaHa Hymepuyka aHanusa rnpodopa
nomkanubapHoe npojekmuna kanubpa 30 mm, 6p3uHe 1300 m/s, y
yesnu4He risiode pasnudumux 0ebsrbuHa, uspaheHe 0d nezype Weldox
460, Ha ydarbeHocmu 00 1000 m.

Memode: HymepuykoMm aHanusom U MolernupareM KOHayHUX
efieMeHama uspadyyHamu Ccy HaroHu U Oegopmauuje eghekma
neHempauyuje. 3a OecbuHucare Kapakmepucmuka Mamepujana
KopuwheHu cy lLloHcoH-Kykoe mamepujanHu modesn u moden roma
Mamepujana, a 3a Oe¢huHucare modenia U u3Bohere HyMepuyKux
npopadyHa — cogpmeepcku nakemu FEMAP u LS Dyna.

Pesynmamu: 3a nompebe Hymepuyke aHanuse ripoyeca rnpodupara
0802 muna npojekmursia y OK/IOMHe MpernpekKe, uspadyHame cy Yyemupu
pasnudume 0ebrbuHe oknonHux nioya: 10 mm, 50 mm, 100 mm u 710
mm. 3a ceaky 00 HUX rpuKasaHu cy pedynmamu y ob/uKy Hanpe3ara
u rnomepara, a onucaH je U heHOMeH uHMmMepakyuje u3amehy
nomkanubapHoa npojekmura U OK/I0MHe rioye.
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3akmbyqak: Modenuparbe ydapa Ha OK/IOMHE MpPErnpeKke je u3ly3emHo
mewko, OyeompajHO U CrioXeHo, a OegbuHucaHu Modesu eeoma
ycrnewHo (unu y3 useecHo odcmyrnawe) o00peRyjy npasu rpobnem
npobujamka npojekmuna. JedHa 00 HajehukacHujux memoda 3a
pewasare npobnema ose spcme, U dpyaux CrUYHUX, y Hogsuje speme
jecme aHanusa memodoM KoHayHux esnemeHama. Mamepujan u
dumeH3uje meme, Kao u banucmuy4ku napaMempu u Mamepujan
npojekmurna Hajeuwe ymudy Ha rnpodop npojekmusia. Omnop meme Ha
npoboj ce nosehasa kada ce ceu ynasHu napamempu odp>xaseajy Ha
ucmom Hueoy, a heHa 0ebrbuHa ce rnosehaesa, u 06pHymo.

KrbyuHe peyu: oknon, npojekmurn, npoboj, Weldox 460, Hymepuuyka
aHanusa.
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Abstract:

Introduction/purpose of the research: Latent fingermarks can be found on
the crime scene on various surfaces and made visible by different forensic
methods. As this evidence can often be found on brass surfaces
(ammunition casings, decorative items, etc.) the paper discusses the
possibilities of applying electrochemical deposition of nickel on brass. The
condition for the application of this technique is the existence of a
conductive substrate. Fatty components of latent fingermarks have
insulating properties and prevent the electrodeposition process.

Methods: Experimental thin rectangular pieces of brass foil were used as
substrates for latent fingermarks. Samples were degreased in acetone and
ethyl alcohol, rinsed in deionized water, and dried in a stream of
compressed air before leaving the fingermarks. To enhance the presence
of sweat on friction ridges, the hand was placed in the silicone glove for five
minutes. A slight touch of the index finger was left on the tiles. Fingermarks
were developed on brass samples by fingerprint powder and the
electrochemical deposition of nickel on another brass surface
simultaneously. In order to obtain the best possible evidence, the
parameters affecting the deposition rate (current density, deposition time)
were changed until a clear fingermark was obtained.

Results: The fingermarks were compared visually using a magnifying glass
with illumination to observe the contrast between the papillary lines and the
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interpapillary space and the characteristic details (minutiae). The optimal
results were achieved with the current density (deposition rate) of
50mA/cm? for 10s.

Conclusion: Electrochemical deposition of nickel on brass is an applicable
technique for developing latent fingermarks with certain limitations.

Key words: latent fingermarks, interpapillary space, brass, fingermark
development, electrochemical deposition.

Introduction

Fingermarks can be used for the identification of perpetrators of
crimes and have a very high evidentiary potential in criminal justice
(Tutulugdzija et al, 2017; Kesi¢ et al, 2020). The standard to be reached
to decide that there is sufficient agreement between a mark and a print is
still a matter of debate, but in some countries as Poland, there is a
numerical standard that defines the criteria of 10 to 12 minutiae as the
minimum required to identify a person (Bécue & Champod, 2023). In the
Republic of Serbia, the Baltazar criterion has been used for years,
according to which it is sufficient to match 12 characteristic details
(minutiae) on a fingermark and a fingerprint for the identification of a
person.

Fingermarks can be found on various surfaces at the crime scene.
Invisible or latent fingermarks are the most problematic type of
fingermarks. The most common surfaces on which latent fingermarks are
searched for are glass, ceramic, porcelain, plastic, and metal (Jasuja et al,
2011).

Latent fingermarks, left by the contact of fingers, palms, or soles with
the touched surface, can be developed or made visible by the application
of various methods in routine forensic practice. Applying fingerprint
powder, in which there is no chemical reaction between sweat and the
powder for development, is the most often used one. Various chemical
reagents are also used, such as silver nitrate, ninhydrin, cyanoacrylate
esters, DFO, amido-black, etc. These methods include chemical reactions
between the reagent and sweat. Among physical methods, it is important
to mention optical methods that are often used to search for latent
fingermarks. The optical methods involve the application of light of different
wavelengths (Bjelovuk, 2022, p.180). It is important to emphasize that not
all the methods of developing latent fingermarks are equally applicable,
due to different properties of surfaces on which they can be found.

Brass is an alloy of copper and zinc, and its properties vary according
to the proportions of the components in the alloy. The color of brass is

242




yellow-red - the higher the proportion of copper in the alloy, the closer the
shade is to reddish. The most common are copper and zinc in a ratio of
2:1. It is very resistant to corrosion and friction. The melting point of brass
is 900-940°C, and the density of brass is p = 8.4-8.7g/cm?®. Brass is not a
ferromagnetic material (Symetric.co.uk, 2016). As fingermarks at the
scene can often be found on brass surfaces (ammunition casings,
decorative items, etc.), this paper discusses a possibility of applying
electrochemical deposition of metal to develop fingermarks on the surface
of brass.

In the paper of Swiss scientists who analyzed a number of
publications in the 2019-2022 period in which the topic is related to
fingermarks, it can be found that a large number of published papers (30)
dealt with fingermarks on metal surfaces and cartridge cases. In the
mentioned period, the number of papers dealing with fingermark
development (photography and optical - 13, chemical imaging - 26, amino-
acid reagents — 19, cyanoacrylate fuming — 21, vacuum metal deposition
— 8, physical developer — 4, powder dusting — 188, powder suspensions —
10, nanopatrticles in solutions — 29, lipid stains — 6, other - 22) shows that
the application of electrochemical deposition of metals was not singled out
(Bécue & Champod, 2023). In the last decade, possibilities for a wider
application of different electrochemical techniques for developing
fingermarks have been explored (Qin et al, 2013; Yuan et al, 2021; Yao et
al, 2023). Electrochemical deposition or in short, electrodeposition, is a
well-known and conventional process of coating a layer of one metal on
top of a different metal to modify its surface properties. It is a fast
technique, and easy to use, but it is conditioned by the existence of a
current source and a specific electrolyte. For the purpose of developing
latent fingermarks, it is important to mention that the electrochemical
process of metal deposition can occur only on valleys between ridges
(spatially selective electrodeposition) and that by properly chosen metal to
be deposited and the conditions under which the process takes place, it is
possible to achieve good contrast and resolution. Electrochemical
deposition of nickel is a very suitable process for many technological
applications due to its low resistivity, low cost, and easy growth on different
surfaces in a well-controlled manner.

Brass foil (260 1/2H, thickness 125 um) was chosen for the substrate
in the experiment in accordance with the assumption that there is a certain
probability that fingermarks can be found on brass surfaces (ammunition
casing, decorative objects, etc.) at the crime scene. The rectangular
samples with the dimensions of 50 x 20 mm, 50 x 15 mm, and 50 x 10 mm
were cut from brass foil. A brass thin plate as the cathode was first
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mechanically and chemically polished, then cleaned of impurities with ethyl
alcohol and deionized water and dried by a flow of compressed air. Then
the chosen areas of the plate surface were covered with an insulating tape,
as nickel would not be deposited on the entire surface (Figure 1). The
nickel anode was prepared in such a way that it was polished with
sandpaper and washed in ethyl alcohol and distilled water, after which it
was dried.

Figure 1 — Nickel anode and a sample of brass foil before electrodeposition

Fingermarks of the right finger were left by the donor on the surface
of the plate after the hand was in a silicone glove for 5 minutes to ensure
that there would be sweat on friction ridges. After the light contact of the
finger and the brass plate, a fingermark remained, which is not clearly
visible (latent fingermark). The surface of the mark consists of friction
ridges and interpapillary space. By immersing the electrodes in the
electrolyte and connecting them to a current source in a closed electrical
circuit, the process of electrodeposition begins (Figure 2). The surface of
the brass electrode that is not covered by sweat corresponds to the
interpapillary space. Then the resulting evidence will appear so that the
friction ridges are brass-colored, and the interpapillary space is bright
nickel-colored. An important fact is that a metal has been chosen to
contrast with brass in color. The obtained contrast in these lines will enable
the characteristics, i.e., minutiae, to be clearly visible, and the evidence is
suitable for person identification.
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Figure 2 — Schematic representation of a set-up for electrochemical deposition

The electrodeposition of nickel was performed from a laboratory-
made speed nickel electrolyte consisting of 300 g/l Ni(NH»SO3),-4H0,
30g/l NiCl,-6H20, 30g/l HsBOs; and 1g/l saccharine. The electrolyte was
constantly stirred on a magnetic stirrer. The temperature and the pH value
of the electrolyte were maintained at 50 = 2°C and 4 + 0.05, respectively.
Electrochemical deposition was carried out using the direct current (DC)
galvanostatic mode. The current source could provide currents of 50, 100,
150, and 200 mA. The deposition rate was determined for each current
strength. The deposition time was determined based on the deposition rate
at a given current strength. After the electrodeposition, the samples were
rinsed with deionized water and dried by compressed air. Before and after
each deposition, the samples were weighed on an analytical balance to
calculate the current efficiency of the process. The experiments were
performed in controlled conditions, inside a laboratory with a temperature
of 28°C, and air humidity of 46%.

The laboratory setup for the electrochemical deposition of nickel is
shown in Figure 3. The experiments were carried out in the Forensic
Training Center of the Ministry of Internal Affairs of the Republic of Serbia
at the University of Criminal Investigation and Police Studies.
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Figure 3 — The laboratory setup for the electrochemical deposition of nickel on brass

The developed fingermarks were examined by visual inspection under
magnification and photographed with a camera (Samsung A50, 16 MP
resolution). The assessment of the quality of the developed fingermarks
by the electrochemical method was performed by comparison with the
developed fingermarks using the standard method of applying
ferromagnetic powder with an applicator called “magnetic brush”
(Magnetic latent print powder, regular black No. BPM114L, Sirchie,
Standard Magnetic Powder Applicator). The friction ridges were painted in
black, while the interpapillary space was brass-coloured. The appearance
of the fingermark visualized with magnetic fingerprint powder,
photographed with a scaled photograph, is shown in Figure 4. This method
is standard and has been routinely used in forensic practice for years. By
applying this standard method on brass plates, the identification
characteristics (minutiae), are clearly expressed.

i

Figure 4 — Fingermark on brass surface developed with the use of black magnetic
fingerprint powder
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Determination of the deposition rate and the
microstructure of electrodeposited nickel films

Current density and deposition time are the parameters that
determine the deposition rate and the microstructure of the deposited
metal film. Increasing the current density leads to the deposition of fine-
grained films.

Four samples were selected and prepared to determine the rate of
nickel deposition on brass substrates. On the brass samples, a 10x10 mm
surface was defined using a non-conductive tape, due to the easier
determination of the current density value. The deposition time was fixed
at 60 s, and by measuring the difference in the mass of the sample before
and after the process, it was possible to calculate the thickness of the films
and the deposition rate. The rates of the nickel electrodeposition were
determined as EDNi (50 mA/cm?) = 1.03 ym/min, EDNi (100 mA/cm?) =
1.98 um/min, EDNi (150 mA/cm?) = 3.44 ym/min, and EDNi (200 mA/cm?)
= 4.04 ym/min.

It is known that electrodeposited nickel films have fine-grained
columnar microstructures (Tutulugdzija, et al, 2017). The process of nickel
electrodeposition is followed by the release and adsorption of hydrogen
bubbles on the brass cathode, and there is a need for intensive stirring
during the process. With increasing the current density (the deposition
rate) from 50 mA/cm? to 200 mA/cm?, the efficiency of the stirring was not
good enough and the porous metal films were obtained (Figure 5). The
best quality of the film microstructure was achieved with a current density
of 50 mA/cm?, and it was decided not to exceed this current density value
in the experiments.
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Figure 5 — Determination of the deposition rate on an area of 10x10 mm

247

Jevti¢, T. et al, Development of latent fingermarks by electrochemical deposition of nickel on brass surfaces, pp.241-257



QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

Experimental determination of the optimal conditions
for the development of latent fingermarks

Initial experiments were performed with a defined maximum current
density value of 50 mA/cm?. With the known, calculated deposition rate for
different current densities, it was possible to approximately determine the
thickness of the nickel deposit. The initial deposition time was decided to
be 60s, with an estimated film thickness of about 1 um. As it can be seen
in Figure 6, the deposition time is too long and the nickel film has fully
covered the fingermark.

Figure 6 — Fingermark on the brass developed by the electrodeposition of nickel with the
50 mA/cm? current density and a deposition time of 60s

It is clear from Figure 6 that it was necessary to reduce the deposition
time. The following experiments were performed with the same current
density but with a deposition time of 10s, (5s + a stop for control + 5s) and
7s. The deposition duration of 5s was not enough to develop a fingermark.
As shown in Figure 7, reducing the deposition time improved trace
development.
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Figure 7 — Fingermark on the brass surface developed by the electrodeposition of nickel
with the 50 mA/cm? current density and a deposition time of 10s (sample 3), 5+5s
(sample 4), and 7s (sample 5). On the right is sample 6, on which the fingermark was
developed using the standard powder application method

248



When nickel deposition is performed on specific surfaces (which is
the case here, because it is about surfaces on which there are
fingermarks), a high deposition rate is not an advantage because it
reduces control of the thickness and the uniformity of nickel films on such
surfaces.

The deposition rate decreases with the decrease in the current
density. The following experiments were performed with a reduced current
density of 30 mA/cm?. Due to the decrease in the deposition rate, the
deposition time was extended and the experiments were performed for 25s
and 12s. The results of the development of the fingermarks under new
conditions are shown in Figure 8.

Figure 8 — Fingermark on the brass surface developed by the electrodeposition of nickel
with the 30 mA/cm? current density and a deposition time of 25s (sample 11) and 12s
(sample 12)

It can be concluded from Figure 8 that the change in the process
parameters and new conditions of nickel deposition on brass substrates
with fingermarks led to better quality. Lower current density and slower
deposition enabled uniform coverage of the brass substrate surface. A
deposition time of 25s for a current density of 30mA/cm? (sample 11),
proved to be too long as fingermark overlap occurred. In sample 12, the
characteristic details of the fingermark are clearly visible.

The following experimental research went in the direction of
evaluating the quality of developing fingermarks with the further reduction
of the current density. In Figure 9, four brass samples with deposited nickel
films obtained with the 10mA/cm? current density and different deposition
times are shown.
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Figure 9 — Developments of fingermarks on the brass surface by the electrodeposition of

nickel with the 10 mA/cm? current density and a deposition time of 60s (sample 1L), 30s

(sample 2L), 25s (sample 3L) and 12s (sample 4L). On the right, sample 6 is shown, on
which the fingermark was developed using the standard powder application method

On the basis of Figure 9, it can be concluded that good results for
developing fingermarks were obtained by using a current density of
10mA/cm? and reducing the deposition time to 12s (sample 4L). Further
reduction in deposition time led to incomplete fingermark development.

In sample 4L, some characteristic details are clearly visible, which can
be important for identifying a person, and they are presented in Figure 10.

Figure 10 — Development of a fingermark on the brass surface by the electrodeposition of
nickel with the 10 mA/cm? current density and the 12s deposition time. Some
characteristic details of the fingermarks, minutiae (fingermark developed with

conventional magnetic latent print powder Sirchie — left and sample L4 after photo editing

- right) are shown

Discussion

During the experiment, tests were carried out with different values of
current strength, time of nickel deposition, and different values of
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electrolyte temperature in order to find optimal values at which the
developed fingermark will be suitable for person identification.
Fingermarks are suitable for the identification of a person in the Republic
of Serbia. It is necessary to have twelve clearly expressed characteristics,
i.e. minutiae. Smaller values of current density, shorter deposition time,
and smaller values of electrolyte temperature gave a smaller thickness of
the deposition layer. Then the fingermark is not clearly visible, i.e., it is of
lower quality, and thus the potential of identification is small. Also, during
the tests, no high-quality fingermarks were obtained when a longer time of
nickel deposition was chosen. The deposition time of one minute showed
that the entire surface of the brass plate will be covered with a deposited
layer of nickel, i.e., the thickness of the nickel deposition layer is greater
than the depth of the interpapillary space. Such a fingermark is completely
covered with a layer of deposited nickel and is unsuitable for identification.
The optimal current strength at which it was shown that a high-quality
fingermark would be developed by electrochemical nickel deposition was
I = 50 mA, while the deposition time was 60s. The electrolyte temperature
was 54.2°C.

Developed fingermarks were observed under a magnifying glass in
order to analyze the identification characteristics and test the usability of
the fingermark for identification.

The application of fingerprint powder has been widely used for several
decades in forensic practice and is suitable for developing fingermarks on
various surfaces, both metal and other surfaces such as glass, plastic,
porcelain, ceramic, lacquered surfaces, etc. A comparison of fingermarks
developed by electrochemical nickel deposition and the method of
fingerprint powder application was made.

Conventional fingerprint powders have been used for decades in
forensic practice worldwide to develop fingermarks at the crime scene and
such evidence is later used in fingerprint laboratories for identification. This
method is very simple to apply, it does not require complex training, the
equipment is not bulky and heavy (a jar with powder, a brush, and
fingerprint foils for lifting the evidence), it is not expensive, and the
application does not require a lot of time. It can be performed both at the
scene and in the laboratory. The surface on which there is a fingermark is
not damaged after the application of the powder (it is enough to pass a dry
cloth over the surface on which the mark is developed and the surface
returns to its original state), i.e., this method can be characterized as non-
destructive. This method can be applied to both movable and immovable
objects.
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The application of the electrochemical deposition method in these
tests proved to be equally applicable, considering that in both cases,
minutiae can be found (minimum 12). However, this method is only
suitable for metal surfaces, i.e., surfaces that conduct electricity. Also, this
method is suitable for application on objects of small dimensions, i.e., it is
necessary that the dimensions of brass objects, on which there are latent
fingermarks, be smaller than the dimensions of the container with the
electrolyte in order for immersion to be possible. This method is more
complicated to apply at the scene, considering that it is necessary to carry
the equipment (DC source, conductors, electrodes, electrolyte container,
and heating element), provide the space for the equipment at the scene
where it will be installed, etc. When it comes to damaged surfaces with
latent fingermarks, this method can be characterized as destructive,
considering that the caused trace cannot be removed so easily, but
requires mechanical removal such as grinding.

Conclusion

The method of electrochemical deposition of metals is not in routine
forensic application. In recent years, there have been attempts to
investigate the possibility of applying this method. In this paper,
experiments have shown that it is quite possible to apply this method to
develop latent fingermarks on a brass surface.

The use of fingerprint powders for developing fingermarks is
applicable on movable and immovable objects, at the scene and in the
laboratory. It has been confirmed in forensic practice worldwide as a non-
destructive method.

The limitations when performing electrochemical nickel deposition
refer to the necessity of equipment at the scene, and the small dimensions
of moving objects with fingermarks. Also, an object with fingermarks must
be a current conductor, which brass is.

Both methods for developing fingermarks, fingerprint dusting and
electrochemical deposition of nickel, are suitable for identification because
the identification characteristics were clearly expressed.
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Resumen:

Introduccién/objetivo: Se pueden encontrar huellas dactilares latentes en la
escena del crimen en varias superficies y se pueden hacer visibles
mediante diferentes métodos forenses. Como esta evidencia se puede
encontrar a menudo en superficies de latéon (cartuchos de municion,
articulos decorativos, etc.), el articulo analiza las posibilidades de aplicar la
deposicién electroquimica de niquel sobre laton. La condicién para la
aplicacion de esta técnica es la existencia de un sustrato conductor. Los
componentes grasos de las huellas dactilares latentes tienen propiedades
aislantes e impiden el proceso de galvanoplastia.

Métodos: Se utilizaron piezas experimentales delgadas y rectangulares de
lamina de latdbn como sustratos para las marcas dactilares latentes. Las
muestras se desengrasaron en acetonay alcohol etilico, se enjuagaron con
agua desionizada y se secaron en una corriente de aire comprimido antes
de dejar las marcas de los dedos. Para mejorar la presencia de sudor en
las crestas de friccién, se colocé la mano en el guante de silicona durante
cinco minutos. Un ligero toque del dedo indice quedo sobre los azulejos.
Se desarrollaron marcas dactilares en muestras de laton mediante polvo
para huellas dactilares y la deposicion electroquimica de niquel sobre otra
superficie de latdon simultdneamente. Para obtener la mejor evidencia
posible, los parametros que afectan la velocidad de deposicién (densidad
de corriente, tiempo de deposicién) se cambiaron hasta que se obtuvo una
marca dactilar clara.

Resultados: Las marcas dactilares se compararon visualmente utilizando
una lupa con iluminacién para observar el contraste entre las lineas
papilares y el espacio interpapilar y los detalles caracteristicos (minucias).
Los resultados Optimos se lograron con una densidad de corriente
(velocidad de deposicién) de 50 mA/cm2 durante 10 s.

Conclusion: La deposicion electroquimica de niquel sobre latén es una
técnica aplicable para desarrollar marcas dactilares latentes con ciertas
limitaciones.

Palabras claves: marcas dactilares latentes, espacio Inter papilar, laton,
desarrollo de marcas dactilares, deposicion electroquimica.
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BbisiBneHune CKPbITbIX OTNe4yaTKoB nanbueB MeTo40M
ANEKTPOXUMUYECKOro oCaxxaeHnA HUKena Ha naTtyHHbIX NOBEePXHOCTAX

Tamapa C. EBTu4@, Enera C. llamoseu®, MeaHa [1. BbenoByk®, KoppecnoHaeHT
2@ MuHucTepcTBO BHYTpeHux aen Pecny6nukn Cepbus,
r. benrpag, Pecnybnuka Cepbus

6 YHMBEepCUTET KPUMMHANMCTUKMA 1 MOMMLENCKON NMOArOTOBKY,
r. benrpag, Pecnybnuka Cepbus

PYBPUKA TPHTW: 55.00.00 MawmHocTpoeHue,
61.00.00 XuMmun4yeckasi TeEXHONOrms,
10.85.31 KpnmunHanuctTnyeckas akcnepTtunsa
BWO CTATbW: opurmHanbHas Hay4Has ctaTbs

Pe3swome:

BeedeHue/yenb: [Mpakmuka cydebHoU 3Kcriepmu3sbl riokasasna, 4mo
CKpbImMble omreqyamKku nanbue8 MOXHO OBHapyXXumb Ha Pas3nuyHbIX
rosepxHoCMsX Mecma fpouclwecmsusi, a 6bisgUMb UX MOXHO
pasnuyHbiMu Memodamu. lockonbKy amu credbi Yacmo ecmpeyaromcsi
Ha flamyHu (2unb3bl, yKpaweHusi, dekopamueHbie rnpedmems! U m.o.), 8
O0aHHOU cmambe 06cyx0aromcsi 803MOXHOCMU HaHECEeHUS! HUKEss Ha
JIamyHHYyI0 No8epxXHOCMb MemodOM 3/1EKMPOXUMUYECKO20 OCaXOEHUS.
Ycnosuem npumeHeHuUsi 3mozo Memoda sierisemcsi Hanudue nposodsweli
MOONIOXKKU, MaK KakK Xupoeble KOMIMIOHEHMbI Crie008 NanusispHbIX JUHUG
obnadarom usonupyrowuMu ceolicmeamu U Mpensmcmesyom rnpoueccy
371€KMPOOCAKOEHUS.

Memoosbi: B Kayecmee MOOJIOXKKU ucriofib308asuch
3KcriepuMeHmarsibHble MOHKUE MPSIMOY20/IbHbIe KYCOYKU J1amyHHOU
¢onbau, Ha KoOmopbIX ocmanucb caedbl nanumispHbIX JUHUL.
Obpasybl bbinu 06e3KupeHbl auemoHOM U 3mursioebiM CrupmomM,
3amem ux rpomsiganu deuoHU3UposaHHoOU eodoli u o6dysanu cmpyel
cxxamoz2o 8030yxa 00 rosierieHus €nedo8 nanuiispHbIX JIUHUU
nanbyes. [ns yeenu4eHusi nomosbidesieHus1 Ha nanusiispHbIX JTUHUSIX,
Ha pyKy 8 meyeHue 5 MuHym Hadesasiu CUSIUKOHOBYIO Mepyamky.
lNocrie neako2o MPUKOCHOBEHUS yKazameslbHO20 nasnbya K rraacmuHe
ocmasarcs cned. Crnedbi nanunaspHbIX AUHUU Ha 1amyHHbIX obpa3syax
ebisiefieHbl C  [IOMOWbIO  OaKMUIIOCKOMUYEeCKo20  ropouwka U
00HOBPEMEHHO20  3/IEKMPOXUMUYECKO20 OCaXO0eHUsI HUKeNs Ha
Opyayro namyHHylO MaacmuHy. B uenax rnony4yeHus Jyquiezo
omrieyamka, rnapamempbl, GUSIOUWUE Ha CKOPOCMb OCaXOeHUs,
MeHsnucb 00 mex rop, noka He O6bia nonydyeH 4Yemkul crned
nanuiisipHbIX TUHUL.

Pesynbmamesi: Bu3yanbHoe cpasHeHue credog mnpou3eodusiocs ¢
nomMowbro nynbl ¢ nodceemkol, Komopasi ycunugeana KoHmpacm
mexoy usemom nanunnispHbIx NUHU, MEXCOCOYK0B8020
npocmpaHcmea U xapakmepHbix demarnel (MuHyyuu). OnmumarbHble
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pesynbmamsi 6biiu docmueHymel Npu MAOMHOCMU moka (ckopocmu
ocaxodeHus1) 50 mA/cm2 6 meyveHue 10 c.

Bbigodbl: Sriekmpoxumudeckoe ocaxoeHue HUKesns Ha famyHHYH
1o8epxHoCMb 518711€MCs MPUMEHUMbIM MemodoMm (C HeKomopbIMu
02paHU4eHUsIMU) 8bISI8IEHUS CKPbIMbIX C1€008 NanusispHbIX JUHUU.

Kntoyesble  crnosa:  cKkpbimble — cfielbl  NanUAAsPHbIX — SIUHUL,
MEXCOCOYKOB0€E POCMPAaHCMB0, JlamyHb, B8bISIB/IEHUE CKPbIMbIX
€nedos, 3NeKMpPoXUMUYeCcKoe ocaxdeHue.

MN3a3nBatbe naTeHTHUX TparoBa nanunapHUx NuHuja MeTo4oM
eNieKTpoXemujcke Aenosunumje HUKNa Ha MECUHTY

Tamapa C. Jestuh?, JeneHa C. Nlamoseu?®, Meana [. Bjenosyk®, ayTop 3a
npenucky

@ MnHuCTapcTBO yHyTpallkux nocrnosa Peny6nuke Cpbuje,
Beorpag, Penybnuka Cpbuja

6 KpMMUHanucTMyKo-nonmumjckn yHusepauteT, beorpag, Peny6nvka Cp6uja

OBJIACT: maTtepujanu, XxeMujcke TEXHOIOrMje, MalMHCTBO, KPMMUHANUCTMKa
KATEITOPUJA (TUM) YITAHKA: opyruHanHu Hay4yHu pag

Caxemak:

Yeod/cepxa ucmpaxuearba: JlameHmHU mpazosu nanunapHUx fuHuja
npcma ce y (OPeH3UYKoj rpakcu Mo2y Hahu Ha pasnudumum
rnospwuHama Ha mecmy 0ozafjaja U y4uHUMU 8udrbUBUM Pa3sIUuYuMuUM
memodama. Kako ce osu mpazosu 4decmo moey Hahu Ha mecuHay
(MyHuyujcka Yaypa, ykpacHu rnpedmemu u 0pyeo), y pady cy paamompeHe
MoeayhHocmu npuMeHe enekmpoxemujcke dernosuyuje HUKIa Ha MecuHay.
Ycrioe 3a rnpumeHy o08e mMexHUKe jecme [ocmojaHe Mpo8o0HO2
cyncmpama. MacHe KoMMoOHeHme mpaea nanumapHux NuHuUja umajy
ceojcmea u3onamopa U cripedyasajy rpouec efiekmpodenosuyuje.

Memode: ExcriepuMeHmanHu maHKu rpasoyeaoHu 0erniosu MecuHeaHe
¢onuje kopuwheHu cy 3a nodrnogy Ha Kojy cy ocmaerbaHu mpazosu
nanunapHUx JsuHuja. Y3opyu cy odmawheHu y auemoHy u emursi-
arnkoxory, ucrnpaHu y OejoHU308aHOj 800U U OCYyWeHU cmpyjarbem
KoMmripumosaHoz ea3dyxa npe Hez20 WMo Cy OCMmas/beHU mpazosu
nanunapHux nuHuja. Padu noeeharba npucycmea 3Hoja Ha narnunapHum
JIUHUjamMa, pyKa je cmaesbeHa y CUJIUKOHCKY pykasuuy Ha 5 MuHyma.
JlazaHum Godupom nnoquUe Kaxurnpcmom ocmasrbeH je mpae. Tpazosu
nanunapHUx fuHUja uza3eaHu Cy Ha y3opuyuma MecuHza Kopuwherem
0aKmurioCcKorckoe — rpaxa U, UCIMOBPEMEHO,  efleKImpPOXeMUCKUM
marioXXereM HUKIIa Ha Opyay MecuHaaHy rioduuy. Padu dobujarba wmo
KeanumemHujee mpaza, MeraHu Cy rnapamempu Koju ymu4dy Ha 6p3uHy
deno3uyuje cee 00k Huje B0bujeH jacaH mpaa nanusiapHUX JuHuja.
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Pesynmamu: Tpazosu cy eusyesiHo yriopehusaHu romohy nyne ca
oceemrberbeM Kako 6u ce yo4uo KoHmpacm u3mely 6oje nanunapHux
JlUHUja u mefjynanunapHoe fpocmopa U KapakmepucmuyHu Oemarbu
(muryuyuje). OnmumarHu pe3ynmamu nocmugHymu cy cmpyjom 2ycmuHe
(6p3uHom marnoxera) 50mA/cm? 3a 10 s.

3akrbyyak: EnekmpoxeMujcko maroxXeme HuKia Ha MeCuHay je
MPUMEHIbUBa MEeXHUKa 3a U3a3uearse JJameHmMHUX mpazosea narnunapHux
JUHUja ca o0pefieHUM oepaHuYerbuma.

KrbyyHe  peyu: nameHmHU — mpaz2oeu  nanunapHux — fuHuja,
MeRynanunapHU MPocmop, MecuHa, u3a3ueare lameHmMHUX mpazoe8a,
eniekmpoxemujcka dernosuyuja.

Paper received on: 27.11.2023.
Manuscript corrections submitted on: 04.03.2024.
Paper accepted for publishing on: 05.03.2024.
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Abstract:

Introduction/purpose: Cutting is a typical material process. However, an
appropriate  solution for simultaneous optimization of material
machinability and tool life in material cutting processes has not been
obtained yet. In this article, probabilistic multi-objective robust design
(PMORD) is expounded and the robust design problem in the
simultaneous optimization of material machinability and tool life is
analyzed by taking the machining of ferrite-bainite dual-phase steel as an
example.

Methods: According to PMORD, the arithmetic mean and its deviation of
various performance and utility indexes of alternative schemes are
evaluated as twin independent responses, which respectively contribute a
part of the partial preferable probability to the performance indexes. In the
evaluation, the arithmetic average of the utility index is taken as the
representative of the utility attribute, and the evaluation is made in
accordance with the function or preference of the utility index. However,
the deviation term is generally used as an unbeneficial type of the index
(that is, the smaller the better) to participate in the evaluation. The product
of the two parts of partial preferable probability is the actual partial
preferable probability of the corresponding performance index. The
product of the partial preferable probability of all performance utility
indexes gives the total preferable probability of the corresponding scheme,
which is the only index for each scheme to patrticipate in the competition in
robust design.

Results: The optimization result of this example is that the tool life is
1297.3333 s (standard deviation is 2.0817 s) and the surface roughness is
2.22um (standard deviation is 0.2um), while the corresponding working
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conditions are that the heat treatment temperature of the material is
790°C, the cutting speed is 150m/min, the feed speed is 0.15mm/rev, and
the cutting depth is 0.2mm.

Conclusion: The example of the parameter optimization of cutting of
ferrite-bainite dual-phase steel by means of PMORD indicates the
rationality of the appropriate solution.

Key words: multi-objective optimization, robust design, simultaneous
optimization, probability-based method, preferable probability.

Introduction

Product quality is an important issue related to the survival of
enterprises. With the increasing international competition of industrial
products, more and more attention has been paid to this problem by
governments and industries in various countries. In Japan, many new
technologies have been developed in past years, which has greatly
improved the quality and productivity of industrial products. Among them,
a decisive factor is the adoption of important technologies such as robust
design. The application of robust design technology aims not only to
improve the product quality, but also to enable enterprises to obtain
considerable economic benefits. For example, after the application of
robust design technology by Nippon Electric Co., Ltd., only one color TV
regulated power supply can increase economic benefits by 6.7 billion yen
every year due to quality improvement. In recent years, in Japan, the
United States, Canada and other developed countries, there has been
an upsurge in the research and application of robust design technology,
which has made the technology develop continuously. Compared with
developed countries in the world, the quality of many products in China is
still needed to be further improved with the reduction of cost. Therefore,
vigorously popularizing robust design technology is of great practical
significance for improving the quality of Chinese products, including the
guality and market competitiveness of petrochemical products, and
accelerating modernization.

The formation of product quality has two important links:
development design and manufacturing. Roughly speaking, product
quality is the sum of product development and design quality and product
manufacturing quality. In order to improve the quality of products, special
attention could be paid to the two important links of development - design
and manufacturing.

According to statistics, about 50% ~ 70% of all the quality problems
of products are caused by poor product development and design, so it is

259

Yu, J. et al, Probabilistic multi-objective robust design and its application in metal cutting, pp.258-273



ﬁ* VOJINOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

very important to improve the quality of product development and design.
Robust design is an important new technology aiming to achieve high
quality products at low cost. It makes full use of the nonlinear nature of
the system and makes the product performance least sensitive to all
kinds of interference by properly selecting the level combination of
controllable factors, so as to improve the product quality and reduce the
cost.

In general, the implementation steps of robust design include
simplification and system analysis. First, on the basis of detailed
research, the system is reasonably simplified. Then, through analysis,
specific research objects, product improvement goals and quality
characteristics reflecting these goals are determined, and the influencing
factors and their levels are listed. The factors are divided into two
categories: controllable factors and error factors. Controllable factors are
factors that researchers can strictly control, while error factors are factors
that researchers are difficult to control or need to spend a lot of money to
control. The latter is actually interference.

The main difference between robust experimental design and
traditional experimental design is that there is not only the effect of
factors on the average of response but also on its deviation of response.
Orthogonal design, factorial design, uniform design and comprehensive
error factor method can be adopted to study the effect.

Historically, experimental design originated from the research of Prof.
Fisher, a scientist who studied breeding in the 1920s. Dr. Fisher is
universally recognized as the founder of this method and strategy. Early
in 1925 and 1935, Ronald Aylmer Fisher published the books entitled
“Statistical Methods for Research Workers” (Edinburgh: Oliver and Boyd)
and “The Design of Experiments. Edinburgh” (Edinburgh: Oliver and
Boyd), respectively, which laid the foundation for experimental design.

In 1950s, Genichi Taguchi realized that it was significant to improve
product quality by reducing the influence of uncertain or uncontrollable
factors on product performance (Mori & Tsai, 2011; Roy, 2010), and put
forward the Taguchi method. Taguchi suggested that the influence of
controllable and uncontrollable factors on the responses of a product can
be studied and analyzed by designing experiments. Taguchi called
uncontrollable factors “noises” (Mori & Tsai, 2011; Roy, 2010). The basic
idea of robust design is to seek a set of controllable factors to make the
product quality insensitive to noise or minimally sensitive to noise (Mori &
Tsai, 2011; Roy, 2010). In addition, Taguchi adopted the term of Signal-
to-Noise Ratio (SNR) to implement his robust design. It is assumed that
at an optimal setting, controllable factors are selected to maximize the
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signal-to-noise ratio. He further proposed three types of the signal-to-
noise ratio, i.e.,
1) The expected value is optimal,

SNR, =10Iog[’u2j

SZ
: (1)
2) The smaller the better,
SNR = —10|og(iz yﬁj
m 5= , )

3) The bigger the better,

1341
SNR. :—1OIog(—Z—2j
m = yi . (3)

In Egs. (1) to (3) above, m represents the test times of each
experiment, p represents the arithmetic average of the test results of m
experiments, and s represents its standard deviation.

However, in general, the average value p and the standard deviation
s of the test results should be an independent set of responses
individually (Box, 1988; Box & Meyer, 1986; Welch et al, 1990; Welch et
al, 1992; Nair et al, 1992). However, in Eqg. (1), it is unreasonable to
attribute the two responses p and s into a sole performance SNRyt. The
optimization of the maximum SNRt does not mean that s takes the
minimum value and p tends to its expected value at the same time!
More seriously, for the cases of "the smaller the better" and "the bigger
the better", Eqgs. (2) and (3) above even exclude the role of the factor of
the standard deviation s.

Statisticians, such as Box, Welch, Nair, et al, have clearly criticized
Taguchi's Signal-to-Noise Ratio (SNR) robust design, and they
suggested that two independent models should be considered to deal
with the response of the mean p and the variance s (Box, 1988; Box &
Meyer, 1986; Welch et al, 1990; Welch et al, 1992; Nair et al, 1992).
Therefore, the minimum value of s and the optimization of u tending to its
expected value should be treated simultaneously with separate models
to ensure the rationality of robust optimization.

In fact, robust design can be considered as a problem of a bi-
objective optimization with p tending to its target and s minimization,
while a mutil-objective optimization is an optimization within a system
consisting of multiple objectives.
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According to the system theory, the integrity, purpose, openness,
stability, hierarchy, mutation, self-organization and similarity are the eight
basic characteristics of a system. In accordance with the integrity
principle of the system, the system is an integral body with certain new
functions, composed of several elements. As a sub-unit of the system,
once the elements form the whole system, they have properties and
functions that individual systems do not have, thus showing that the
properties and functions of the integral system are not equal to a simple
sum of its elements. The reason why a system becomes a system is that
it must have integrity first.

Furthermore, the optimization of a system is not the superposition of
each particle’s optimization, but an optimization of a system as a whole.
The system has integrity, which determines that system optimization can
only be its overall optimization, that is, the whole system obtains the best
organizational structure and function.

For a determined goal, the relationship between the integrity and the
part should be handled well under the principle of an optimal overall
benefit. On the premise of overall optimization, give consideration to
local interests. If the overall benefit is good, it will promote the local
development and benefit local elements. For overall optimization, even if
there are local defects, overall optimization can be realized through
coordination.

Recently, probabilistic multi-objective optimization methodology
(PMOO) was proposed to perform the overall optimization of a system
and to solve the inherent problems of "addition" operation with subjective
factors in traditional multi-objective optimization (Zheng et al, 2022a;
Zheng et al, 2022b; Zheng et al, 2023). A new concept, preferable
probability, is introduced to reflect the preference degree of performance
and utility indicators of candidate schemes in the optimization process. In
this new methodology, the performance and utility indexes of all
schemes can be preliminarily divided into two basic types in accordance
with their functions in optimization or pre-required preferences, namely,
beneficial type and unbeneficial type. Each performance utility index of
the alternative scheme can quantitatively contribute its partial preferable
probability. In addition, according to probability theory, the total
preferable probability of alternatives is equal to the product of the patrtial
preferable probabilities of all performance and utility indexes, which is
the only decisive index in the optimization process of alternatives. This
treatment thus transforms a multi-objective optimization problem into a
single-objective optimization problem.
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The specific advantage of probabilistic multi-objective optimization is
that a clear goal of multi-objective optimization is the integral optimum
point of the system in the viewpoint of the system theory, which has both
the viewpoint and the method, while other previous approaches have
only methods but without any viewpoint on "the intrinsic meaning and
definition of multi-objective optimization”.

This paper aims to provide the detail of probabilistic multi-objective
robust design for material cutting, showing the general procedures of the
integral combination of probabilistic multi-objective optimization with
Taguchi's for experimental design in utilization of robust design.
Specifically, the cutting process of ferrite-bainite dual-phase steel is
taken as a typical example to conduct the simultaneous robust design of
tool life and surface roughness of the sample by means of probability-
based multi-objective optimization. The input parameters to be optimized
include heating temperature, cutting speed, feed speed, and cutting
depth. Through this study, the general principle and procedure of robust
design of industrial processing could be provided so as to improve the
quality of products in industrial production.

Robust design process of probabilistic multi-objective
optimization

Basis of probability-based multi-objective optimization

In  probability-based multi-objective optimization methodology
(Zheng et al, 2022a; Zheng et al, 2022b; Zheng et al, 2023), a brand-new
concept of preferable probability is introduced to represent the preferable
degree of performance utility indicators in optimization. The performance
utility indicators of all alternatives can be preliminarily divided into two
basic types in accordance with their roles in optimization or pre-required
preferences, namely, beneficial type or nonbeneficial type. Each
performance utility index of the alternative scheme quantitatively
contributes to the partial preferable probability. In addition, from the
viewpoint of probability theory, the total preferable probability of
alternatives is equal to the product of partial preferable probabilities of all
performance and utility indicators, which can reflect the essence of
simultaneous optimization. The total preferable probability of the scheme
is the only decisive index in the optimization process, and through it, a
simultaneous optimization problem of multiple objectives is transformed
into a single objective optimization problem. Figure 1 shows the
operation process of the probabilistic multi-objective optimization method.
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The meanings of the parameters and coefficients in Figure 1 are as
follows: Pj represents the partial preferable probability of the j-th
performance utility index Yj of the i-th alternative; n represents the total
number of alternatives; m reflects the total number of target utility;
represents the arithmetic value of the j-th target utility index; Yjmax and
Yimin represent the maximum and minimum values of the j-th performance
utility index, respectively; 7 and 4; represent the normalization factor of
the j-th utility index Yj; of the beneficial and unbeneficial indicators,
respectively; the classification of the j-th utility index Yj is determined in
accordance with its specific role or preference in the discussed problem;
and P; represents the total preferable probability of the i-th alternative
(Zheng et al, 2022a; Zheng et al, 2022b; Zheng et al, 2023).

Probability -
based evaluation of
multi-objective

]

Beneficial utility Unbeneficial utility
of the objective of the objective
Partial preferable probability: Partial preferable probability:

‘Ft'r' o Ytr‘ P x —YU_

U
B=1,%, i=120m =L 2, By = A (Ve + Vjia = ¥y)
7,=1/(n ) Ay =UNY g + Y i) — 1144 ]

Simultaneous
optimization of
multiple objectives

Integration J

Total preferable probability:
35 -1
i=1 m
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u

i=1

Figure 1 — Probability-based multi-objective optimization process
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New robust design process based on probabilistic multi-
objective optimization

According to the statisticians’ suggestion and the probabilistic multi-
objective optimization method, two separate models should be used to
consider the response of the mean value p and the variance s at the
same time (Zheng et al, 2022a; Zheng et al, 2022b; Zheng et al, 2023).
The process of robust design using probabilistic multi-objective
optimization is described as follows:

A) The arithmetic average and its deviation of the performance
indexes of alternatives can be used as two independent responses of
alternatives for robust design. In the robust design process, each of the
above two responses contributes a part of partial preferable probability to
the corresponding performance index of the alternative scheme;

B) The arithmetic average of the utility index, as the representative
of its effect index, is evaluated by probability of partial preferable in
accordance with its function and preference, while deviation is generally
evaluated as an unbeneficial index;

C) The product of the partial preferable probability of the arithmetic
mean and the partial preferable probability of the deviation of the
performance index constitutes the actual partial preferable probability of
the performance utility index;

D) The product of the partial preferable probability of all performance
utility indicators is equal to the total preferable probability of alternatives,
which is the overall and unique final evaluation index of each alternative
in the robust optimal scheme;

E) Take the total preferable probability of each scheme as the
decisive index in robust design to perform competition.

Industrial application of probabilistic multi-objective
optimization robust design

Taking the robust design of dual-phase steel cutting as an example,
the specific application of this new method is explained in detail. Hegde
et al. (2022) once designed the machining of ferrite-bainite dual-phase
steel (AISI1040 F-B) robustly. Through experiments, the tool life and the
sample surface roughness were taken as their simultaneous optimization
goals, and the heating temperature, cutting speed, feed speed and
cutting depth of ferrite-bainite dual-phase steel (AISI1040 F-B) were
taken as the input parameters. The four control factors, heating
temperature, cutting speed, feed speed and cutting depth, are marked as
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the factors A, B, C and D, respectively. Each factor has three levels, and
three samples were tested under each experimental condition (Hegde et
al, 2022). Hegde et al. adopted Taguchi Lg(3%) for experimental design,
and the arithmetic value and the standard deviation of the experimental
results are listed in Table 1.

In experimental design, the tool life and the sample surface
roughness are taken as the simultaneous optimization objectives. In
Table 1, Tia and oT, respectively represent the arithmetic mean and the
standard deviation of the tool life, while Sga and 5Sr reflect the arithmetic
mean and the standard deviation of the sample surface roughness, and
their marks are E, F, G and H, respectively.

Table 2 gives the evaluation results of the preferable probability and
the ranking of this problem. In the evaluation, in accordance with the
requirements of robust optimization, only quantity T.a(E) belongs to the
beneficial type, while all other responses are attributed with the
characteristics of the unbeneficial type.

Table 1 — Design and experimental results of the cutting parameters of dual-phase steel

with Lo(3%)
Exp. | Input parameter Optimization goals
No.
Mean Deviation | Mean Deviation
value of of life value of of
life roughness | roughness
No A B C D Tia, E(S) | 8TL, F(s) | Sra, G 8Sr, H
(°C) | (m/min) | (mm/rev) | (mm) (um) (um)
1 750 | 80 0.13 0.2 2646 29.4618 | 4.2633 0.0416
2 750 | 115 0.15 0.4 1907 1.7321 4.0833 0.1589
3 750 | 150 0.18 0.6 994 3.6056 2.6233 0.0551
4 770 | 80 0.15 0.6 1464 6.9282 4.07 0.0458
5 770 | 115 0.18 0.2 2168.333 | 16.0728 | 3.11 0.0854
6 770 | 150 0.13 0.4 1172 19 2.5567 0.0551
7 790 | 80 0.18 0.4 1528.333 | 2.0817 3.1067 0.0902
8 790 | 115 0.13 0.6 700 4.3589 2.42 0.0889
9 790 | 150 0.15 0.2 1297.333 | 2.0817 2.22 0.02
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Table 2 — Evaluation results of the preferable probability and the ranking of the dual-
phase steel cutting experiments

Exp. Partial preferable probability Total
No. preferable
probability
No. Pe Pr Pc PH Pix104 Ranking
1 0.1907 0.0089 0.0743 0.1417 0.1778 9
2 0.1374 0.1508 0.0803 0.0206 0.3432 8
3 0.0716 0.1412 0.1291 0.1277 1.6679 3
4 0.1055 0.1242 0.0807 0.1373 1.4523 4
5 0.1563 0.0774 0.1128 0.0965 1.3162 5
6 0.0845 0.0624 0.1313 0.1277 0.8842 6
7 0.1101 0.1490 0.1129 0.0915 1.6961 2
8 0.0504 0.1373 0.1359 0.0929 0.8743 7
9 0.0935 0.1490 0.1426 0.1640 3.2564 1

The evaluation results in Table 2 show that experimental scheme No
9 has the highest total preferable probability value of P;. Therefore, the
configuration of robust design is near the parameters of experimental
scheme No 9.

In addition, Table 3 shows the results of the range analysis of the
total preferable probability of each group of the schemes shown in
Table 2.

Table 3 shows that the order of the impact intensity of the input
variables is A > B > C > D, which reveals that the optimal configuration is
AsB3C2D1, which is experimental scheme No 9 exactly. Hegde and others
used ANOVA technology to statistically analyze the relative contributions
of various factors to T, and Sg, and their optimization results were close
to experimental scheme No 2 (Hegde et al, 2022).

Obviously, from the point of view of probability theory, the result of

experimental scheme No 2 is worse than that of experimental scheme
No 9.
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Table 3 — Analysis results of the total preferable probability range for the two-phase steel
cutting experiments

Factors

Level A B C D

1 0.7296 1.1087 0.6454 1.5835

2 1.2176 0.8446 1.6840 0.9745

3 1.9423 1.9362 1.5600 1.3315

Range 1.2126 1.0916 1.0386 0.6090

Impact order | 1 2 3 4

Optimal

configuration As Ba Ca D1
Conclusion

The above discussion shows that the robust design of probabilistic
multi-objective optimization is a reasonable design method. The
arithmetic mean and its deviation of the performance index of the
scheme are regarded as two independent responses of the scheme in
processing, and each contributes a part of partial preferable probability to
the scheme. As the representative of the utility index, the arithmetic
average of the utility index is evaluated in accordance with its function
and preference, and the deviation is that the utility index is the
unbeneficial type of the index. The total preferable probability of each
scheme is the only final index parameter in robust optimization design.

The algorithm of the present probabilistic multi-objective objective
robust design accepts the idea that the arithmetic mean and its deviation
of the performance index of the scheme can be regarded as two
independent responses of the scheme; the agorithm is rational,
adequately overcoming the puzzling problem of previous robust design
approaches. The application of the model to more diverse real-life
problems needs to be conducted in future.
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Resumen:

Introduccidn/objetivo: El corte es un proceso material tipico. Sin embargo,
aun no se ha obtenido una solucion adecuada para la optimizacién
simultdnea de la maquinabilidad del material y la vida atil de la
herramienta en los procesos de corte de materiales. En este articulo, se
expone el disefio robusto probabilistico multiobjetivo (PMORD) y se
analiza el problema del disefio robusto en la optimizacion simultanea de
la magquinabilidad del material y la vida atil de la herramienta tomando
como ejemplo el mecanizado de acero de doble fase ferrita-bainita.

Métodos: Segin PMORD, la media aritmética y su desviacién de varios
indices de desempefio y utilidad de esquemas alternativos se evallian
como respuestas gemelas independientes, que contribuyen
respectivamente con una parte de la probabilidad parcial preferible a los
indices de desempefio. En la evaluacion se toma como representante del
atributo de utilidad la media aritmética del indice de utilidad, y la
evaluacion se realiza de acuerdo con la funcién o preferencia del indice
de utilidad. Sin embargo, el término de desviacion se utiliza generalmente
como un tipo de indice no beneficioso (es decir, cuanto mas pequefio,
mejor) para participar en la evaluacion. El producto de las dos partes de la
probabilidad parcial preferible es la probabilidad parcial preferible real del
indice de desempefio correspondiente. El producto de la probabilidad
preferible parcial de todos los indices de utilidad de desempefio da la
probabilidad preferible total del esquema correspondiente, que es el Unico
indice para que cada esquema participe en la competencia en disefio
robusto.

Resultados: El resultado de la optimizacion de este ejemplo es que la vida
util de la herramienta es 1297,3333 s (la desviacién estandar es 2,0817 s)
y la rugosidad de la superficie es 2,22 um (la desviacién estandar es 0,2
Um), mientras que las condiciones de trabajo correspondientes son que la
temperatura de tratamiento térmico del material es 790°C, la velocidad de
corte es 150 m/min, la velocidad de avance es 0,15 mm/rev y la
profundidad de corte es 0,2 mm.

Conclusién: El ejemplo de optimizacién de parametros de corte de acero
bifasico ferrita-bainita mediante PMORD indica la racionalidad de la
solucién adecuada.

Palabras claves: optimizaciébn multiobjetivo, disefio robusto,
optimizacién simultdnea, método basado en probabilidad, probabilidad
preferible.
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BepOFlTHOCTHoe MHOrFoKputepuanbHOEe NpoeKkTnpoBaHmne n ero
npuMeHeHne npun pe3ke Mmetasnsa

[hxu Vo2, MaoweHa YxaH®

a CeBepo-3anagHblil MONMTEXHUYECKUIA YHUBEPCUTET, pakynbTeT
€CTECTBEHHbIX HayK 1 TexHonorun, r. Cuanb, HapogHasa Pecnybnvka Kutan

5 CeBepo-3anagHblil MOMMTEXHUYECKUI YHUBEPCUTET, akynbTeT XMMUYECKOM
nHxeHepun, r. CnaHnb, HapogHasa Pecnybnuka Kntan, koppecnogeHT

PYBPUKA TPHTW: 81.09.00 MaTepuanoseaeHue
BWO CTATbW: opuruHansHas Hay4Has ctaTbs

Pestome:

BeedeHue/uernb: Peska siensemcsi munuyHbIM ripoyeccom obpabomku
mamepuarnos. OdHako rnodxodsiuieao peuwieHUss 0rsi 0OHOBPEMEHHOU
onmumu3sayuu obpabambigaemMocmu Mamepuana U cpoka Criyx6bl
UHCMpyMeHma 8 rpouyeccax pe3ku Mamepuasios rnoka He HalideHo. B
OaHHOU cmambe npedcmassieHo 6epPOsIMHOCMHOE MHO20UEIe8oe
pobacmHoe npoekmuposarue (PMORD) u npoaHanu3uposaH 80rpoc
pobacmHo20 npoekmuposaHusi npu O0OHOBPEMEHHOU onmumu3ayuu
obpabambigaemocmu mMamepuasia U CmoUuKocmu UHCMpPyMeHma Ha
npumepe  MexaHudeckol — obpabomku  ¢heppumHo-b6eliHUMHOU
0syxcghbasHoul cmaru.

Memoodbi: CoenacHo BMPI1 cpedHee apughmemuyeckoe U ee0
OMKIIOHEHUe  pasfnuyHbIX  rokazamenel  aghchekmusHocmu U
rofie3HocmMu  anbmepHamueHbIX CXeM oueHusarmcsi Kak 0ea
He3asUCUMbIX  OMKJ/IUKA,  KOmMOpble  CBOUMU  roKa3amessimu
aghghbekmusHocmu 4acmuy4yHo criocobcmeyrom yacmuyHou
npednoymumesnibHoli  gepossmHocmu.  [lpu  oueHke  cpedHee
apugpmemuyeckoe uHOekca mnone3Hocmu bepemcs KaK rpu3sHakK
nonesHocmu ampubyma, a oueHKka rpou3sooumcsi 8 coomeemcmeuu
Cc ¢yHkyuel unu npedrnodymeHuem uHOekca rionesHocmu. OOHaKko
MEePMUH «OMK/IOHEHUE» O0bbIYHO UCMOMb3yemcsi Kak 6ecrnone3Hbil
mun uHOekca (UHbIMU crio8amu, MO MPUHUUMY: «4eM MeHbWe, mem
nyyqwe») npu oueHke. [poussedeHue ds8yx yvacmeli eeposimHocmu
Yacmu4Hoz2o npednoymeHusi npedcmasnsem coboll hakmuyeckyro
8EPOSIMHOCMb  YacMmUYHO20 pednoYymeHusi coomeemcmesyowezo
uHOekca npoussodumernbHocmu. [IpouszsedeHue 8eposimHocmel
Yacmu4Ho20 rnpednoymeHuUsi 8cex UHOeKkcos aghghekmusHocmuU
rnonesHocmu Oaem obwyro npednoYymumersibHyr0 8€epOSIMHOCMb
coomeemcmeyowell cxeMbl, Komopasi sensemcss eOUHCMBEHHbIM
UHOekcoMm KaxOoli cxembl, ydacmeyrouieli 8 cocmsizaHuu pobacmHbix
rpoeKkmos.

Pesynbmamei: Pe3ynbmambl onmumu3dauyuu 8 3mOM rpumepe
credyrouue; cpok cryx6bbl uHcmpymeHma cocmassnsem 1297,3333 ¢
(cmaHdapmHoe omkrnoHeHue - 2,0817 c¢), a wepoxoeamocmb
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rnosepxHocmu - 2,22 um (cmaHdapmHoe omkrioHeHue - 0,2 um), rnpu
coomeemcmesyruwUX  YC/I08USIX  3KCr/lyamayuu:  memrepamypa
mepmoobpabomku mamepuasa cocmasnsem 790°C, ckopocmb pe3sKu
cocmaensgem 150 wm/c./MuH, ckopocmb noda4yu - 0,15 mm/06, a
enybuHa pesku — 0,2 mMm.

Bbigodbl:  llpumep onmumu3ayuu napamempos pesku heppumHo-
beliHumHou dsyxghasHoli cmanu ¢ nomowibto BMPI ceudemernscmeyem
0 payuoHaribHOCMU cooMeemcmeayu,ego PellieHUsl.

Krouesble  crioga:  MHO20Ueriegas  ormumusayusi,  pobacmHoe
rpoekmupogaHue, O0OHOBPEMEHHasi OonMMmuMU3auyuUsi, 8epPOSIMHOCMIHBbIU
Memo0, npednoYymumeribHasi 86pOSIMHOCTIb.

Mpo6abunncTnykmn BULLEKPUTEPUjYMCKN PpOBYCTHM AM3ajH U HeroBa
NpUMeHa y ceyeny MeTana

Bu Jy?, Maowetrz XeH®
a¥YHusepauteT CeBeposanag, akynTeT NPUPOAHNX Hayka 1 TeXHomoruja,
CwjaH, HapogHa Penybnuka Kuna

5 YHueepauteT CeBeposanag, ®akynTeT XeMujCKOr UHXeHepCTea,
CujaH, HapogHa Peny6nuka KnHa, ayTop 3a npenucky

OBJIACT: obpaga maTepujana, ontummnsauuja
KATEFOPWUJA (TWIM) YNAHKA: opurnHanHu Hay4Hu pag

Caxemak:

Yeod/uurb: Pesarbe je murnudHU ripouec obpade mamepujana. o cada
jow Huje npoHaheHo o00zo08apajyhe pewere 3a UCMOBPEMEHY
onmumu3auyujy obpadueocmu mamepujana U XUeOmMHO2 8eKka anama
npunukom obpade mamepujana pesareM. Y uiiaHKy je npedcmasrbeH
npobabunucmuyku suwexkpumepujymcku pobycmHu dOusajH (MMOP/L —
PMORD). AnanusupaH je npobrem pobycmHoz du3ajHa y ucmospeMeHo)
onmumu3ayuju obpadueocmu Mamepujarna U XXU8OmMHO2 8eKa anama Ha
npumepy mMawuHcke obpade chepumHo-bauHUMHoO2 080¢hasHo:2 HYeriuka.

Memode: lNpema NMMOPL, cpedra apummemuyka 8pedHOCM U HEeHO
odcmynarse pasnudumux uHoekca repghopMaHcu U KOpUCHOCMU wema
anmepHamuea rpoueryjy ce Kao 0ea He3asucHa 00z2080pa Koju
doripuHoce, jeOHUM OesioM napyujanHe roxesrbHe e8eposamHohe,
uHOekcuma nepghopmaHcu. [lpu npoueHu, cpeda apummemuydka
8pedHocm uHOeKca KopucHoOCmu y3uma ce Kao rnpedcmasHuK ampubyma
KOpucHocmu, a rpouyeHa ce epwu y ckrnady ca QyHKUuUjoM umu
npeghepeHyujom uHOekca KopucHocmu. MeRymum, mepmuH oOcmynara
ce 2eHepaslHO Kopucmu Kao HEeKopucHU mur uHOekca (no npuHyuny
Marse je borbe) rpu npoueHu. Npou3sod dsa dena napyujasHe rnoxesrbHe
eeposamHohe je cmeapHa napuujaniHa roxerbHa e6eposamHoha
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o0zoeapajyhez uHOekca nepgopmaHcu. [lpoussod napuyujasHux
noxxesbHUX eeposamHoha ceux uHOekca repghopmaHcu KopucHocmu daje
YKYrHy — roxerbHy  eeposamHohy  odeosapajyhe  weme,  wmo
npedcmassba jeduHU UHOEKC c8aKe WeMe Koju ydecmayje y makmuderby
y pobycmHom Ou3ajHy.

Pesynmamu: Pesaynmam onmumusayuje y ogom rpumepy je credehu:
JKUBOMHU 8ek anama je 1297,3333 ¢ (cmaHdapdHa desujayuja je 2,0817
C), Xparnasocm rospwuHe je 2,22 um (cmaHOapOHa desujayuja je 0,2
um), a odzoeapajyhu palHuU ycriosu cy: memrepamypa mepMuyKe
0bpade mamepujana je 790°C, 6p3uHa pesara 150 M/MUH, ocMu4yHa
6p3uHa 0,.15 Mm/06 u dybuHa pesarsa 0,2 MM.

Bakrbyyak: lNpumep onmumusayuje napamemapa pe3arba hepumHo-
bauHumHoz 0eoghaszHoe 4yenuka romohy [IMOP/L yka3yje Ha
pauyuoHariHocm olzosapajyhez pewersa.

Krby4He peyu: suwekpumepujyMmcka onmumu3sayuja, pobycmHu ou3sajH,
ucmospeMeHa ornmumu3auyuja, Memod 3acHosaH Ha eeposamHohu,
roxesbHa geposamHoha.
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Abstract:

Introduction/purpose: During the 1999 NATO attack on Yugoslavia, three
new weapons were used and tested for the first time. The first is the
strategically invisible B-2 bomber, the second is the new JDAM (Joint Direct
Attack Ammunition) and the third is the "soft bomb", or the blackout bomb,
made of thin electrically conductive fibers. The aim of the paper is to present
the new combat devices used during the aggression on the FRY and to
guantitatively detect the elements of electrically conductive fibers. The
paper also presents the lawsuit of the Federative Republic of Yugoslavia
(FRY) to the International Criminal Tribunal for the former Yugoslavia
(ICTY) in The Hague. The lawsuit was rejected.

Methods: Physical and chemical analyzes of the fibers were performed. An
electron microscope, SEM JSM Jeol 6610LV, was used to analyze the
physicochemical characteristics of electrically conductive fibers. It provides
the information on the morphology of the sample surface, resulting in a high-
resolution image.The microscope is equipped with an X-ray detector
(Oxford Instrumets X-Max 20 mm2) for EDS analysis (Energy Dispersive
Spectroscopy). It enables the determination of the chemical composition of
the material in the analyzed sample volume, based on the interaction
between the directed electron beam and the sample atom.
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Results: The characteristics of the B-2 stealth aircraft used to bomb the FRY
are shown. The JDAM bomb is an improved ordinary MK bomb with
electronic devices added to guide the bomb via satelltes. A semi-
guantitative analysis of the fibers was performed on the SEM, confirming
that the metal layer of the fiber predominantly consists of aluminum, and the
non-metallic layer has the highest proportion of silicon dioxide. The fiber is
carcinogenic.

Conclusion: In 1999, the territory of Yugoslavia was a testing ground for
new combat weapons of NATO aviation - B-2 and JDAM guided bombs.
Blackout bombs were dropped on the electrical power systems of
Yugoslavia leaving the whole Serbia without electricity for hours. Not only
was the bombing-caused environmental pollution radiological and chemical
but it was also caused by glass-aluminum electrically conductive fibers as
pollutants.

Key words: lawsuit, B-2 stealth aircraft, JDAM penetrating bombs,
blackout bombs, electrically conductive fibers, environmental pollution.

Introduction

The North Atlantic Treaty Organization (NATO) bombed the Federal
Republic of Yugoslavia (FRY) from 24 March, 1999 to 9 June, 1999. The
NATO aggression began at 7:41 p.m. on 24 March, and, by 4:00 a.m. on
25 March, 1999, the entire territory of the FRY was under attack with the
focus on the Yugoslav Air Force and Air Defense forces and facilities
(Gacinovi¢ & Tomi¢, 2019). The coded name of the bombing campaign
was Operation Alied Force or (in the USA) Operation Noble Anvil, known
in Serbia as the "Angel of Mercy". This was the final phase in the land
grabbing of Kosovo and Metohija, soverign territory of Serbia.

While the aggression was going on, the Yugoslav government filed a
lawsuit with the International War Crimes Tribunal in The Hague for the
crimes committed by the NATO alliance in Yugoslavia, primarily Serbia,
during the bombing.

On 14 May, 1999, the then-prosecutor established a commission to
assess the allegations and the supporting documents with the lawsuit, and
appointed a prosecutor and deputy prosecutor to consider whether there
was a basis for the lawsuit to continue investigating some or all allegations
or other incidents tied to the NATO bombing. (International Criminal
Tribunal for the former Yugoslavia, 2022)

The lawsuit of FR Yugoslavia stated the attacks on cities, factories,
civilians, columns of refugees, as well as the use of prohibited ordnance,
cluster munitions and depleted uranium ammunition.

A particular emphasis was placed on crimes in the attacks on civilians:
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1. Attack on a passenger train in the Grdelica Gorge on 12 April, 1999,
2. Attack on a Gjakova convoy on 14 April, 1999,

3. Attack on the RTS in Belgrade on 23 April, 1999,

4. Attack on the Chinese Embassy on 7 May, 1999, and

5. Attack on the village of KoriSa on 13 May 1999.

FR Yugoslavia submitted evidence of the use of depleted uranium
(DU) missiles during the bombing. The court's response was that there is
no specific ban on the use of depleted uranium missiles and that there is
no consensus in international legal circles that the use of such missiles
violates the general principles of humanitarian law applicable to the use of
weapons in armed conflict, even in the case of nuclear warheads and other
weapons of mass destruction - those recognized as having the most
harmful effects on the environment - it is difficult to argue that banning their
use in all cases is absolute. (International Court of Justice, 1996)

Based on the information reviewed, the commission considered that
neither the in-depth investigation into the bombing campaign as a whole
nor the investigation into specific incidents was justified. "In all cases,
either the law is not clear enough or investigations are unlikely to lead to
sufficient evidence to substantiate charges against high-ranking indictees
or lower-ranking indictees for particularly heinous crimes."

And as a conclusion, "based on the available information, the
committee recommends that the Prosecution not initiate an investigation
into the NATO bombing campaign or incidents that occurred during the
campaign." This is the official position and justification of the court for the
crimes of the aggression of the NATO alliance and its military members,
mostly pilots, in the war against FR Yugoslavia and its people.

The number of killed Serbian citizens, soldiers and police officers is
shown in the book "Merciful Angel or Book of the Dead", published in 2008
by Branimir B. Stanojevi¢, writer (Stanojevi¢, 2008). The book lists all
civilians, military personnel and police officers killed during 1998 and 1999
by name and surname, in most cases by date of birth. The Albanian victims
in refugee columns were also counted. According to the book, 3,799
people were killed during the war in the FRY, including 1,040 soldiers and
police officers and 2,560 civilians, including 78 children, 117 Albanian
refugees Kkilled in two refugee columns and 82 killed in Gjakova.
Unfortunately, the author was not able to find out their names. The list used
the data from the Government of Serbia, the Ministry of Defence, the
Association of Families Kidnapped and Killed in Kosovo and Metohija, the
daily press, official websites of individual municipalities, and many books
and publications published in different cities. (Stanojevi¢, 2008)
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The aggression against Serbia continues today, but in a different way.
"Bombed today, die later," is one of the headlines (Graham, 2004, pp.34-
36). Today, 23 years after the bombing, more and more people and
children are suffering from various types of diseases, children with
malformations are being born, there are more and more cases of sterility,
and the nature remains polluted in the places that have been intensively
bombed.

In the territory of FR Yugoslavia in 1999, an experimental war was
waged, initiated to allegedly protect Albanian civilians from the so-called
Serbian agression, and the goal was to break up Serbia and separate
Kosovo and Metohija from its homeland.

During the aggression, the territory of FR Yugoslavia, especially
Serbia, served the Western Military Alliance (NATO) as a testing ground
for new weapons and for testing the efficiency of American invisible
(stealth) aircraft. Three types of combat means were tested: the B-2
strategic bomber, whose deadly debut was on the Yugoslav territory;
demolition precision-guided JDAM bombs carried by the B-2 bomber; and
blackout bombs (electrically conductive fibers).

The environmental pollution since the 1999 bombing can be divided
into three major groups:

- Radiological pollution,

- Chemical pollution, and

- Pollution due to glass-aluminum electrically conductive fibers, which
can also be classified as chemical pollution.

The paper will present all aspects of the pollution, with a special
emphasis on electrically conductive fiber pollution, which was not given
enough attention - it was considered harmless because it is not radioactive
and consists of aluminum and glass. However, there is information that the
people who worked on cleaning the transmission lines and substations
from that "cobweb" became seriously ill and almost all died very soon after
the war (Andelkovi¢-Luki¢, 2015, p.25).

Radiological effects of pollution

Using depleted uranium (DU) missiles (anti-tank ammunition and
ammunition of large caliber of great destructive power to destroy concrete
fortifications and bunkers), NATO waged a specific radiological war
against the FRY, with long-term pollution of ecosystems and attempts to
destroy life in this area, which will have unforeseeable consequences for
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the whole living world, not only in the region, but also in Europe (Fortuna
& Dimitrijevi¢, 2000).

Based on the examination of the remains of the projectiles performed
by the FRY army and on the basis of the performed spectrometric
measurements and identification of the present radionuclides, it can be
reliably claimed that NATO forces deployed DU-core ammunition from A-
10 aircraft. It is estimated that the United States alone has at least 700,000
tons of depleted uranium, or radioactive waste. Storage of such material
is expensive, and a useful way has been found to reduce its amount by
using it for 30 mm sub-caliber ammunition, as well as for larger calibers.
Due to its large atomic mass, it is used for the core of anti-tank rounds.
The US Army developed DU ammunition for 25 mm gun (85 g uranium),
30 mm air gun (278 g uranium) and 105 and 120 mm tank guns (2.2t0 4.9
kg uranium) [23].

On 21 June, 2009, Belgium became the first country in the world to
ban submunitions and armors containing depleted uranium or any other
industrially produced uranium.

This ammunition was banned even earlier by the Resolution of the
Subcommittee on Prevention, Discrimination and Protection of Minorities
of the UN Commission on Human Rights from 1996 and 1997.

During the aggression on the FRY, the Yugoslav army conducted
radiological and chemical reconnaissance of the areas where A-10 were
deployed. It was found out that there are four areas in Serbia outside
Kosovo and Metohija where radiological contamination was recorded:
(Fortuna& Dimitrijevi¢, 2000)

"Borovac" - two locations about 6 km south-east of Bujanovac
time of impact 26.05.1999

contamination (KonZ) area 9,100 m2

DU activity (Bg / kg) in the soil samples 250-17,490

"Bratoselci" - about 10 km south-east of Presevo
time of impact 27.05.1999

KonZ area 5,400 m2

DU activity (Bq / kg) in the soil samples 1,800-23,400

"Reljan" - two locations, east of Presevo for about 10 km
time of impact 28.05.1999

KonZ area 8,700 m2

DU activity (Bq / kg) in the soil samples 70-200
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"Pljackovica" - north of Vranje for about 4 km

time of impact 29.05.1999

KonZ area 2,400 m2

DU activity (Bq / kg) in the soil samples 5,580-235,000
* KonZ- contaminated area

Pljackovica, the hill above Vranje where a repeater is located, was hit
by a large number of DU rounds. The solid, rocky base of the hill enabled
firing of rounds and dispersion of radioactive aerosols over long distances.
The hill dominates the city, so that a large amount of radioactive particles
reached the inhabitants of Vranje, and spread farther.

The main danger to humans is the inhalation of aerosols in the
immediate vicinity of the affected object. Internal radiation is much harder
to avoid. The largest amount of DU is inhaled by persons who are in the
immediate vicinity of the affected area at the time and immediately after
the impact. It is not excluded that one hundred milligrams of DU is inhaled
in such cases. Inhaled aerosols have both soluble and insoluble
components. Acute consequences caused by uranium chemotoxicity are
not excluded from the soluble component. Total equivalent doses can be
as much as a tenth of a millisievert. (Purovi¢ et al, 2011)

In the later phases after the impact, especially when mitigating the
consequences, additional inhalation of aerosols in the vicinity of the impact
site is not excluded. The reason is the resuspension of the aerosol in air
caused by wind or movement of vehicles and people. Equivalent doses in
these cases are significantly lower and can hardly exceed tens of
millisieverts. (Burovi¢ et al, 2011)

If the target is missed, a small percentage of DU goes into the phase
of insoluble aerosols because the round penetrates the soft soil. In contact
with water or moisture, uranium metal corrodes quickly. Under the
influence of air and water, a very clearly visible yellow oxide layer is
formed. Over time, the oxide layer becomes radioactive contamination that
can be easily transferred to the wider environment. In addition to the
dominant presence of uranium, the X-ray fluorescence spectrometry of the
projectile core identified the presence of iron, titanium, nickel, zinc, copper,
and zirconium in small concentrations.

The addition of titanium reduces the corrosion rate of the projectile
(Purovi¢, et al, 2011). The data for central Serbia without Kosovo and
Metohija and AP Vojvodina are presented.

Depending on the geological situation, pollution of even groundwater
is not excluded. From 1999 to 2019, in central Serbia, there is a constant
increase in mortality from various polluting agents thrown during the 1999
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aggression, as shown in Figure 1. In terms of the number of cancer deaths,
Serbia ranks first in Europe.
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Figure 1 — Mortality in central Serbia according to the "Cancer Registry in the Republic of
Serbia, 2021" (data for central Serbia, excluding Kosovo and Metohija and AP Vojvodina)
(Institute of Public Health of Serbia “Dr Milan Jovanovic¢ Batut”, 2021)

Projectiles dropped on the FRY territory during the
1999 aggression

Depending on their destructiveness and purpose, all projectiles
dropped on the FRY during the bombing can be classified into the following
groups:

* guided and unguided high-explosive projectiles of various calibers
(missiles, bombs and cluster bombs),

* anti-armor and anti-concrete projectiles, filled with DU,

* new types of so-called "soft" bombs, which do not have an effect of
destruction, but inflict substantial damage, and

* new piercing bombs, large in mass, used for the first time and tested
on the Yugoslav battlefield, dropped on the territory of the FRY from the
B-2 strategic bomber which also had its combat debut in the military
operation over Yugoslavia.

During the NATO aggression on the FRY, 26,095 air raids were
registered, out of which 18,168 were conducted by combat aviation. About
37,000 missiles, bombs and other projectiles were launched, out of which
1,400 were cruise missiles with about 40,000 tons of high-explosive
ordnance.

At the beginning of the aggression, NATO deployed 371 aircraft a day,
and at the end of the aggression, that number was increased to 1,200
aircraft a day (Andelkovi¢-Luki¢, 2015).

280




The NATO alliance did not directly use chemicals in the attack on FR
Yugoslavia (poison gases, for example); however, by precisely targeting
metal-industrial plants and warehouses of chemical raw materials, olil
tanks and oil plants, as well as substations normally containing large
guantities of pyralene, they produced effects which were very close to the
effects of chemical warfare, that is, as if they used poison gases.
(Andelkovic¢-Luki¢, 2021, pp.147-168)

The combustion products from composite gunpowder-powered
missiles were dispersed in the air, heavily polluting it. The huge amount of
kerosene burned in the aircraft that flew at high altitudes also contributed
to chemical pollution.

Each detonation of high-explosive ordnance releases a large amount
of poisonous and suffocating gases from the explosion process itself, the
product of detonation in the places affected. For example, only one
penetrating missile, AGM 130, loaded with the most commonly used
explosive tritonal (370kg, TNT 80 / Al 20,) releases 5173 m3 of a mixture
of toxic gases and 146 kg of carbon during detonation, all in the form of
the most dangerous nanopatrticles. (Andelkovi¢-Luki¢, 2021, p.153)

JDAM penetrating bombs first combat deployed on
the territory of FR Yugoslavia

In 1999, in addition to classic unguided MK bombs for carpet
bombing, FR Yugoslavia was targeted with new penetrating, laser-guided
missiles powered by large masses of explosives. It is highly likely that
projectiles had depleted uranium charges because they were used to
penetrate fortified underground tanks, underground aircraft hangars and
underground ammunition depots (Di Pietro & Accame, 2006). These are
JDAM bombs (Figure 2) and AGM cruise missiles, with the GBU 31
warhead, the characteristics of which are shown in Table 1. These bombs
were active in Serbia in 1999.

The Ponikve military air base, located 12 kilometers northwest of
Uzice, was hit by more than 700 missiles and cruise missiles in 37 attacks
during the NATO bombing, out of which about 40 remained unexploded in
the ground. One of the unexploded projectiles unearthed by a demining
team in 2012 was the GBU31, JDAM with the MK warhead (Table 2), which
proved that they had used new, modified penetration bombs
experimentally. The most frequent targets of the NATO bombing were the
military airports Ponikve near Uzice and Dubinje near Sjenica (bombed
almost 30 times with over 300 projectiles). (ToSi¢, 2021)
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During the aggression in 1999, the Command Center on the
Strazevica hill near Rakovica was bombed daily, but due to its natural
protection ( the center was buried in the hill) it could not be destroyed.

Table 1 shows some of the characteristics of large penetrating bombs
dropped by stealth aircraft on FR Yugoslavia in 1999.

Table 1 — Characteristics of laser-guided penetrating bombs which were tested in real
conditions on the territory of the FRY in 1999

Type of explosive

(TNT 80/AI 20)

(TNT 80/AI 20)

Winged bomb GBU***-27 system GBU-31 system
The name of the AGM*-130, JDAM**** JDAM
bomb BLU**-109 BLU-109 BLU-109
Total weight (kg) 1323 1065 2130

Tritonal Tritonal Tritonal

(TNT 80/AI 20)

Explosive mass
(kg)

430

240

306

Length (m) 3.9 4.24 5.27
Range (km) 48 20 10
Aircraft carriers B1-B,B-2, B-52 F117-A B1-B,B-2

QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

*AGM Air-launched, surface-attack, guided missile,
*BLU Bomb Live Unit

**GBU Guided Bomb Units

*xx JDAMJoint Direct Attack Munition

Military fortifications are made of reinforced concrete with strong
metal reinforcement, rebar, and therefore it is necessary that the warhead,
in addition to high explosive, have a penetrator, which upon impact
releases high temperature necessary for the penetration of metal
reinforcement.

One of the aerial lethal weapons used for the first time during the
NATO aggression on the FRY were satellite-guided general-purpose air
bombs of the JDAM system.

One of the systems of guided air bombs is shown in Figure 2.
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Figure 2 — JDAM guided air bomb (Valka, 2022)

The JDAM bomb is a modernized variant of the unguided MK general
purpose bomb, improved by adding GPS guidance, and from these cheap
unguided bombs a successful variant of the JDAM guided bomb was
obtained. They are applied during air strikes on well-defended objects from
medium and higher heights. The carrier aircraft ejects JDAM in all
meteorological conditions on the principle of "launch and forget" from a
great distance and altitude and out of the reach of the Yugoslav air
defense. According to the Pentagon report, the bombs carried by the B-2
stealth aircraft were marked GBU-31, with a BLU-109 warhead, powered
by tritonal explosives, as shown in Table 1. (Navedtra 14014A, nd)

At the Dubai International Fair in 1999, immediately after the war in
Kosovo and Metohija, an arms dealer presented the BLU-109 warhead
and described its capabilities in penetrating super-armored underground
targets, explaining that this model had been tested in the recent war in
Kosovo (Parsons, 2002). During the aggression, more than 500 JDAM
bombs were dropped on the FRY from the B-2 strategic bomber alone,
which carries 16 pieces each. After the bombing of the FRY, sales of this
guided bomb increased, so it ended up in the armament of many NATO
members and some Arab countries.
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B-2 strategic aviation aircraft carrying JDAM
penetrating bombs

B-2 stealth bombers were used against the integrated air defense
system of Serbia, command and control points, runways and airports,
communication facilities, factories, bridges and other elements of
infrastructure. The first American aircraft used in the allied forces were B-
2s which took off from the Whitman Continental Base in Missouri. One
such plane bombed the Chinese embassy in New Belgrade in 1999, on 5
June. Six B-2 aircraft constantly took part in the bombing of FR Yugoslavia.
The report of the 509th Air Brigade states that all B-2 planes proved to be
extremely efficient. Only one plane "had mechanical problems in flight" and
had to stop the mission (until the breakdown was repaired). (Tirpak, 1999)

The B-2 aircraft operated exclusively at night, sometimes on a mission
with two more planes, but mostly alone. They did not fly in a group with
other NATO aircraft because they had a large radius of movement. They
took off from the Whitman Continental Base in Missouri and returned
without landing. The flight lasted for 30 hours. They were supplied with
kerosene in the air. When approaching a specific target area, the B-2 had
a radar image almost photographically accurate in detail and quality. This
was checked on the basis of intelligence photographs, and the target was
identified. At the appropriate moment, the door of the bomb bay opens,
JDAM is dropped from the plane, and directed towards the target.

Table 2 — Physical characteristics of conventional explosives

Point of Heat of Explosion Detonation
Explosive melting explosion temperature velocity

(°C) Qe (kJ/kg) | Te(°C) D (m/s)
TNT 6900
trinitrotoluen | 181-182 4561 3169 (for density
C7HsN30s 1.60 g/cm?3)
RDX
Ciklo- 8750
trimetilen 205 6322 4249 (for density
trinitramin 1.76 g/cm?)
C3HeNsOs
HMX
Ciklo- 9100
tetrametilen 275 6192 4249 (for density
tetranitramin 1,90 g/cm?)
C4HsNsOs
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Table 2 shows that the heat of explosion Qe and the explosion
temperature Te of the explosives used are very high (Hristovski, 1994), so
that the detonation products are in a gaseous state with very fine
combustion particles, of the order of nanometers. These particles are
easily inhaled and remain in the lungs for a long time. The high
temperature of the explosion enables the formation of hanopatrticles in the
products of detonation. The size of particles depends on the temperature
- the higher the temperature, the smaller the dimensions of formed
particles (Gatti& Montanari, 2004). In combination with various additives
to explosives due to increased energy performance, and in synergy with
released radicals (chlorine or fluorine) or oxides (mainly metals, aluminum,
magnesium) in detonation products, these particles become very toxic.
(Agency for Toxic Substances and Disease Registry, 2004, 2014)

Toxic gaseous products of detonation and combustion of gunpowder
in high concentrations are found in craters immediately after the explosion.
Later, they are dissolved in the air and dispersed in the immediate vicinity
of the bombed site. They have an extended duration of action on human
health.

Various heterogeneous gunpowders are used as a combustion
charge in long-range projectiles, mainly missiles. These are
homogeneous, physical mixtures of oxygen-rich compounds (mostly
inorganic crystalline salts) and fuels (usually of organic origin) which under
certain conditions in the combustion process (oxidoreduction) react with
each other, producing heat and high pressure gases. Of such gunpowders,
the most famous are composite rocket gunpowders, i.e., propellants.

Composite rocket propellants (Orbovi¢, 2020, p.329) consist of
oxidants, mainly ammonium perchlorate 60 - 80%, binders which ensure
the cohesion and homogeneity of oxidants, and fuels, and are formed from
prepolymers such as polybutadiene, curing agents (toluene
diisocyanates), adhesives (triethanolamine), plasticizers (diisocotyl
sebacate), cure -catalysts (ferriacetone acetonate, lead chromate),
aluminum, about 25% of combustion accelerators, antioxidants based on
phenol and amine) and combustion stabilizers (acetylene carbon black
and aluminum powder). These are mostly general components of
composite rocket propellants, but they can also be enriched by very fine-
grained explosives and energy fluorine compounds, such as formals, also
explosives, fluoronitroformals, in order to increase energy characteristics.
Combustion products contain metal oxides (aluminum, iron, lead, and
chromium).

During combustion of different types of gunpowders (rocket
propellants), among combustion products there are carbon monoxide,
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carbon dioxide, nitrogen oxides, hydrogen cyanide, soot, etc. Metal oxides
of lead, copper, magnesium, aluminum, but also some aggressive radicals
caused by incomplete combustion are also found in combustion products.
Some of composite gunpowders also contain transformer oil, chlorinated
biphenyls, which when burned release a whole range of toxic genotoxins,
polychlorinated dibenzofurans, chlorinated benzoparadioxins, chlorinated
phenols, hydrogen chloride, and soot. Solid combustion products are
distributed in the gaseous phase in the form of fine particles, measuring
about 5 micrometers and less, forming aerosols of smoke. Salts of heavy
metals present in these combustion products, especially lead, are toxic.
These products can cause skin reactions. All these combustion products
are toxic and carcinogenic, they fell to the ground polluting the
environment and have a delayed effect on the health of the population.

There are no lethal devices such as bombs, mines or projectiles that
do not contain a pyrotechnic element. A complete system of rockets, from
the smallest to the largest, contains pyrotechnic parts. Pyrotechnics have
enough energy in a small volume to achieve desired effects. The only
external energy required for proper functioning is the initial pulse, usually
electrical, which can be controlled with great precision to avoid unwanted
initiation and to deliver just as much energy to the system as needed to
properly and reliably start a reaction (detonation). Pyrotechnic mixtures
contain oxidants, fuels (inorganic and organic) and additives. Inorganic
salts of sodium, potassium, barium, lithium, strontium, lead and iron are
used as oxidants. Inorganic fuels are mainly calcium, beryllium, boron,
lithium, silicon, aluminum, magnesium, and of organic fuels, the most
commonly used are polyethylene, polyester, asphalt, naphthalene,
carbon, polyesters, polyamides, and nitrocellulose (Orbovi¢, 2020, p.329).
Pyrotechnic mixtures are very important in the initial chain - they are in
fuses and if there is a break in the chain, there is no activation of ordnance.
Due to that mistake, inactivated bombs fell on the territory of Serbia,
representing a great danger to deminers during UXO removal and
destruction.

Blackout bombs

The third weapon used for the first time during the bombing of FR
Yugoslavia were blackout bombs, as the Pentagon called them. It was an
extremely guarded military secret of the Pentagon, revealed on the
battlefield of FR Yugoslavia. There were great expectations of this bomb
which was supposed to cut off electricity in Serbia for a long time and thus
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disable the functioning of the bloodstream of civilian life, the civilian
infrastructure.

Electricity supply is a very important factor for the functioning of all
activities in one society. Therefore, it is considered that the attack on the
power grids, nuclear power plants and computer systems of one country
is a terrorist act and that all security measures must be taken to prevent
that from happening. Given that the power grid of FR Yugoslavia in 1999
was attacked by blackout bombs, and the whole electrical power system
of Serbia was brought to a standstill for 70 hours in one period, according
to the definition of American terrorism experts, it was one of the terrorist
actions of the NATO alliance. In addition to being aggressors, NATO acted
as a terrorist in the Republic of Serbia. (Nye, 2019)

The CBU-102 (B) 2 / B "soft bomb", a cluster bomb, was used to
attack the Serbian electricity grid, with BLU-114 / B cassettes filled with
small coils of electrically conductive fibers that scatter into a cloud of
micron-thin threads and cause short circuits on the power grid. Similar
weapons were successfully used in the Operation Desert Storm against
Irag in 1991, but these bombs contained graphite fibers.

The new CBU-102 (B) 2 / B bomb, with satellite guidance to the
selected target, was carried by a B-2 stealth bomber. The bomb tracks
signals from global positioning satellites to reach its target - a substation
or a transmission line. Its cost is unknown, but some analysts estimate it
is probably below $ 100,000. Figure 3 shows the appearance of a cassette
containing fiber coils.

Figure 3 — Appearance of the cassette with threaded conductors
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In each BLU-114 / B cassette there are a total of 147 coils with
electrically conductive fibers. The thickness of individual threads is 6 to 7
Mm. There are about 30 fibers twisted in one thread. When falling on high-
voltage lines of power systems, the coils fall out of the cassettes, unwind
and form giant, superconducting "cobwebs" which cover power lines and
cause short circuits with huge, lightning-like electric discharges. Unwound
threads have a length of about 150 m, and when falling, the basic thread
is unwound into a larger number of thinner ones, creating a net that covers
large areas and has a greater strength than individual threads (Dnuo
Zhend Technology New material, 2022). The network of conductive fibers
is dispersed on the elements of a plant or on the transmission line and
brings them into a state of permanently short-circuited elements, so that
they are disabled until all conductive fibers are removed, even the smallest
elementary threads. It turns out that the technical problem is solved by
removing the fibers to the level of elementary threads with procedures that
do not require much time, and guarantee the safety of the engaged
workforce. The most efficient ways to remove fibers are mechanical, with
the use of convenient tools and vacuum cleaners. All conductive material
has been carefully collected and disposed of so that it cannot come into
contact with electrical lines again. Residues of conductive material that
could not be collected from the ground were chemically treated with 5%
sodium hydroxide solution so that the aluminum lost its conductivity. The
most effective way of sticking the fibers to the soil was by sprinkling water
glass or dilluted starch. (Filipovi¢, 1999)

The "soft bomb" for blackout was produced in 1994, and was included
in the weapons of the United States in the late 1990s as a closely guarded
secret.

It was tested for the first time in real conditions on the territory of
Yugoslavia on May 2, 1999 (Andelkovi¢-Luki¢ & Stojanovi¢, 2020). When
it falls from the plane, the bomb rotates vertically, and then discards the
outer shell and begins to rotate. When it rotates, it releases two hundred
submunitions (cassettes) the size of a beer can, each of which contains
thousands of thin fibers. A small explosive charge inside each box
detonates, scattering fibers like electrically conductive cobwebs and
forming a "net" that slowly descends. (Ricks, 2002)

The appearance of unwound electrically conductive fibers under an
optical microscope is shown in Figure 4. When this conductive network
falls on a target — an electric transformer, a transmission line, or a
substation — it causes thousands of explosive short circuits, i.e., fires, thus
disabling the target.
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For a long time, no attention was paid to the information that the
workers who were removing the conductive "cobweb" from the electrical
grid elements (transmission lines and substations) died of leukemia very
soon after (a year or a year and a half). The information about the death
of these workers after cleaning the power lines from the "cobweb" was
obtained from the employees of Elektrodistribucija in 1999 who were union
presidents and leaders of relevant sectors. (Andelkovi¢-Luki¢ , 2015,
p.25). This knowledge, which has been downplayed for a long time, shows
that the bombing of the FRY in 1999 had three important aspects that
affected human health: radiological, chemical and conductive fibers. On
the basis of both this information and the same information obtained from
the ED Nis, we started detailed research on the physico-chemical
characteristics of these electrically conductive fibers.
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Figure 4 — Appearance of fibers under a stereo-optical microscope
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The images from the electron microscope showed that the fiber
consists of two bonded layers: glass (SiO) and metal (aluminum), as seen
in Figure 5 (EDS analysis is given later in the text).

Glass fibers are a new inorganic non-metallic material. They are made
from natural minerals such as kaolin, pyrophyllite, quartz sand, limestone,
etc., in accordance with a certain formula, by high-temperature melting,
extraction, winding and other processes. The diameter of a monofilament
is between a few micrometers and more than 20 micrometers, which is
equivalent to 1 / 20-1 / 5 hairs. (Dnuo Zhend Technology New material,
2022)
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Synthetic glass fibers are inorganic fibrous materials, produced
mainly from glass or stone. Commercially important synthetic glass fibers
are primarily based on silicon dioxide, but contain various contents of other
oxides (e.g. aluminum, boron, calcium, or iron oxide). Synthetic glass
fibers have amorphous molecular structures, while natural mineral fibers,
such as asbestos, have crystalline structures. Continuous glass filaments
refer to glass fibers produced by extrusion. More than 98% of the
continuous glass produced are E filaments for electrical applications. E
glass fibers, which are mostly used in electronics and electrical
engineering, with an adhered layer of aluminum, were used in blackout
bombs. (Filipovi¢, 1999)

Figure 5 shows a photomicrograph of a fiber, where the darker part is
a layer of aluminum (Al) and the lighter part is glass (SiO,).
Microphotographs obtained from a scanning electron microscope (SEM),
(Reimer, 1998), have shown that this is a modern technology, by which
two very thin components of these fibers are adhered.

SEl  20kV WD10mm SS58 x1,000
Sample

Figure 5 — Microphotograph of a SiO2 / Al composite fiber (SEM)

The thickness of the layers varies along the sample, without
interrupting the continuity of the layers, and at the interface it is visible that
adhesive bonding is uneven, with penetrations into one or the other
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component. Figure 6 shows a segment of a composite fiber at 2,000x
magnification.

SEI  20kV WD21mm SS58 x2,000 10pm

Figure 6 — Uneven adhesive bonding of fiber components (SEM)

25.293um

WD10mm $858 x1,000 10pum  —

Figure 7 — Diameter of a fiber composed of two components:
glass (darker) and aluminum (lighter) (SEM)
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Figure 8, which was taken at a magnification of 1000x, shows the
dimensions of the individual layers of glass (SiO2) and aluminum (Al). The
thicknesses of the individual glass and aluminum composites are not the
same in all sections.

However, this in no way interferes with their function, the conductivity
of electric current, because the layers are continuous, without interruption.

“

SEl  20kV WD31mm SS58 x1,000 10pm  ‘—
| Sample

Figure 8 — Dimensions of individual components SiO2 and Al (SEM)

A semiquantitative analysis on fiber segments was performed by the
EDS method (Energy Dispersive x-ray Spectroscopy - EDS) on a scanning
electron microscope.

With this method, the composition of the material was obtained by
analyzing the obtained spectra.

Since the analysis includes a small volume of material, the EDS
method is qualitative, but semi-quantitative. (Reimer, 1998)
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Figure 9 — Semiquantitative analysis of the composition of the aluminum part of the fiber
and the typical spectrum (SEM/EDS - Scanning electron microscope/Energy dispersive x-

ray spectroscopy)

Table 3 — Semiquantitative analysis of the composition of the aluminum part of the fiber

from Figure 9

mas.% mas.%

Element | Spectrumll | Spectruml2 | Spectruml13 | Middle
value

O] 8.29 4.26 3.90 5.48
Mg 0.08 - -
Al 91.43 94.64 95.76 93.94
Si 0.09 0.69 0.16 0.31
Ca 0.04 0.25 -
Fe 0.09 0.17 0.18
total 100 100 100.00 100

293

Andelkovic¢-Luki¢, M. et al, NATO attack on FR Yugoslavia in 1999 was used to test the effectiveness of new weapons, pp.274-304



&VOJNOTEHNIC‘KI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

The results indicate the predominant presence of aluminum and a
small proportion of oxygen, while other elements are found in negligible
amounts.

Electron Image 3
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Figure 10 — Semiquantitative analysis of the glass fiber composition and a typical
spectrum (SEM/EDS)

Table 4 shows the results of the EDS analysis of the glass part of the
fiber from Figure 10.
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Table 4 — Semiquantitative analysis of the composition of the glass part of the fiber from

Figure 10

mas.% mas.%

Element Spectrum14 Spectrum15 Spectrum16 Middle
value

o 52.01 51.25 51.32 51.53
Na 0.83 0.88 0.85 0.85
Mg 1.76 1.83 1.78 1.79
Al 7.80 8.08 8.17 8.02
Si 24.98 25.40 25.13 25.17
K 0.11 12.30 0.11 4.17
Ca 12.08 0.27 12.19 8.18
Ti 0.30 51.25 0.28 17.28
Fe - - 0.17
Cd 0.13 - -
total 100 100 100.00 100.00

In the glass part of the fiber, there is a large mass content of oxygen,
silicon and calcium, which are the components coming from raw materials
in glass processing. The oxygen content indicates the presence of oxides.
The aluminum in the analysis originates most likely from the fiber glass
part in the bond. In addition to aluminum, silicon and calcium, a smaller
amount of sodium, magnesium and potassium was detected, as well as
traces of iron and cadmium.

The health of the people who cleaned these fibers was endangered
due to the inhalation of small parts of this conductive composite. This is
where the causes of illness and death of people who cleaned the electro-
conductive cobweb should be looked for. Doctors should examine the
ffects of these fibers on health.

Types of processed glass include glass fibers and glass wool.
Recently, the World Health Organization (WHO) and the IARC classified
synthetic glass fibers into two categories: filaments (fibers) and wool.
Direct exposure to these types of glass causes irritation of the skin, eyes
and upper respiratory tract, which poses a health hazard. Glass fibers used
for blackout bombs belong to the category of E fibers.

Inhalation of synthetic glass fibers suspended in the air as well as
other particles causes their deposition in the lungs. Concentrations of
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synthetic glass fibers in air samples are usually represented as the number
of fibers per cubic centimeter of the air (number of fibers / cm3 of the air).
Inhalable fiber is usually defined as a fiber <3 um in diameter. In general,
small diameter fibers are easier to suspend and remain suspended in the
air for longer than larger diameter fibers.

The results of animal studies indicate that inhalation of any synthetic
glass fiber can cause pneumonia. Synthetic glass fibers have been shown
to cause pulmonary fibrosis, lung cancer, or mesothelioma (Agency for
Toxic Substances and Disease Registry, 2004, 2014).

In the "List of Candidate Substances of Concern", out of 211
substances that are carcinogenic and toxic, silicon and aluminum fibers
are listed as carcinogens at position 28. (Sluzbeni glasnik RS, 58/2016)

Conclusion

During the 78 days of bombing of FR Yugoslavia, the NATO alliance
used the opportunity to test new combat and lethal weapons developed in
the late 1990s.

For the first time over the FRY, new, so-called invisible "stealth” B-2
aircraft flew in bombing operations from the Whitman land base in Missouri
to bomb the Chinese embassy in Belgrade in one of their deadly flights.
They carried JDAM penetrating bombs. The flight of these aircraft from the
base to a certain location in the FRY and back lasted 30 hours without
interruption. Their designers were very satisfied with their "successful”
bombing actions destroying the infrastructure of one country and killing its
population. Six B-2 aircraft took part in the aggression against the FRY.

The territory of the FRY was also used to test the effects of new
bombs in urban areas, weighing from 1,100 to 2,500 kg. These were
adapted JDAM penetrating bombs, produced to destroy underground
warehouses, bunkers and underground air bases.

The third weapon, which was kept as a top military secret, were
blackout bombs. These so-called "soft bombs" (because they do not have
immediate lethal effects) also appeared on the FRY battlefield for the first
time in 1999. It was a high-tech product, composed of cassettes containing
coils of electrically conductive fibers formed by adhesing layers of
aluminum and glass into one thin thread. These fibers were thrown from
US made container bombs and when they fell, they unwound and formed
huge electrical cobwebs. These cobwebs fell on Serbian electrical systems
and caused power outages in a large part of Serbia due to short circuits.
As a result of their actions, Serbia was without electric power for 70 hours
in one period. However, Serbian engineers and electrical experts solved
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the cobweb problem very quickly, so that it was no longer a threat to
Serbia's energy system.

From the presented work, it can be concluded that the NATO
deployed an illegal act of agression by bombing a sovereign country
making its population suffer due to, among other things, depleted uranium
bombs, fires set to chemical plants and oil tanks, polluted air and soil with
chemical agents, etc. Thus, the health of a large number of inhabitants,
children included, was and has been endangered in FR Yugoslavia. From
year to year, mortality from various types of cancers is increasing. In terms
of cancer mortality, Serbia ranks first in Europe.

In addition to these two health aspects, radiological and chemical,
there is the third one, caused by the effects of glass-aluminum fibers during
their removal. Micro pieces of fibers, smaller than 1um in size, could be
inhaled thus harming the health of people who were removing cobwebs
and restoring the power grid. A large number of young people who used
hand tools, brooms and various sticks to clean transmission lines and
substations from conductive cobwebs died of leukemia very soon after the
aggression stopped.

The consequences of that act of agression without international legal
approval are still being felt today - many people have suffered from various
diseases related to the bombing, and the number of cancers and sterile
marriages has increased, as well as the cases of sterility in men and
children born with anomalies.

Despite the fact that it was formally established in 2018, a Serbian
commission with the task to examine the impact of pollution on the health
of the population has not come to life until today. There is no official list of
cancer-diagnosed individuals who were engaged in Kosovo and Metohija
in 1999. The number of people killed and wounded during the bombing
was not listed at the state level. This was done by personal effort of writer
Branimir Stanojevic, who listed the names of all the victims killed by NATO
in FR Yugoslavia.

This 1999 savage bombing of FR Yugoslavia by NATO and its
members and associated countries must never be forgotten not only
because of heavy human sacrifices and destruction suffered by the
Serbian people but also because of future lives to be lost due to the
consequences of radiation and chemical pollution.
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El ataque de la OTAN a la Republica Federativa de Yugoslavia en
1999 fue usado para probar la efectividad de nuevas
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CAMPO: tecnologia quimica
TIPO DE ARTICULO: articulo cientifico original

Resumen:

Introduccién/objetivo: Durante el ataque de la OTAN a Yugoslavia en 1999,
se utilizaron y probaron por primera vez tres nuevas armas. La primera es
el estratégicamente invisible bombardero B-2, la segunda son las nuevas
Municiones de Ataque Directo Conjunto-JDAM (Joint Direct Attack
Ammunition)- y la tercera es la "bomba blanda”, o bomba opaca, hecha de
finas fibras conductoras de electricidad. El objetivo del articulo es presentar
los nuevos dispositivos de combate utilizados durante la agresion a la
Republica Federativa de Yugoslavia y detectar cuantitativamente los
elementos de las fibras conductoras de electricidad. El articulo también
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presenta la demanda de la Republica Federativa de Yugoslavia (RFY) ante
el Tribunal Penal Internacional para la ex Yugoslavia (TPIY) en la Haya. La
demanda fue rechazada.

Métodos: Se realizaron analisis fisicos y quimicos de las fibras. Se utilizé
un microscopio electrénico, SEM JSM Jeol 6610LV, para analizar las
caracteristicas fisicoquimicas de fibras eléctricamente conductoras.
Proporciona informacién sobre la morfologia de la superficie de la muestra,
lo que da como resultado una imagen de alta resolucién. El microscopio
esta equipado con un detector de rayos X (Oxford Instruments X-Max 20
mmz2) para analisis EDS (Espectroscopia de Dispersion de Energia).
Permite determinar la composicion quimica del material en el volumen de
muestra analizado, basandose en la interaccion entre el haz de electrones
dirigido y el &tomo de la muestra.

Resultados: Se muestran las caracteristicas del avion furtivo B-2 utilizado
para bombardear la Republica Federativa de Yugoslavia. La bomba JDAM
es una bomba MK ordinaria mejorada con dispositivos electrénicos
agregados para guiar la bomba a través de satélites. Se realiz6 un analisis
semicuantitativo de las fibras en el SEM, confirmando que la capa metalica
de la fibra se compone predominantemente de aluminio, y la capa no
metélica tiene la mayor proporcion de diéxido de silicio. La fibra es
cancerigena.

Conclusion: En 1999, el territorio de Yugoslavia era un campo de pruebas
para nuevas armas de combate de la aviacion de la OTAN: bombas
guiadas B-2 y JDAM. Se lanzaron bombas para apagones sobre los
sistemas eléctricos de Yugoslavia, dejando a toda Serbia sin electricidad
durante horas. La contaminacion ambiental causada por los bombardeos
no sélo fue radioldgica y quimica, sino que también fue causada por fibras
conductoras de electricidad de vidrio y aluminio como contaminantes.

Palabras claves: demanda judicial, aviones furtivos B-2, bombas
penetrantes JDAM, bombas para apagones, fibras eléctricamente
conductoras, contaminaciéon ambiental.

Arpeccus HATO B 1999 rogy npotme KOrocnasum 6bina ncnonb3oBaHa
Ans npoBepkn 3cpdekTUBHOCTM HOBOW BOEBOW TEXHUKM

MupbsiHa H. AHpkenkosud-Tykny?, /To6uua M. Pagosuy®

2 BOeHHO-TEXHUYECKUI MHCTUTYT, I. Benrpaa, Pecnybnuvka Cepbus;
MpaButensctBo Pecnybnukn Cepbus, MexxBeOMCTBEHHBIN
KOOPAMHAUMOHHBIV LeHTp, T. Benrpan, Pecnybnuka Cepbus,
KOPpPeCnoHAEHT

6 BoeHHO-TEeXHMUYEeCKMIn UHCTUTYT, . Benrpaa, Pecny6nvka Cep6us
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PYBPUKA TPHTW: 78.25.12 Xumunyeckoe, buonorndeckoe u saaxuratenoHoe
opyxwue. BoopyxeHus n cpegctea
pagnaumMoHHON, XMMMUYeCcKon 1 Gronornyeckom
3aLnThI,

61.01.94 OxpaHa okpyxatoLen cpeapl

BWO CTATbW: opurmHanbHas Hay4Has ctaTbs

Pesome:

Beedenue/uenb: Bo spemsi 6ombapdupo8oK bbiniu UCMob308aHbl mpu
HoebIx boeabix cpedcme, Komopbie bbinu ernepsbie ucrbimaHbl 8 1999
200y. Bo-nepebix, cmpameaudeckuli bombapduposuuk-Hegudumka B-2,
80-8MOpPbIX, HOBbIE paspywumersbHblie asuabombbi JDAM (Joint Direct
Attack Munition), e-mpembux, «msickue 60Mbbl» unu  «6oMbbl
3ameMHeHUsI», U320MOB/IeHHbIe U3 MOHYalWUX 31eKmponpo8oosuux
BOJI0KOH. Lleriblo OaHHOU cmambuU 3aKioyanocb 8 ornucaHuu HO8bIX
boesbix cpedcms, NPUMEHSIBUIUXCS 80 8peMsi agpeccuu ripomus CPHO, u
8bISIB/IEHUU KO/IUYECMBa 3/IEMEHIMO8 3IEKMPOIPO8OOSU4UX B0/IOKOH. B
GaHHOU crmambe makxke ornucaH uck CorosHol Pecrnybriuku HOzocnasusi 8
Mex0yHapodHbIt mpubyHarn rno 80eHHbIM npecmyrnneHusm 6 [aaege. Vick
Oblr1 OMKITOHEH.

Memodei: B xode uccredosaHusi Obinu rnposedeHbl husudeckue u
Xumudeckue uccriedogsaHusi 80710KOH. CKaHUPYrWUU  371€KMPOHHbIU
mukpockon JSM Jeol 6610LV ucrions3osarncs dnisi uccriedosaHusi husuKo-
XUMUYECKUX — XapakmepucmuK  371eKmpornpogodsawjux 60s10KoH. OH
rno3eonusl  nofy4yums UHGbopmauyurw O Mopghorioauu  rnogepxHocmu
06pa3syos, 8 pesyribmame 4ez20 6bI10 MolyHeHO U306paxeHUEe 8bICOKO20
pa3peweHust. Mukpockon ocHawieH OemeKmMOopOM PEeHM2EHOBCKO20
usnydeHusi (Oxford Instruments X-Max 20 mm2) 0Onsi nposedeHusi
3Hepa0duCcriepCUOHHOU peHmaeHoscKou CriekKmpockKonuu. OH
onpedensem XuMu4ecKkull cocmae Mamepuana 6 aHanu3upyemom
obbeme obpa3ya Ha OCHOBaHUU 83auMOOelicm8usT IEKIMPOHHOZ0 My4Ka
¢ amomamu obpasua.

Pes3ynbmamei: B cmambe npedcmasrieHbl xapakmepucmuKu camorema-
Hesudumku B-2, 6ombuswezo CPHO. bomba JDAM npedcmasrisem cobol
ycogeplieHcmeogaHHyto  0bbidHyto  6omby MK. OHa ocHauweHa
3/1€KMPOHHbIM ycmpolcmaom CIMymHUKO80U HaBoOKU.
lNonykonudecmeeHHbIl aHau3 80510kHa bblr1 8bINOHEH ¢ nomousio COM
u nodmeepour, 4YMo Memasiu4ecKull crioli 80STOKHa NPeuMyu,ecmeeHHo
cocmosin U3 antoMuHUs, a 6ornbuiasl yacmb cocmasa HeMemariiudeckoao
criosi cocmosina u3 Ouokcuda kpemHusi. CoomeemcmeeHHO B0/I0KHa
obnadaru 8bICOKOU KaHUEepPO2EHHOU aKmugHOCMbIO.

Bbigodbi: B 1999 eody meppumopusi CorosHoli Pecriybnuku Hozocnasusi
ser1s5ack roiu2oHoM Orist ucrsimarull Hosbix 6oesbix cpedcme asuayuu
HATO - B-2 u ynpasnsemol 6ombbi JDAM c Hasodkou. Bbombebl
3ameMHeHus1 Obinu  cOpoweHbl Ha 3reKmpocmaHyuu U CcucmeMsl
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anekmpocHabxxeHusi CotosHol Pecriybnuku KOzocnasuu, 8 pesyrbmame
yeeo ecs Cepbusi ocmasanacb 6e3 ceema 0 HECKONbKy Yacos. B
pesynbmame 6omb6apOupo8oK OKpyXxarowasi cpeda bbina nodeepeHyma
paduoaKkmueHOMY, XUMUHYECKOMY 3a2PsI3HEHUIO, @ Makxe 3agpsi3HEeHUIo
0m 371eKMPOrPOBOOAUUX BOSIOKOH CIMEK/a U artoMUHUS.

Knwyesble cnoea: uck, camonem-Hesudumka b-2, npoHukarwuwue
6ombbl JDAM, 60MbbI 3ameMHeHUs, 371eEKMPOrpPo8odsuUe 80JI0KHa,
3aepsi3HeHUe oKpyxaroujel cpeodsbl.

Arpecnja HATO-a Ha CPJ 1999. roguHe: npoBepa epunkacHOCTH
HoBuX BopbeHux cpeacTasa

Mupjaxa H. Avhenkosuh Jlykuh?, /by6uua M. Pagosuh®

a2 BojHOTEeXHWUYKM MHCTUTYT, Beorpaa, Penybnuka Cpbuja;
Bnapa Peny6bnuke Cpbuje, MehypecopHo koopaAnHaLMOHO Tero,
Beorpapg, Penybnuka Cpbuja, ayTop 3a npenucky

6 BojHoTexHWU4kM MHCTUTYT, Beorpag, Peny6nvka Cpbuja

OBJIACT: xemujcke TexHonoruje
KATEITOPWUJA (TWUIM) YITAHKA: opuruHanHu Hay4Hu paj

Caxemak:

Yeod/yurb: Y epeme bombapdosara Perybnuke Cpbuje 1999. eoduHe,
HATO je kopucmuo mpu Hosa 6opbeHa cpedcmea, Koja cy mada rpsu
nym ucnumaHa. lpeo cpedcmeo je cmpamelwku Hesudrbusu 6ombapdep
B-2, dpyzo cy Hose pa3opHe 6bombe JDAM (Joint Direct Attack Munition) u,
mpehe, ,mexke 6ombe”, unu 6ombe 3a 3amMmpa4qusarbe, 00
er1IeKmpornpoeodsbUBUX MmaHKux enakaHa. Ljurb pada jecme da ce
npukaxy osa 6opbeHa cpedcmea u da ce KgaHMUMamueHo demekmyjy
efieMeHmu eiekmpornpoeodsbuUBUX 8nakaHa. Y pady je npedcmasrbeHa u
myxba CasesHe Penybnuke Jyeocnasuje (CPJ) MehyHapodHom
KpusuyHom cydy 3a buswy Jyzocnasujy (MKCJ) y Xaey. Tyxba je
odbujeHa.

Memode: UsepweHe cy ¢busuyke U Xemujcke aHanu3le ernakaHa. 3a
aHanusy U3UYKO-XeMUJCKUX KapakKmepucmuka eJfieKmporposudsbusux
enakaHa KopuwheH je eniekKmpoHcKku mMukpockorn SEM JSM Jeol 6610LV.
OH omozyhasa OQobujare uHopmauuje 0 Mopghosiozuju MospPLUUHE
y3opaka, npu Yyemy ce 0obuja criuka sucoke pesosnyuuje. Mukpockon je
onpemrbeH demekmopom X-3paka (Oxford Instrumets X-Max 20 mm?) 3a
EDS ananusy (Energy Dispersive Spectroscopy). Takohe, omocyhasa Oa
ce o0pedu xeMujcku cacmae Mamepujana y aHanu3lupaHoj 3arpemMuHu
y30pKa, Ha OCHOBY UHMEpPaKuuje yCMEepeHO2 efIeKMPOHCKOo2 cHona u
amowma y30pKa.

Pesynmamu: lNpuka3aHe cy kapakmepucmuke cmesim aguoHa b-2 koju je
bombapdosao CPJ. bomba JOAM je ycaspweHa obuyHa 6omba MK kojoj
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cy 0o0amu enlekmpoHcKU ypehaju Koju je 8ode npeko camenuma. Cemu-
KeaHmMumamueHa aHsnu3a enakaHa ypaheHa je Ha SEM u nomepduna da
ce MemariHu crioj enakHa OOMUHaHMHO cacmoju 00 arnyMuHujyma, a oa
HememarsHu croj uma Hajeehu ydeo cunuyujym-Ouokcuda. BnakHa cy
KaHuepozeHa.

Sakrbyyak: Tepumopuja CP Jyeocnasuje je 1999. eoduHe 6urna rnonuaoH
3a ucnumuesarbe Hogux bopbeHux cpedcmasa HATO asuoHa b-2 u 8oheHe
bombe JLAM. Bombe 3a 3aMmpayusar-e bauaHe Cy Ha efleKmpo-cucmeme
CP Jyeocnasuje u ocmaesrbane uerny Cpbujy suue yacosa y Mpaky.
XKueomHa cpeduHa KoHmamuHuUpaHa je paduosiowKU, XeMUJCKU U CmaKJo-
anyMUHUJyMCKUM €51eKmporpo8o0sbU8UM 8r1akHUMA.

KrbyyHe peuu: myx6a, cmenm asuoH b-2, npobojHe 6ombe JLHAM, bombe
3a 3aMpayusarbe, esieKmpornposodrbusa e/akHa, 3azaherbe XUugsomHe
cpeduHe.
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Abstract:

Introduction/purpose: Concrete, mortar, and cement pastes are materials
that have become central in various fields of construction, structures, and
civil engineering. About 7 billion cubic meters of concrete are implemented.
Concrete is generally considered a homogeneous material, but that is not
always the case given its rheological behavior, which can be due to
heterogeneous phenomena of segregation and bleeding.

Methods: The study tested a concrete column's physical and mechanical
characteristics and deformation in elevation. The tests included measuring
absolute and apparent density, porosity, capillary absorption, permeability,
speed of propagation, compressive strength, and static and dynamic
modulus of elasticity. For this purpose, the standards of non-destructive
testing (sclerometer, ultrasound, etc.) were used to take the average of a
series of points located at different levels of the element to be tested.

Results: The results indicate that changes in the column's height affect its
physical and mechanical properties, either increasing or decreasing them
(such as porosity, absorbency, permeability, compressive strength, and the
static and dynamic modulus of elasticity). These changes are influenced by
various factors, including the inherent properties of the concrete
implementation (such as vibration and curing) and the climate conditions
during construction.
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Conclusion: The findings of this study emphasize the importance of a
nuanced approach to testing and evaluating variations in concrete
properties by taking into account the multifaceted impact of changes in
column height.

Key words: concrete, porosity, compressive strength, modulus of
elasticity, permeability, elevation.

Introduction

Concrete is a composite material, made up of cement, aggregates
(gravel and sand), water and possibly additions. Due to its heterogeneity,
concrete turns out to be a particularly complex and evolving material: it
undergoes profound physicochemical transformations not only when it is
subjected to a rise in temperature, but even from the moments following
its preparation (especially the hydration reaction and the setting
phenomenon). It is therefore essential to fully understand all the
parameters that play a role in concrete, in order to be able to understand
its behavior.

Ever since its inception, concrete has been the primary material used
in building structures across various fields of civil engineering. It has been
essential in constructing everything from industrial buildings like factories
and warehouses to hydraulic projects such as dams and dikes. It is also
integral in vital infrastructures like bridges, tunnels, and urban amenities
like aqueducts. Concrete's favor is due to its economy, ease of use,
strength against compression, durability, insulation properties for sound
and heat, and its ability to enhance architecture with different shapes,
textures, and colors (Mani et al, 2021).

However, as construction materials become more diverse, comparing
their qualities and performance against the multiple criteria for construction
or renovation has become increasingly difficult. Meeting the structural,
economic, and environmental requirements has become complex due to
a wide range of available composite products (El Mabchour et al, 2020).

The durability of structures is significantly influenced by their
environment. It is crucial to enhance the strength of concrete when
exposed to external factors such as harsh weather, aggressive soils, and
chemically reactive atmospheres.This factor has become increasingly
significant, posing a challenge to concrete structures. Among various
indicators, permeability stands out as the key factor influencing the long-
term effectiveness of reinforced concrete structures ( Shi et al, 2012; Teng
et al, 2014). The microstructural characteristics, encompassing aspects
like the size, distribution, and interconnection of micro-cracks and pores,
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play a critical role in determining concrete's permeability (Zhang & Li,
2011).

Nowadays, cementitious materials such as concrete, mortars or
cement pastes are materials that have become essential in various fields
of construction, engineering structures and civil engineering. Concrete
artificial stones are composed mainly of cement and aggregates.

The behavior of concrete depends on the properties of each
constituent in its composition. Its properties are determined by methods
frequently used in laboratories.

Concrete is generally considered to be a homogeneous material, but
this is not always the case given its rheological behavior which can make
it heterogeneous due to segregation and bleeding phenomena. Indeed, in
a concrete column such as a post, the density can change from one level
to another. By this principle, we tried in our study to evaluate the physical
and mechanical characteristics of a concrete column in elevation. K.C.
Nehar & D. Benamara (2021) investigated and predicted the mechanical
performance of high-strength concrete formulated with recycled
aggregates.

The examination of the progression of concrete's physical and
mechanical properties with regards to height has been the subject of
numerous scholarly articles. Zhang et al (2021) conducted a study on the
impact of the proportion of reinforced concrete layer height to total height
on the mechanical properties of functionally graded concrete (FGC) that
incorporated fly ash and polypropylene fiber. Their findings revealed that
FGC specimens created with an h/H ratio of 0.50 displayed superior
flexural strength, flexural toughness, and compressive strength. Zhang et
al (2022) explored the mechanical behavior of concrete under tension at
varying levels of water saturation and temperatures. They observed that
tension strength and elasticity modulus declined when saturation fell within
the range of 35% to 65%, but subsequently increased for higher
saturations. Kallel et al (2018) investigated the development of the
temperature field, thermal conductivity, specific heat capacity,
compressive strength, tensile strength, and elastic modulus in shaft lining
concrete as it aged and the thickness of the lining increased. They
discovered that compressive strength, tensile strength, and elastic
modulus experienced significant growth as the concrete aged.

Aggregates make up the largest portion of concrete, accounting for
60-80% of its volume. It is crucial that these aggregates be appropriately
graded to ensure the entire concrete mass acts as a solid, uniform,
compact mixture, with smaller particles filling the gaps between larger
ones. However, concrete, as a structural material, is not completely solid.
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Apart from air porosity, it develops micro-cracks even before being
subjected to load. These factors significantly influence the properties of
concrete. M. Stowik (2021) shared findings from their numerical
simulations, offering a deeper understanding of how the composition
affects the fracture characteristics of concrete.

The standard procedure for determining the primary concrete attribute
— compressive strength — is well established (Institute for Standardization
of Serbia, 2019).

Materials and methods

Materials and preparation of specimens

Concrete specimens were produced using the G. DREUX method for
a desired strength of 25 MPa and a slump of 7 cm. The Portland cement
used in this study was CEM II/A 32,5 provided by Zahana Cement Plant
(Mascara, Algeria) with a 28-day compressive strength of 33 MPa. Blaine
fineness of cement is 3100 cm?/g and its specific gravity is 3.1.

The granular skeleton was composed of fine aggregates (sand 0/4),
which generally contain quartz, and coarse aggregates (3/8 gravel), mainly
composed of silica and quartz.

Table 1 shows the compositions of the concretes used, for water to
cement ratio (W/C) equal to 0.58. Once the concrete was mixed, it was
poured into a polyvinyl chloride (PVC) cylinder with a diameter of 40 mm
and a height of 750 mm. Compaction is carried out using a vibrating table
for 15 seconds.

Table 1 — Formulation of ordinary concrete (Kg/m3)

Component Sand 0/4 Gravel 3/8 Cement Water
Quantity (kg) 616 1143 350 202

The PVC tubes containing the samples were covered with plastic film
to avoid any water exchange with the external environment and stored in
the laboratory environment for 28 days.

Each PVC tube allows us to make up to 7 test pieces (@ =40; H=75
mm) by sawing in a concrete saw as shown in the diagram in Figure 1.
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Figure 1 — Sawing of a concrete column

Test procedure

Apparent density (once called volume weight) is defined as the mass
“‘M” per unit volume of the material “V”, including pores and water
(apparent volume). Therefore, it is measured in kilograms per cubic meter
(g/cm3 or kg/m3). This can be represented by the equation:

M
Papp = v (1)

The absolute density and the porosity accessible to water was
determined in accordance with the recommendations of the AFREM group
(RILEM TC 49-TFR, 1984) which predicts the saturation of samples in the
single-phase mode (under vacuum). The tests were carried out on
cylindrical samples 40 mm in diameter and 80 mm. The samples were then
placed under a vacuum bell for 24 hours. Afterwards, they were immersed
in water, and then kept under vacuum for 48 hours. It is worth indicating
that the sample volume was determined by weighing it in air and then in
water using a hydrostatic weighing device. Figure 2 illustrates the
experimental setup.

Then, in order to obtain the dry mass, the samples were dried at
105 °C until a constant mass was reached. The absolute density and the
porosity accessible to water could then be calculated using the following
formulae (2) and (3):

Mair
Pads = 57— P (2)
ads Mgair—Mwater water
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Mair=Mary 109 3)

Mgir—Mwater

Where Mair is the mass of the sample saturated in air, Mwater is the
mass of the sample saturated in water, Mdry is the mass of the sample at

the end of drying, and pwater in the water density at 20 °C.

Figure 2 — Porosity tests: (a) vacuum saturation (b) weighed in air (c) hydrostatic
weighing

The capillary water absorption test was performed according to ASTM
C1585 (ASTM, 2020). Its principle consisted of placing one end of the
sample on a support so that the liquid level was constant 1 to 3 mm higher
than the bottom of the sample and then measuring the weight gain values
of the sample at well-defined time intervals.

In this experiment, before a concrete sample is exposed to water, the
sample must be dried in an oven at 105°C to a constant weight. The side
faces were waterproofed by molten paraffin wax beforehand (Attolou et
al,1989), which forced water to adopt a uniaxial path and prevent the
evaporation of water from these faces. Figure 3 illustrates the
experimental setup.

The water absorption per unit area of cement-based materials tended
to be linearly proportional to the square root of time. This law is also known
as the square root law:

o sVE @
where dm is the quantity of water absorbed in grams at time t, t is the
elapsed time in seconds, A is the bottom surface of the sample in cm?, and
S is the capillary water absorption coefficient.
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The amount of water absorbed per unit area after one hour was used
as a quantity that represents the volume of the largest capillaries present
in the skin area (Hall,1989).

Figure 3 — Capillary water absorption tests

The Ultrasonic Pulse Velocity of concrete cylinders by direct
transmission was evaluated using the standard test method (ASTM, 2016).
The equipment used was the portable ultrasonic non-destructive digital
indicating tester (PUNDIT), shown in Figure 4. In this method, an ultrasonic
pulse is generated by a pulse generator and transmitted to the surface of
concrete through the transmitter transducer. The time taken by the pulse
to travel through the concrete, t (us), is measured by the receiver
transducer on the opposite side. To ensure good contact, a thin couplant
(solid Vaseline) was used on the interface between transducers and
concrete.

The Ultrasonic Pulse Velocity can be determined with equation (5):

y==
t

()

where V is the ultrasonic pulse velocity (m/s), L is the path length in
concrete (mm), and t is the transit time (pus).

The dynamic modulus is linked to the density of the concrete, its
Poison’s ratio, and pulse velocity according to the following relationship:

_ (@+v)>@a-2v) .

Eq oy P v? (6)

where V is the ultrasonic pulse velocity (m/s), p is the density of concerete
in (Kg/m?), and v poison’s ratio of concrete.
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This velocity is then used to calculate the compressive strength of the
concrete using the following formula:

fcj = 0.08177 - e(0.00147-V) (7)

Figure 4 — Ultrasonic Pulse Velocity tests

The test for compressive strength of cylindrical specimens was
performed according to ASTM C39 (ASTM, 2010) using a 1500 kN
compression test machine (ELE International). The loading rate was set to
0.2 MPals.

Moreover, the instantaneous elastic modulus can be calculated as a
function of its compressive strength based on the following empirical
model:

E. = 11000%/f; (8)

where f; is compressive strength (MPa).

The dynamic elastic modulus is generally 20%, 30%, and 40% higher
than the static elastic modulus for high, medium, and low-strength
concrete, respectively (Mehta & Monteiro, 2014). There are several
empirical equations that relate Ed and Ec. Lydon and Balendran (1986)
proposed the following empirical relationship between Ed and Ec:

E. = 0.83E, 9)
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Figure 5 — Compressive strength test tests

Table 2 and Figure 6 present the variation of the apparent and
absolute density of the concrete column according to the cutting heights.
Each value shown in this graph corresponds to the average of the results
obtained on three test specimens. It can be seen that the density, whether
apparent or absolute, decreases as the level of the test piece increases.
Certainly, this drop in concrete density is attributed to the presence of
greater porosity in the specimen. These results are explained by the fact
that certain grains, especially denser ones, descend downwards while fine
grains remain at the top (due to gravity).

Table 2 — Variation of the apparent and absolute density of the different levels of the
concrete column

Level of the specimen in relation | pass [g/cm?] | papp [g/cm?]
to the height (cm)

4 2.259 1.737

12 2.258 1.725

20 2.249 1.705

28 2.233 1.70

36 2.207 1.70

44 2.213 1.7

52 2.205 1.66
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Figure 6 — Variation of the absolute and apparent density of the different levels of the
concrete column

Table 3 and Figure 7 illustrate the variation in porosity as a function
of the cutting height of the concrete column.

Table 3 — Values of the porosity accessible to water at the different levels of the concrete

column

Level of the specimen in relation | € [%]
to the height (cm)

4 15.11
12 15.5

20 16.7

28 16.9

36 17.4

44 17.5

52 17.7
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Figure 7— Variation in the porosity accessible to water at the different levels of the

concrete column

It can be seen from the curve of evolution of the porosity accessible
to water as a function of the cutting height of the concrete column shown
in Figure 7 that the porosity evolves in an inverse manner to the density
(the porosity increases according to the cutting height). This is explained
by the decrease in density which inversely influences the volumes of

pores.

The results obtained from the variation (dm/A) according to the square
root of time and the different levels of the cut concrete column are shown

in Table 4 .
Table 4 — Variation of dm / A according to the time of the different levels of the concrete
column

PH | 30sec | 1mn 5mn 15mn | 30 mn 1h 2h 4h 7h 24h 72h
4 0.0238 | 0.074 | 0.1058 | 0.14 | 0.158 | 0.1776 | 0.1856 | 0.22 0.2673 | 0.387 | 0.517
12 | 0.0344 | 0.087 | 0.1083 | 0.151 | 0.171 | 0.1946 | 0.1933 | 0.2546 | 0.2673 | 0.4346 | 0.599
20 | 0.0344 | 0.093 | 0.1163 | 0.153 | 0.181 | 0.215 | 0.1963 | 0.2586 | 0.303 | 0.4426 | 0.605
28 | 0.0344 | 0.103 | 0.124 | 0.164 | 0.1883 | 0.23 0.206 | 0.2586 | 0.308 | 0.4773 | 0.651
36 | 0.0391 | 0.104 | 0.1298 | 0.164 | 0.1986 | 0.231 | 0212 | 0276 | 0.321 | 0.4773 | 0.666
44 | 0045 | 0105 | 0159 | 0.193 | 0.22 0.235 | 0.2246 | 0.2953 | 0.348 | 052 0.689
52 | 0.0635 | 0.156 | 0.1856 | 0.243 | 0.2523 | 0.282 | 0.2913 | 0.338 | 0.3873 | 0.518 | 0.689
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Figure 8 — Absorption kinetics S for the different levels of the concrete column

Table 5 — Measuring values of the absorptivity S of the different levels of the concrete
column for t = 1 hour

Level of the specimen in S(Kg/m?2.5%9%)
relation to the height (cm)

4 2.960

12 3.243

20 3.583

28 3.833

36 3.850

44 3.917

52 4.700
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Figure 9 — Variation of absorptivity (S) as a function of the cutting heights of the concrete
column for t = 1 hour

Figure 8 shows the absorption kinetics (the variations in the amount
of water absorbed per unit area as a function of the square root of time)
for different samples taken at different levels of the concrete column.
According to Balayssac et al (1993), the water absorption curves make it
possible to classify materials in accordance with the average size of the
largest capillaries.

The curves in Figure 8, located between 0 and 1 hour, are curvilinear
and they reflect the filling of the largest pores. And in the second part of
the curves, more linear in appearance, they represent the filling of the
finest capillaries. Table 5 and Figure 9 show the change in absorptivity
according to the cutting height of the concrete column measured at time =
1 hour. It can be seen that the more the height of the cutting level
increases, the more the absorption coefficient increases.

The results of determining the permeability and radius of the capillary

pores of the different levels of the concrete column are shown in Table 6
and Figures 10 and 11.
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Table 6 — Values of permeability and radius of capillary pores of different levels of the

concrete column

Level of the specimen in V (cm 3) e [%] rx 10 (m) K x 104 (m?)
relation to the height (cm)
4 0.0022 15,11 1.3760 3.58
12 0.0024 15,5 1.4372 4.00
20 0.0027 16,7 1.5244 4.85
28 0.0029 16,9 1.5798 5.27
36 0.0029 17,4 1.5798 5.43
44 0.0030 17,5 1.6069 5.65
52 0.0035 17,1 1.7356 6.44
1.9 1
1.8 1
1.7 4
E
o 164
A P
9 "
x /.///
T 154 e
1.4 ////
.
1.3 1
12 T 1 T L I
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Figure 10 — Variation of the radius of the capillary pores in relation to the different levels

of the concrete column
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Figure 11 — Variation of the water permeability of the different levels of the concrete

column

Calculating the radius of the capillary by the Washburn equation
allows the water permeability of concrete to be determined as a function
of height. It is observed that the more the level increases, the more the
permeability increases. This property depends mainly on the capillary
porosity as well as the size and interconnection of the capillary pores. In
general, permeability increases with increasing porosity (Ollivier &
Torrenti, 2008). The results already observed on the evolution of porosity

justified this behavior.

The results of the propagation speed V, the compressive strength RC
and the dynamic modulus of elasticity Ed of the different levels of the
concrete column are shown in Table 7 and Figures 12, 13 and 14.

Table 7 — Values of the propagation speed V, the compressive strength Rc and the
dynamic modulus of elasticity Eq of the different levels of the concrete column

Level of the specimen in .10 (sec) | V (m/sec) Rc Edq (GPa)
relation to the height (cm)

4 20.2 3960.39 27.6 31.89

12 20.53 3896.73 25.13 | 30.86

20 20.6 3883.49 24.65 | 30.73

28 20.83 3840.61 23.14 | 29.64

36 20.83 3840.61 23.14 | 29.30
44 20.93 3822.26 22.53 29.10

52 21.33 3750.58 20.27 27.92
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Figure 12 — Variation of the propagation speed of the different levels of the concrete
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Figure 13 — Variation of the compressive strength RC of the different levels of the

concrete column
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Figure 14 — Variation of the dynamic modulus of elasticity Ed of the different levels of the
concrete column
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Figure 15 — Variation of the compressive strength of the different levels of the concrete
column
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Figure 12 shows a decrease in the propagation speed of the sonic
wave as a function of the increase in the cutting height of the concrete
column, and this is mainly due to the increase in porosity in the concrete
confirmed by several authors. The wave propagation speed decreases
when the porosity increases (Lafhaj et al, 2006).

The results of the RC specimen crush test are shown in Table 7 and
Figure 15.

The values of the static modulus of elasticity Ec and dynamic Ed of
the different levels of the concrete column are presented in Table 8 and
Figure 16.

Table 8 — Values of the compressive strength RC, the static modulus of elasticity Ec and
dynamic Ed of the different levels of the concrete column

Level of the specimen in Rcz2s (MPa) Ec (GPa) Ed (GPa)
relation to the height (cm)

6 29.92 34.15 41.14

18 27.81 33.32 40.14
30 27.08 33.03 39.80
42 24.99 32.16 38.75
54 24.31 31.86 38.39

66 225 31.05 37.41

78 19.9 29.08 35.04

It can be seen from Figures 15 and 16 that the compressive strength
and the elastic moduli decrease with the cutting height of the concrete
column and this is due to the increase in porosity and the decrease in
density.

These variations in compressive strength and modulus of elasticity
can reach 20 to 35%, which is in good agreement with the results in the
literature (Giaccio & Giovambattista,1986). It is good, the PT which is at
the origin of this phenomenon according to some researchers (Galan,
1981; Lafhaj et al, 2006).
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Figure 16 — Variation of the dynamic modulus of elasticity Ed and the static modulus of
elasticity Ec of the different levels of the concrete column

Conclusion

The experimental study on the variation of the physical and
mechanical characteristics of concrete in a vertical column was carried out
using numerous tests.

The different results drawn on the effect of height are summarized as
follows:

- A decrease of apparent and absolute density and the speed of
sound, and

- An augmentation of porosity, absorbency, permeability,
compressive strength and the static and dynamic modulus of elasticity.

All the results show that the variation of the height of the column
modifies the physical and mechanical properties either by an increase or
a decrease. For this, it is recommended by the standards of non-
destructive testing (sclerometer, ultrasound, etc.) to take the average of a
series of points located in different levels of the element to be tested.
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These variations have consequences for several parameters such as
the intrinsic properties of concrete, the implementation (vibration, curing,
etc.) and the climatic conditions of the implementation.
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Resumen:

Introduccion/propésito: Las pastas de hormigdn, mortero y cemento son
materiales que se han vuelto centrales en diversos campos de la
construccion, estructuras e ingenieria civil. Se utilizan aproximadamente 7
mil millones de metros cubicos de hormigén. El hormigén generalmente se
considera un material homogéneo, pero no siempre es asi dado su
comportamiento reolégico, que puede deberse a fenémenos heterogéneos
de segregacién y exudacion.

Métodos: El estudio probd las caracteristicas fisicas y mecénicas de una
columna de concreto y la deformacion en elevaciéon. Las pruebas
incluyeron la medicion de densidad absoluta y aparente, porosidad,
absorcion capilar, permeabilidad, velocidad de propagacion, resistencia a
la compresion y médulo de elasticidad estatico y dinamico. Para ello se
utilizaron los estandares de ensayos no destructivos (esclerémetro,
ultrasonidos, etc.) para tomar el promedio de una serie de puntos ubicados
a diferentes niveles del elemento a ser probado.

Resultados: Los resultados indican que los cambios en la altura de la
columna afectan sus propiedades fisicas y mecanicas, ya sea
incrementandolas o disminuyéndolas (como la porosidad, la absorbencia,
la permeabilidad, la resistencia a la compresion y el médulo de elasticidad
estéatico y dinamico). Estos cambios estan influenciados por varios factores,
incluidas las propiedades inherentes de la implementacion del concreto
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(como la vibracion y el curado) y las condiciones climaticas durante la
construccion.

Conclusién: Los hallazgos de este estudio enfatizan la importancia de un
enfoque matizado para probar y evaluar las variaciones en las propiedades
del concreto teniendo en cuenta el impacto multifacético de los cambios en
la altura de las columnas.

Palabras claves:. hormigon, porosidad, resistencia a la compresion,
maddulo de elasticidad, permeabilidad, elevacion.

N3meHeHus pr3nKo-MexaHN4YeCKMX CBOMCTB GETOHA C y4ETOM BbICOTbI

Moxammed CadyH?0, koppecnoHaeHT, Llleiix 3empu?,

Xaned BeHmaxdu®®, Hacp Paxarn?

@ YuuepcuteT Tywu Myctadbl CTambynu, CTpouTenbHbin dakynbTeT,
Kadbeapa rpaxaaHCKoro CTpoMTenbLCTBa,
r. Mackapa, Amxupckas HapogHas [JeMmokpatudeckas Pecnybnuka

6 NaBopaTopust UccrenoBaHWii CTPYKTYP U MEXaHWKN MaTepuarnos

PYBPUKA TPHTW: 67.09.33 BeToHbl. XKene3o6eToH. CTpouTenbHble
pacTBOpbI, CMECU, COCTaBbI
BWO CTATbW: opurmHanbHasa HayyYHas ctaTbs

Pe3stome:

BeedeHue/uyenb: Takue mamepuarnbl, Kak 6emoH, cmpoumeribHbie
pacmeopsbl U UeMeHMHbIe racmbl SI8/ISIH0MCS enagHbIMU Mamepuanamu 8
pasnuyHbIX obracmsix cmpoumeribcmea, KOHCIMPYKUUSIX U CmpyKmypax.
Exe200H0 ucrionb3yemcsi 0koro cemu  musnnuapdos  Kybomempos
bemoHa. bemoH cyumaemcsi 0OHOPOOHbLIM MamepuasrioMm, HO 3MO He
8cee0a mak, y4umbleasi e20 peosioauyeckue ceolicmea U3-3a 803MOXHbBIX
2emepoaeHHbIX sierneHull ceapeaauuu U rMpomeyKu.

Memodbi: B xole uccriedogaHusi Obiriu MposepeHbl husuyeckue u
MexaHUYecKue xapakmepucmuku 6emoHHOU KOTOHHbI U ee deghopmauusi
1o ebicome. VicribimaHusi 8krtoqanu usmepeHue abcormomHod u yoeribHou
(kaxxywelics mIomHocmu), rMopucmocmu, KarnurnispHO20 M02/10WEeHUS,
MpoHUYaeMocmu, CKopoCmu pacnpocmpaHeHus, MPOYHOCMU Ha cxxamue,
a makxe cmamuyeckoeo U OuHamuyeckoz2o MoOdynsi yrnpyaocmu. bbinu
ucronb3o8aHbl cmaHOapmHble Hepaspywaroujue Memoobl KOHMPOJs
(cknepomemp, yribmpassyk u m.0.) 0r1s1 orpedesieHUs1 CPeOHe20 3HavYeHUs
psida MOYeK, pPacriofioXeHHbIX Ha pPa3HbIX YPOBHSIX UCHbIMYEMO20
anemeHma.

Pesynbmamsl: Pe3ynbmambl 1oKasbiearom, 4Ymo U3MEeHEHUS! 8bICOMbI
KOMOHHbI BMUSIIOM Ha ee (bu3udYeckue U MexaHu4Yeckue ceolicmea,
ysenuy4ueasi, Tubo yMeHbWasi UX (makKue, Kak rnopucmocma, NMoaouieHuUe,
MPOHUYaeMocmb, MPOYHOCMb Ha Cxamue, a makxe cmamu4veckull u
OuHamuyeckuli modynb  ynpyeocmu). Ha amu u3smeHeHusi enusitom
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pasnuyHble ¢hakmopbl, eKrroYas npucywue 6emoHy ceolicmea, makue
Kak subpuposaHue u omeepxx0eHue, a makxe npupoOHO-KIUMamu4yecKue
yCr108Us1 80 8PEMS CIMPOUMEILCIMEA.

Bbigodbl:  Pesynbmambel  0aHHO20 uccriedogaHusi  rod4Yepkusarom
B8aXXHOCMb MuwjamesibHo20 Modxoda K UCrbimaHUsIM U OUEHKe USMEHEeHUU
ceolicme 6emoHa ¢ y4emoM MHO202paHHO20 8030elicmaeusi U3MEeHeHUl
8bICOMbI KOJTOHHbI.

Knouesble crnioga: 6emoH, rnopucmocms, rMpPoO4YHOCMb Ha cxXamue,
Modynb ynpyeocmu, ripoHuyaemocmeo, nepenad 8bIcom.

Bapwujaumja ouranykmx n MexaHn4knx ocobmHa 6eToHa no BUCUHM

Moxamed CadyH?°, ayTop 3a npenucky, Lllejx 3emMpu?,
Xaned bermaxdu®®, Hacp Paxarr?
a8 YuueepauteT Myctaca Ctambonu, MpaheBuHcku chakynTteT,
Opcek 3a rpaheBuHapCTBO,
Mackapa, HapoagHa [JemokpaTcka Penybnuvka Amxup

5 NlaGopaTopwja 3a NpoyyaBake KOHCTPYyKLMja 1 MexaHuke maTtepujana

OBNACT: maTepujanu, rpafjeBnHapcTeo
KATEFOPWJA (TUIM) YITAHKA: opurinHanHu Hay4YHu pag

Caxemak:

Yeod/uurb: Mamepujanu kao wmo cy 6emoH, manmep U UeMeHmHe
racme riocmarnu cy Kiby4YHU y pasnudumum obracmuma KOHCmpyKyuja,
cmpykmypa u epahiesuHapcmsa. Y ceemy ce 200ulliH-e KOPUCMU OKO
cedam munujapdu KybHux memapa 6emora. Obu4yHO ce cmampa 0Oa je
bemoH xoMoeeHU Memepujars, anu, ¢ 063UpoM Ha H-e208a PeosiowKa
ceojcmea ycried moayhux xemepozeHux rojasa cespezayuje U Uypera,
mo Huje ysek criydaj

Memode: UcnumueaHe cy busuuke U MexaHUYKe Kapakmepucmuke
bemoHckoe cmyba, Kkao u e2oea deghopmaluja rno sucuHU. icnumuearba
cy obyxeamursia MepeH-e arcoslymHe U rMpusuoHe 2ycmuHe, Mopo3HOCMuU,
KanumapHe aricopnyuje, nporycmsbusocmu, 6p3uHe npornazayuje,
KOMrpecusHe cHazge, Kao U cmamuykoe U OuHamu4ykoe Mmodysa
enacmuy4yHocmu. KopuwheHe cy cmarHOapOHe memode ucriumuearba be3
pasaparba (Ckriepomemap, ynmpaseyk, umd.) Ha cepuju madaka
JioyupaHux Ha pasnuyumumM HUgouUMa UcrumueaHux enpysema.

Pesynmamu: [loka3zaHo je Oa rnpomeHe y 6UCUHU cmyba ymudy Ha
gusuyKa U MexaHu4ka ceojcmea bemoHa, mako wmo ux riojadasajy unu
cMamyjy (kao, Ha npumep, Ha [OPO3HOCM,  arcoprmueHocm,
MpOoMycmMrbUSOCM, KOMIAPECUBHY CHa2y U Cmamuyku u OUHaMuyku Mooy
enacmuyHocmu). Ose  MpoOMeHe  y30pKo8aHe Cy  pasfiuyumum
gakmopuma, riorym ceojcmasa bemora npunukoM He2oeoe cripassbarba

328



(HAp. eubpauuja u ympexaearba) U KIUMamCKUX ycrioga MOKOM
KOHCcmpyKuuje.

Bakrbyyak: Pesynmamu oeoe pada Haznaulaeajy 3Hadqaj UsHUjaHcUpaHoe
npucmyna ucriumuesarby U rMpoUeHU sapujayuja ceojcmasa bemoHa mume
wmo y3umajy y 063up suwiecmpyKku ymuuaj npomMeHa sucuHe cmyba.

Krbque peyu: 6emoH, Mopo3HOCM, KOMrpecusHa CHaza, MOOyJ'I
eslacmu4Hocmu, nepmea6unHocm, eneeauuja.
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Abstract:

Introduction: The experimental area of brain-computer interfaces (BCIs) is
expanding to include movement actions, which play a crucial part in
deciphering cognitive processes. Without the need for any kind of exterior
stimulation, motor imagining (MI) can be used as a powerful model for brain-
computer interfaces (BCIs). A natural method of operating exterior devices
is to imagine moving various joints in the same arm. These envisioned
motions have similar spatial images in the motor brain, making it difficult to
differentiate Ml of various joints of the same leg based on EEG data.

Method: A pre-existing data collection of 25 participants was utilized in this
study. The participants visualized using their right limbs to carry out three
different activities: visualize yourself manipulating your right hand, visualize
bending your right arm, and close your eyes while you relax. To assign
categories to these impulses, we turned to the adaptive neuro-fuzzy
reasoning system.

Results: The average level of accuracy was 90%.

Conclusion: The findings demonstrate that this technique is crucial for
correctly categorizing EEG data. The data collection used in this
investigation consists of EEG measurements of the same limb used in
muscular imaging. The new categorization method will be applied to these
signals to draw conclusions.

Keywords: electroencephalography (EEG), classification, ANFIS,
wavelet transform, feature extraction, BCI.
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Introduction

Computer Interface (BCI) technology allows for two-way contact and
interaction between the brain and the outside world without using any of
the body's limbs or sensory organs. Electrode plates (electrodes) are put
on the head to record electrical activity in the brain during an
electroencephalogram (EEG) examination. Electroencephalography
(EEG) is frequently used for BCI due to its high time precision, low
expense, mobility, and non-invasive character. Instead of using an
external cue to elicit a response, as is the case with steady-state visual
evoked potentials (SSVEPs) and P300 potentials-based brain-computer
interfaces, motor imaging (Ml)-based BCls depend on the subjects' own
conscious control (Ma et al, 2020). MI-based BCI devices have been used
for the operation of a wheelchair, an autonomous drone, an upper limb
prosthesis, and in post-stroke rehabilitation (Satam, 2022). The
classification of EEG patterns has been the subject of a number of studies,
most of which have concentrated on determining the intended movement
of various body parts (Nazi et al, 2021). To improve Ml EEG signal
classification forecast accuracy, a random subspace ensemble network
with variable-length feature sampling was deployed. The maximum
precision of the study was 90%. Another research was implemented by
Hafeez and his team (Amin et al, 2017). Pattern recognition was the basis
of their study's categorization strategy. As a means of signal
decomposition, the DWT was applied to EEG data. The reliability of the
study's findings was 99.1 percent. The team in (Hashmi et al, 2021)
proposed several machine learning methods, such as linear discriminant
analysis (LDA), support vector machine (SVM), multi-layer perceptron,
random forest, k-nearest neighbor, and auto encoder with SVM, to classify
EEG signal samples of envisioning right-hand movement and rest. When
using SVM, the highest accuracy of categorization was 70.4%. Epilepsy
could be more easily diagnosed thanks to the EEG's classification. John
et al. (Thomas et al, 2018) proposed categorization of epilepsy EEGs was
based on IEDs. The proposed method consists of three parts:
categorization at the level of the waveform, classification at the level of the
EEG, and pre-processing. Convolutional Neural Networks (CNN) and
Support Vector Machines (SVM) are used for waveform categorization and
EEG classification, respectively. At its best, the technique achieved a
precision of 83.86 percent (John Thomas et al.) To reduce the possibility
of incorrect classifications, Dongmei et al. (Zhou & Li, 2020) conducted a
thorough investigation of epilepsy EEG signals, analyzing the
characteristics from both linear and non-linear perspectives before feeding
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them into an improved RBF model. S J M Smith (Smith, 2005) gave an
example of EEG research that proved the necessity of an EEG in the
correct identification and treatment of status epilepticus. EEGs with
tracking capabilities should ideally be accessible nonstop. Inggi et al. (Dwi
Saputro et al, 2019) explore various Hjorth Descriptor and ICA feature
combos for seizure classification. In this research, an accuracy of 91.4%
was achieved. Tahereh et al. (Najafi et al, 2022) proposed a model based
on the techniques of longitudinal bipolar montage (LB), discrete wavelet
transform (DWT), and feature extraction, using statistics for RNN feature
selection and a classification model based on extended short-term
memory (LSTM). The proposed method achieved 96.1 percent of
accuracy. Wen et al. advocated the use of a neural network model for
autonomously learning and identifying EEG signals, one that could handle
EEG signals of various sampling rates and durations (Wen et al, 2021).
The previous work of (Ma et al, 2020) achieved a good accuracy.
However, the accuracy can be increased using different methods of
classification. In this paper, the ANFIS method was used for (Ma et al,
2020) work to increase the classification accuracy. Multiple signal
processing procedures were applied to the EEG data to ensure the highest
possible classification accuracy. The procedure begins with a preparation
stage for the signal. A lot of noise and anomalies need to be stripped away
from the data during this step, so it is crucial. The finest characteristics of
the data must be taken, and the Dimension must be decreased through
feature selection. The last stage consists of the actual classification
procedure. Figure 1 presents the steps in this study.

EEG Data Set
WT
Decomposition
Feature
Extraction
Classification

Figure 1 — Process of the study
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DataSet

This paper's data were made available by (Ma et al, 2020) and each
trial was given the green light by the ethics board at the Institute of
Automation, Chinese Academy of Science. A total of 25 healthy, right-
handed participants were surveyed (19 Males, 6 Females). There was no
Mi-Based BCI information among the participants.

Methods of recording the signals

The data signals were selected from (Ma et al, 2020), ( as mentioned
in the previous section). It is crucial to mention the method by which the
signals were recorded in order to fully understand the situation. The
subjects sat in a cozy recliner with their hands lying normally on their legs
as they observed the screen from a distance of one meter. (Fig. 2a). As
shown in Figure 3, every trial lasted 8 seconds and began with a white
circle in the middle of the screen for two seconds. After that, for one
second, a red circle appeared as a signal to help people keep their
attention on the impending objective. The "Hand" or "Elbow" cue was
displayed for 4s before the intended response was required. During this
period, the participants were asked to imagine performing the required
action with their whole bodies, rather than just their eyes.The participants
were instructed to relax their limbs and think about anything they wanted.
EMGs were recorded from the participants' right hands and forearms. (Fig.
2b) in order to make sure they were not acting on their own accord (in the
EEG preprocessing, the EMG signals were removed). In the end, a "break”
of 1s was enough to put a stop to the 8s experiment and the fantasy. The
patients were told to relax and minimize ocular and muscle activity during
the break.

Figure 2 — Data Recording
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Figure 3 — Time Period for one trial

Event-related synchronization and desynchronization (ERS/ERD) are
correlated with alpha (8-13 Hz) and beta (14-30 Hz) motor-related
processes. When the actual action is carried out or imagined, ERD
appears as a drop in a specific frequency component that is linked to a rise
in neural activity. Increase in a specific frequency component is what
makes something enhanced frequency sensitive, or ERS. Sometimes it
can be observed even when no actual action is being done or envisioned,
and this is because it is linked to the inhibition of cerebral activity. In recent
years, researchers have discovered a strong link between a specific sense
brain region and the ability to imagine moving specific parts of the body
(as depicted in Figure 4). According to the image, the dark blue area in the
center of the brain is responsible for controlling the limbs' mobility. The
pale cyan region is responsible for directing hand motion. When all is said
and done, it is the area above the ears that is responsible for moving things
like the cheekbones and the mouth. Motor images may cause ERD in the
dominant brain and ERS in the nondominant hemisphere. The spectrum
strength of the brain frequency ranges is depicted in Figure 5. (marked as
red).

Figure 4 — Region of motor imagery
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Figure 5 — BCI system for motor imagery signal recording

Preprocessing data signal

The standard 10/20 system was used to capture EEG data at a
sampling rate of 1000 Hz using a Neuroscan SynAmps2 amplifier and a
64-channel electrode cover. The left mastoid was used as a standard for
the electroencephalogram (EEG) recordings.

Electrode impedances were kept below 10 k ohm throughout the trial.
The collected data was cleaned up using the EEGLAB toolkit (v14.1.1_b)
in MATLAB (R2015a). In the initial stages of processing, we employed the
use of a common average reference (CAR). A 40-hertz low-pass filter and
a 0.1-hertz high-pass filter were installed. The input was down-sampled to
200Hz to reduce processing costs. Automatic artifact removal (AAR) was
used to clean up the EEG of abnormalities related to the eyes and
muscles. The data set had previously undergone preprocessing in (Ma et
al, 2020) and was ready for the Extraction feature.

Wavelet transform

The wavelet transform is a tool for non-stationary time-scale analysis
that can be applied to EEG data. Having the capacity to analyze non-
stationary signals and break them down into their discrete frequency
components across a variety of timescales is very useful. With WT,
researchers are able to reduce complex biological signals consisting of
multiple time-varying data sets to a manageable set of diagnostic factors
(Hindarto et al, 2018).

The continuous and discrete wavelet transform formulas are both
given in equations (1) and (2)

WT,(a,t) = x(t)yY * ?dt (1) Continuous Wavelet Transform

1 [}
N
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where a represents the scale displacement, t represents the time
displacement, and y is the wavelet basis function, including Hear,
db.Series, Coiflet, etc.

WT, (G, k) = [ x (O] (D)dt (2) Discrete Wavelet Transform

The DWT(Discrete Wavelet Transform) is to limit the a and t of the
wavelet basis function y(a, 1) to discrete points, that is the discretization
of scale and displacement. Figure 6 depicts the breakdown of the DWT of
the EEG signal x(n) via the low-pass filter or high-pass filter coefficients.
The convolution is a two-function multiplication process that is
subsequently processed using own sampling. To down a sample, one
must cut the sample signal in half (reduction). Approximations and detail
signals are the two forms of wavelet signals. A signal that results from the
convolution of the original signal with a low-pass filter is an approximation,
whereas a signal that results from the convolution of the original signal with
a high-pass filter is a detail. In Figure 6, each output produces a detailed
signal D and an approximate signal A, with the most recent one serving as
the input for the following phase. The component of the EEG signal with
the dominant frequency determines how many levels the wavelet
decomposes.

X[n]
i | Lgin |
Eﬂ@
h[n
-
| hin] |

Figure 6 — Wavelet decomposition

The formula of the WT and the filter h is a low pass and can be
formulated in the formulation as follows:

H(z)H(z-1)+H (-z)H (-z-1) =1 3
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In the above formula, H (z) is used to represent the h, z-transform filter
and the complement transformation of this high-pass filter is expressed as:

G (2) = zH (-z-1). (4)

According to the section above, the DWT is used to evaluate the
spectrum components of EEG data. EEG signal analysis relies heavily on
the WT, specifically a careful selection of a wavelet and the optimal
number of breakdown stages. The number of thresholds is calculated
based on the primary frequency component of the EEG data. In order to
classify signals, the levels are chosen such that the wavelet coefficients
maintain a strong connection between the various parts of the signals and
the requisite frequencies. The analysis was performed using five distinct
degrees of decomposition. Therefore, the EEG data is segmented into D1-
D5 details and a final method, A5.

Multiple wavelet varieties are typically tested to find the most effective
combination for a particular application. As a result of its Daubechies
wavelet feature, the second order (db2) filtering is more adept at detecting
variations in the input signal. Therefore, the wavelet coefficients were
generated using db2 for this study.

For the Daubechies wavelet of the second order (db2), the band
frequencies are as follows, with a sampling frequency of 256 Hz: D1 (64-
128 Hz); D2 (32-64 Hz); D3 (16-32 Hz); D4 (8-16 Hz); D5 (4-8 Hz); and A5
(2-4 Hz). (0 - 4 Hz). To determine discrete wavelet values, MATLAB is
used. Because even the most effective classifier will fail with a badly
selected input feature, this is a crucial factor in the design of artificial neural
networks based on pattern categorization. Determining the wavelet
discontinuous coefficient provides a representation of the signal's energy
across time and frequency. For this reason, the discontinuous wavelet
coefficient calculated from the EEG signal of each record serves as the
feature vector used to characterize the signal. The size of the recovered
feature vector is reduced by using statistics on top of the collection of
wavelet coefficients. The temporal frequency distribution of the signals
under study is represented by the statistical characteristic listed below:

° Means and standard deviation value,
° Variance,

. Skewness,

. Kurtosis, and

. Root Mean Square.
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In this paper, the data needed for the right arm is collected from C3
channel as explained in section 3. In order to retrieve the features for the
EEG data prior to classification, a code is developed in MATLAB for this
wavelet.

Means and standard deviation value

The definition of the mean is very simple as it is the sum of all the
signals divided by the number of the signals.

1 apn—
u= ﬁzlivzolXi (5)

The expression|X; — u| indicates the difference between the deviation
of the sample and their mean. The average deviation can be found by the
sum of all the derivatives of the sample signals and divided by the total
number of samples. The standard deviation is similar but the average is
done by power instead of amplitude as shown in equation (6).

0= | =N — w2 (6)

Variance

It is the variability measure. In order to determine the variance, the
average cubed departure from the mean is used as the denominator. The
extent of dispersion in data collection can be better understood by
examining its variance. The variance from the mean increases as data
spreads out.

02 = =N X () - ) (7)

Skewness

Skewness is a statistical measure of the degree to which a signal
deviates from its mean value. To compute it, divide the cubed standard
deviation by the cubed mean variation.

1 -
Y = s TN G — )? ®)

Kurtosis

It is the Kurtosis of the signal that determines its Peakedness. More
peaks in the waveform correspond to a greater kurtosis number.
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Root Mean Square

It is a quantitative representation of the signal's intensity. The signal's
magnitude is determined using the root-mean-square formula. The
strength is represented by the range. The root-mean-square deviation
provides a measure of the variability in the system's response to external
factors.

1 -
RM.S = |3 X5y xi - (10)

Applications of the ANFIS

The terms "adaptive neuro-fuzzy inference system" (ANFIS) and
"adaptive network-based fuzzy inference system" refer to artificial neural
networks that are built on the Takagi-Sugeno fuzzy inference system.
(ANFIS). This strategy first appeared in the early 1990s. Since it
incorporates elements of both neural networks and fuzzy logic, it can reap
the benefits of both in a unified system. It can learn and approximate
nonlinear functions through a reasoning process that is similar to a set of
IF-THEN fuzzy rules. Therefore, the ANFIS is considered a worldwide
predictor. The ANFIS can be used more quickly and successfully with the
help of the optimal settings found by a genetic algorithm. Possibilities for
use include smart energy control systems with context awareness. There
are two main components to the network architecture, and they are the
foundation and the result. There are a total of five progressively deeper
layers in the structure. The input numbers are used by the first layer to
determine which membership functions to pick. It is commonly referred to
as the "fuzzification layer" (Stefenon et al, 2020). The membership
degrees of each function are computed by using the premise parameter
set, namely {a,b,c}. The second level is in charge of producing the rule-
based discharge rates. The second layer's responsibility is to generate the
regulation discharge intensities. We call the second layer the "rule layer"
because of the rules it contains. Fuzzification adds a third level of
complexity. Layer 4 attempts to standardize the predicted firing strengths
by splitting each number by the total firing strength. The fifth layer takes
as input the normalized values and the consequence parameter set {p,q,r}.
The output is sent using the defuzzified values returned by this component.
(Figure 7).
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After feature extraction from the EEG data, the ANFIS was applied in
MATLAB code for this study, following the addition of registration
capabilities. The findings for each topic were derived using the previously
stored FIS method.

Membership
Iayer
Lt Fuzzification Normalization pefyzzification

Iayer \ |ayer Iayer |ayer
w1 fi

X1 Wy @ wy @
-\ 'Wz : - : B Output  Result
x @ 0=@ -
T — — — Youtput
B
L N T
Xn -\‘ Wy ‘ﬂ. W fn

Figure 7 — ANFIS

Results

Once the data had been cleaned up, the wavlet transform technique
was used to pull out the most useful information. Subject one's
characteristics are displayed in a histogram, likelihood, and quantile-
quantile figure (a, b, and c, respectively, in Figure 8). The QQ diagram
demonstrates that the feature data is normally distributed.

The next step is a classification of the data. To begin, the EEG signals
derived characteristics are used to hone the ANFIS classifier's abilities. It
is in the ANFIS training setting where the actual learned patterns are
created. Then, using the learned patterns as a guide, the ANFIS classifies
the derived features from the test EEG data.

The ANFIS classifier categorization method yields a binary output
answer, either 1 * Hand " or 2 " Elbow ".

The results of the 25 individuals are displayed in Table 1 below in
terms of accuracy, which is compared to the results in (Ma et al, 2020); the
results were higher which indicates that the system is reliable.
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Figure 8 — Characterestics of the processed data of subject 1

Figure 9 shows the ANFIS structure while Figure 10 shows the Fuzzy
inference system for the first subject and how the rules are based in order

to collect the output.

341

Satam, |.A., EEG signal ANFIS classification for motor imagery for different joints of the same limb, pp.330-350



QVOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

& Anfis Model Structure

Figure 9 — ANFIS structure
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Figure 10 — Fuzzy set for subject 1

Figure 11 depicts the real result of the fuzzy system, which is the

342

application of fuzzy principles to all the samples within each topic. The
outcome changes with the characteristics chosen by the WT transform, as
demonstrated by the findings.



Figure 12 displays the discrepancy between the real and ideal
outputs. The ANFIS algorithm produces results that are within a tolerable
margin of error in comparison to the intended results.
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Figure 12 — Subject 1 Output
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Table 1 — Accuracy of the ANFIS

No Accuracy of the ANFIS classification algorithm
1 85.00% 14 91%
2 95.30% 15 85%
3 86.06% 16 93%
4 96.40% 17 90%
5 99% 18 87%
6 80% 19 95%
7 91% 20 80%
8 88.10% 21 92%
9 88% 22 95%
10 80% 23 96%
11 85% 24 95.00%
12 90.30% 25 96%
13 94%
Figure 13 given below shows the accuracy achieved in this study

compared to the results in (Ma et al, 2020). Due to its superior performance
compared to its predecessors, the algorithm is heavily relied upon for

signal classification.
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Figure 13 — Accuracy for both studies
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Conclusion

In medical contexts, fuzzy set theory is useful for addressing
ambiguity and making choices. With the help of fuzzy logic, we were able
to incorporate doubt into the classifier architecture, which ultimately led to
more trust in the system results. In this work, we introduced an innovative
use of the ANFIS: the categorization of EEG data. When the wavelet
coefficients of the EEG signals were used as inputs, the ANFIS algorithms
were able to distinguish between two groups of EEG signals. Although it
will take a long time to process, this can be overcome by using a computer
with a high CPU process; the more characteristics pulled from the data,
the more efficient the program can be. When using the algorithm to control
the motion of a mechanical arm, the varying results increase the likelihood
that the arm will be moved by varying the pace at which the elbow and the
wrist rotate. The ANFIS was assessed based on the categorization
outcomes and data metrics. The overall precision of the ANFIS model
categorization was 90.13%. Indicating the algorithm dependability and
potential for further uses, the suggested ANFIS model can be used to
categorize EEG data.

Appendix
Table 2 — Acronyms
Acronym Description
BCI Brain Computer Interface
EEG Electroencephalography
ANFIS Adaptive Neuro Fuzzy Inference System
Ml Machine Interface
SSVEP steady-state visual evoked potentials
DWT Discreet Wavelet transform
LDA Linear Discriminant Analysis
SVM Support Vector Machine
CNN Convolutional Neural Network
LSTM Long Short-Term Memory
RNN Recurrent Neural Network
ERD event-related desynchronization
ERS event-related synchronization
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QQ quantile-quantile

MFCC Mel-Frequency Cepstral Coefficient

CAR Common Average Reference

ICA Independent Component Analysis

DWT Discrete Wavelength Transform

EMG Electromyography
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Clasificacion ANFIS de sefiales EEG para imadgenes motoras de
diferentes articulaciones de la misma extremidad
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CAMPO: Bioingenieria
TIPO DEL ARTICULO: articulo cientifico original

Resumen:

Introduccién/objetivo: El area experimental de las interfaces cerebro-
computadora (BCI) se esta expandiendo para incluir acciones de
movimiento, que desempefian un papel crucial en descifrar los procesos
cognitivos. Sin necesidad de ningln tipo de estimulacion exterior, la
imaginacion motora (IM) se puede utilizar como un modelo poderoso para
Interfaces cerebro-computadora (BCI). Un método natural para operar en
dispositivos externos es imaginarse moviendo varias articulaciones en un
mismo brazo. Estos movimientos imaginados tienen imagenes espaciales
similares en el cerebro motor, lo que hace dificil diferenciar IM de varias
articulaciones de la misma pierna segun los datos del EEG.

Métodos: En este estudio se utilizd una recopilacion de datos preexistente
de 25 participantes. Los participantes debian visualizarse usando sus
extremidades derechas para realizar tres diferentes actividades: visualizate
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manipulando tu mano derecha. Visualizar doblar el brazo derecho y cierra
los ojos mientras te relajas. Asignar categorias a estos impulsos,
recurrimos al neuro difuso adaptativo sistema de razonamiento.

Resultados: El nivel promedio de precisién fue del 90%.

Conclusién: Los hallazgos demuestran que esta técnica es crucial para
categorizar correctamente los datos de EEG. La recopilacién de datos
utilizada en esta investigacion consisten en mediciones de EEG de la
misma extremidad utilizada en imagenes musculares. El nuevo método de
categorizacién se aplicara a estas sefiales para obtener conclusiones.

Palabras claves: electroencefalografia (EEG), clasificacion, ANFIS,
transformada wavelet, extraccion de caracteristicas, BCI.

MeTtog ANFIS B knaccudmkaumm curdanos O3l npu npeacTaBneHum
OBWXEHUI pa3HbIX CyCTaBOB O4HOM KOHEYHOCTU

Uxab A. Catam

O0yacknii yHuBepcuTeT, AOKTOpaHTypa No TexHUKe 6e3onacHoCcTy,

r. byganewr, BeHrpus;

CeBepHbIN TEXHNYECKUI YHUBEPCUTET, TEXHUYECKMI MHCTUTYT Anb-XaBuaxa,
JenapTamMeHT 3NEKTPOHHON TeXHWKN, . XaBuaxa, Pecnybnuka Upak

PYBPWUKA T'PHTW: 34.57.00 BuounHxeHepus
B CTATbW: opuruHansHas Hay4Has ctaTbd

Peswome:

BeedeHue/uernb: SkcnepumeHmarnsHasi obnacmb U3y4eHusi
uHmepcgbelica mo3se-komnbtomep (BCI) pacnpocmpaHsemcs Ha
O8UXXEHUSI, KOMOopble uU2parm pewarwyro posib 8 pacuwugpposke
KoeHuUmuseHsbIx ripoyeccos. besz Heobxodumocmu KakoU-1ubo eHewHel
cmumynayuu eoobpaxerue dsuxeHusi (MI) moxHo ucrionb3o8ams 8
Kadecmgee MOWHOU modenu  uHmepghelica  MO32-KOMIbomep.
EcmecmeeHHbIl mMemod ynpasnieHusi 6HewWwHUMU ycmpolcmeamu
3aKnoYaemces 8 npedcmassieHuU 08UXEHUS pa3HbiX Cycmagog 0dHoU
pyKu. 3Omu eoobpaxaembie O8uxeHUs co30arom aHasro2u4Hble
pocmpaHCMeeHHbIe U306paxeHUst 8 MOMOPHOU Kope, U ux mpyOoHO
omnu4yums om goobpaxaeMbix O8UXEHUU pa3HbIX cycmasog 00HOoU
HO2U Ha OCHOB8€e 0aHHbIX, MOIyHeHHbIX ¢ moMouwbio 3.

Memodbi: B daHHOM uccriedogaHUU UCM0Ib308asICsl cyulecmayouwul
Habop OaHHbIX, MOMAYyYeHHbIU om 25 pecrioHOeHmMos8, Komophbie
rnpedcmasnsnu, Kak OHU UCIOb3Yom rpasyto pyKy fpu 8bIMofHeHUU
mpex pa3Hbix kKomaHO: 1. npedcmasbme, Kak 8bl UCO/b3yeme rpasbil
Kynak, 2. npedcmaebme, Kak 6bl caubaeme npasyro pyky, u 3.
3aKkpoume ena3a u paccnabbmecs. [ moeao, 4mobbl cesi3amb amu
UMIYIbCbl C  KameaopusiMu, Mbi UCMOMb308au Helpo-He4emkKyHo
cucmemy 8b1800a.
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Pesynbmamei: CpedHul ypogeHb moyHocmu cocmasus 90%.

Bbigodbl: Pe3ynibmambi nokasasnu, 4mo OaHHbIU MemoQd serisiemcs
KMIOYOM K npasusibHoll kamezopu3auuu OaHHbIX, MOSIyYeHHbIX C
nomowbto O3I. Habop OaHHbIX, UCMOMb30BaHHbIU 8 3MOM
uccnedosaHuu, cocmoum u3 usmepeHus O3l KoHKpemHol
KoHe4YHocmu ripu npedcmasrneHuu ee 0suxeHus. lNpu ebieode makol
Ho8bIlU Memo0 kamezopu3ayuu bydem npuMeHsImbCs K cugHanam 39
coomeemcmayrouwieli KOHeYHocmu.

Knovesble criosa: anekmpoaHyeganozspagpust (33l), knaccugbukayus,
ANFIS, eonHogoe rpeobpa3osaHue, U3B/IeYEHUE XapaKmepucmuk,
BCI.

Metopna AHOUC 3a knacudmkaunjy EEI curHana npu samulirbamy
nokpeTa pasnuMunTux 3rnoboBa NCTOr ekcTpemmuTeTa

Uxab A. Catam

YHuBepanutet O6yaa, Lkona gokropcknx 6e3begHocHUX cTyauja,
ByaumnewTa, Mahapcka;

CeBepHM TEXHUYKU YHUBEP3UTET, TEXHUYKN MHCTUTYT An-XaBua,
Operbetbe enekTpoHcke TexHuke, Xaeuya, Penybnvka Npak

OBNACT: 6uonHxeHepuHr
KATEFOPWJA (TUIM) YITAHKA: opurinHanHu Hay4Hu pag,

Caxemak:

Yeod/uurb: EkcrniepumeHmarnHa obracm rpoyyasarba UHMepgbejca
mo3ak-padyHap ( BCl) wupu ce u Ha nokpeme koju umajy o0ny4yjyhy ynoay
npu Oewugposary KosHUMUBHUX rpoueca. bez nompebe 3a 6uso
KaKeOM CriosbaliHoM CmuMyriayujom, 3amulirbaree nokpema (Ml) moxe
ce Kopucmumu kao MohaH Molesn 3a uHmepghejc Mo3ak-padyHap.
lMpupodHu memod yrpaerbara criosballkbuM  ypehajuma jecme
3amuwirbarbe nokpema pasnudumux 32nobosa ucme pyke. Osu rokpemu
cmeapajy Ccru4He rpocmopHe CIIUKE y MOMOPHOM KOPMEKCY U MEeWKO UX
Je pasnukosamu 00 3amullirbarba rokpema pasnuyumux 3206o6a ucme
Hoe2e Ha ocHosy nodamaka 0obujeHux nomohy EET-a.

Memode: Y cmyduju je kopuwheH eeh nocmojehu ckyn nodamaka
dobujeHux 00 25 ucnumaHuka Koju cy 3amullrbarnu Kako kopucme decHy
PYKY Mpu u3splasarsy mpu pasrudume Hapedbe: y cmarby onywmar-a,
3ameopeHUX OYUjy, 3amulrbanu Cy Kako Kopucme OecHy WaKy U Kako
casujajy OecHy pyKy. [Ha bu ce nose3aru 08U UMIIYJICU ca Kameaopujama,
KopuwheH je adanmamusHu Heypo-gha3u CUCMEM 3aKiby4YuUear-a.

Pesynmamu: lNpoceyaH HU80 madHocmu buo je 90%.

Bakrbyyak: Hanasu riokasyjy 0a je oea mexHUKa K/bydyHa 3a rpasusiHy
Kamezopusayujy nodamakxa 0obujeHux rnomohy EEl-a. Ckyn nodamaka
KopuwheH y o8om ucmpaxusary cacmoju ce 00 mepera EEI odpeheHoe
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ekcmpemumema OOK ce 3amullrba He2080 rokpemare. Hoe memod
Kameeopusayuje buhe npumer-eH Ha 08e cuzsHane npu usgohemy
3aK/byyaka.

Kmby4yHe peuu: enekmpoeHuegbanoepachuja (EEI), knacugpukayuja,
AH®UC, mpaHcgopmauyuja manacuha, ekcmpakuuja ceojcmaea, BCI.
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Abstract:
Introduction/purpose: Starting from general relativity, black hole gener-
ation and effects are investigated.

Method: Einstein’s equation and its Schwarzschild solution are em-
ployed to study black holes. Quantum mechanics is used to obtain Hawk-
ing’s radiation.

Results: Black holes are actually not completely black - they radiate en-
ergy during their lifetime.

Conclusions: Black holes could evaporate and this effect is observable
if their mass is sufficiently small. Their entropy scales differently with
respect to their mass from that of other objects in thermodynamics.

Key words: general relativity, black Holes, Hawking radiation.

General relativity

Special relativity (SR) is a theory that applies to systems moving at a
constant velocity. The speed of light ¢ is constant for all observers; space
and time are separate and independent dimensions. The metric that de-
fines the distance ds? between two points of the four dimensional space is
not positive defined:

ds? = 2dt? — da? (1)

The corresponding metric is given by g,, = diag (+1,—-1,-1,-1),

u,v =1,...,4. In SR the metric tensor g,,, does not depend on the point,

and the space is flat. The Lorentz group is the group of spacetime trans-
formations that preserve (1).
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General relativity (GR) applies to systems accelerating or under the in-
fluence of gravity, which can bend rays of light. This is the case in the
presence of very massive objects such as black holes.

In GR, the distance between two points z#, z” is usually written as

s? = gtz (2)

(we use units for which c = 1) where g,,,, depends upon the spacetime point;
therefore, contrary to SR, spacetime is not flat. Curvilinear coordinates are
used, where a covariant vector transforms like

v
_drv

Al =
dxu v

3)

while to obtain a contravariant vector one lowers indices with g,,: A, =
gAY

For a vector A, if A* is its value at the point 2#, at its neighbor point x# +
dz" will be A* + dA*. The total variation of A will be given by coordinates
change and a functional variation of A:

dA* 4 5AM | 4)

where
GAR =10 APdx? (5)
') is the Christoffel symbol that describes the metric g, non flatin GR. This
leads to an extension to the concept of derivative, the covariant derivative
being defined as
DAY =9,A" — T} A" . (6)
Observe that this concept is also used in quantum field theories where
spacetime is flat in order to describe an “inner” gauge space.
The relation of I" with the metric ¢ is given by:

1 o
Iy, = 59“ (Ovbop + 0pGor — OGup) 7)

The Riemann strength tensor could be expressed by a commutator of
covariant derivatives (6)
Rﬁpcr = (aprgu + Fg’rrgu) - (aﬁrﬁy + FgTF;l/) ) (8)
and, again, in analogy to it the electromagnetic and chromomagnetic field
strength F),, is written as a commutator of covariant gauge derivatives.
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The Ricci tensor is defined by contracting two indices of the Riemann
tensor:

R,Lw = ngRpcwu s (9)

and the scalar tensor is obtained from the contraction of the remaining two
indices of the Ricci tensor:

R=g"™R,, . (10)

The action of GR (in absence of matter and a cosmological constant) is
obtained by the simplest scalar of the theory (the Ricci tensor) integrated
over the spacetime volume

S = /d4m\/7—gg“”RW, (11)

g being the determinant of g*¥. This action is known as the Einstein—Hilbert
action, to name just a few papers on the subject: (Einstein, 1915a,b; Hilbert,
1915).

In order to obtain Einstein’s equation of GR, one has to compute the
variation of action (11) which is composed of three terms:

05 = / d'w(0v/=9) 9" Ry + / d'x/=g(3g" ) Ry +
/ d*z/=gg" 5(Ry) = 651 + 0Ss + 653 (12)
Consider the first term §S;. For an invertible matrix A, one has

MM~ = I. It follows that §(MM~1) = 0 = §(M)M~ + M§(M~1) = 0.
Therefore, 6(M 1) = —M~15(M)M~! so one obtains

6(9"7) = —g"6(9u)g”” (13)
For the second term 653, logdet M = Trlog M. There-
fore, d(logdet M) = o(det M)/det M, that implies d(det M) =

(det M)d(logdet M), then follows that (det M)o(Trlog M) =

353

Fabiano, N., A brief introduction to black holes, pp.351-362



Eﬁ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

(det M) Tr 6(log M) = (det M) Tr(M~15(M)). We obtain:

5(V=5) = 5v/=99" 5 g) (14)

For the third term, 453, there is a lengthy and not very enlightening cal-
culation. From the Palatini identity

OR.,, = DydT", — D)o, (15)

which stems out when considering locally flat coordinates, that is I' = 0 for
all indices, and therefore for (SRZO_A remain only the parts with derivatives,
one obtains for the Ricci tensor

OR, = 0R.,, .

(16)

The result is
(553 = /d4.’13\/ _ggMV(Do'(SFZ/\ - D)\(SFZ,U) ] (17)

integrating by parts and using the fact that D,¢g"” = 0 the third term is just
a surface term, thus irrelevant.
The final result of the Einstein-Hilbert action variation is thus

68 = /d%\/fg [<;Q“VR> 6(guw) + Rop (=97"0(g)9"") | =
[ atev=a (5o R m) atg.) =0, (18)

which has to be true for any 6(g,. ). Therefore, Einstein’s equation for GR
is given by

%g’“’R ~RW =0, (19)

for an empty space.

Black holes

Perhaps the first “proto—idea” of a black hole came from Laplace, and
independently, from Mitchell (Michell, 1784). He envisaged a Newtonian
gravitational field so strong that even the fastest object could not escape
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it. If M is the mass generating this particular gravitational field, and m the
object that should escape it, then its energy is given by
1 mM

EzimUQ—G "

(20)

where G is the gravitational constant. As the maximal possible speed is ¢,
the object will reach its maximal distance r, from the massive gravitational
field for E = 0, and from eq. (20) we obtain

_2GM

c2

T's (21)

So even the light cannot leave this massive object for a distance larger
than r» > r4. Therefore, this particular object cannot emit light at a distance,
so it appears to be black. This amazing result anticipates by almost two
centuries subsequent discoveries of black holes.

Taking Einstein’s equation (19) for a massive object and the space with
a rotational symmetry, it can be shown that the spacetime metric could be
written in the form

s 1
dszz—(l—r—>dt2+
T

%)

dr® + 12(d6* + sin® 0d¢?) | (22)

that is,

ds? = — (“f) dt? + <T) dr? 4 r2d0? . (23)

This is the Schwarzschild solution 1916 (Schwarzschild, 1916a,b;
Droste, 1917), and is the only possible spherically symmetric solution. Note
that it depends only on the total mass of the body, in complete analogy
to the Newtonian theory, because the r, parameter is the same found by

Laplace (21). At large distances from the origin, this metric behaves like
ds® =~ ds3ouwr — %(dt2 +dr?) (24)

that is, the Newtonian solution plus a perturbation of order r, thus at large
distances every field appears centrally symmetric. At distances close to ry,
and r > r,, the time slows down because of acceleration due to a strong
gravitational field. The boundary at r = r, is called the event horizon,
where the escape velocity is larger than the speed of light, as already seen
in (21). If an object, or even radiation, crosses this boundary from the
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external space, it can only eventually fall into the black hole. To provide
some numbers, the Schwarzschild radius of our Sun is of the order of 3
km, while for the Earth it is less than 1 cm.

Observe that the Schwarzschild solution is singular only by the choice
of coordinates that could be seen from the fact that the determinant of met-
ric (23) is actually regular for » = r,. The question was cleared only much
later by Kruskal (Kruskal, 1960), where his coordinates are well defined at
the event horizon r = r;.

There are other solutions of Einstein’s equation (19) that lead to black
holes. A nonrotating charged black hole comes from the Reissner—
Nordstréom metric (Reissner, 1916; Nordstrom, 1918).

Later, a rotating noncharged black hole solution came from the Kerr
metric (Kerr, 1963).

Black hole properties

A star is essentially a ball of gas at equilibrium for most of its life. Inside
its core nuclear reactions occur, where fusion of H nuclei into He create
energy. The gravitation is in equilibrium with internal pressure due to heat
as long as there is enough nuclear fuel. At the end of fuel, gravity prevails,
the star crushes under its own weight, and a remnant is left.

If the remnant of the star is approximately larger than 3—4 M, , the
mass of the Sun, it is still too heavy and will eventually collapse to a black
hole, with a radius smaller than the Schwarzschild one, r < r,. There is
no known mechanism that could prevent this process, not even in neutron
stars, except maybe for quark stars, provided they exist at all.

From quantum mechanics (see for instance (Fabiano, 2022) for a dis-
cussion of the following subject), the probability amplitude of transition from
an initial state |in) to a final state | fi) is given by the matrix element

(file™ " in) . (25)

In thermodynamics, the probability of finding a state |n) of energy E,, at
a given temperature T is given by Boltzmann:

exp(—BEn)

say (26)
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where 5 = 1/T and Z is the partition function of the quantum mechanical
system:

+oo +oo
Z = Z(nle*ﬁE”]m = ZefﬂE” =Tre 1 (27)
n=1 n=1

Setting the initial and final states to be the same, i.e. |in) = |fi) =
|n), and replacing the time with the inverse of the temperature by means
of a Wick rotation, that is, the exchange it <+ 3, one could identify the
two formulae (25) and (27) to be the same expression. What concerns
us most here is that with this procedure the time ¢ becomes periodic and
corresponds to an inverse of the system temperature, 1/7.

Rewrite now the Schwarzschild metric (23) in the following manner.
Choose p such that dp? = r,/(r — rs)dr?, thatis: p? = 4rs(r — r4). There-
fore, p2dp? = 4r2dr? = (r — r4)dp>.

Near the Schwarzschild radius one obtains:
2

ds? ~ —L_at® + dp? + 12402 . (28)
4r2
In Euclidean time, tp = it so dt2, = —dt?, therefore, the metric will gain
all + signs:
2
ds? ~ 4’; Sdi% + dp? + r2d2? (29)

S

Define v such that ¢t = 271, obtaining finally the metric for r ~ r;
ds? = p*dip® + dp? + r2d0? . (30)

By inspection of the result, the first two terms are radial coordinates on
a plane, (p, ), ¥ having a 27 period, so from its definition follows that ¢z
has a period of 47r;. With the above identification ¢ty <> 1/7', we have the
following expression for the temperature of the black hole:

11
~ dwry 8TGM

(31)

This is the Hawking temperature (Hawking, 1975, 1974), which is due to
a quantum mechanical effect in the region near to the event horizon. Black
holes spontaneously emit thermal radiation at this temperature. As seen
from the derivation of T, it is due to vacuum fluctuations of quantum fields,
which produce pairs of particles; one of them falls inside the black hole,
while the other escapes to infinity.
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The Hawking temperature increases when the mass of the black hole is
smaller, and by radiating the black hole loses energy, i.e. it evaporates. It
could be shown that the evaporation time for a black hole scales with the
cube of its mass, i.e.

tevap o< M? | (32)

and while a black hole with the mass of our Sun will evaporate for a much
longer time than the age of the Universe, a lighter one should still be ob-
servable by astronomers while exploding.

From its temperature, it is easy to find out the entropy of a black hole.
From the expression of the energy, E = ¢?M, that implies dE = TdS =
c2dM, thus obtaining the proportionality relations:

dS %csz o Gc?d(M?), therefore, S o< M? . (33)

The entropy of a black hole is proportional to the square of its mass, and
from the expression of the Schwarzschild radius (21), s « M, therefore
the entropy is proportional to r2, the area of the event horizon:

SoxMor?=A. (34)

The entropy is an extensive quantity, proportional to the volume of the
system considered. For a black hole, it is not so. The entropy is propor-
tional to its area, not its volume.

This strange result was the inspiration of the so-called holographic
principle, first proposed by Hooft and later formalized in string theory by
Susskind (Susskind, 1995), for which gravity phenomena in a volume of
space are actually projections of a two dimensional space, just like the
holograms, which create three dimensional images from a two dimensional
plate.
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Resumen:

Introduccién/objetivo: Partiendo de la relatividad general, se in-
vestiga la generacion y los efectos de los agujeros negros.

Métodos: La ecuacién de Einstein y su solucién de Schwarzs-
child se emplean para estudiar los agujeros negros. Para obte-
ner la radiacion de Hawking se utiliza la mecanica cuantica.

Resultados: En realidad, los agujeros negros no son completa-
mente negros: irradian energia durante su vida.

Conclusion: Los agujeros negros podrian evaporarse y este
efecto es observable si su masa es lo suficientemente peque-
Aa. Su entropia escala de manera diferente con respecto a su
masa que la de otros objetos en termodinamica.
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«BuH4a» — VMIHCTUTYT rocyaapcTBeHHOro 3HaveHus ans Pecny6nuvku
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BeedeHue/uenb: B daHHOU cmambe 0bbsicHsromcesi obpasosa-
Hue u enusiHue YepHbix Oblp, Ha4uHasi ¢ obwel meopuu OMHo-
cumernbHocmu.

Memooeb!: B usyyeHuu YyepHbix Oblp UCMOIb3YOMCS ypagHeHUs
AdHwmelmHa u mempuka Llleapywunsda 8 kKadecmee peweHus
amux ypasHeHul. C MoMowbr K8aHMOoB8OU MexaHUKU OrnucaHo
usnyqyeHue XoKuHeaa.
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Abstract:

Introduction/purpose: This work provides a comprehensive overview of
blockchain technology, elucidating its foundational principles and how it
ensures transparency, immutability, and decentralization. The integration of
Solidity with blockchain is explored through theoretical approach.

Methods: This work meticulously dissects blockchain principles, elucidating
transparency, immutability, and decentralization, while exploring Solidity
integration in a theoretical framework, ensuring a comprehensive
understanding of their intricate relationship and contributing to a broader
comprehension of modern distributed ledger technology.

Results: The resulting product of this paper will be getting useful knowledge
about the technology that practically shapes the world.

Conclusion: In conclusion, the adoption of Solidity as a programming
language in blockchain technology has proven to be pivotal, enhancing
smart contract functionality and overall system security. Its specialized
features make it an indispensable tool for developers navigating the
complexities of decentralized applications.

Key words: blockchain, Bitcoin, Ethereum, Solidity, decentralization.
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Introduction

In the continuously evolving landscape of blockchain technology, the
emergence of decentralized applications (DApps) and smart contracts has
become a focal point of innovation. At the epicenter of this transformative
shift lies Solidity, a purpose-specific programming language meticulously
engineered for the development of secure and autonomous smart contracts
on blockchain networks, prominently exemplified by Ethereum. This
scholarly inquiry seeks to systematically investigate the profound
implications and nuanced intricacies surrounding the "Utilization of Solidity
programming language in blockchain." Throughout this paper, the objective
is to delineate the fundamental role Solidity assumes in concretizing the
theoretical constructs of decentralized systems into practical,
implementable solutions. Through the scrutiny of the syntax, structure, and
unique attributes of Solidity, the aim is to provide a scholarly discourse that
advances the understanding of the intricate interplay between this
programming language and the broader landscape of Dblockchain
technology.

Moreover, this scholarly effort endeavors to dissect the practical
implications of Solidity-driven smart contracts, considering their impact
across various sectors such as finance, supply chain, and governance. By
elucidating the distinct features of Solidity that contribute to the resilience
and immutability of smart contracts, the authors aim to provide an
explanation of a framework for researchers, developers, and industry
practitioners navigating the burgeoning field of decentralized applications.
The exploration extends beyond the syntax and semantics of Solidity,
encompassing considerations of security measures, standardization, and
potential avenues for future enhancements. As the discourse unfolds, the
anticipation is to shed light on the challenges inherent in the application of
Solidity in real-world scenarios, thereby contributing valuable insights to the
ongoing dialogue surrounding the convergence of Solidity and blockchain
technology.

Blockchain basics

Understanding the principles on which blockchain resides is not
possible without understanding the answers to the following questions:
¢ What is the purpose of blockchain? and
¢ Why is blockchain needed for cryptocurrency?

In simple terms, the purpose of blockchain is to have a network of
computers agree upon a common state of data (Abou Jaoude & Saade,
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2019). Any person or organisation should be able to participate in this
process and no person or ogranisation should be able to control this
process. This will be explained in the following chapters.

Also, blockchain solves the problem of trust. This system is
completely neutral and resistant to any censorship or bribe. In 2008, an
individual, or a group of people, under the pseudonym of Satoshi
Nakamoto released a whitepaper for Bitcoin: "We have proposed a system
for electronic transactions without relying on trust." (Nakamoto, 2008)

The system proposed was peer-to-peer network, allowing online
payments to be directly sent from one party to another, without going
through a financial institution, therefore eliminating the need for trusting
someone to make sure your payment goes the way it is meant to.

The Genesis of blockchain

It is impossible to look back at the history of blockchain without
looking back at the history of cryptography and its development over the
years.

Until the 1970s, cryptography was the study of encrypting messages
to the full decryption-proof stadium. It was used for passing confidential
information, especially within the military (Ahmad et al, 2021). Substitution
ciphers were primarily used — the cryptographical method of encrypting in
which units of plaintext are replaced with ciphertext in a defined manner.

As cryptography advanced over the years, more and more complex
functions were introduced. The most important leap for blockchain
technology, certainly, was the idea of a secret key.

Namely, if two parties can meet prior to their exchange of messages
and agree upon a common key for both sides, the message would be
encrypted with a mathematical function and that key, creating even more
secure encryption. This thus marked the beginning of symmetric-key
cryptography.

With the advent of personal computing, cryptographers started to
think even further. The idea of secure communication without prior key
exchange emerged. In 1976, Whitfield Diffie proposed a concept of PKC
(Public Key Cryptography). With PKC, each individual has their own
unique key pair, consisting of a public key and a private key. Only the
public key needs to be exchanged, eliminating the need for exchanging
keys beforehand. If a person's public key is used to encrypt a message,
then only their corresponding private key can decrypt it, providing privacy.
Likewise, if their private key is used to sign (encrypt) a message, the
corresponding public key can authenticate (decrypt) the message. This
was the start of assymetric encryption.

365

Stanisi¢, S. et al, The utilization of Solidity programming language in blockchain, pp.363-387



i‘/OJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2024, Vol. 72, Issue 1

Diffie did not have any practical way to make this happen. He had a
concept, but the mathematical function with all these properties did not
exist back then. Diffie would work with Martin Hellman and Ralph Merkle
in search of such a system.

Today, both the RSA (Rivest-Shamir-Adleman) and the ECDSA
(Elliptic Curve Digital Signature Algorithm) are two popularly used
algorithms for public key cryptography.

The security of the RSA algorithm relies on the practical difficulty of
factoring the product of two large prime numbers - "the factoring problem".
An RSA user creates and publishes a public key based on two large prime
numbers, along with an auxiliary value. The prime numbers are kept
secret, messages can be encrypted by anyone, via the public key, but can
only be decoded by someone who knows the prime numbers. This
algorithm is relatively slow, but there are no published methods to
decypher this system if a large enough key is used.

The ECDSA uses elliptic curves. It can provide the same level of
security as other public key algorithms with smaller key sizes, which is the
reason of its popularity. This is the Digital Signing Algorithm used by
Bitcoin, specifically the secp256k1 curve.

Consensus mechanisms

Blockchain networks are essentially distributed and decentralized
databases consisting of many nodes (computers). In a decentralized
environment, common issues are:

¢ How do all nodes agree on what the current and future state of
user account balances and contract interactions is?

¢ Who gets to add new blocks/transactions to a chain? How do we
know any blocks added are "valid"?

e How is this system coordinated without any official coordinator?

All of this is done thanks to consensus mechanisms.

The blockchain consensus mechanism typically means that at least
51% of nodes are in agreement over the current global state of network
(Ahmad et al, 2021). Essentially, these are rules that distributed,
decentralized blockchain follows in order to stay in agreement over what
is considered valid. There are many consensus mechanisms, but the two
most famous ones are: proof-of-work (PoW) and proof-of-stake (PoS).
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BLOCKCHAIN NETWORK

Figure 1 — Abstract scheme of the blockchain network

Proof of work & mining

Proof-of-work is the consensus mechanism that allows decentralized
networks like Bitcoin and (previously) Ethereum to come to consensus, or
agree on things like account balances and the order of transactions (Ali et
al, 2023). This prevens "double spending" and ensures the followin of the
blockchain rules, making the PoW network resilient to malicious attacks.

The main consensus rules for the PoW are the following:

e There must not be double spending, and
e The "longest" chain will be the one the rest of the nodes will
accept as the one "true" chain - Nakamoto Consensus.

The consensus mechanism ends up being the security mechanism
the network needs, because it ensures that every node on it is following
the consensus rules. In PoW, mining represents the work.

Mining is the process of creating a block of transactions to be added
to blockchain.

In proof-of-work consensus, nodes in the network continuously
attempt to extend the chain with new blocks - these are the miners, nodes
that contain mining software (Antonopoulos & Wood, 2018). Miners are in
charge of extending a blockchain by adding blocks that contain "valid"
transactions. In order to add a block, the network will ask miners for their
"proof-of-work".
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A proof-of-work-based system will typically require miners produce an
output in a very difficult-to-get target range. Valid proof-of-work once
looked like this in the Bitcoin network:

000000000000000000043t43161dc56a08ffd0727di1516¢98717b187f5194c6
Figure 2 — The look of once valid proof-of-work in the Bitcoin network

To get an output like this, automated mining software does the
following: takes a piece of data (i.e. the previous block header + new
transactions to add to a chain) and hashes it. If the hash output is bellow
a target difficulty, then the miner has found the answer to the puzzle: a
valid proof of work.

The proof-of-work shown above has 19 leading zeroes, and since the
range of each possible character per space is in hexadecimal, this means
that there are 1/16 character possibilities per space.

The hash outputs for SHA-256 are in hexadecimal, which means
there are 1/16 possible characters per space - a-f in letters and 0-9 in
decimals = 16 total possibilities. This means that finding one 32-byte SHA-
256 output that has just one leading zero will take on average 16 tries
(Banerjee et al, 2018).

Finding an output with 2 leading zeros increases the average number
of attempts to 256 - 16 possible characters in the first spot * 16 possible
characters in the second spot. Finding 19 leading zeros will take, on
average, 1610 attempts, which equals to
75557863725914323419136000000000000000000000 attempts.

Proof-of-work networks will typically have some sort of
target_difficulty. In order for a miner to add a new block, they must find a
proof-of-work lower than the network target difficulty. Finding such a
difficult-to-find output is proof enough that a miner expended considerable
resources to secure the network.

The proof-of-work mining algorithm looks like this:

o Take current block’s block header, add mempool transactions
Append a nonce, starting at nonce =0
Hash data from #1 and #2
Check hash versus target difficulty (provided by protocol)
If hash < target, puzzle is solved! Get rewarded.
Else, restart process from step #2, but increment nonce
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The miner nodes in a proof-of-work network will perform this algorithm
regularly. This gives the network a way to recognize the true state and the
validity of the proposed transactions following the consensus rules. As
long as the majority of nodes on the network follow the consensus rules,
the blockchain remains secure and resistant to attacks, ensuring that only
valid and verified transactions are added to the distributed ledger, thus
maintaining its integrity and trustworthiness. In exchange for large
amounts of energy and hardware upkeep required to run mining software,
miners receive currency as a reward.

Blockchain structure

A blockchain is a distributed database of a list of validated blocks
(Bashir, 2018). Each block contains data in the form of transactions and
each block is cryptographically tied to its predecessor, producing a "chain".
Each blockchain consists of nodes.

A blockchain has nodes scattered all over the world all acting together
in real-time. There is no central administrator, say a "supernode",
responsible for verifying any changes to the state of data, all nodes are
equal members of the network. This means that the network will perform
the same, no matter what node is interacted with to update data. In other
words, blockchains are peer-to-peer networks.

A valid hash for a blockchain is a hash that meets certain
requirements. The number of leading zeros required is the difficulty. The
process of finding valid hash outputs, via changing the nonce value, is
called mining. A miner starts a "candidate block" with a nonce of 0 and
keeps incrementing it by 1 until it finds a valid hash.

Since data is an input variable for the hash of each block, changing
the data will change that block's hash. Blockchains like Bitcoin and
Ethereum, protect the integrity of any data held inside blocks in their
chains: manipulating data in a block that has been nested deeply in the
chain is almost impossible.

In Bitcoin, Merkle trees are used to store every transaction mined on
the Bitcoin network. Merkle tree is a data structure that represents a
collection of hash values reduced to a single hash.

Each letter represents a hash. The combined letters represent
concatenated hashes that have been combined and hashed to form a new
hash.

Over a series of steps, the eight leaf hashes A, B, C, D, E, F, G, and
H are combined to create a single, unique hash that allows efficient
checking for inconsistencies without having to look at each individual data
point.
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Figure 3 — Visual representation of Merkle tree
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version
prevBlockHash
merkleRootHash <€ 1
timestamp
bits

nonce

Transaction - [ SHAZSS ]

Coinbase Transaction
== Addresss 1, 12.5 BTC

Address 2, 20 BTC == Address 3, 20 BTC
Address 32, 5 BTC == Address 7, 5 BTC

Addresss 5, 1 BTC == Address 14, 1 BTC

Figure 4 — The architecture of a Bitcoin block

The figure above shows the architecture of the Bitcoin block. All of the
transactions per block are arranged into a big Merkle tree. Merkle tree's
root hash actually gets commited into the block.

By committing the root hash of the tree, the transaction data can be
stored off-chain (full nodes, for example, store these transaction records
on a LevelDB integrated into all full nodes).

A main design purpose behind using Merkle trees to commit a lot of
data elements (typically transactions) per block is to keep the size of the
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blockchain as small as possible. Given the nature of their usage,
blockchains grow perpetually. Keeping the blockchain size from becoming
bloated means more people can support running full nodes which helps
network decentralization (Dabbagh et al, 2019).

UTXO & account models

With traditional web2 server based platforms, keeping track of user
data and information is actually a lot easier than it is on the blockchain.
This is because there is a single centralized server that stores the state of
user accounts. There is no need for consensus or resolving discrepancies
since there is only one central place that stores information.

However, when moving to a decentralized system, the problem of
storing user balances becomes complicated. Decentralized networks like
Bitcoin and Ethereum need specific models for keeping track of the state
of users. Bitcoin uses the UTXO (Unspent Transaction Output) model to
keep track of user balances. Ethereum and other EVM chains use the
account model to keep track of user balances.

The account model tracks the balances of users based on their overall
account state, without knowing what constitutes the actual balance itself.
This model is a lot like a classical bank account model.

In the account model, the ownership of cryptocurrency is determined
by the account's private key, which corresponds to a unique public key or
address. When a user initiates a transaction, they sign it with their private
key to prove ownership and authorize the movement of funds from their
account. This model simplifies the transaction process and is more intuitive
for developers building decentralized applications, as it resembles the
familiar ledger system used in traditional banking. However, it also comes
with challenges, such as the need for more complex protocols to prevent
issues like double-spending. The choice between the UTXO and account
models reflects different design philosophies and trade-offs in the realm of
blockchain architecture (Buterin, 2013).

The Unspent Transaction Output (UTXO) model is a fundamental
concept underpinning the functioning of the Bitcoin blockchain. In the
Bitcoin network, transactions are represented as a chain of inputs and
outputs. Each output of a transaction is a certain amount of bitcoin, and
these outputs serve as the inputs for future transactions. The UTXO model
is designed to keep track of the ownership of Bitcoin and prevent double-
spending. In simple terms, a UTXO is essentially an unspent output of a
transaction that can be used as an input for a new transaction. This model
contrasts with the account-based model used by traditional banking
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systems, where an account balance is maintained, and transactions
involve debiting and crediting these balances.

In the UTXO model, the ownership of Bitcoin is determined by the
ability to provide a valid digital signature corresponding to the public key
associated with a UTXO. When a user initiates a transaction, they must
reference one or more UTXOs as inputs, providing the required digital
signatures to prove ownership. The outputs of this transaction become
new UTXOs, which can be spent in future transactions. This model adds
a layer of security to the Bitcoin protocol by ensuring that every transaction
input is indeed an unspent and valid output from a previous transaction. It
also contributes to the decentralized and trustless nature of the Bitcoin
network, as the entire transaction history is publicly accessible and
verifiable by anyone on the blockchain (Buterin, 2013).

Ethereum

Bitcoin was the first blockchain-based decentralized network ever. It
popularized the use of Merkle trees for scalable transaction inclusion.
Ethereum also uses Merkle trees but since Ethereum is a completely
different design, it also uses one other important tree data structure for
some of its data storage needs: Patricia Merkle Tries. Unlike Bitcoin,
Ethereum uses the Keccak256 hash function.

Ethereum is a deterministic but practically unbounded state machine,
consisting of a globally accessible singleton state and a virtual machine
that applies changes to that state (Dange & Nitnaware, 2023).

Essentially, Ethereum can be seen just like any other computer in the
world. This computer has some major features that make it unique:

e ltis the first global singleton machine ever, that fundamentally is
not localized (not located on any physical machine in the world).
Ethereum does not reside in any single machine, with no physical
presence anywhere.

e Ethereum is totally censorship resistant. No authority,
government, corporation or a group of individuals is behind the
Ethereum computer. No one owns it, can shut it off or can us it
as a privileged user.

e Ethereum is ubiquitous and accessible anywhere there is
Internet connection.

e Natively multi-user, with a practically infinite range possible for
account creation - 2%0 accounts.
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Since Ethereum keeps track of a larger amount of state data than
Bitcoin, its block architecture is completely different.

fffffffffffffffffffffffffffffffffffffffff i
Block N Header V Block N+1 Header :
—— ] PrevHasn | [ Nonce | [ Timestamp | [uncles Hasn | p| Previash | [Nonce | [ Timestamp | [ Uncles Hasn |[——
[ Beneniciary | [ LogsBioom | [ oicuty | [ Extrapata | [ Benericiary | [ Logs Bioom | [ Dificuty | [ Extra Data |
[ Brockhum | [‘Gastmit | [Gasuses | [ rasn | [(Biocxnum | [[Gasumt | [Gasusea | [wirrasn |
\ St?hen\oot | [ Transaction Root ] [ Receiptroot | [ state Root | [ Transaction Root | [ ReceiptRoot |

Figure 5 — The architecture of the Ethereum block

Ethereum makes use of a data structure called radix trie (Patricia trie,
radix tree) and combines it with the Merkle tree structure to create a
Patricia Merkle Trie.

Trie comes from the word "retrieval”, meaning that radix trie is a tree-
like data structure that is used to retrieve a string value by traversing down
a branch of nodes that store associated references (keys) that together
lead to the end value that can be returned.

A Patricia Merkle trie (PMT) is a data structure that stores key-value
pairs, just like a hash table. In addition to that, it is also used verify data
integrity and the inclusion of a key-value pair. PMTs groups similar-value
nodes together in the tree. That way, searching for "HELP" leads you along
the same path as searching for "HELLO" - the first three letters are shared
entries of different words. It is very good for space efficiency and read/write
efficiency. Patricia is an acronym: P - Practical; A - Algorithm; T - To; R -
Retrieve; | - Information; C - Coded; | - In; and A - Alphanumeric.
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Figure 6 — An example of the radix trie data structure

Figure 7 — An example of the Patricia Merkle trie data structure
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Ethereum stores two types of data: permanent and ephemeral. It
makes sense that permanent data, like mined transactions, and ephemeral
data, like Ethereum accounts (balance, nonce, etc), should be stored
separately. Merkle trees are perfect for permanent data. PMTs are perfect
for ephemeral data, which Ethereum is in plenty supply of.

Unlike transaction history, the Ethereum account state needs to be
frequently updated. The balance and nonce of accounts is often changed,
and what is more, new accounts are frequently inserted, and keys in
storage are frequently inserted and deleted.

The Ethereum block header contains many pieces of data.The block
header is the hash result of all of the data elements contained in a block.
It is like a gift-wrap of all the block data.

Looking at the Ethereum architecture diagram at the beginning of this
chapter, the block header ends up hashing all of the data properties of the
block. It also includes:

e State Root: the root hash of the state trie,
e Transactions Root: the root hash of the block's transactions, and
e Receipts Root: the root hash of the receipts trie.

The state trie acts as a mapping between addresses and accounts
states. It can be seen as a global state that is constantly updated by
transaction executions. All the information about accounts is stored in the
world state trie and information can be retrieved by querying it.

logsBioom

State Trie

miner
: (Merkle Patricia Trie)

mixHash P+ ,1 Key Value

-~ ~ Data
stateRoot <__ Keccak-256-bit hash of state trie's root node Address structure

. J 160 bit serialized
b Identifier in RLP

parentHash

receliptsRoot
nonce
sha3Uncles

0x58...ae84 | balance
size

storageRoot < : 256-bit hash of the storage trie's root node

nonce
codeHash
timestamp

totalDifficulty

transactions

Figure 8 — An example of the state trie and its integration with the Ethereum block

The transaction trie records transactions in Ethereum. Once the block
is mined, the transaction trie is never updated. Each transaction in
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Ethereum records multiple pieces specific to each transaction such as
gasPrice and value.

Transaction Trie
Ethereum blockchain (Merkle Patricia Trie)
Key Value
transactionsRoot Keccak 256-bit hash of theroot node of transaction trie's root node nonce
difficulty gasPrice
extraData gasLimit
gasLimit value

Figure 9 — An example of the transaction trie and its integration with the Ethereum block

The transaction receipt trie records receipts (outcomes) of
transactions. It contains data including gasUsed, logs and events emitted.
Once the block is mined, the transaction receipt trie is never updated.
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Figure 10 — Visualizaton of how the tries end up being commited in every block
via their root hash

Proof of stake

Ethereum transitioned to PoS on September 15th, 2022. This
transition is known as "The Merge". This was a massive migration that was
always in the roadmap and original planning for Ethereum, but required
coordination from the entire network to execute.
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Proof-of-stake is a totally different mechanism than proof-of-work that
enables Ethereum to be more secure, less energy intensive and more
scalable.

In order to become a miner in PoW, there are large energy
requirements, which makes it difficult for any individual to compete with
the existing mining warehouses that are dedicating millions of dollars of
resources to mining. However, in proof-of-stake, the energy requirement
to become a validator is much lower and can be done by individuals
without a high overhead energy cost. This encourages more users to
become validators, decreasing the centralization risk, and thereby
increasing the security of the network.

Instead of using mass amounts of electricity, validators are required
to stake 32ETH by depositing it into a contract to have the ability to validate
blocks. This staked ETH is used as collateral against bad actors in the
network. If any given validator acts dishonestly or maliciously, they put
themselves at risk of losing their staked ETH.

Rather than all validators competing at the same time for the next
block, the network randomly selects a validator to propose a block every
12 seconds, all the other validators verify that the proposed block is
correct, and the cycle repeats (Stanisi¢, 2023).

One of the largest ways that PoS affects Ethereum developers is with
a new framework for block finality. Finality in blocks refers to how confident
you are that the given block will not change or get forked away. For blocks
that have been on the network for a very long time (older blocks), it is
extremely unlikely that it will be removed from the canonical chain and
therefor has high finality.

Proof of stake introduced 2 new levels of finality that developers
should consider when requesting data from the network: safe and
finalized. Here is an overview of all “block tags™:

e cearliest: The lowest numbered block the client has available.
Intuitively, you can think of this as the first block created.

¢ finalized: The most recent crypto-economically secure block, that
has been accepted by >2/3 of validators. Typically finalized in
two epochs (64 blocks). Cannot be reorganized outside manual
intervention driven by community coordination. Intuitively, this
block is very unlikely to be reorganized.

e safe: The most recent crypto-economically secure block,
typically safe in one epoch (32 blocks). Cannot be re-orged
outside manual intervention driven by community coordination.
Intuitively, this block is unlikely to be re-orged.
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o latest: The most recent block in the canonical chain observed by
the client, this block may be re-orged out of the canonical chain
even under healthy/normal conditions. Intuitively, this block is the
most recent block observed by the client.

e pending: A sample next block built by the client on top of latest
and containing the set of transactions usually taken from local
mempool. Intuitively, you can think of these as blocks that have
not been mined yet.

Gas on Ethereum

The cost of operations on Ethereum are fixed and measured in a unit
called "gas". The price of gas is what constantly changes. This means that
the energy requirements to mine any given block are significantly lower
than that of PoW.

In August 2021, there was an Ethereum Improvement Proposal (EIP)
to improve the calculation of gas prices on Ethereum, known as EIP-1559.
Historically, gas prices on Ethereum have been unpredictable and at times
astronomically high, making transactions inaccessible to most people.
EIP-1559 changed the mechanism for setting the gas price, making
participating in Ethereum blockchain accessible to pretty much everyone.

Just like every currency in the world, Ethereum also has different
denominations thar are used to express smaller values. 1 ether is equal to
10'8 wei (the smallest denomination of ether) or 10° gwei.

Unit Wei Value Wei

wei 1 wei 1

Kwei (babbage) 1e3 wei 1,000

Mwei (lovelace) 1e6 wei 1,000,000

Gwei (shannon) 1e9 wei 1,000,000,000

microether (szabo) 1e12 wei 1,000,000,000,000
milliether (finney) 1e15 wei 1,000,000,000,000,000
ether 1e18 wei 1,000,000,000,000,000,000

Figure 11 — Table with relevant denominations for ether
Every block has a maximum amount of gas that can be used within it.

This is how a number of transactions included within a block are
determined. Every block has the capacity to use 30 million gas but has a
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target of 15 million gas total. The price of gas is determined by the amount
of demand for transactions (or block space), where demand is measured
by how filled the previous block was relative to the target gas.

% Gas used: 22M gas

b N\
Target: 15M gas v 4

pa
N

higher demand —

Gas used: 10M as%
gas price increase g

lower demand —
gas price decrease

" J " J

Figure 11 — Example of two different blocks with different demand quantity

The network first sets a base fee; in an ideal world, this base fee would
result in 15 million gas getting used in a block, no more, no less. However,
what happens in practice is the actual gas can be above or below the target
gas.

When blocks are above the target, the gas price (or base fee) is
automatically increased, increasing the cost and barrier to entry for
sending transactions and thereby reducing the number of people who are
competing to fill the block. When the block is below the target, the base
fee is lowered to incentivize people to transact by lowering the barrier to
entry for paying for a transaction.

This base fee helps users select an efficient gas amount that is likely
to get their transaction mined rather than wasting tons of money on
unnecessarily high gas prices like in the past. These mechanisms also
make it easy to predict future gas prices by looking at how “full” the
previous blocks were.

Instead of going straight into the miners pocket, the base fee actually
gets burned. There are several reasons why the base fee is burned instead
of being given to the miner:

e This prevents the miner from circumventing the payment of the
base fee since they have to pay at least base fee times the
number of transactions for the block that the mine, and

e Burning ether also creates a deflationary pressure on ether as
an asset since supply is taken out of the market.
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Since the base fee is entirely burned, the new incentive for miners is
now known as the miner tip. In a perfect world, the miner tip is the minimum
amount that the miner is willing to accept in order to execute the
transaction. This tip was originally set as 1gwei but can fluctuate
depending on how full blocks are. Since the target gas value in blocks is
15M, in general, so long as blocks are hitting or near the target amount,
there will always be room to add more transactions within a block. This is
why the miner tip does not need to be insanely high to get some
transaction included.

Solidity

Solidity is an object-oriented, high-level language for implementing
smart contracts. It is a language that closely resembles other popular
programming languages like C++, Python and JavaScript. Solidity is
statically-typed (variables must be defined at compile time) and supports
inheritance, libraries and complex user-defined types. It is a programming
language used to write smart contracts.

A smart contract is a set of promises, specified in a digital form,
including protocols within which the parties perform on these promises
(Szabo, 1996). Basically, smart contracts are typical contracts, but in a
digital form, and they have stronger enforcement parameters (Szabo,
1997).

A smart contract is simply a program that runs on the Ethereum
computer. More specifically, a smart contract is a collection of code
(functions) and data (state) that resides on a specific address on the
Ethereum blockchain. These are written in Solidity which means they must
be compiled into bytecode first in order to be Ethereum compatible.

Smart contracts are permisionless (anyone can deploy them to
Ethereum) and composable (they are gloably available via Ethereum).

// SPDX-License-Identifier: MIT
pragma solidity ~0.8.4;

address public owner;
bool public isHappy;
uint public x = 10;
int public y = -50;

contract MyContract {
constructor(address owner, bool _isHappy) {
owner = _owner;
isHappy = _isHappy;
H
}

Figure 12 — A sample of a Solidity smart contract
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The features of Solidity will be explained on the example listed as
Figure 12.

Line 1: Specifies what type of license will be used and determines
what license rules fall on that specific smart contract.

Line 2: The word pragma defines the version of Solidity that will be
used for writing the smart contract. Solidity uses semantic versioning.

Lines 4-7: Define state variables that will be used throughout the
writing of the smart contract. Variables in Solidity can have private, public
and internal visibility. Numbers in Solidity can be int (interger) and uint
(unsigned integer).

Lines 9-14: The scope of the contract. The contract keyword behaves
very simliar to the class keyword of JavaScript.

Lines 10-13: The constructor() function is called only once during
deployment and completely discarded thereafter. It is used to specify the
state when deploying a contract.

There are many data types in Solidity: boolean (bool), string,
integers (uint and int), bytes, enums, arrays, mappings, and structs.

A solidity-specific type of variable is called address. There are two
types of this variable: address and address payable. These two types
are more than just some string holding Ethereum address value, they are
first-class types, meaning that they have a number of methods and
function that can be called upon them.

Integration with Ethereum Virtual Machine

The Ethereum Virtual Machine (EVM) is a runtime environment that
executes smart contracts on the Ethereum blockchain. The Ethereum
Virtual Machine is a crucial component of the Ethereum network, enabling
the execution of decentralized applications (DApps) by processing and
validating smart contracts code. It plays a central role in ensuring the
decentralized and trustless nature of the Ethereum platform by allowing
participants to execute code without the need for a central authority. Smart
contracts written in languages like Solidity are compiled into bytecode that
can be executed by the Ethereum Virtual Machine.

After a contract has been compiled, the bytecode of that contract is
sent to the EVM. For a contract containing a simple while loop that
increments a variable of type integer five times, the bytecode looks like
this:
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Figure 13 — The bytecode of the while loop

The bytecode contains opcodes and operands. This bytecode looks
like this after looking up the EVM operation codes:

PUSH1 0x80 PUSH1 0x40 MSTORE CALLVALUE DUP1 ISZERO PUSH1 @xF JUMPI PUSH1 @x6 DUP1 REVERT
JUMPDEST POP PUSH1 OxA5 DUP1 PUSH2 @x1E PUSH1 ©x8 CODECOPY PUSH1 ©x0 RETURN INVALID PUSH1 0x88
PUSH1 0x40 MSTORE CALLVALUE DUP1 ISZERO PUSH1 @xF JUMPI PUSH1 0x@ DUP1 REVERT JUMPDEST POP
PUSH1 ©x4 CALLDATASIZE LT PUSH1 ©x28 JUMPI PUSH1 0x© CALLDATALOAD PUSH1 ©xE® SHR DUP1 PUSH4
0xA92100CB EQ PUSH1 0x2D JUMPI JUMPDEST PUSH1 ©x0 DUP1 REVERT JUMPDEST PUSH1 0x33 PUSH1 ©0x49
JUMP JUMPDEST PUSH1 0x40 MLOAD DUP1 DUP3 DUP2 MSTORE PUSH1 @x206 ADD SWAP2 POP POP PUSH1 ©0x40
MLOAD DUP1 SWAP2 SUB SWAP1 RETURN JUMPDEST PUSH1 @x0@ DUP1 PUSH1 ©x@ SWAP1 POP PUSH1 6x0 DUP1
SWAP1 POP JUMPDEST PUSH1 ©x5 DUP3 LT ISZERO PUSH1 @x67 JUMPI DUP2 DUP2 ADD SWAP1 POP PUSH1
0x56 JUMP JUMPDEST DUP1 SWAP3 POP POP POP SWAP1 JUMP INVALID LOG2 PUSH5 0x6970667358 0x22 SLT
KECCAK256 PC 0xD7 OxE1 Ox1F CALL ©xD3 PUSH16 @xC53779562E305AF3C9180B2ABBDCCFE6 OxD2 CALLVALUE
STATICCALL POP TIMESTAMP MULMOD ADDMOD ©xA5 OxD8 PUSH5 0x736F6C6343 STOP MOD SUB STOP CALLER

Figure 14 — The look of the bytecode after transposing the values of opcodes and
operands

Conclusion

In the ever-evolving landscape of blockchain technology, the
significance of the Solidity programming language is underscored by its
integral role in platforms like Bitcoin and Ethereum. Bitcoin, the pioneering
cryptocurrency, employs a blockchain data structure to create a secure,
decentralized ledger of transactions. Solidity, however, takes the concept
of blockchain a step further within the Ethereum ecosystem, enabling the
development of smart contracts. These self-executing contracts, written in
Solidity, automate and enforce predefined rules, facilitating a wide array of
decentralized applications. Ethereum's versatility, driven by Solidity,
extends the capabilities of blockchain beyond a mere medium of
exchange, transforming it into a decentralized computing platform with
applications spanning finance, gaming, and decentralized finance (DeFi).

As industries recognize the potential benefits of blockchain, its
integration is becoming increasingly prevalent across sectors. From
enhancing the traceability of goods in supply chain management to
revolutionizing traditional financial systems through decentralized finance
applications, the transformative impact of blockchain is gaining
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momentum. Solidity's role in facilitating the creation and execution of smart
contracts plays a crucial part in this evolution, offering developers a
powerful tool to build decentralized applications that foster trust,
transparency, and efficiency. The ongoing convergence of Solidity,
blockchain data structures, and real-world applications suggests a
promising future where decentralized technologies redefine how industries
operate and interact.
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Resumen:

Introduccion/objetivo: Este trabajo proporciona una descripcion general
completa de la tecnologia blockchain, aclarando sus principios
fundamentales y como garantiza la transparencia, la inmutabilidad y la
descentralizacién. La integracion de Solidity con blockchain se explora a
través de un enfoque tedrico.

Métodos: Este trabajo analiza meticulosamente los principios de
blockchain, aclarando la transparencia, la inmutabilidad y Ila
descentralizacién, mientras explora la integracién de Solidity en un marco
tedrico, asegurando una comprension integral de su intrincada relacion y
contribuyendo a una comprensién mas amplia de la tecnologia moderna
de distribuicion de registros.

Resultados: El producto resultante de este articulo sera la obtencion de
conocimientos Utiles sobre la tecnologia que practicamente da forma al
mundo.
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Conclusiéon: En conclusion, la adopcion de Solidity como lenguaje de
programacion en la tecnologia blockchain ha demostrado ser fundamental,
ya que mejora la funcionalidad de los contratos inteligentes y la seguridad
general del sistema. Sus caracteristicas especializadas la convierten en
una herramienta indispensable para los desarrolladores que navegan por
las complejidades de las aplicaciones descentralizadas.

Palabras claves: blockchain, Bitcoin, Ethereum, Solidez,
descentralizacion.

IMpumeHeHne a3bika NnporpaMmmunpoBaHus Solidity B TexHonorum
blockchain

Caea C. Ctannwmy?, Xpucmura H. CtosHoBu4®, Meops 1. [xoppxesuy®

@ Boopy»xeHHble cunbl Pecny6nukn Cepbus, BoeHHas aBnaums
npoTrMBoBo3ayLLUHas obopoHa, 98-as aBMaumoHHas Gpuraga,
TNapxeBum, Pecny6nuvka Cepbusi, KoppecnoHAEeHT

5 BoopyskeHHble cunbl Pecnybnvkn Cepbusi, BoeHHas aBvauus 1
npoTrMBoBO3ayLUHasA obopoHa, 126-aa aBnaumnoHHas 6puraga BHOC,
r. benrpag, Pecnybnuka Cepbusi

& BoopyxeHHble cunbl Pecnybnukn Cepbus, MeHwTab, YnpasneHune
UHGOPMaTHKM 1 TenekoMmyHukaumn (J-6), r. benrpaa, Pecnybnuka Cepbus;
YHuepcuteTte ,MeratpeHa’, dakynbTeT Bbl4ECNUTETENMbHBIX HaYK,
r. benrpag, Pecnybnuka Cepbus

PYBPUKA TPHTW: 20.15.05 NHdopMaumoHHble cnyx0bl, ceTu, CUCTEMbI B
Lenowm,
81.93.29 MHdopmaumoHHas 6e3onacHocTb. 3awuta
MHpopmauun
BWO CTATbW: o63opHas ctatbs

Pesome:

BeedeHue/uyenb: B 0OaHHOU cmambe npedcmasrieH 8CeCcmopOoOHHUU
0630p 6510K4eliH MexXHoI02UU, Pa3bsCHSIOMCS ee 0CHo8oro1azarujue
ApuHYUNLl U Mo, Kak OHa obecrieyusaem [pPO3PaYHOCb,
HeusmMeHHocmb U OeueHmpanu3ayur. WHmeepayuss Solidity ¢
br10k4eliHoM uccriedyemcs ¢ MOMOWbI0 Mmeopemu4yeckoao noodxoda.

Memo0bi: B daHHOU cmambe npedcmassieHbl npuHyunsl blockchain
mexHonoeauu. Teopemuyeckuli nodxo0 u ¢hpaemeHmbl Koda Ha
npakmuke rnokasbigarom, kak Solidity codyemaemcss ¢ amol
mexHornoauell U rnoyemy oHa signssemcs hyHOaMeHmoM pa3sumusi
CO8peMeHHbIX MexHO02ul U MHo2uUX ompacsiel MPOMbIWIEHHOCMU.

Pesynbmamsi: B pesynbmame uccrie®o8aHusi nosly4eHbl Mose3Hble
ceedeHuUsI O MEXHOo02UU, Komopasi ecmpedyaemcsi npakmu4yecku 80
8cex cghepax cospeMeHHO20 Mupa.
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Bbigodkl: BHedpeHue Solidity 6 kad4ecmee si3bika npogpaMmuposaHusi 8
6710K4eliH MexXHOM0o2UK 0Ka3asiochk KIo4eabiM (haKmopoM 8 MosbIlueHUU
yHKYUOHanbHoOCMuU cMapm-KoHmpakmos u obweli 6e3onacHocmu
cucmembl. Eeo crieyuanbHble  xapakmepucmuku —Oenamom — e20
He3aMeHUMbIM UHCmpyMeHmoMm Orisl pa3pabomyuKkos, 3aHUMaroWUXcsl
CIIOXXHOCMSIMU OeUeHmMpaniu308aHHbIX MPUIOXEHUU.

Kniouesble cnoea: briokyelH, 6umkouH, Ethereum, Solidity,
OeueHmpanu3ayus.

MpumeHa nporpamckor jesmka Solidity y blockchain TexHonoruju

Caea C. Ctannwmh?, Xpucmura H. CtojaHosuh®, Meop Jb. hophesuh®

@ Bojcka Cpbuje, PaTHO Ba3ayxonnoBCcTBO U NPOTUBBA3QyxonnoBHa oabpaHa,
98. BasgyxonnoBHa bpuraga, Jlahesun, Peny6nuka Cpbuja,
ayTop 3a npenucky

5Bojcka Cp6buje, PaTHO BasayxonnoBCTBO M NPOTMBBa3OyxonioBHa oabpaxa,
126. 6puraga BOJVH, Beorpag, Penybnuka Cpbuja

B Bojcka Cpbuje, MNeHepanwTab, YnpaBa 3a TenekoMyHukauuje m
uHdopmatuky (J-6), beorpaa, Penybnuka Cpbuja;
MeratpeHz YHuBep3auTeT, PakynTeT 3a KOMMNjyTepcke Hayke,
Beorpag, Penybnuka Cpbuja

OBJIACT: padyHapcke Hayke, T
KATEFOPWJA (TWUIM) YIAHKA: nperneaxv pag

Caxemak:

¥Y800: Y pady je npedcmasrbeHa blockchain mex+nonozauja, HeHu 0cHo8HU
MPUHYUNU U Ha4yuH Ha Koju ce ocuaypasa mpaHCrnapeHmHocm,
HerpoMeHs/busocm U OeueHmparnusauuja. VIHmeapauuja rpoepamcKkoe
jesuka Solidity ca blockchain mexHosiocujom objawH-eHa je meopujcKuM
rpucmyriom.

Memode: PacsemsbeHu cy npuHyunu blockchain  mexHomnoauje.
Teopujckum ripucmynom u uceqyuma Kkoda riokasaHo je kako ce Solidity
uHmezpuwie ca 080M MEXHOo2UjOM U 3awmo rnpedcmasrba cmyb
paseoja caspeMeHuX mexHoroauja U MHO200POjHUX UHOYCMPUCKUX
epaHa.

Pesynmamu: [JobujeHe cy KopucHe uHghopmauyuje 0 mexHosioauju Koja je
npumer-eHa y ceum obnacmuma GaHawHee ceema.

Bakrbyyak: Yceajabe npozgpamckoe jesuka Solidity y blockchain
MeXHOI02Uju roKasaso ce Kiby4yHUM, jep rnobosbuwasa ¢hyHKUUOHAIHOCM
namemHux yeoeopa U YKynHy cuaypHocm cucmema. Hbezoee
creyujanu3ogaHe Kapakmepucmuke YUHe 2a HEeOrnxoOHUM anamom 3a
rpoepamepe Koju ce Kpehy Kpo3 KOMIIEKCHOCM OeueHmpariu308aHuX
annukayuja.
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Abstract:

Introduction/purpose: Information systems represent a set of people, data,
processes and information technologies related to the purpose of data
collection, processing, storage and their filtering into useful information
needed for supporting organizations or decision making. The information
system is developed as a Web application with the help of the Javascript
programming language, Node.js, and React.js, while in the background it
relies on data storage and communication with the SQL database.

Methods: Modern web application development tools are used and tested
on low budget hardware.

Results: Effective software for a car park with low maintenance cost and
great reliability has been developed.

Conclusion: The software made work easier, increased access to data and
facilitated data review, reducing the possibility of error. The application
described in this article and made for research shows how modern
commercial technologies can be used for military purposes.

Keywords: software, solution, car park, JavaScript, node, SQL, military,
technology.

Introduction

The constant improvement and expansion of technology has led to
the fact that there is almost no sphere (social, economic, military, etc.) that
has remained immune to its implementation and application. The potential
for application is significant and there are no limits to the depth to which
technology will reach into people's lives. The key part is the development
of software which people come in contact with in their daily activities and
which has become their tool for doing business. In this paper, an
Information System will be presented for the needs of operating a car park.
(Kaplanovi¢, 2023)
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Used technologies

Agile method in IS development

The agile development method consists of phases, but the entire
project is executed through cycles (sprints) that have some of the required
system functionalities as the end product. Cycles are iterative, adaptive,
divided in time, fast and flexible to new requirements or changes. The
method requires continuous communication with users and developers
who develop the solution. After each cycle, there is a consolidation with
the already completed part of the solution from the previous cycles.
Unfinished solutions are handed over to users for use and testing at a
certain point in time. The received feedback from users affects the
modification of the product of a certain cycle (part of the solution) which
will be performed in one of the following cycles.

Used information technologies for development

Node.js is an open source environment, implemented in the
JavaScript programming language. JavaScript as a relatively new
programming language has brought convenience in writing codes because
it can be used on both the client side and the server side. Node.js is
platform independent and it is intended for the development of scalable
network applications. Its architecture is event-driven and contributes to the
ability of input/output operations to be executed in real time. It allows
writing command line tools and scripts as well as running on the server
side. The manager package provides access to a huge database of
packages. It also supports boot chaining projects. By using the HTTP1
package, a simple web server can be created very quickly.

Some of the typical web tasks are not directly supported by Node. To
add specific request handling, URL paths, or dynamically creating server
responses, it is necessary to write a code or facilitate the work by using
one of the web frameworks. Express is one of the most popular and
minimalist ones. In this paper, it was used for processing HTTP requests
(GET, POST, UPDATE, DELETE) from different paths.

Sequelize is a library for Node.js that provides work with relational
databases. It uses ORM (Object-Relation Mapping) functionality which
manipulates the database using objects and the very methodology of
object-oriented programming. The benefit is that there is no need to write
raw SQL. It supports work with databases such as MySQL, PostgreSQL,
SQLite, and Microsoft SQL Server. The developer defines the models that
represent the tables in the database and the relationships between them.
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Models are used to create, read, update, and delete (CRUD operations) a
data base. This approach allows the same code to be used over and over
again and to access any SQL database without changing the query.
(Pundsack, 2023)

The React JavaScript library was used to create the user interface.
React creates components (tables, buttons, forms, menus) that are
modular code pieces and whose community constitutes the user interface.
The point is to make such components that they can be used multiple times
without retyping their code. It is not necessary to reload the page for
changes to occur. React is based on the principle of the virtual DOM
(Virtual Document Object Model). It allows monitoring the state of certain
components and updating only those that have changed. This allows for
better performance and more efficient display updates. The data itself is
transferred from the top to the bottom of the hierarchically organized
components. This is made possible by using unidirectional binding which
also makes it easier to follow the flow of data. (Grebe, 2019)

Analysis of the requirements for an ideal solution

The driving force behind the development of this information system
is the desire to facilitate and automate the process of vehicles
entering/exiting to/from a military facility, to monitor their conditions and to
organize drivers. The information system for supporting the car park
operation is designed to consist of two groups: guards and administrators.
There is information on each vehicle: vehicle brand, vehicle type, vehicle
status, registration number, and VIN number. The guard user group is
obliged to keep records, enter data on which driver leaves or enters the
facility with which vehicle, with which travel order number, and on which
date. The group of administrators is responsible for entering, updating, or
deleting data on vehicles, drivers and records, as well as entering user
accounts and maintaining them. In the security service, in the analysis of
the existing organization, the potential for speeding up work and increasing
efficiency was noticed, and it was chosen as a priority for the development
of the first version of the application. A client-server architecture was
chosen as a solution. A centralized server with a database allows users to
simultaneously access data with different devices. (Ellk et al, 2020)

The idea of improving the existing working method

When a vehicle enters a military facility or exits from it, a certain
procedure must be followed. The method of operation is as follows:
* the vehicle approaches the gate,
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* the guard approaches the vehicle, takes the license plate number
from the driver,

* enters the security facility and enters data into the record book,

* returns to the driver and returns the documents, and

* opens the gate for the vehicle to leave the facility.

The mentioned process can be improved based on the following:

* the vehicle approaches the gate,

+ the guard approaches the vehicle,

* the guard enters the data into the application (which vehicle, which
driver and the number of the travel order) using a portable device, and

+ opens the gate and the vehicle leaves the facility.

The importance of the mentioned procedure is noticeable especially
when multiple vehicles leave or enter a facility where there is a shortage
of available time for performing such actions. The system can also be
applied in conditions where the guard does not have to be at all next to the
vehicle. The entire process can be monitored from a remote facility.

The suggested procedure is as follows:

+ the vehicle approaches the gate,

* the security service records the driver and the vehicle with a video
from the cameras, and

* remotely opens the gate and the vehicle leaves the building.
(Fadeev, 2022)

The way of using the developed IS may differ depending on military
facilities, their organization and technigues at their disposal. The system
requires any device that can access the network where the application is
located and which has the ability to work with the Internet browsers. This
system enables all the benefits of digitalization such as: authentication and
user authorization, authenticity of entered data, insight into the current
state, easier access to information, and storage of copies. These benefits
are very difficult to achieve by applying the old approach of manual data
entry into record books. The concept of an individual at the gate recording
who enters and exits is outdated and prevents the security service from
performing their duty of guarding the object. Access to data keptin a record
book is limited to the shift guard responsible for keeping it. However, data
entered into the application with a centralized database are available to
authorized users online. This enables users whose duties are related to
the organization to autonomously seek information about currently
available manpower or technology. Users who need such information do
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not have to call the security service, thus disrupting their work and wasting
the time of the duty officer who has to browse the records and search for
requested information. The diagrams in the text describe the usage of the
application. The elements of the diagram are: actors (users), use cases
that describe the tasks that the system performs, links that connect actors
and use cases. Figure 1 shows a diagram of the use cases. (Adam et al,
2021)

X

AamuHucTpaTop

pernen caux noparaka y 6asu
Mpomena noparaka eeupaeHuMje noparaka
Korisnik
[petpara esuienuie
‘knatbare ceux nogarara y 6aau
noparaka

Figure 1 — Use case diagram

An activity diagram consists of different elements:

1. Activities: these are tasks or operations performed in the system.
They are represented inside a rectangle and named after the actions they
represent.

2. Transitions: show a change in activity and indicate the flow of
control or data flow. They are represented by arrows that connect activities
and contain conditions related to their execution.

3. Decisions: represent the points in the diagram where the system
must make decision on what next step to take. They are marked with
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diamonds and contain the conditions that determine which transition will
occur.

4. Synchronization: represents events that are executed in parallel,
and then connected at one point in the diagram. It is used when necessary
to ensure that activities are completed before proceeding to the next step.

5. Initial and final node: the initial node marks the beginning of the
activity diagram, while the end point marks the end of the execution of the
diagram. Both points are represented by circles.

The activity diagram contributes to a better understanding of complex
processes and helps in their implementation, analysis and optimization.
The following text describes an activity diagram (Figure 2) of user
registration.

YHowerse nogaTaka
3a pervcTpaumjy )~

Banuaauwja
%Q Heycnewxa Fa
n
J opyka o rpewun

Yecnewxa

KopucHuk 8\_ Oa
nocTaju d

He

| BanaMTu KOpUCHWKa l

Figure 2 — Activity diagram
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The registration activity consists of the following steps:

1. The user enters his username and password into the system.

2. After the username and the password are entered, the system
performs a validity check of the entered data. If some of the validation
requirements (e.g. password length) are not met, the system displays an
error message and prompts the user to re-enter correct credentials. The
application performs the check on the client side, thus reducing the task of
the server to reject requests that do not meet the condition.

3. If the entered data is valid, the system checks the status of the user
in the database data. If the user does not exist in the database, the system
updates the database and registers a new user.

4. If a user with the same username already exists in the database,
the system displays an error message, informing the user that the account
already exists.

The data entry activity is shown in a diagram (Figure 3). The diagram
shows the data entry in the record table. The activities are the same for
each entry in the application. The following is a description of the diagram
from Figure 3:

1. Upon the access to the application, it is checked whether the user
is registered for work. If yes, the page for data entry is displayed; if not, the
user is redirected to the login page.

2. Enter the data in the input form. Data validation is synchronized
with the input. While data entry is ongoing, data validation is ongoing.

3. If the entered data is valid, it is possible to send data to the server.

4. The content of the form is removed. A clean form for a new entry is
immediately available thus speeding up user's work.

Figure 4 represents a sequence diagram that shows how the client-
side of the application sends a request to the server-side of the application
to get the data to display. (Stawowy et al, 2023)

By clicking on the link to display the page, the user sends a request
to display it. An example in Figure 4 shows the user accessing the page
where the data about drivers is displayed. This is made possible with the
help of the Navigate() function which assigns the URL for the
corresponding page, and calls for the React Router library that routes the
users based on URLs. Specific content related to the defined address
route is then displayed. The components of a particular page have
functions related to the page load event (onLoad). The function starts to
be executed while loading the bound component, in this case the
component in charge of display of driver data (mainTable).
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The component sends a request to get data using Sequelize. The
query is executed in the server part of the application over the database
data and returns the requested data as a result. The client side formats
and displays the data that the user can see.
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Figure 3 — Diagram of the data entry activities
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