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MWHUCTAPCTBO OOBPAHE PEMYBIVKE CPEUJE
MEOWJA LLEHTAP ,O0BPAHA”

Hvpektop
Cmesuya C. KapanaHuuH, NyKOBHUK

YHVUBEP3WUTET OABPAHE Y BEOIPALlY
PexTop
Mpod. ap MnadeH BypyHa, renepan-majop, “http://orcid.org/0000-0002-3558-4312

HauernHuk ofceka 3a nagaBayky AenaTHOCT
[pazaHa Mapkosuh

YPEAOHWK BOJHOTEXHUYKOTI FMACHUKA
Mp Hebojwa Nahelua, NOTNYKOBHUK
e-mail: nebojsa.gacesa@mod.gov.rs, tel.: 011/3241-311, 064/80-80-118, ©http://orcid.org/0000-0003-3217-6513

YPEBMBAYKM OOBO0P

— reHepan-maiop npod. aAp boiaH 3pHKh, MuHucTapcTBo onbpare Penvbnuke Cpbuie. Ynpasa 3a onbpambeHe TexHonoruje
CekTopa 3a MaTepuianHe pecypce, npeaceaHunk Ypehusaukor onbopa, “http://orcid.ora/0000-0002-0961-993X,

— reHepar-maiop npod. Ap MnaneH BypyHa, YHuBep3uTteT ogbpaHe y Beorpagy, 3aMeHuk npefceaHuka Ypehmsaykor
on6opa. “http://orcid.ora/0000-0002-3558-4312,

— MYKOBHWK npodb. Ap Munexko AHapuh, YHuBep3uTeT onbpare v Beorpaay, BoiHa akanemvia, @ http://orcid.ora/0000-0001-9038-0876,

— mp Ceprei A. AprvHos, 'maporpaduyeckoe obiiectso, CankT-NeTepbypr, Poccuiickas denepaums (Hydrographic society,
St. Petersbura. Russian Federation), ®http://orcid.ora/0000-0002-5264-6634,

—npod. ap Ismat Beq, Lahore School of Economics, Lahore, Pakistan, ®http://orcid.ora/0000-0002-4191-1498,

—npodb. ap CtesaH M. Bep6ep, The University of Auckland, Department of Electrical and Computer Engineering, Auckland,
New Zealand, ®http://orcid.ora/0000-0002-2432-3088,

—npod. ap Cara BpaHew, NHctutyt .Muxaino Mvnun“, Beorpan. @http://orcid.ora/0000-0002-7054-6928.

— npod. aAp NeoHna W. MpeunxmH, MUHCKuIn rocyaapCTBEHHbIV BbICLLUUIA aBUALMOHHbIN konneax, MuHck, Pecnybnvka
Benapycb (Minsk State Higher Aviation College, Minsk, Republic of Belarus), ©http://orcid.ora/0000-0002-5358-9037,

— npod. aAp Anekcanap B. [lopoxoB, XapbKOBCKMIA HaLMOHAMNbHbI 9KOHOMUYECKWIA VHBEPCUTET, XapbKoB, YKpanHa
(Kharkiv National University of Economics, Kharkiv, Ukraine), ©http://orcid.ora/0000-0002-0737-8714,

— npodb. Ap XKerbko Typosuh, YHrnepauTeT v Beorpaay, EnekrpotexHudkm cakyntet, Ghttp://orcid.ora/0000-0002-6076-442X,

— ap Hukona >Kerapau, Cprcka akagemuia usvmutersa 1 HavdHuka, beorpaa, @http://orcid.ora/0000-0002-1766-8184,

—npodb. ap Anekca J. 3eiak. YHveepauteT v Hosom Cany, PakvnTeT TexHuykvx Havka, Ghttp://orcid.ora/0000-0001-5114-2867,

—npodb. ap Bvkuvua M. JosaHosvih, Old Dominion University Norfolk, USA, ©http://orcid.org/0000-0002-8626-903X,

—npod. ap BpaHko Koeaueswh, YHuBepauteT v Beorpaay, EnekrporexHunyky coakymreT, ©http://orcid.ora/0000-0001-9334-9639,

— ap Cama Jb. Kopuua. YrusepauteT YHuoH - Hukona Tecna. Beorpan. @http://orcid.ora/0000-0002-7915-9430.

— Hav4Hu caBeTHWK aAp AHa W. KocToB, MHCTUTYT 3a pvaapcTtBo 1 metanvpruiv. bop. Ghttp://orcid.ora/0000-0003-1893-7187,

— BaHp. npodb. Ap Cnaeorby6 C. Jlekuh, YHusepauteT v Beorpaay, MorsonpuepenHu dakvnTer, & http://orcid.org/0000-0002-4834-3550,

— ap Bacunuje M. Manoeunh, Combustion and CCS Centre, Cranfield University, Cranfield, United
Kinadom. ©http://orcid.ora/0000-0002-8377-7717.

— MOTMNYKOBHVIK BaHP. npoch. Ap Japomup Mapec, YrusepauteT onbpare v BpHy, Yetuka Penvbnmka, ©http://orcid.org/0000-0002-1337-3821,

— akanemuk 'pagumvp B. MunosaHosuh, Cpricka akanemuia Havka v ymeTHocTi, Beorpan, ©http://orcid.ora/0000-0002-3255-8127,

— BaHp. npod. Ap Penumarthy Parvateesam Murthy, University Guru Ghasidas Vishwavidvalava, Department of Pure and
Applied Mathematics. Bilaspur (Chhattisaarh). India. ®http://orcid.ora/0000-0003-3745-4607.

— Hay4Hu caseTHWK ap Mpenpar Metposuh, VIHCTUTYT 3a TenekomyHukauwje u enektpoHnky UPUTEN ALl
Beorpan. ®http://orcid.ora/0000-0002-0455-7506.

—npod. Ap Cnasko J. MokopHW, Bucoka wkona 3a nHdopMaumnoHe TexHororuje, padyHapcku usajH 1 caBpeMeHo
nocnoeakwe, Beorpaa, ©http://orcid.ora/0000-0002-3173-597X,

— npod. ap CtoiaH PaneHosuh, YHuBepauteT v beorpaay., MawwuHcku dakvnteT, ©http://orcid.ora/0000-0001-8254-6688,

— npod. ap AHapeia Camyosuh, YHusepsuteT v beorpaay. Caobpahainu dakvnTer, Ghtto://orcid.ora/0000-0001-6432-2816.

— npodb. ap JoHen Ctapeuy, Transilvania University of Brasov, Romania, ®http://orcid.ora/0000-0001-5947-7557,

— Hay4Hu caBeTHuK ap Cpehko C. Ctonuh, RWTH Aachen University, Faculty for Georesourcen and Materials Engineering,
IME Process Metalluray and Metal Recvclina, Aachen, Deutschland, ®http://orcid.ora/0000-0002-1752-5378,

— npodb. ap Mupocnas [. TpaiaHosuh, YHuBepsuteT v Huwy, MawumHckm chakvnTeT, Ghttp://orcid.ora/0000-0002-3325-0933.

—npod. ap Bnaaumup YepHoB, Bnaoumupckuii rocyaapcTBeHHbIN yHUBepeuTeT, Bnaoumnp, Poccuiickasa depnepauus
(Vladimir State University, Vladimir, Russian Federation), ©http://orcid.ora/0000-0003-1830-2261.

— NoTnNVkoBHWK Mp Heboiwa H. Mahewa, ypeaHnk BojHoTexXHUYKOr rnacHuka, cekpetap Ypehusaukor
opbopa, ©http://orcid.org/0000-0003-3217-6513.

Appeca pepakumje: BOJHOTEXHUYKWN MMACHMWK, bpahe Jyrosuha 19, Beorpag
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e-mail: vojnotehnicki.glasnik@mod.gov.rs

Mpetnnara Ha WTamnaHo nagakse: e-mail: pretplata@odbrana.mod.gov.rs; Ten.-cbax: 011/3241-009; Texkyhu pauyH: 840-312849-56
Pykonucu ce He spahajy

Yaconuc nanasm TpomeceyHo

Mpeu wramnaxu 6poj BojHomexHuykoe enacHuka objasrbeH je 1. 1. 1953. roguHe

MpBO eneKkTpoHCcKo n3gawe BojHomexHu4ykoe enacHuka Ha NHTepHeTy o6jaBrbeHo je 1. 1. 2011. roamHe

BojHomexHuyku anacHuk je niueHumpaH kog EBSCO Publishing-a, Hajseher ceeTckor arperatopa Yaconumca, nepyoauke 1 octanmx
n3Bopa Yy NyHOM TekcTy. KomnneTaH TekcT BojHomexHu4Koe enacHuka [ocTtynaH je y 6asama nogataka EBSCO Publishing-a.
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MWHUCTEPCTBO OBOPOHbI PECMYBNNKN CEPBUA
MEOWA LUEHTP ,O0BPAHA"

OVPEKTOP

Cmesuya C. KapanaHmkuH, NonKoOBHUK

YHVUBEPCUTET OBOPOHbI B . BENIPALE

PEKTOP
npodceccop a-p MnageHn BypyHa, reHepan-maiop, ©http://orcid.org/0000-0002-3558-4312

HauanbHuk YnpasneHus no genam nagatenbcrsea:
[OparaHa MapkoBuy

PEOAKTOP BOEHHO-TEXHNYECKOIO BECTHUKA
Kangmpat TexHnyeckmx Hayk Hebonwa Mavelua, noanonkoBHUK
e-mail: nebojsa.gacesa@mod.gov.rs, Ten.: +381 11 3241 311, +381 64 80 80 118, “http://orcid.org/0000-0003-3217-6513
COBET PEOAKTOPOB
— leHepan maiiop npodeccop A-p bosH 3pHKY, Ha4anbHUK YNpaeneHns 060POHNTESNbHbLIX TeXHoNornii npu lenaptameHte
mMaTepuarnbHbIx pecvpcoB MuHuctepcTea o6opoHsl Pecnybnuku Cepbusi, npeaceaatens Coseta pefakTopos,
http://orcid.ora/0000-0002-0961-993X.
— 'eHepan maiiop npodeccop aA-p MnageH BypyHa, pektop YHuBepcuteta obopoHbl B I. Benrpage, 3amectutens
npeacenatens Coseta peaaktopos, Ghttp://orcid.ora/0000-0002-3558-4312,
— MonkoBHuK npodeccop a-p MuneHko AHapuy, YHuBepcuTteT 060poHbl B I. Benrpaa, BoeHHas akagemus,
http://orcid.ora/0000-0001-9038-0876,
— kaHauaat Havk Ceprej A. ApryHoB, M'vaporpaduyeckoe obliecTtso, CaHkT-MNeTepbypr, Poccuiickas deaepauus,
http://orcid.ora/0000-0002-5264-6634,
— lNMpodeccop a-p Ismat Beq, Lahore School of Economics. Lahore, Pakistan. ©http://orcid.ora/0000-0002-4191-1498.
— [-p CteBaH M. Bep6ep. The University of Auckland, Department of Electrical and Computer Engineering, Auckland, New
Zealand. ©http://orcid.ora/0000-0002-2432-3088.
— MNpodeccop a-p CaHs BpaHreww, MHCTUTYT «Muxaino Mvnuny, Benrpan, ©http://orcid.ora/0000-0002-7054-6928.
— lMpodeccop a-p JleoHna MpeunxmH. MUHCKUIA rocyaapCTBEHHbBIV BbICLUMIA aBUALMOHHBIN konneax, MuHck, Pecnybnvka
Benapvcb. Ghttp://orcid.ora/0000-0002-5358-9037.
— Mpodeccop a-p Anekcanap Jopoxos, XapbKOBCKUI HALIMOHANbHBIN 3KOHOMUYECKUIA YHUBEPCUTET, XapbKoB, YKpauHa,
http://orcid.ora/0000-0002-0737-8714.
— Mpodeccop a-p XKenbko xypoBuy, Benrpaackuin yHMBepcuTeT, DNEKTPOTEXHNYECKUI (haKynbTeT,
http://orcid.ora/0000-0002-6076-442X,
— [0-p Huikona M. Xerapau, Cepbekas akanemus nobpetateneit n vieHbix, Benrpan, ©http://orcid.ora/0000-0002-1766-8184,
— lMNpocbeccop o-p Anexca 3eiak, YamsepcuteT B r. Hosn Can, ®akynbTeT TexHn4eckux Havk, Ghttp://orcid.ora/0000-0001-5114-2867,
— [0-p Byvkuua M. NoeaHosuy, Trine University, Allen School of Eqaineering and Technology, Department of Engineering
Technoloav. Angola. Indiana. USA, ®http://orcid.ora/0000-0002-8626-903X.
— MNpodeccop a-p BpaHko Koeayesuy, benrpaackuii yHusepeutet, QnekTpoTeXHUYECKUIn hakynbTeT,
http://orcid.ora/0000-0001-9334-9639.
— [O-p CaHs J1. Kopuua. YHuBepcuteT «YHUOH — Hukona Tecnay. r. Benrpaa. ©http://orcid.ora/0000-0002-7915-9430,
— HavyHbii coBeTHWK A-p AHHa KocToB, VHCTUTVT ropHoro aena un metannyoriu, 1. bop, ©htto:/orcid.ora/0000-0003-1893-7187,
— [I-p Cnasonto6 C. exny, Benmanckuii vHvBepcuTeT. dakvrbTeT cenbekoro xossneTsa, & http:/orcid.ora/0000-0002-4834-3550.
— [O-p Bacunmin M. Manoswy, Combustion and CCS Centre. Cranfield University. Cranfield, UK, ©http:/orcid.ora/0000-0002-8377-7717,
— MoanonkoBHWK 4-p Apomup Mapec, YHuBepcuteT 060poHbI B I. BpHO, Yexus, Ghttp://orcid.org/0000-0002-1337-3821
— Mpodeccop a-p MNpaavmup B. MunosaHoBuy, uneH CepbGcekoii akagemun Hayk, Benrpag,
http://orcid.ora/0000-0002-3255-8127,
— [O-p Penumarthy Parvateesam Murthy, University Guru Ghasidas Vishwavidvalava, Department of Pure and Applied
Mathematics. Bilaspur (Chhattisaarh), India. ©http://orcid.ora/0000-0003-3745-4607.
— HavuHbiii coBeTHUK a-p Mpeapar MNeTpoBuy, YNpaBnsaoLwmii AMDEKTOD No BONPOCaM UCCnenoBaTenbckux paboT
WMHcTuTyTa TenekommvHukauwmin u anektpoHuku «IRITEL AD» r. Benrpan. ©http://orcid.ora/0000-0002-0455-7506.
— MNpodeccop a-p Cnasko MokopHW, Konneak MHhOPMaLMOHHbLIX TEXHOMOTWIA, KOMMNBIOTEPHOIO AN3aiHa U COBPEMEHHOrO
6usHeca. benrpan. Ghttp://orcid.ora/0000-0002-3173-597X.
— Mpodeccop a-p CtosH PageHosuy, Benrpaackuii yansepcuteT, PakynbTeT MalumHocTpoerus, Ghttp://orcid.org/0000-
0001-8254-6688.
— MNpodeccop a-p AHnpest Camuosud, Benanckui vAreepcuTeT, GakynbTeT TpaHcnopTa, Chttp://orcid.ora/0000-0001-6432-2816,
— lMpodbeccop a-p Monen Ctapely, TpaHcUbBaHUACKWIA YHUBEPCUTET B T. Bpaluos, PymbiHus, Ghttp://orcid.ora/0000-0001-5947-7557,
— HayuHbiin coBeTHUK A-p Cpeyko C. Ctonun4, RWTH Aachen University, Faculty for Georesourcen and Materials
Enaineerina. IME Process Metallurgy and Metal Recvclina, Aachen, Deutschland, ©http://orcid.org/0000-0002-1752-5378,
— lNMpodeccop a-p Mupocnae TpasHoBWY, YHMBepcuTeT B . Huw, ®akynbTeT MaluMHOCTPOEHNS,
http://orcid.ora/0000-0002-3325-0933.
— MNpodeccop a-p Bnaanmup YepHos, Bnaanmmpckuii rocyaapcTBeHHbIn yHuBepcuteT, Bnagumunp, Poccuiickas
tenepauns, Ghttp://orcid.ora/0000-0003-1830-2261.
— MoanonkoBHWK kaHauAaT Havk Hebonwa Mavelwa, peaaktop BoeHHO-TeXHNYECKoro BeCTHUKa, cekpeTapb CoseTa
pepaktopos, ©http://orcid.org/0000-0003-3217-6513.

Anpec pepakuun: BOJHOTEXHUYKWN MMACHUK, Bpahe Jyrosuha 19, Beorpap,
http://www.vtg.mod.gov.rs
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e-mail: vojnotehnicki.glasnik@mod.gov.rs

Moanucka Ha neYaTHyr Bepcuto XypHana: e-mail: pretplata@odbrana.mod.gov.rs;

Ten.-akc: +381 11 3241 009; Ne pacyeTHoro cyeta: 840-312849-56

Cmamsbu, npucnaHHble pedakyuu XypHana He so3spaujaomcs

JKypHana BbinyckaeTcsi exekBapTarnbHO

MepBbit HOMep BoeHHO-TexHMYeckoro BecTHMKa BbinyLleH 1.1.1953 ropa.

MepBas anekTpoHHas BepCKs XypHana pa3MeLleHa Ha nHTepHeT ctpanuue 1.1.2011 ropa.

BoeHHo-TexHn4eckunin BECTHUK BIodeH B cuctemy EBSCO — BcemnpHasi akagemuyeckas 6a3a JaHHbIX Y CEPBUCOB.
MeyvaTaeT: BojHa wramnapwja — Beorpag, Pecascka 406, e-mail: vojna.stamparija@mod.gov.rs
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Abstract:

The paper shows a new approach to proving the recent fixed point
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by several authors, with much shorter and nicer proofs. An example is
given to illustrate our results.
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Introduction and preliminaries

One of important generalizations of metric spaces are so-called b-
metric spaces (type metric spaces by some authors). This concept was
introduced by Bakhtin in 1989 and Czerwik in 1993.

Consistent with (Bakhtin, 1989, pp.26-37) and (Czerwik, 1993, pp.5-
11), the following definition and results will be needed in the sequel.

Definition 1.1. (Bakhtin, 1989), (Czerwik, 1993) Let X be a
(nonempty) set and s>1be a given real number. A function
d: XxX —[0,40) is a b-metric if and only if, for all x,y,ze X, the

following conditions are satisfied:
(b,) d(x,y)=0if and only if x = y,
(by) d(x,y)=d(y,x),
(bs) d(x, Z)S s(d(x,y)+ d(y, z))
The pair(X,d) is called a b-etric space.

It should be noted that the class of b-metric spaces is effectively
larger than that of metric spaces, since a b-metric is a metric when s =1.
The following example shows that, in general, a b-metric does not
necessarily need to be a metric, see also (Aghajani, et al, 2014), (Abbas,
et al, 2016, pp.1413-1429), (Ansari, et al, 2016), (Ding, et al, 2016,
pp.151-164), (Djuki¢, et al, 2011), (Huang, et al, 2015a, pp.808-815),
(Huaping, et al, 2015), (Huang, et al, 2015b, pp.800-807), (Hussain, et al,
2012), (Hussain, et al, 2013), (Jleli, et al, 2012, pp.175-192), (Jovanovic,
et al, 2010), (Kadelburg, et al, 2015, pp.57-67), (Khamsi, Hussain, 2010,

pp.3123-3129), (Parvaneh, et al, 2013), (Roshan, et al, 2015), (Roshan, et
al, 2014, pp.229-245), (Zabihi, Razani, 2014).

Example 1.1. Let (X,d)be a metric space, and p(x, y)=(d(x, ),
p>1 is a real number. Then p is a b-metric withs =27"', but p is not a

metric on X.

Otherwise, for more concepts such as b-convergence,
b-completeness, b-Cauchy sequence and b-closed set in b-metric spaces,
we refer the reader to (Aghajani, et al, 2014, pp.941-960), (Abbas, et al,
2016, pp.1413-1429), (Ansari, et al, 2016), (Djuki¢, et al, 2011), (Huang,
et al, 2015a, pp.808-815), (Huaping, et al, 2015), (Huang, et al, 2015b,
pp.800-807), (Hussain, et al, 2012), (Hussain, et al, 2013), (Jleli, et al,
2012, pp.175-192), (Jovanovié, et al, 2010), (Kadelburg, et al, 2015,
pp.57-67), (Khamsi, Hussain, 2010, pp.3123-3129), (Parvaneh, et al,
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2013), (Roshan, et al, 2015), (Roshan, et al, 2014, pp.229-245), (Zabihi,
Razani, 2014) and the references mentioned therein. Also, for the
concepts such as partial order, comparable, well ordered, nondecreasing,
increasing, dominated, dominating and other, we refer the reader to
(Aghajani, et al, 2014, pp.941-960), (Abbas, et al, 2016, pp.1413-1429),
(Ansari, et al, 2016).

The following three lemmas are very significant in the theory of a fixed
point in the framework of metric and b-metric spaces. Also, we use these
in the proof of our main results.

Lemma 1.2. (Aghajani, et al, 2014, pp.941-960, Lemma 2.1) Let

(X,a’) be a b-metric space with s>1, and suppose that {xn} and { n}
are b-convergent to x, y respectively, then we have

1 . -
S—zd(x,y)ﬁ lim d(xn,yﬂ)ﬁ limsed(x,,y, )< szd(x,y). (1.1)

——n—x0

In particular, if x=y, then we have limn_md(xn, yn)=0. Moreover,
foreach z € X we have

lal(x, z) < lim d(xn , z) < E,de(xn , Z) < sd(x, z). (1.2)
S

—n—>®

Lemma 1.3. (Jovanovi¢, et al, 2010, Lemma 3.1) Let{y, lbe a
sequence in a b-metric space (X ,d) with s > 1, such that
d(y,9,.)<2d(y, 1. 5,) (1.3)

for some le[O,l),and each n=1,2,.. Then {yn}is a b-Cauchy
s

sequence in a b-metric space (X ,d )
Lemma 1.4. (Radenovic¢, et al, 2012, pp.625-645, Lemma 2.1), (Jleli,
et al, 2012, pp.175-192, Lemma 2.1) Let (X,d) be a metric space and let

{yn} be a sequence in X such that d(yn,y,m) is nonincreasing and that

limd(¥,,,.)=0. (1.4)

n—0

If {yzn} is not a Cauchy sequence, then there exist an ¢>0 and two
sequences {m, } and {n,} of positive integers such that the following four
sequences tend to ¢* when k —

d(y2mk > Von, )7d(y2mk ayznk+1)ad(J’2mk—1oy2nk )7d(y2mk—l’y2nk+l)'
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Main results

Let ¥ be the family of all nondecreasing functions
v :[0,4+00) —>[0,4+0) such that lim,Hool//"(t)Z 0 for all ¢>0. If
w e, then y(t)<t forall >0 and w(0)=0.

Our first result is the following:

Theorem 2.1. Let (X , j) be a partially ordered set and there exists a

b-metric d on X such that (X ,d ) is a b-complete b-metric space. Suppose
s>1 and f:X — X is an increasing mapping with respect to < such
that there exists an element x, € X with x,° fx,. Assume that

s.w.d(ﬁg,ﬁ;)g w(M(x, )+ L-N(x,v)

1+5d(x,fx) 2.1)

for all comparable elements x,y € X,where L >0,

M(x,y)= max{d(x,y)’ d(f;]jclzfi,(jﬁ:f/)}

and

N(x, y)=min{d(x, fi).d(x, ). d(y. fc).d(y. )}
If
(1) f is continuous, or

(2) Whenever{xn} is a nondecreasing sequence in X such that

x, >uecX,one has x,< u forall ne N,
then f has a fixed point. Moreover, the set of fixed points of f is well
ordered if and only if f has one and only one fixed point.

Proof. Suppose that x,#x,, for all n=0,1,2,., where
for all n=0,1,2,..
in (2.1) we shall prove that

X, =, =f"x,. In this case, we have x, 6 <x

n+l

Therefore, putting x=x,,y = x

n+l

d(xn+l’xn+2)-<ld(‘xn’xnﬂ) (22)
S

forall n=0,1,2,.... Indeed, then (2.1) becomes
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s l + Sd(xn > xn+1 )

1 d(xn+l > 'xn+2)
1+ 5 d(x,,x

no " n+l

< l/l(max{d(‘xn > X4l )7 d(xn 2 X )d(x"+l > Xpi2 )}J

1+ d(xn+l 4 xn+2 )
+ L min{d('xn 4 xn+l )’ d(xn 4 xn+2 )’ d(xrﬁ—l H xn+1 )’ d(x)z+1 ’ xn+2 )}

1+Sd(xn’xn+1) d(xn’xn+l)d(xn+lﬁxn+2)<d(x x 1) and
1+ ;d(xn , xn+1) 1+ d(er—l ’ xn+2)

Since, 1<

n?

d(x;z+1’x;z+1): 0’ we have S d(xn+l’xn+2)g W(d(‘xn’xm—l )) < d(xn’xml )
Hence, (2.2) follows.
Further, using (2.2), we have

1 1
d(fzxn s fzxn+1 )< ;d(ﬁn ’/xn+] ) < S_zd(‘xn s xn+1 )

As Size[o,i), therefore by using Lemma 1.4, the sequence
{fzxn }:fo = {xz,x3,...} is a b-Cauchy sequence. This further implies that
the sequence {fx, }:fo ={x,,x,....| is a b-Cauchy sequence. Since (X,d)
is b-Complete, {xn} b-converges to a point u € X.

(1) First, we suppose that f* is continuous. Therefore, we have

u=limx,., = lgmwﬁcn = f(lEX,l) = fu,
that is,u is a fixed ponint of f. ' '

(2) Further, consider (2) of theorem holds. Using the assumption of
(X,d,j), we have x,< u. Now, we show that fu = u. Firstly, we have

L, fu) < du,x, )+ d( f,. fir)
)

Now, using the assumption x, < u and inequality (2.1), we have

no " n+l

s(1+sd(x,,u))

1+;d(x x,.)

la’(u,fu)S d(u,x,, )+ M (x,,u)
s
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no " n+l

. 1+;d(x x,.,)
s(1+sd(x,,u))

'L-N(x u)

nd

Since M(x,,u)—>0 and N(x,,u)— 0 as n—> o, the result follows, i.e.,

fu=u.

From Theorem 2.1, we have the following result which is an
improvement from the corresponding results (Theorems 2.7 and 2.8) of
(Ansari, et al, 2016).

Corollary 2.1. Let (X , j) be a partially ordered set and there exists a
b-metric d on X such that (X,d) is a b-complete b-metric space.
Suppose s>1 and f:X — X is an increasing mapping with respect to

= such that there exists an element x, € X with x,< fx,. Assume that

1+sd(x,
L) 5 )< plate ) M} LN
1+Ed(x, 1) '
for all comparable elements x,y € X,

where L >0, f3:[0,+0) — [0,1) with p(t,)— 1 implies t, — 0,
s s

d(x,ﬁc)-d(y,ﬁ)}
1+d(f, )

M(x,y)= max{d(x, y),

and

N(x,y)=min{d(x, f).d(x, f).d(y, fe).d(v, )}
If
(1) f is continuous, or

(2) whenever {xn} is a nondecreasing sequence in X such that

x,>ucX, onehas x,< u forall ne N,
then f has a fixed point. Moreover, the set of fixed points of f'is well
ordered if and only if /" has one and only one fixed point.

Proof. Since A(d(x,y))< 1 the condition (2.3) implies
S
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- L) )< M (o) L M)

1+;A%ﬁ) (24)

where L, = s- L. On the similar lines of Theorem 2.1, we have the result.
On the similar lines of Theorem 2.1, we have the following result.
Theorem 2.2. Let (X , 5) be a partially ordered set and suppose

that there exists a b-metricd on X such that (X ,d ) is a b-complete b-metric
space (with parameters >1). Let f: X — X be an increasing mapping
with respect to < such that there exists an element x,ec X with
X,= fx,. Suppose that

s-d(fx,ﬁ/)s ﬂ(d(x,y))M(x,y)+L-N(x,y), (2.5)
for all comparable elements x,y e X,

where L >0, f3:[0,+0) — [O,l) with S(t,)— ! implies t, — 0,
S S

ﬂ%ﬁ)ﬂ%ﬁ?
1+d(f, )

M<x,y>=max{d<x,y>,

and

N(x.y)=min{d(x, fc).d(x. ). d(y. fe).d(y. )}
If
(1) f is continuous, or

(2) whenever {x,} is a nondecreasing sequence in X such that

x, >uec X,one has x,< u forall ne N,
then f has a fixed point. Moreover, the set of fixed points of [ is well
ordered if and only if f has one and only one fixed point.

Proof. The condition (2.5) implies

d(fx, )< S%-M(x,y)w«N(x,y), (2.6)

L
for all comparable elements x,y e X, where L =—2>0.The rest of the
s

proof is similar to Theorem 2.1.

Remark 2.1. Since the proofs of the main results in (Ansari, et al,
2016), (Zabihi, Razani, 2014) are strongly dependent of Lemma 1.2 of
Aghajani et al. (Aghajani, et al, 2014, pp.941-960), it is too complex to deal
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with them. Our approach in Theorems 2.1-2.2, as well as in Corollary 2.1
covers all the results of (Aghajani, et al, 2014, pp.941-960) without utilizing
the lemma mentioned above. It is clear that our proofs are much shorter
and nicer.

Also, it is not hard to see that the main results in (Abbas, et al, 2016,
pp.1413-1429) have much shorter proofs by the application of our
approach, that is, without using Lemma 1.2 of (Aghajani, et al, 2014,
pp-941-960).

In the sequel, we consider all three results in the case where s =1,
that is, (X,d) is a standard metric space. Here we have to use Lemma
1.4 to obtain our results.

Theorem 2.3. Let (X , 5) be a partially ordered set and suppose that
there exists a metric d on X such that (X,d) is a complete metric
space. Suppose f: X — X is an increasing mapping with respect to <

such that there exists an element x, € X with x,< fx,. Assume that

L(x’y).d(fx,ﬁ;)g w(M(x,y))+L N(x,y)

1+;d(x, ) 2.7)

for all comparable elements x,y € X, where L >0,

M(x,y)= max{d(x, ¥) d(f;]iclzfi(;jﬁ})}

and

N(x,y)=min{d(x, fc).d(x, 5).d(v, o). d(v, )}

(1) f is continuous, or
(2) wheneve r{xn} is a nondecreasing sequence in X such that

x, >uelX, onehas x,<u forall ne N,
then f has a fixed point. Moreover, the set of fixed points of f is well
ordered if and only if f has one and only one fixed point.

Proof. First we suppose that x, # x,,, forall n=0,1,2,... Then, by

n+1

taking x=x,,y=1x,,, in (2.7), we get

n+l
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1 + d(xn 4 xn+1 )

1 'd(xn-#l ’xn+2)é l//(M(‘xn’er—l ))+L ’ N(xn’xn+1 )’
1+5d(‘xn’xn+l)

where

M(xn X ) — max{d(xn X )’ d(xnla—):n(;ll(l d();’:Hl > ;Cn+2 )} — d(x X )’
n+12 " n+2

d(‘xiﬁl > xn+2 )
1 + d('xn+1 > xn+2 )

N(xn ’ xn+1 ) = min{d(‘xn ’ xn+1 )’ d(‘xn ’ xn+2 )’ d(‘an ’ ‘xn+1 )’ d(an H ‘xn+2 )} = O
Since
1 + d(xn 2 xn+l )

1
1+5d(x xm)

because <1, and

> I’W(M(x xn+1 ))< d(xnﬂxnﬂ) and N(Xn,an)

n’

(2.8)

becomes d(xn+l > xn+2 ) < d(‘xn ’ xn+l )’
ie., d (xn,xnﬂ) is a decreasing sequence. Therefore, there exists 7 >0

such that lim,—« d(xn’er—I) = r. Assume that » >0, from (2.8), we have
1+

1+lr
2

-rSr@lrSO,
2

which is a contradiction. Hence limn%d(xn,xnn ) =0.
Now, we suppose that the sequence {xn} is not a Cauchy sequence

in a metric space (X,a’). By putting x = x,,,), ¥ = X, in (2.7), we obtain
1+d(xm(k),xﬂ(k))

1
1+ Ed(xm(k), xm(k)H )

'd(‘xm(k)ﬂ > X1 )S V/(M(xnz(k)oxn(k)))+ L- N(xnz(k)9xn(k))’ (2.9)

where
M (%05 %))
d > mlk d n(k)>*nlkH+
) max{d(xm(k)’xm(k)“ ) (xm(li)fd &) l(3) 1()): ((:)) 1); - 1)}
and

N(xm(k) > xn(k))
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= min{d (xm(k)’ X (k)41 )d (xm(k)’ Xo(kpt )d (xn(k)’ Xon(k)o1 )d (xn(k)’ Xyt )
Now, letting to the limitin (2.9), as k& — oo, and using Lemma 1.4, we get
l+¢

1
-géy/(g)+L-0<g<:>—eS0,
I+—¢ 2
2
which is a contradiction. Hence the sequence {xn} is a Cauchy sequence.

The rest of the proof is the same as in Theorem 2.1.
Corollary 2.2. Let (X , 5) be a partially ordered set and suppose

there exists a metricd on X such that (X,d) is a complete metric space.
Suppose f: X — X is an increasing mapping with respect to < such that

there exists an element x, € X with x,< fx,. Assume that

1+d(x,
L) g ) plate ) M) LNGY)
1+5d(x, 1) '
for all comparable elementsx,y € X,
where L >0, 3 :[0,+0) — [0,1) with S3(¢,)— 1" implies 7, — 0,

M(x,y)= max{d(x, ») d(f:r]zzfi(j;’f})}

and

N(x.y)=min{d(x, fc).d(x. ). d(y. fe).d(y. )}
If
(1) f is continuous, or

(2) whenever {x,} is a nondecreasing sequence in X such that
x, >uelX, onehas x,=u forall ne N,
then f has a fixed point. Moreover, the set of fixed points of f is well
ordered if and only if f has one and only one fixed point.

Proof. Since f3(d(x,y))<1, the condition (2.10) implies that

L(x’y).d(fx,ﬁ;)g M(x,y)+L-N(x,y).

1+;d(x,fx) .11

On the similar lines of Theorem 2.3, we have the result.
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Remark 2.2. It is not hard to see that both functions y and £ in all
results are superfluous. But in our next result, the function S is not
superfluous.

Theorem 2.4. Let (X ,5) be a partially ordered set and suppose that

there exists a metric d on X such that (X,d) is a complete metric space.
Let /: X — X be an increasing mapping with respect to < such that the-
re exists an element x, € X with x,< fx,. Suppose that

d(fx, )< pld(x, y))M(x, y)+ L-N(x, ), (2.12)
for all comparable elements x,y € X, where
L>0, B:[0,4+00) —[0,1) with 5(¢,) — 1" implies 7, — 0,

M(x,y)= max{d(x,y)= d(f;]i;zfi(j;f)}

and

N(x,y)=min{d(x, f).d(x, fr).d(y, fe).d(v, )}
If
(1) f is continuous, or

(2) whenever {xn} is a nondecreasing sequence in X such that

x, >uelX,onehas x,<u forall ne N,
then f has a fixed point. Moreover, the set of fixed points of f is well
ordered if and only if / has one and only one fixed point.

The following example support our theoretical result given with
Corollary 2.1.

Example 2.3. Let X = {0,1,2} and define the partial order < on X
by <= {(0,0), (1,1), (2,2),(0,1)}. Consider the function f: X — X given as
f0=f1=1, f3=0 which is nondecreasing with respect to <. Let
x, =0. Hence fx,=f0=1, so x,<fx,. Now, define the b-metric on X
by d(x,y)= (x—y)2 forall x,y e X. Then (X,d) is a b-complete b-metric
space with s=2. It is easy to verify that this example satisfies all the
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conditions of Corollary 2.1 for each ﬂ:[O,oo)—)[O,%) with ¢z, >0+

whenever S(t, ) — %—.

Finally, we formulate the following result (Geraghty fixed point
theorem in the framework of a b-complete b-metric space):

Theorem 2.5. Let (X ,d) be a b-complete b-metric space and let
s >1. Suppose that a mapping f: X — X satisfies the condition

d(fx, )< Bld(x, y))d(x, y).

forall x,y € X,where f:[0,0) —[0,1) with ¢, — 0+ whenever
,B(tn)—> 1- for each sequence ¢, (0,).
Question. Prove or disprove Theorem 2.5.
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YMNMOPAOQOYEHHbBIE B METPUYECKUME NMPOCTPAHCTBA U
CANMAIOLWME OTOBPAXEHNA TUTA GERAGHTY

Cymum Yangok®, Mupko C. NosaHosuu®, CmosiH H. PapgeHosud®

@ YumsepcuteT Tanap, ®akynbTeT matematuku, MaTtuana, Hgus

6 YHuBepcuteT B benrpage, ®akynbTeT anekTpoTexHuku, r.benrpag,
Pecny6nuka Cepbus

® YHusepcuteT B Benrpaae, ®akynbTeT MalLMHOCTPoeHus, r.6enrpan,
Pecny6nuka Cepbusi

OBNACTb: matematuka
BWO CTATbW: opurmHanbHasa HayyYHas ctaTbsl
A3bIK CTATbW: aHrnuiickuin

Pe3some:

B nHacmosiwel cmambe, ©6nacodapsi Hoeomy Memody,
npedcmaesneHbl Hoseliwue pesynbmamsl uccnedosaHull
HernooOsUXXHOU  MOYKU, rnpoeedeHHbie  pa3HbIMU  asmopamu.

lNpedcmasneHue daHHbIX pe3ybmamoe nodKpensieHbl npumMepamu.

Knoyesble crioga: HenoaBwxKHasi Todka, 6-meTpuka, CpaBHUTENbHLIN,
ynopsigoyeHHbii, GERAGHTY-oTobpaxeHune, 6-Kowwn, 6-komnner.

YPEBEHWN B-METPUYKU MPOCTOPU N KOHTPAAKTVBHA
MNPECINUKABAHA TEPAITXTUJEBOT TUMA

Cymum Yangok®, Mupko C. JOBaHOBVIhﬁ, Cmoja+ H. PageHosuh®

@ YuusepauteT y Tanapy, MaTtemaTuuku dpakyntet, Matuana, Muauvja

o YHuBepauteT y beorpagy, EnektpotexHuuku cakyntet, beorpag,
Penybnuka Cpbuja

® YuusepauteT y Beorpagy, MawmHcku bakynteT, Beorpag,
Penybnuka Cpbuja

OBJIACT: maTtematuka
BPCTA YJTAHKA: opurnHanHu Hay4Hu YnaHak
JE3WMK YJTAHKA: eHrnecku

Caxemak:

Kopuwhemem Hoeoe npucmyna, y pady cy npedcmassbeHu
HedasHU pe3ynmame (DUKCHE mauyke, KOjy je ycmaHo8usro eulie
aymopa, Ha MHo20 Kpahu u nenwu Ha4uH. HasedeH je u npumep Koju
mo unycmpyje.

KrbydHe pedu: dykcHa Tadka, 6-meTpuka, ynopeaus, 0o6po ypeheH,
eparxTnjeBo npecnukaBawe, 6-Kowwujes, 6-komnneT.
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Abstract:

In this paper, we have proven several generalizations of the Banach
contraction principle for multiplicative metric spaces. We have also derived
the Cantor intersection theorem in the setup of multiplicative metric spa-
ces. Non-trivial supporting examples are also given.

Key words: Multiplicative metric, Multiplicative open ball, Multiplicative
Cauchy sequence, Multiplicative contraction.

Introduction

The study of fixed points of mappings satisfying certain contractive condi-
tions has many fruitful applications in various branches of mathematics; hen-
ce, it has extensively been investigated by many authors (Rad, et al, nd),
(Radenovi¢, et al, nd), (Mustafa, et al, 2016, pp.110-116), (Radenovi¢, et al,
2016, pp.38-40). The Banach contraction principle has been the most versati-
le and effective tool in the fixed-point theory (Banach, 1922, pp.133-181). Ge-
neralization of the Banach contraction principle has been one of the most in-
vestigated branches of research. Matthews (1994, pp.183-197) introduced the
concept of partial metric space as a part of the study of denotational seman-
tics of dataflow networks, showing that the Banach contraction mapping theo-
rem can be generalized to the partial metric context for applications in pro-
gram verification. Hitzler (2001) generalized the Banach contraction principle
in the context of a dislocated metric space.

ACKNOWLEDGEMENT: The authors are grateful to the editor and anonymous refe-
rees for their careful reviews, valuable comments and remarks to improve this manuscript.
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Zeyada (2005, pp.111-114) improved the work of Hitzler in a disloca-
ted quasi metric space. Shatanawia & Nashine (2012, pp.37-43) studied
the Banach contraction principle for nonlinear contraction ina partial metric
space. Suzuki (2008, pp.1861-1869) characterized metric completeness
by the generalized Banach contraction principle. Boyd and Wong (1969,
pp.458- 464) showed that the constant used in the Banach contraction
principle can be replaced by an upper semi-continuous function. Hadzi¢
and Pap (2001) extended the contraction principle to probabilistic metric.
Jainet al. (2012, pp.252-258) generalized the Banach contraction principle
for cone metric spaces. There have been a number of generalizations of a
metric space. Some examples of such generalizations are given above.
One such generalization is a multiplicative metric space, where Ozavsar
and Cevikel (2012) introduced the notion of multiplicative contraction map-
pings and derived some fixed-point results for such mappings on a com-
plete multiplicative metric space.

Hxiaoju, et al. (2014) established some common fixed points for weak
commutative mappings on a multiplicative metric space.

In the current paper, we establish an extension of the famous Banach
contraction principle in multiplicative metric spaces. The Banach theorem
is extended in two ways:

1. The contraction constant depends on the multiplicative distance

between the points under consideration.

2. The behavior of d(x; T x) is considered instead of the comparison

of d(T x, T y) and d(x, y).

The derived results carry the fixed-point results of Dugundji and Gra-
nas (1982) in a metric space to a multiplicative metric space. Furthermore,
to complete the proof of the extension of the Banach theorem, we also de-
rived the Cantors intersection theorem in multiplicative metric spaces.

Definition 1.1. (Bashirov et al, 2008) A multiplicative metric on a
nonempty set X is a mapping

d: X xX — R satisfying the following condition:

(1) d(x, y) 21 forall x, ye X;

(2) d(x,y)=1ifandonlyif x =y;

(3) d(x,y) =d(y, x) for all x, y € X;

(4) d(x,z)=<d(x,vy).d(y, z)forall x,y, z€ X.

The pair (X,d) is called a multiplicative metric space.

Example 1.1. Let R! denote the set of n-tuples of positive real numbers.
And letd:R!xR! — R be defined as
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* * * *

n

R EH B Y I B
yl y2 y3 yn
Where x=(x1, X2, ..., Xo) , Y=(V1, Y2 .., Yo)e R and || :R, >R is defi-

ned as
a if a>1
1Ll a<
a
Then, clearly, d’ X, y) is a multiplicative metric (Bashirov et al, 2008).
Example 1.2. Let (X,d) be a metric space, then the mapping d,
defined on X as follows is a multiplicative metric,
d,(x,y) =a%Y) where a>1.

The following definitions are given by Ozavsar and Cevikel (2012).

Definition 1.2. Let (X,d) be a multiplicative metric space. If a €X and
r>1, then a subset
B.(a)=B(a;r) = {x € X :d(a;x) <r}

of X is called a multiplicative open ball centered at a with the radius r.
Analogously, one can define a multiplicative closed ball as

B.(a)=B(a;r) = {x € X :d(a;x) < r}

Definition 1.3. Let A be any subset of a multiplicative metric space
(X,d). A point xeX is called a limit point of A if and only if
(A N B,(x)) —{x}# D forevery >1 .

Definition 1.4. Let (X,d) and (Y,p) be given multiplicative metric spa-
ces and a €X. A function f:(X,d) (Y, p) is said to be multiplicative conti-
nuous at a, if for given £>1 , there exists a 6 >7 such that

d(x, a) <6 =d(f(x),f(a)) < ¢ orequivalently f(B(a;5)) = B(f(a); &).
Where B(a;0 ) and B(f(a); €)

are open balls in (X,d) and (Y,p) respectively. The function f is said to be
continuous on X if it is continuous at each point of X.

X

d’(x,y)=

a

Definition 1.5. A sequence {x,} in a multiplicative metric space (X,d)
is said to be multiplicative convergent to a point x €X if for a given&>1

there exists a positive integer 7, such that d(x,,x) <e&for all n=n, or
equivalently, if for every multiplicative open ball B.(x) there exists a positi-
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ve integer n,such that n>n; = x, e B.(x) then the sequence {x,}is

said to bemultiplicative-convergent to a point x & X denoted by xn— x(n —

oo)_

Definition 1.6. A sequence {x,}in a multiplicative metric space (X,d)
is said to be multiplicative Cauchy sequence if for every £>1 there exists a
positive integer 7, such that d(x,,x,) <& foralln, mzn, .

Definition 1.7. A multiplicative metric space (X,d) is said to be com-

plete if every multiplicative Cauchy sequence in X converges in X in the
multiplicative sense.

Definition 1.8. Let (X,d) be a multiplicative metric space. A mapping
f: X — Xis called a multiplicative contraction if there exists a real number
a where 0<a<1 such that

d(f (). f (x,)) < d(x;, xz)“ for all x,x, €X.
Theorem 1.1. In a multiplicative metric space, every multiplicative
convergent sequence is a multiplicative Cauchy sequence.
Lemma 1.1. A sequence {x,} in a multiplicative metric space (X,d) is
a multiplicative Cauchy sequence ifand only if 4 (x,,x,,) > 1 (n,m — ©)

Theorem 1.2. (Banach Contraction Principle): Let (X,d) be a multipli-
cative metric space and let f: X—X be a multiplicative contraction. If (X,d)
is complete, then f has a unique fixed point.

Main Results

In this section, we are attempting to extend the famous Banach con-
traction principle into multiplicative metric spaces.

Theorem 2.1. Let (M,d) be a complete multiplicative metric space and
let T: M—M. Also assume that for each a>7 there is a y(a)>7 such that if
d(x, Tx)<y(a) then T(Ba(x))c Ba(x).

If d(T"y,7"*1y) > 1 for some y €M, then the sequence {T"y}
converges to a fixed point of 7T .

Proof. We first show that {7"y} is a multiplicative Cauchy sequence.

Let, for the sake of brevity, define 7"y =Y, . Given a>1, choose a natu-

ral number 7 so that d(yn,yn+l)<y\/; forall n=n,.
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Since d(3,,3,41)=d(3,.Ty,) <y we get T(B,,(v,)) B (y,). This
gives y,., =Ty, €B.(3,) and Ty, = Ty,,, € B,_(3,) by induction forall j > 0.

Then d(yk,yj)ﬁd(ykayno)-d(yno ,yj)<\/5-\/5=a for all j,anO.

It means {y,} = {T"y} is a multiplicative Cauchy sequence and, due

to the completeness of M, converges to some point z&M . Now we claim
that z=Tz. Suppose by way of contradiction that z= Tz then d(z, Tz)=>1.

Choose z, € By;(2) such that d(zn,zn+l)<y§/ﬁ. Then, by the

i IzeB
hypothesis of the theorem T’ (B% (Zn ) CB% (Zn) . Therefore, 12 %(Zn) :

2
But since d(I7,2)<d(Tz,z ). d(z ) =d(Tz,z )2 ;Z((jz’,zz)) N % _

2

As B3 >pfor B >1.
Therefore, 1z (EBW(Z”) gives a contradiction. Hence, Tz=z. This com-
pletes the proof.

Theorem 2.2. Let (M,d) be a complete multiplicative metric space,
and let T: M—M be a mapping satisfying

d(Tx,Ty) < 6[d(x,y)]. (2.1)

Where §:[1,0) —[1,0) is any non-decreasing (not necessarily conti-
nuous) mapping such that 5" (r) » 1 for each fixed > 1.

Then the sequence {T"x } converges to a fixed point of T in M.

Proof. We claim that &(¢) < for each #>1; because if ¢t <5(¢) for so-
me £>1, then by monotonicity 5(¢) < 5[5 (¢)] , which by induction implies that
t < 8" (t) forall n>0, implying that ¢< 1, which is a contradiction. Now, by
equation (2.1), we have d(T"x,T""'x)<¢8"d(x,Tx). Hence

d(T"x,7"*1x) > 1 foreach xe M.

(04
o(a)
u € B(x,a) , using multiplicative triangular inequality we have

Let o be given, and 7(a)= >1If d(x,Tx)< y(a) for any
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d(Tu,x) < d(Tu,Tx).d (Tx,x) < 8[d (u, x)].y < 5(04).% -a.
o

It means Tu € B(x,a). The rest of the proof is followed by Theorem 2.1.

Theorem 2.3. Let (M,d) be a complete multiplicative metric space and
T: M —M be a map satisfying

d(Tx, Ty) <d(x, )", (2.2)

Where 6 :M xM —[1,0) has the property that for any closed interval

[a, b] < [1, =), sup{S(x,y)|a<d(x,y)<b}=pu(a,b)<1,here u(a,b) denotes
a maximum value of &(x,y)for allx,y e[a,b]. Then T has a unique fixed

point veM and T"x— v foreach xe M.
Proof. Using condition (2.2), for any positive integer n andxeM,
we have

n_ on+l
d(Tn+lx,Tn+2X)Sd(TnX,TnJ’-lX)é‘(T x,T )C)

x,Tn+1x)

n
<d (T, 7 H T <d(Tx, 7"y

That is {d(I"x,T""'x)}* is a decreasing sequence and therefore con-
verges to some 1. We claim that e=1.Suppose on the contrary that e>1.
Obviously, there will be some positive integer 7, such that

d(T"x,T""'x)[&,+1] for all n>n,. We can choose an integer m > n,
andlet x € u(e,& + 1), we get by inductio

p p
e<d@™ PP ca e T LK < (641K forall p>0.

As k<1, so letting p — o0, we have ¢ <1, which is a contradiction.

Now let @>1, u=u(@.a) and y=min{/a, 0!1_’”}. Let
d(x,Tx)<y and ze€B(x,a). Using multiplicative triangular inequality, we
have d(Tz,x) <d(Tz,Tx).d(Tx,x) . We distinguish the following two cases:

Case-1: d(X,Z)<\/E , then
d(Tz,x) <d(Tz, T%).d(Tx,x)<d(z,x).d(Tx,x)<Naa=a

Case-2: \/asd(x,z)<a, then
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d(Tz,x) <d(Tz, Tx).d(Tx,x)< d(Z,x)é‘(Z’x).d(Tx,x)S ol =
In both cases, T(Ba(x))CBa(x)' Consequently, the existence of the

fixed point of 7" follows from Theorem 2.1.
For the uniqueness of the fixed point 7, consider Tz =z Zw = Tw

where x,we M. Using (2.2), we have, d(z, wy=d(Tz, Tw)<d(z, w’>",

Which for 6(z,w)<1, gives a contradiction. Hence z = w.
Definition 2.1. The sequence of non-empty sets {Sn} in a multiplicati-

ve metric space M is said to be a nested sequence of sets, if
D S o8 .,n=12,.
n n+1
2) The diameter o( Sn) of Sn tends to 1 as n — o,
Theorem 2.4. (Cantor's Intersection Theorem)A multiplicative metric

space (M,d) is complete if and only if every nested sequence of closed
sets has a non-empty intersection.

Proof. Suppose the multiplicative metric space M is complete and let
S1 252 ;)S3 ;)...;)Sn D...be a nested sequence of closed sets. Select a
point x in Sn, n=1,2,..We show that {x,} is a Cauchy sequence. Let

e>1 be given. As §(Sn)—>1 for n—1. There will be a positive integer

n such that 5(Sn)= sup d(a,b)<s forn>n,.
a,beS

n

Now X isin § DS for m=n. Therefore, x ,x €S for all
m n m m n I’IO

m,n>ny and d(x X )<&.Hence, {x } is a Cauchy sequence in M: Due
to the completeness of M, x —xeM. Next, we are going to show that
n

o0
xe N Sn. For any integer nZnO,the elements xn,xn

,..arealling .
n
n=1

+1
As X is the limit point of the set of these points of Sn, so X is the limit point

of § as well. Also, as Sn is closed, therefore xeSn forn>n,. Hence,
n
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o0
xe N S =¢. Conversely, suppose every nested sequence of closed
n
n=1
sets has a non-empty intersection. We shall show that M is complete. Let
{xn} be a Cauchy sequence in M. Then for every £>1 there will be a posi-

tive integer " such that d(xm, xn)<g YV m,n2n,.

1

Take £=22 and let n

1
d(xn,xn )<2?% n, >n,.

1

| be a positive integer such that

1

Let S1 =§(xn ,2), take £=2* and let n, be a positive integer such
1
1
that d(xn] , xn2 )<2% n,>n,.

1
_ 1 -
Let S2 =B(xn ,22) . Again take =28 and let ny be a positive inte-
2
1

8
ger such that d( XX, )< 2 ny>n.
2 3
—_ 1
Let S3=B(xn ,24) . Clearly SI’SZ and 53 are closed and
3

S, 25, QS3. Continuing in the same way, choose 7, <n, <n, <..<n, <.

1
k-1

i - R 2
and closed sets S1 ;)S2 253 ;)...QSk D... with Sk _B(xnk,z ). As
5(Sk)—>l when k — oo therefore these sets form a nested sequence of

e8] [00]
closed sets. By our assumption N Sk #¢. Let xe N Sk , then for some
k=1 k=1
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1

k-1
integer kO’ xeSk forall k >k, . Thatis d(x, ,x)<2® . k=>k. It means
Xn, X But {xnk } is a subsequence of a Cauchy sequence {xn}, there-

fore, x, = x € M . This completes the proof.

The Banach theorem can also be extended in another way, where the
behavior of d(x,Tx) is considered instead of comparing d(7x,7y) and

d(x,y) . Many of such generalizations relay on the following general prin-

ciple involving minimizing sequences for suitable real valued functions:
Theorem 2.5. Let (M,d) be a complete multiplicative metric space and
w:M —[1,) be an arbitrary (not necessarily continuous) function. As-

sume that inf{y (x)w (»)|d(x,y)= B} = A(B)>1 forall g >1(2.3).

Then each sequence {xn} in M such that l//(xn)—>1converges to
one and the same point zeM.

Proof. Let S, = {x|w(x) St//(xn)}. Any finite family of these nonempty

sets has a nonempty intersection. We shall show that &(s,) >1. As
v (x,) — 1; so, for any given £>1, there will be a positive integer 7, such
/ >
that l//(xn)< Ae) forall n=n.
For any x,ye S, with n>n, we have ¥ (x)¥(y)<a(¢). Condition

(2.3) gives d(x,y)<e&, SO 6(S,)<e. But &>1 is arbitrary, so §(S,)—> 1.
Moreover, as 5(S,)=46(S,) > 1, so, using Cantor’s Intersection Theorem

e 0] —
2.4, we conclude that there is unique ze N Sn . Since x, € Sn for each n,

n=1

therefore X =z Now let {yn} be another sequence with l//(yn)—>l, the-
refore l//(xn).l//(yn)—>1, arguing as before and using relation (2.3), it fol-

lows that d(xn, yn)—>1 and therefore y, 7.

The following theorem is an obvious consequence of the above result.

Theorem 2.6. Let (M,d) be a complete multiplicative metric space and
F,:M —[l,o0)be a continuous mapping. Assume the function

w (x) = d(x, F,(x)) satisfying condition (2.3) and inAf;d(x, F(x))=1.Then F,

has a unique fixed point.
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Proof. Notice that the Banach fixed-point theorem in a multiplicative
metric space follows from theorem 2.6. If

d(F(x),F(y))<d(x,y)? where ac(0,1). Then condition (2.3) is
valid for v (x) = d(x, F,(x)), because

d(x. )\ = dix,y) . dxy) _, L E()d (0 F ().
(x, ¥) 2 0 AFEOY) (x, F,(x)d(y,F (»))

Using )lcrelﬁf/} d(x, F,(x))=1, we get that d(Fl"(x), l71"+11(x))—>1 for each

xeM . This completes the proof.

The following corollary is readily derivable from the Banach Contrac-
tion principle

Corollary 2.1. Let (M,d) be a complete multiplicative metric space
and B:B(xo’ r):{x|d(x, x0)<r} where r>1.

Let 7:B—> M be a mapping such that d(7x,7y)<d(x, y))“ for all

x,y € B where 4 € (0,1) | If d(Txy,x,)< P74 then T hasa unique fixed point.

1-1

Proof. Choose ¢ < r such that d(7x,,x,)<¢ <. Next, we

show that T maps the closed ball C={x|d(x, x,) <&} intoitself. If xe C then

using the contractive condition of T and multiplicative triangular inequality we

have d(Ix, x,)<d(Tx, Ix,).d(TIx,, x,) < d(x, x, )’1.81_/1 <t =g

As C is closed, so the Banach Contraction Principle completes the proof.
We conclude with the following example which supports Theorem 2.3.
Example 2.1. Let M =[0.01, 1]. Consider the multiplicative metric

11
\

d:MxM — [1,0) defined by d(x,y) = 87?' . Then (M,d) is a complete

multiplicative metric space. The mapping 7 :M — M defined by

3
T(x)=
()5+x

, satisfies the following multiplicative contractive condition

d(Tx,Ty)Sd(x,y)(s(x’y), where 0:MxM —[0,0) defined 5(x,y):%,

has the property that for any closed interval
[a,b] < [1, ), sup{d(x,y)|a<d(x,y)<b}=p(a,b)<l.

Obviously, T has a unique fixed point 0.5413812651 M.
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PACLUMNPEHME BAHAXOBbIX NMPUHLMMNOB CXXATUA B
MYITbTUTTNNKATUBHOM METPUYECKOM MNMPOCTPAHCTBE

badwax-e-Pove, Myxammed CapBap
YHuepcuteT r. ManakaHg, Matematuyeckuin dakynbTeT, r. Yakgapa, Naku-
CTaH

OBNACTb: matematuka
B CTATbW: opurmHanbHasa HayyHas ctatbsl
A3bIK CTATbW: aHrnunckmn

Pe3some:

B OaHHOU cmambe MblI Ooka3alnu HECKO/IbKO 0606weHul
baHaxoebix  MpuUHYUNoO8 cxamus 8 MyfbmunauKamueHoOM
Mempu4YeCcKoM rnpocmpaHcmese. Mbi makxe passurnu
npumeHsiemyroKaHmoposymeopemy nodMHoXecms rnpu obpasosaHuu
MynbMUIUKamueHbIX Mempu4Yeckux npocmpaHcmes,nodmeepous ee
HempusuarnbHbIMU fpumMepamu.

Knroyesnie criosa: MyrnbmurisiukamueHas MempukKa,
MyflmeI'IJ'IUKamUSHbIIJ OprbImbIlj wap, riocnedosamersibHOCMb
Kowu, MyribmuriyiuKkamueHoe cxamue.

MPOWNPUBAHE BAHAXOBOT MNMPUHLUNMNA KOHTPAKLUWJE
HA MYOTUNINNKATUBHE METPUYKE MNMPOCTOPE

Badshah-e-Rome, Muhammad Sarwar

University of Malakand, Department of Mathematics, Chakdara Dir(L), Paki-
stan

OBNACT: maTemaTuka

BPCTAUJIAHKA: opuvruHanHun Hay4Hu YnaHak

JESMKYJIAHKA: eHrnecku

Caxemak:

Y oBOM pafy je Joka3aHO HEKONUKO reHepanusauuvja baHaxosor
NpYHUMMNA KOHTpakuuje 3a MyNTUMIMKaTUBHE METpUYKe NpocTope.
Takohe, pasBujeHa je KaHTOpoBa Teopema WHTepceKkuuje npu
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Abstract:

The kinetics of the desorption of ethanol previously absorbed onto
carbon molecular sieves (CMS-3A) was studied using the non-isothermal
thermogravimetric technique. The dependence of activation energy (E, )
for a particular degree of desorption (a) was established. It was confirmed
that the non-isothermal desorption of ethanol was a kinetically complex
process. A novel mathematical model for the kinetics of non-isothermal
desorption for the absorbed ethanol is established. This model is based
on the proposed dependence of the specific desorption rate on
time/temperature. The correlation dependences of the model parameters
B and n on heating rates were established. A general kinetic equation for
the non-isothermal desorption of ethanol was developed. It was found that
the specific desorption rate at every single heating rate increases,
whereas E,, decreases during the desorption process.

Key words: dependant, absorbers, molecular sieves, analytical models,
model, zeolites, CMS-3A, kinetics, ethanol, desorption.
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Introduction

Bioethanol nowadays presents a main alternative source for the
economic production of novel fuels and ethanol (Kosaric, et al, 2001).
Ethanol is produced by fermentation of sugars obtained by hydrolyses of
biomass. Three sources of biomass are commonly used: sugar, corn and
lignocellulose materials. The most promising source is the lignocellulose
biomass because it can use agricultural and forest residues and prevent
the heated fuel-versus-food debate (Hashi, et al, 2010, pp.4628-4637).
The only barrier for a broad application of production of ethanol is a high
production cost (Kaminski, et al, 2008, pp.95-102).

Produced bioethanol contains a certain amount of water. The
distillation process used for bioethanol separation and purification requires
a large amount of energy which is approximately equal to 50% of the
combustion energy of produced bioethanol (Fuijita, et al, 2011, pp.869-
879). Selective ethanol adsorption on a hydrophobic material of the zeolite
type is a way to reduce the energy consumption of this process, presently
the most promising procedure for an energetically rational bioethanol
production (Adnadjevic, Jovanovic, 2012, pp.761-768). The introduction of
this new separation process for bioethanol production requires solving a
novel problem of cheep and effective selective procedure of adsorbed
ethanol desorption onto a zeolite type adsorbent. The key role in this
solution is in the kinetics of ethanol desorption from the zeolite adsorbent.
It was shown that the most effective adsorbents are carbon molecular
sieves such as CMS - 3A. Knowing the kinetics of ethanol desorption can
contribute to better and more economical production of bioethanol.
Unfortunately, to the best of our knowledge, the literature data is sparse
with data concerning this topic.

Fujita and co-workers investigated the kinetics of desorption of
ethanol and water from various types of commercial zeolite (MSC-3A, 4A,
-5A, -6A, -7A, HiSiV3000, ZSM-5 (Si02/Al03 =30), hydrophilic 5A) in the
gaseous phase and evaluated the effectiveness of the proposed process
(Fujita, et al, 2011, pp.869-879). The desorption of 1-buthanol from water
solution adsorbed onto ZSM-5 with a high Si/Al ratio was discussed in the
work of Saravanan et al. (Saravanan, et al, 2010, pp.68-69). Oudshoorn et
al. investigated the desorption rate of 1- buthanol from zeolite CVB28014,
CVB901 (Oudshoorn, et al, 2012, pp.167-172).

Keeping that in mind, this work thoroughly investigates the kinetics of
the non-isothermal desoprption of ethanol adsorbed onto carbon molecular
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sieves (CMS-3A). Therefore, a kinetic model, kinetic complexity and the
values of the kinetics parameters were determined and discussed.

Materials and Methods

Materials

The following materials were used: a carbon molecular sieve type 3A
(CMS-3A), produced by Takeda Chem. Ind., Japan; ethanol 99.8 vol. % of
p.a. purity purchased from Hemos, Belgrade, Serbia, and bidistilled water
obtained from Hemofarm, Serbia. Before use, the CMS-3A was thermally
activated at a temperature of 393 K for 2 hours, cooled and kept in a
dessicator until use.

Characterization

The texture properties of the activated sample used were determined
by N2 (77 K) adsorption using a Micrometrics ASAP 2010 volumetric
adsorption apparatus. The BET surface area was measured from the
adsorption isotherms by applying the Brunauer-Emmett-Teller equation to

calculate the micropore volume (Vmp ). The total volume (V) was obtained

at a relative pressure of 0.99. The pore size distribution (PSD) was
obtained by the Horvath-Kawazoe analysis.

Sample preparation

Ethanol was absorbed onto the CMS-3A as follows. One gram of
thermally activated CMS-3A was added to 50 mL of ethanol. Ethanol
adsorption was undertaken for 24 hours. The ethanol adsorbed-CMS (CMS-
ethanol) sample was separated from the ethanol excess by decantation.
The sample was kept in the exicator to prevent ethanol desorption.

Thermogravimetric measurements

The non-isothermal thermogravimetric curves were recorded using a
TA Instruments SDT simultaneous TGA-DSC thermal analyzer, model
2960. These experiments were performed with the CMS-ethanol absorbed
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samples weighing 20 + 5 mg. The samples were placed in the platinum
pans under (99.9995 vol. %) nitrogen flowing at a rate of 20 mL min™. Four

different heating rates (v,= 5, 10, 15 and 20 K min”) were used in this

study. All experiments in this work were conducted in the temperature
range from ambient temperature up to 400 K. For isothermal methods, it is
necessary that the process of desorption is performed at a lower
temperature range from ambient to 500K. The original mass loss versus
temperature (TG) curves obtained at a constant heating rate were
transformed into the degree of desorption (a) versus temperature curves
by means of the following equation:
m, —m
x=—"" (1)
my —m,

where m,, mand m 7 refer to the initial, actual and final mass of the sample.

Kissinger—Akahira—Sunose (KAS) method

The Kissinger-Akahira-Sunose method (Akahira, Sunose, 1971,
pp.22-31) is the isoconversional integral method which uses Coats-
Redfern approximation (Coats, Redfern, 1964, pp.1273-1278) of the
temperature integral that leads to the equation:

h{v—’;j:h{ AR J—E” 2)
T Eg(a)| RT

where & (Ol)is the integral form of the selected kinetic model. For

a =const., the plot of In(v,/T*)vsT™" should be a straight line the slope of
which can be used to evaluate the apparent activation energy.

Kinetic model
Desorption kinetics model

The ethanol desorption process is affected by many parameters such
as temperature, time, pressure, ethanol concentration, pH of the solution,
as well as the structural characteristics of carbon molecular sieves. The
mathematical models of desorption presented bellow are based on the
following assumptions listed below: (a) The desorption process is a
kinetically complex process; (b) Leaving the molecules of a certain part of
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the absorbed phase (desorption) leads to structural changes in the
absorbed phase and its nearby surroundings (structural rearrangement);
(c) The desorption rate is significantly higher than the structural
rearrangement rate; (d) As a consequence of the above, the specific
desorption rate (& ) is a function of both time (¢) and temperature (T'),
which can be described by the equation:

p-1
-4
i.e
B-1
i

where £ and n are the Weibull's parameters, To is the initial temperature
and vh is the heating rate; (e) the rate of desorption (dN / a’t) is

proportional to the amount of the remaining molecules in the adsorbed
phase. In this case, the desorption rate is given as:
dN k
—=—(N,-N
ar oy Mo (5)

where N, is the amount of the adsorbed molecules in the beginning of the

desorption process, and N is the amount of the desorbed molecules at
T . Introducing Eq (4) into Eq (5) yields:

£-1
T-T,
d_N = ﬁ 0 (No — N) (6)
dr v\ vwn
The separation of the variables in equation (3) leads to:
N T £-1
T-T,
[N jﬁ( ] ar ™)
0 (No _N) ANV

The integration of equation (7) should be done in the limits of N from O
to Nand of T from To to T, to yield:

B
o[- @
N, Vil
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The results is:

B

MmN exp —(T‘%j ©)

NO th]

Since: @ =N/ N,, equation (9) is transformed into the form:
B

T-T

a=1-exp —[ 0} (10)
Vil

Results and discussion

Figure 1 shows the thermogravimetric curves for the desorption of
ethanol from CMS at various heating rates.

Am/m[%]

100 -

]
1|

95
90

85+

"1 T,

75

T T T T T T T T T T T T T
280 300 320 340 360 380 400
Temperature/K

Figure 1 —The TG curves for the desorption of ethanol from CMS at various heating
rates: 5Kmin”, e- 10Kmin™' A- 15Kmin™" ¥ - 20Kmin™'
Puc. 1— TG kpuBas gecopbunm ataHona ¢ CMS npu pa3HbIX CKOPOCTAX HarpeBaHus:
5K mMun-1, e- 10 K MuH-1 A- 15 K MuH-1V¥ - 20 K MuH-1
Cnuka 1 - TG kpuBa gecopnuuje etaHona ca CMS Ha paznnuntum 6psmHama
3arpeBatba: 5Kmin'1, e- 10Kmin™" A - 15Kmin™' ¥- 20Kmin'
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As it can be seen from Figure 1, the TG curves for the desorption of
ethanol at all investigated heating rates are of a complex sigmoid shape.

As it is obvious from the TG curves, both the initial temperature (7;) and
the final temperature (7)), the reaction interval (AT =7, -T;) and the

degree of asymmetry of the curves change with the change in the heating
rates. Table 1 summarizes the effects of heating rates on the values of 7,

T, AT and the residual (Am/m).

Table 1 — Data for the heating rates, initial temperatures, final temperatures,
reaction intervals and percentage of residual masses for Fig.1
Tabnuya 1 — 3HayeHus TemnepaTypbl B Ha4vane gecopbuun, npu 3aBepLUeHnm
necopbunmn, TeMnepaTypHOro MHTepBarna v OCTaToK Macchl B MPOLIEHTax
Tabena 1 — BpegHocTn TeMnepaType noyetka gecopnuuje, TemnepaType 3aBpLueTka
aecopnuuje, TemnepaTypcKkor MHTepBana v NpoLEeHTHM ocTaTak Mace

v, [K/min] T, K] T, K] AT [K] Am/ m[%]
5 305.63 344.59 38.96 76.04
10 308.09 358.63 50.54 76.97
15 310.54 366.65 56.11 77.72
20 312.29 373.73 61.44 78.02

As it is obvious from the results presented in Table 1, the increase of the
heating rate leads to the increase in the values of T, Tf and AT, where the
residual insignificantly varies within the experimental error. In order to
preliminary determine the kinetic model of ethanol desorption, the shape of
the dependence da/dt on « is analyzed. (Khawam, Flangan, 2005,
pp.10073-10080). The dependence of da/ dt on « is presented in Figure 2.

The dependence of da/dt on o shows a broad asymmetric peak
with a clear maximum -« . With the increase of the heating rate, the

value of ¢, increases almost linearly. Since the dependence of d«a / dt

X

on a has a complex shape, the dependence of Ea,a on a is determined

by applying the KAS method. The dependence of Ea,a on « is shown in
Figure 3.
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do/dt
0.5

0.8 1.0

Figure 2 — The dependence of da/dt on ¢ at various heating rates:
m-5Kmin",e- 10 K min" A- 15 K min” ¥- 20 K min™
Puc. 2 — 3aBucMMOCTb dar/ dt Npu pasHbIX CKOPOCTAX HarpeBaHNs:
m- 5 K MuH-1,0- 10 K MUH-1 A - 15 K MuH-1V¥ - 20 K MuH-1

Cnuka 2 — 3aBUCHOCT da/ dt ya pasnnumtm GpanHama sarpesarba:
m- 5K min”,e- 10 Kmin™" A- 15 K min™ ¥- 20 K min™

E /kJmol”’
100

80+

60 4

20 T T T T 1
0.0 0.2 0.4 0.6 0.8 1.0

o

Figure 3 —The dependence of £ on o
Puc. 3 - 3aBucumocTb Ea . 0T a

Cnuka 3 — 3aBUCHOCT Ea o od o
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The values of Ea’a decrease with the increase in the values of « . The
analysis of the shape of the dependence of Ew on « clearly reveals two
characteristic shapes of changes in Ea,a with the increasing « . In the range

of 0 £ o = 0.25, EW decreases almost linearly with increasing the o
values from ~100 kJ mol” to ~60 kJ mol™. In contrast to this, when o = 0.25,
the increase of « leads to concave decrease in the value Ea,a from ~60 kJ

mol™ to ~20 kJ mol™. A complex shape of the dependence of Ea,a on «,in

accordance with Vyazovkin’s criteria (Vyazovkin, Linert, 1995, pp.109-118),
indicates that the process of desorption of the ethanol from the CMS is a
kinetics complex process which takes place through numerous elementary
stages. In regard to that, the ability of a mathematical description of the kinetics
of ethanol desorption with equation (10) was evaluated. Figure 4 presents the

dependence of In[ —In(1-c)] on In [ r-1, } at different heating rates.
Vi

In[-In(1-c
=

)
14
0+ ///
a4
07 14 21 28

' In[(T-T,)v,]

-1,
vh

m- 5 Kmin-1, e- 10 K min-1 A- 15 K min-1V¥-20 K min-1

Figure 4 — Dependence of In [— In (1 - a)] on ln{ } at different heating rates:

T-T,
Puc. 4 — 3aBucumocTb In [— In (1 - a)] oT In {—“} Npu pasHbIX CKOPOCTAX HarpeBaHus:
Vi

m- 5 K mnn-1, o- 10 K MnH-1 A- 15 K MnH-1 ¥ - 20 K Mun-1

Cnuka 4 — 3aBncHOCT In [— In (1 - a)] oA In {ﬂ} Ha pa3nuunMTuM Bp3rHama 3arpeBamsa:
Vi

m- 5 Kmin-1, e- 10 Kmin-1 A- 15 Kmin-1V¥- 20 K min-1
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Table 2 — Values of the Weibull's parameters at different heating rates
Tabnuuya 2 — 3HayeHuss napameTpoB Benbynna npu pasHbix CKOPOCTSIX HAarpeBaHus
Tabena 2 — BpegHocTn BejbynoBux napameTtapa Ha pasnuyuntum Op3vmHama 3arpeBara

v, [K/min] | B n[min]
5 2.35 7.57
10 2.47 4.69
15 2.63 3.47
20 2.82 2.95

T-T
Obviously, the dependencies of ln[—ln(l—a)] on ln[ 0} for all of
Vi

the investigated heating rates are linear. The values of the parameters [
and 7 were calculated based on the slopes and intercepts the

Ty

dependencies of ln[—ln(l—a)] on ln{ } The effect of heating rates

Vi
on the Weibull's parameters f# and 7 is shown in Table 2.

As it can be seen from the results presented in Table 3, the increase
in the heating rates leads to the increase in the values of the parameter f

while the values of the parameter 7 decrease. The found changes in the
values of the parameters £ and n can be mathematically described by
the expressions:

B(v,)=exp(0.827+0.05v, +0.0003v; ) (11)

7(v,) = exp(2.658-0.143, +0.003v; ) (12)

The mathematical expressions (11) and (12) enable to derive an equ-
ation which can successfully describe the kinetics of the investigated pro-
cess as a function of temperature and heating rates:

sl = )

Based on the knowledge on the values of the parameters £ and 7

by using Eq (4), it is possible to calculate the values of a specific desorp-
tion rate for different temperatures at different heating rates. Figure 5 pre-

B(vi)

(13)
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sents the dependence of the specific desorption rate with temperatures for
different heating rates.

k/min"
3.2+

24-

1.6

0.8

0. 0 T T T T T T T T
280 300 320 340 360 380 400

Temperature / K

Figure 5 — Dependence of k on temperature at different heating rates:
m-5Kmin™', - 10 Kmin" A- 15 K min” ¥- 20 K min™
Puc. 5 — 3aBucumocTb k 0T TEeMNepaTypbl NpY pas3nUMyYHbIX CKOPOCTSAX HarpeBaHus
m-5K MMH'1, - 10 K MuH "' A- 15 K MuH" ¥- 20 K mun™
Crnuka 5 — 3aBucHoct k of Temnepatype Ha pa3nuunMTum 6p3nHama 3arpeBama
m-5Kmin™, e- 10 Kmin"' A- 15 K min™ ¥- 20 K min™

The increase in temperature leads to the increase in the values of the
specific desorption rate at all of the investigated heating rates. Also, the
increase in the heating rates at all investigated temperature values leads
to the increase in the values of the specific desorption rate. The establis-
hed dependencies of £k on T allow applying the Arrhenius equation to
calculate the values of activation energies at different temperatures for dif-

ferent heating rates. The dependence of £, on temperature at the investi-
gated heating rates is presented in Figure 6.

369

Jovangi¢, N.et al, Kinetics of the non-isothermal desorption of ethanol absorbed onto CMS-3A, pp.359-377



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017., Vol. 65, Issue 2

E,/ kJmol”

200

150 -

100 -

Temperature / K

Figure 6 — The dependence of Ea on temperature at different heating rates:
m- 5K min”, e- 10 Kmin™ A- 15 K min™ ¥- 20 K min™
Puc. 6 — 3aB1McuMoCTb Ea OT TeMnepaTypbl NPV Pa3nM4YHbIX CKOPOCTSAX HarpeBaHms
m-5K MVIH_1, - 10 K MuH" A- 15 K MuH" V- 20 K mun™

Cnuka 6 — 3aBuCHoOCT Ea of Temnepartype Ha pa3nuyuTum 6p3vHamMa 3arpeBama:
m- 5K min”, - 10 Kmin" A- 15 K min™ ¥- 20 K min™’

The E, value decreases with the increasing temperature at all of the

investigated heating rates. The two characteristic shapes of changes of
E, , with increasing 7' are obvious. In the range of 290 <7" < 315 K, the

dependence E_ ,on T almost linearly decreases with increasing tempera-

ture, whereas at temperatures 315 <7 < 400 K, the value of E, decreases

concavely with increasing temperature. At a particular value of temperatu-
re, the value of £ increases with the increase in the heating rate. Based

on the dependence of E, on temperature at a particular heating rate, it is
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possible to get the dependence of £, ,on « for that heating rate. Figure 7
presents the dependence of £, ,on « for different heating rates.
E, / kdmol”

200

150 -

100 \

Figure 7 — Dependence of Ea,a on o for different heating rates
Pwuc. 7 — 3aBncumocTb Ea OT (X Npu PasnUYHbIX CKOPOCTAX HarpeBaHUs
Cnvka 7 — 3aBucHocT Ea,a og O Ha pasnuuuTum bp3vHama 3arpeBarba
The curves of the dependence of £, ,on « atall investigated heating
rates are of similar shapes. The curves of the dependence of £, ,on «
show two different shapes of changes of the dependence of £, on «.
The two characteristic shapes of changes of E,  with increasing «a are

obvious. For the range of values 0 < a < 0.2, the dependence E,  on «
linearly decreases with increasing « . For the values of o > 0.2, the
values of E, ,decrease concavely with increasing E, ,.The comparison of
the shapes of the dependences of £, on « at different heating rates with
the dependence of E, , on « obtained by the isoconversion method (Fig

3) clearly shows their mutual similarity, especially at extremely low and
high degrees of desorption. The found similarity confirms physical reality of
the previously suggested model for the non-isothermal desorption based
on the assumption about the changes in the values of the specific rate of
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desorption with temperature. Since with the increasing temperature the
specific rate of desorption increases more rapidly than the rate of internal
rearrangement of ethanol’s molecules in the absorbed phase, the
activation energy decreases, the kinetics complexity changes and the
specific rate of desorption increases.

Conclusion

The non-isothermal desorption of ethanol absorbed onto CMS-3A is a
kinetically complex process. Kinetic's complexity of the desorption of
ethanol is a consequence of the changes in the specific rate of desorption
and activation energy with temperature. The conversion kinetics curves of
the non-isothermal desorption of ethanol, at all heating rates, can be
entirely mathematically described by the suggested model. The correlation
dependences of the parameters of the kinetics model on heating rates are
established. A general kinetics equation of the non-isothermal desorption
of ethanol is developed. It was found that the value of the specific
desorption rate of ethanol, at every single heating rate, increases with the
increase in temperature, whereas the activation energy decreases. The
functional dependences of activation energy on time for each heating rate
were determined. The results obtained by this work can be used to
enhance the knowledge of the desorption kinetics of ethanol, wich is a key
factor for its more economical production.

Symbols

E, [kJ mol”] activation energy

E,  [kd mol] activation energy at «

E,, [kJmol] activation energy at T

V,, Vmp [cm’g”] micropore volume

v, [cm3g™] total volume

d [nm] average pore size

m, [g] the initial mass of the sample
m [g] actual mass of the sample
m, [g] final mass of the sample
Am/m [%] percentage of residual mass
g(a) integral form of the selected

kinetic mode
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T K]
T K"
T [K]
N

AT [K]

R [J mol'K ]
k [min]

t [min]

T, [K]
dN / dt

NO

N
v, [Kmin™]

Greek symbols
a al]

amax [-]

B I

n [min]

Abbreviations
CMS-3A
CMS-ethanol
PSD

TG

KAS method
MSC-3A
MSC-4A
MSC -5A
MSC -6A
MSC -7A
HiSiv3000
ZSM-5
CVvB28014
CVB901

temperature
inverse temperature

initial temperature at TG
final temperature at TG

reaction interval

universal gas constant (8.314 )
specific desorption rate

time

initial temperature

rate of desorption

amount of the adsorbed

molecules in the beginning

of the desorption process

amount of the desorbed molecules at
temperature

heating rate

degree of desorption
maximum degree of desorption

Weibull’s parameter
Weibull’s parameter

Carbon molecular sieves type 3A
Ethanol adsorbed carbon molecular sieves
Pore size distribution
Thermogravimetric curve
Kissinger-Akahira-Sunose method
Molecular Sieving Carbon type 3A
Molecular Sieving Carbon type 4A
Molecular Sieving Carbon type 5A
Molecular Sieving Carbon type 6A
Molecular Sieving Carbon type 7A
Silicalite zeolite

Zeolite Socony Mobil-5

Zeolite ammonium ZSM-5

Zeolite H-SDUSY
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HEN3OTEPMNYECKAA KMHETUKA OECOPBLINU OTAHOJIA,
ABCOPBMPOBAHHOIO HA YTTIEPOOHOM MONEKYJIAPHOM
CUTE CMS-3A

Huxona C. Mlosanuny, Bopusoli K. AnHapxesny, Enena [1. MlosaHoBuy
YHuepcuteT B benrpage, ®akynbTeT usmnyeckom xmmuu, r. benrpag,
Pecny6nuka Cepbus

OBJIACTb: xumn4yeckme TexHomnormm
B CTATbW: opurmHanbHasa HayyYHas ctatbsl
A3bIK CTATbW: aHrnuickuin

Peswome:

B 0OaHHOU cmambe ornucaHbl nposedeHHble uccriedosaHus Mo
KuHemuke Oecopbuyuu amarnoHa, abcopbuposaHHO20 Ha yar1epOodHOM
monekynspHom cume CMS-3A. [nasHbiM ucmoyHukom 6uosamaHorna
AefIsloMcs:  caxap, KyKypysa U JlU2HOUESONI03Hble Mamepuaribi.
BbipabomaHHbIl 6uoamaHon codepxxum ornpedesieHHoe KOu4ecmeo
800bI. []r19 €20 04UCMKU UCIOb3YHMCS pasfiuyHbie cernepayuoHHbIe
MemoObl, Komopble 8 Hacmosiuul MomeHm euwe HedocmamoyHo
ucnbimaHsl. [asHasi npobnema o4yucmku 6uoamaxosia 3akmo4yaemcsi
8 8bICOKOU cmoumocmu ripouedypbi U bonbWUX 3ampamax 3Hepauu —
Ha 50% npeesbiwarowux npou3goouUMyro bUOIMAaHOIOM 3Hepauro.
CenekmusHasi adcopbyusi amaHona Ha ueonume 3Ha’yumesibHO
CHUXXaem 3ampambl 3Hepauu rnpu rnpou3eoocmese, HO, K COXalleHUlo,
OanHbIll Memod mpebyem MHO20 epeMeHu. B uensx ynydwerus
KuHemuku decopbuuu Moaym rnpUMEHSIMCS pasnuy4yHbie mexHosoauu,
OOHaKO OHU Ha Ce200HAWHUl OeHb HeAOCmMamoYHO UCMbIMaHhbl.
OO0HUM U3 caMbIX NPakmMuYHbIX U Haubosee 3KOHOMUYHbLIX Memodos
oyucmku  6uosamaHona sensemcs  Oecopbuyusi amaHona  Ha
yarnepoOHOM MOJIEKY/ISPHOM cume, fnpu 3moMm eoda ocmaemcsl Ha
o8epxHoCMuU yenepodHo20 MOMeKynsipHo2o cuma. C yyemom moeo,
ymo OaHHbIl MemoO HedocmamoyHo ucrnbimaH, Heobxodumo
rnonaszambCsi Ha 3HaHUSI O KUHemuke Jdecopbuuu smaHora Ha
ueoniumax. Xomsi Ha ce200HSAWHULU OeHb onybsiuKkogaHo Masoe
Konudecmeo  Hay4yHbix pabom, MoCesWEHHbIX uccredo8aHusIM
KuHemuku Oecopbuyuu smaHona Ha yeonumax. B OaHHou pabome
MpuMeHeHa Heu3omepmMuYeckasi mepmMmozpasuMempuyecKasl mexHukKa.
B xode uccnedosaHus bbina ymeepxOeHa MosiHas 3asucuMOoCb
3Hepeuu akmueauuu om cmeneHu Oecopbyuu, a makxe
ycmaHoeneHa wmodenb rnipouecca Oecopbuuu. [aHHasi Modesib
OCHOBaHa Ha nofHoU 3asucumocmu ckopocmu Jdecopbyuu om
speMeHu u memnepamypsbl. brnazolGapsi npumeHeHuU0 0aHHoU Modernu
MOXHO r06/1USIMb Ha CKOPOCMb fpouecca Oecopbyuu U 3SHepeauro
akmueauyuu ¢ memnepamypol. Mamemamudeckass  MoOerib,
onucaHHasi 8 OaHHOU pabome oOcHoB8aHa Ha rMOJIHOU 3asucumMocmu
ckopocmu npouecca Oecopbuuu U 3Hepeuu akmuseauuu om

375

Jovangi¢, N.et al, Kinetics of the non-isothermal desorption of ethanol absorbed onto CMS-3A, pp.359-377



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017., Vol. 65, Issue 2

memnepamypsbi. HarHas modersb makxe ompaxaem
nocnedosamernibHOCMb 3maros rnpouecca Oecopbuuu. Hacmosuwas
Modesnib  KuHemuku rnpouecca Oecopbyuu asmaHona Moxxem
3Ha4YumeJsibHO yy4wumbs mexHoI02uo npouseodcmea buosamaHosna u
YMEHbUWUMb MPOU3800CMBEHHbIE 3ampambai.

Knroyesble croga: 3aBUCUMOCTb, abCOpPOEHTbI, MONekynspHbie CuUTa,
aHanuTudeckne wmogenun, mogenu, ueonutbl, CMS-3A, KuHeTuKa,
a3TaHon, gecopbuus.

HEM3OTEPMHA KMHETWKA OECOPTUMJE ETAHOIA
AACOPBOBAHOI" HA YTTbEHNYHOM MOJIEKYJICKOM
CUTY CMS-3A

Hukona C. Josanuuh, bopuseoj K. AoHaheswuh, JeneHa [l. JoBaHoBWh
YHuBepauteT y beorpagy, Pakyntet 3a pumanuky xemujy,
Beorpag, Penybnuka Cpbuja

OBJIACT: xemujcke TexHonoruje
BPCTA YJ1IAHKA: opurvMHanHm Hay4YHu YnaHak
JESNK YJTAHKA: eHrnecku

Caxemak:

Y oeom pady npoyuyasaHa je KuHemuka Oecopriyuje emaHorna
npemxo0Ho adcopbosaHoz Ha yerbeHUYHOM MoreKyrckom cumy CMS-
3A. [naeHu u3eopu 6uoemaHona cy ¢epmeHmabunHu wehepu,
KyKypy3 U JniueHouesyrnosHu omnadHu mamepujan. [lpoussedeHu
6uoemaHon cadpxxu o0peheHy Konu4uHy 8ode, a da bu ce npedyucmuo
Kopucme ce pasHe cernapayuoHe memode Koje jow Hucy 0080sbHO
ucnumaxe. [nasHu npobnem npu npeduwhasawy 6uoemaHona je
8UCOKa UeHa, Kao U 3HamaH ympowak eHepeuje Koju npedcmassba
suwe 00 50% eHepeuje Kojy buoemaHon npoussodu. CeriekmugHa
adcopriyuja emaHona ca 3eonuma 3HamHO CMamyje ympouwak
eHepeuje rpu rnpoussodmu. Haxanocm, oga memoda je seoma criopa.
Padu nobosrbwarma kuHemuke decopryuje Kopucme ce pasnudume
MeXHUKe, Koje HUCy 0080sbHO ucriumaHe. JeOHy 00 npakmuyHujux u
JjebmuHujux Memola Koja ce Kopucmu npu npeduwhasamwy
buoemaHona npedcmaessba Oecopriyuja emaHona ca yarbeHUYHO2
MOJIEKyJSiICKoe cuma, rpu 4eMmy 8o00a ocmaje 3adpxaHa Ha
yeIrbeHUYHOM MOJieKyrickom cumy. MeRymum, osa Memoda Huje
0080/bHO UcnumaHa, a padu mnobosblwara npou3sode (bp3uHe
npousgod-e) rnompebHo je rno3Hasamu KuHemuky Oecopnyuje
emaHona ca 3eonuma. Maro je Hay4yHux padoea u numepamype Koju
rpoyyasajy KuHemuky Oecopnuyuje (bp3uHy decopnyuje) emaHorna ca
3eonuma 3a odpefjusarbe KuHemuke dOecopriyuje y oeom pady je
KopuwheHa  HeusomepMHa  mepmMmospasuMempujcka  MexHUKa.
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YcmaHoerbeHa je KOMIieKcHa 3asucHoOCm eHepeauje akmueauuje 00
cmernieHa Oecopnyuje, Kao U Mamemamuyku MoOes1 Mo Kojem ce
Oecopnyuja oduepasa. Oeaj mMoOes1 3aCHO8aH je Ha KOMIIEKCHOf
3asucHocmu 6p3uHe Oecopryuje 00 epemeHa u memmnepamype. 3602
KomrnekcHocmu modena donasu 00 npomeHe 6p3uHe Oecopriyuje u
eHepauje akmueauyuje ca memnepamypom. Mamemamuyku moden
ycmaHoe/beH y 080M pady 3acHuea ce Ha KOMI/IeKCHOj 3agucHocmu
bp3uHe Odecopnyuje U eHepeuje akmueauyuje 00 memrnepamype U
rnokasyje Ha Koju Ha4dyuH ce Odecopnyuja oduepasa y HEKOIUKO
cmynmesa. [lo3Hasame KuHemuke rpouyeca Oecopryuje emaHorna
Moxe dornpuHemu 60sb0j U eKOHOMUYHUJOj MPou3800HU buoemaHora.

KrbyyHe  peyqu: 3aBUCHOCT, ancopOeHTW, Monekyrcka cuTa,
aHanuTu4knm mopenu, moaenu, 3eonutn, CMS-3A, KMHeTuKa, eTaHon,
Jecopnuuja.
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Summary:

In this study, the aim was to deposit layers of the Ni22Cr10AI1Y
coating using the vacuum plasma spray process to protect gas turbine
engine components from oxidation and high-temperature corrosion.
The coating can significantly affect the properties of the substrate
because it forms a composite together with the substrate. The type of
the coating deposition process and coating heat treatment, together
with the substrate, significantly affect its resistance to high temperature
creep. Ni22Cr10AI1Y powder was deposited with a vacuum plasma
spray system of the Plasma Technik - AG company using the control
panel A-2000 and the plasma gun F4. The coating deposited on the
substrate of INCONEL X-750 alloy was thermally treated at 1100 C for
2 hours in a protective atmosphere of argon. The particle morphology
was tested by scanning electron microscopy.The microhardness of
layers was tested by the HV,3; method and the bond strength was
tensile tested, in accordance with the standard Pratt & Whitney. The
microstructure of the deposited coating layers was examined under a
light microscope. Coating etching was done by mixing 2.5ml of nitric
acid HNO; with 7.5ml of hydrofiuoric acid HF. The microstructure of the
etched coating before and after heat treatment, as well as the
thickness of the diffusion zone, were analysed under a light
microscope, based on which the coating quality was later assessed.

Keywords: vacuum, substrates, structural properties, plasmas, layers,
coatings.
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Introduction

The components of hot sections, such as gas turbine blades, have to
withstand various stresses and severe environmental conditions at the
operating temperatures of 900°C to 1000°C. The structures of alloys for
producing hot sections are developed with optimum mechanical properties
and MCrAIY coatings to provide the resistance of hot sections to high-
temperature oxidation and hot corrosion (Mrdak, 2016, pp.1-25). In recent
years, MCrAlY alloys have been widely used while vacuum plasma
spraying (VPS) is the leading process used for depositing coatings on hot
sections such as blades which are exposed to aggressive gases at high
temperatures. MCrAlY coatings have been extensively studied in recent
years; they have shown good properties and adequate oxidation resistan-
ce to hot corrosion (Wang, et al, 2002, p.70), (Mrdak, et al, 2015, pp.337-
343). There are two basic systems of coatings used on gas turbines to im-
prove the resistance to hot corrosion and high-temperature oxidation, in
order to prolong the working life of components. These are diffusion coa-
tings and diffusion coatings coated with ceramic coatings. The
Ni22Cr10AI1Y coating is used on components such as blades and other
gas turbine parts as the protection against hot corrosion and high-
temperature oxidation up to 1100°C (Material Product Data Sheet, 2012,
Nickel Chromium Aluminum Yttrium (NiCrAlY) Thermal Spray Powders,
Amdry 9624, DSMTS-0102.0, Sulzer Metco). The chemical composition of
the Ni22Cr10AI1Y coating should be compatible with the substrate mate-
rial to reduce inter-diffusion during operation. Aluminum is an element
which protects Ni alloys from oxidation up to 1200°C by forming oxide
phases a-Al,O; on the coating surface. The microstructure of vacuum pla-
sma sprayed Ni22Cr10AI1Y coatings consists of the y-Ni and B-(NiAl)
phases (Feuerstein, et al, 2008, pp.199-213), (Padture, et al, 2002,
pp.280-284). In the microstructure, there are also present y'-(NisAl) precipi-
tates in y-Ni(Cr) grains (Ma, et al, 2010, pp.1518-1529). The y'-(NisAl) pre-
cipitates in the M22Cr10AI1Y alloy provide better mechanical properties at
temperatures below the solvus temperature, which is typically between
800 and 980°C (Achar, et al, 2004, pp.272-283), (Ma, et al, 2010,
pp.1518-1529), (Mendis, Hemker, 2008, pp.255-258). The phases exi-
sting in the coating in the etched condition differ by color. The light gray
regions in the coating microstructure are y-Ni(Cr) grains which contain y'-
NisAl precipitates, and the B-NiAl phase is dark gray. The differences in the
microstructure between the APS and the VPS coatings are caused by hig-
her temperatures of vacuum plasma spraying which increase the cohesive
strength of lamellae and reduce the amount of oxygen in the environment,
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thereby preventing oxidation of molten particles. In the coating layers, the-
re are no oxides of the types: a-Al,O3;, Cr.03, NiO and NiCr,O4, which oc-
cur in coatings deposited by the APS process (Mrdak, 2012, pp.182-201),
(Mrdak, 2013, pp.26-47). When MCrAIY coatings are applied, it is known
that there is an interaction between MCrAIY coatings with the substrate,
which is negligible during the thermal spraying in comparison with coatings
in exploitation. The thermal stability of sprayed coatings is decreased with
increasing the working temperature of the gas turbine. The inter-diffusion
degradation becomes important with the temperature increase. The inter-
action between the coating and the substrate of superalloys was tested by
the author (Gomez-Acebo, et al, 2004, pp.237-251), (Dahl, et al, 2006,
pp.pp.73-78), (Yuan, et al, 2014, pp.63-69), (Liu, et al, 2015, pp.63-69).
The coating diffusion provides enrichment of the substrate surface with
aluminum and chromium and a higher tensile bond strength. After the VPS
deposition of MCrAlY coatings, thermal treatment is applied. The aim of
the thermal treatment of the deposited coating with the substrate is to
strengthen the coating by thermal precipitation of fine intermetallic y'-NisAl
compounds in the grains of solid y-Ni(Cr) solution and the grains of the -
NiAl phase which increase the resistance of the coating to high-
temperature creep together with the substrate. Due to diffusion bonding,
the tensile bond strength of the coating significantly increases. The diffu-
sion coating-substrate bonding occurs in the temperature range of 900 -
1150°C. Examinations have shown that the microstructure of the MCrAlY
coating thermally processed at 1000°C for 1 hour and then cooled with ar-
gon to the room temperature for 15 min consists of a y- solid solution rich
in Ni, Co and Cr, which contains the dispersed phases of B-NiAl and y'-
(Ni,Cr)s (Funk, et al, 2011, pp.2233-2241), (Tang, et al, 2006, pp.94—106).
In case of the Ni22Cr10AI1Y coating, vacuum deposited on the substrate
of the 1N738LC nickel alloy, and after thermal processing in vacuum at a
temperature of 1100°C for 2 hours, its microstructure shows the presence
of fine globular particles of the B-NiAl phase (dark gray) and uniformly di-
stributed in the matrix of y-Ni(Cr) + y'-NisAl which is light gray (Funk, et al,
2011, pp.2233-2241). Due to the diffusion of Al and Cr from the coating in
the substrate, the coating/substrate interface shows a diffusion zone con-
sisting of the light gray y-Ni(Cr) matrix that contains y'-NisAl precipitates of
the deposited B-NiAl compounds (in black). Because of the diffusion of
chemical elements from the substrate, the lower layers of the coating con-
tain the elements Ni and Ti which build fine y'-Nis(Al, Ti) precipitates with
aluminum (Itoh, Tamura, 1999, pp.476-483), (Gdmez-Acebo, et al, 2004,
pp.237-251), (Dahl, et al, 2006, pp.73-78).
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The aim of this study was depositing a vacuum plasma sprayed
(VPS) coating of the Ni22Cr10AI1Y alloy for the protection of gas turbine
engine components against high-temperature corrosion and oxidation. In
order to increase the resistance of the coating to high-temperature creep
together with the substrate, thermal treatment was performed at 1100°C
for 2 hours in a protective atmosphere of argon. The aim was to thermally
deposit fine precipitates of y'-NisAl (which strengthen the coating) into the
grains of the solid solution y-Ni(Cr) and the grains of the B-NiAl phase.
After the thermal treatment, the mechanical properties of the coatings in
the deposited condition were analyzed as well as the microstructure of the
layers of the coatings in the deposited condition. The coating quality was
assessed afterwards.

Materials and experimental details

Coatings were produced from AMDRY 9624 powder which protects
the substrate from high temperature oxidation and hot corrosion at
temperatures t < 1050°C (Material Product Data Sheet, 2012, Nickel
Chromium Aluminum Yttrium (NiCrAlY) Thermal Spray Powders, Amdry
9624, DSMTS-0102.0, Sulzer Metco).

)

¥

Figure 1 — (SEM) Scanning electron micrography of Ni22Cr10AI1Y powder particles
Puc. 1— (SEM) 3nekTpoHHasa mukporpadus vactuy nopowka Ni22Cr10AI1Y
Crniuka 1 — (SEM) CkeHuHr enekTpoHcka mukporpaduja yectuua npaxa Ni22Cr10AI1Y

NiCrAlY powder is a nickel alloy with 22wt.%Cr, 10wt.%Al and
1wt.%Y with a range of powder particle granulation of 11 - 37um. For the
powder production, the vacuum furnace melting technique was used as
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well as gas atomization of liquid melt with inert argon gas. The produced
powder particles are homogeneous and spherical, Figure 1.

For microhardness testing and evaluation of the coating
microstructure, the base was made of steel (X15Cr13 EN10027), thermally
unprocessed, with the dimensions: 70x20x1.5mm. For testing the coating
bond strength, the base was made of the same steel with the dimensions:
@25x50 mm (Turbojet Engine — Standard Practices Manual PN 582005,
2002, Pratt & Whitney, East Hartford, USA). For testing the coating
microstructure after heat treatment, the samples were made of an
INCONEL X-750 alloy with the dimensions: 20x10x5 mm.

The mechanical properties of the layers were examined using the
microhardness method HV, 3 and their bond strength was examined with
tensile testing (Turbojet Engine — Standard Practices Manual PN 582005,
2002, Pratt & Whitney, East Hartford, USA). The morphology of powder
particles was examined by the SEM method. The microstructure of the
coating layers in the deposited state and after heat treatment in the etched
state was tested with light microscopy. The coating etching was done by
mixing 2.5ml of nitric acid HNO; with 7.5ml of hydrofluoric acid HF.

Ni22Cr10AI1Y powder was deposited at low pressure with a vacuum
plasma spray system of the Plasma Technik AG company. The control
panel A-2000 and the plasma gun F4 were used for the powder
deposition. Powder deposition was done with a mixture of plasma gases
Ar/H,. Before powder deposition, the surface of the INCONEL X-750 alloy
substrate was cleaned and pre-heated with a transferred arc at a
temperature of 850°C. Table 1 presents the VPS parameters for cleaning
the substrate surface and depositing Ni22Cr10AI1Y powder. The thickness
of the coating deposited on the substrates ranged from 150-200 um. The
coating deposited on the substrate of INCONEL Alloy X-750 was thermally
treated at 1100°C in a protective atmosphere of argon for 2 hours.

Table 1 —Vacuum plasma spray parameters
Tabnuya 1 — MNMapaMeTpbl BaKKyMHOIO NIa3MeHHOro HarbIfeHNst
Tabena 1 — Bakyym-nnasma-cnpej napameTpu

Values
Parameters - .
Cleaning arc |Spraying

Plasma current, | (A) 500 700
Plasma Voltage, V (V) 65 58
Primary plasma gas flow rate Ar (I/min) 50 50
Secondary plasma gas flow rate He  H,;? (Imin)  [10 ¥ 8 @
Carrier gas flow rate (I/min) -- 3
Powder feed rate (g/min) -- 40

382



Values
Parameters - .
Cleaning arc |Spraying
Stand-off distance (mm) 270 270
Chamber pressure (mbar) 25 150
Nozzle diameter (m m) 8 8
Speed of the gun (mm /s) 20 250

Results and discussion

The mean value of the microhardness of Ni22Cr10AI1Y layers was
198 HVy3. The lower value of the microhardness of the VPS
Ni22Cr10AI1Y coating compared to the APS coating is caused by the
absence of oxygen in the vacuum chamber, which prevents oxidation of
molten particles in the deposition process. Low microhardness values
confirm that in the coating deposited at low pressure there are not present
a-Al,O3, Cr,0Os5, NiO and NiCr,O,4 oxides which increase the value of the
microhardness of coatings deposited at atmospheric pressure (Mrdak,
2012, pp.182-201). Besides the absence of oxidation in vacuum, low
pressure of Ar inert gas allows preheating of the substrate up to 850°C,
which leads to a substantial increase in adhesive bond strength. Tests
have shown that the VPS-Ni22Cr10AI1Y coating has a bond strength of 84
MPa. Preheating the substrate and a low pressure of inert gas in the
vacuum chamber further increase the coating density by eliminating micro
pores and unmelted particles, as confirmed by the analysis of the coating
microstructure on the light microscope. It is known that oxides and micro
pores on the lamellae boundaries weaken the inter-lamellar bond, ie.
cohesive strength and adhesion strength of the coating bond. Tensile
strength testing has established that the failure mechanism was purely
adhesion at the substrate / coating interface.

Figure 2 shows the microstructure of the VPS-Ni22Cr10AI1Y coating.
The qualitative analysis showed that the substrate/ coating interface can-
not be noticed because of cleaning and pre-heating the substrate surface
with a transferred arc. The substrate/coating interface does not show de-
fects such as: discontinuity of deposited layers, micro and macro cracks,
micro and macro pores and separation of the coating from the base. The
coating is dense and in the coating layers there are no: oxide lamellae,
micro pores, precipitates, and unmelted particles. To see the microstructu-
re of the coatings in the deposited state, Figure 3 shows a photomicro-
graph of the coating in the etched state. In the VPS Ni22Cr10AI1Y coating,
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oxides and micro-cracks are completely suppressed, which resulted in an
even and uniform deposition of layers.

T Fae—

VPS - Coating NiCrAlY

—
Substrate JD|.H'I'I

Figure 2 — (OM) micrograph of the vacuum plasma sprayed Ni22Cr10AI1Y coating
Puc. 2 — (OM) mukporpadmsi BakyymMHOro nnasmeHHoro HanbineHusa Ni22Cr10AI1Y
Cnuka 2 — (OM) Mukporpadumja BakyyM-nnasma HanpckaHe npesnake Ni22Cr10AI1Y

v =Ni(Cr) + y' - NizAl

AR e ey ey
Etched S0pm
Figure 3 — (OM) Etched microstructure of the vacuum plasma sprayed
Ni22Cr10AI1Y coating

Puc. 3 — (OM) MoBpexaeHHas MMKPOCTPYKTYpa NOKPbITUS,, HAHECEHHOTO BaKyyMHbIM
nnasmeHHbIM HanbineHnem Ni22Cr10AI1Y
Crniuka 3 — (OM) HarpuseHa MUKpPOCTPYKTYpa BakyyM-nra3ma HanpckaHe
npesnake Ni22Cr10AI1Y

Due to high temperature of the substrate and a complete melting of
the layer deposited with the previously deposited layer, the lamellar micro-
structure in the coating completely disappeared. Coating etching makes
two phases recognizable in the microstructure, one of which is light gray
and the other is dark gray. The main phase of the coating (light gray) is the
solid solution y-Ni(Cr), which provides coating ductility and contains fine y'-
NisAl precipitates while the dark gray B-NiAl phase provides resistance to
oxidation (Funk, et al, 2011, pp.2233-2241). The coating microstructure
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shows more regular melting of powder particles in vacuum relative to the
atmospheric pressure.

Figure 4 shows a photomicrograph of a largely magnified coating to
see the coating microstructure more clearly.

B B AT S 7 5
Nt ;l'{,x.-.,c. k) i‘"" ‘o
Y U .‘ ,‘.n.J -+ y ,‘,':'. I, -

> Viid wl Bt r

Figure 4 — (OM) Etched microstructure of the vacuum plasma sprayed
Ni22Cr10AI1Y coating
Puc. 4 — (OM) MNospexaeHHas MUKPOCTPYKTYpa NOKPbITUSA, HAHECEHHOTO BaKyyMHbIM
nnasmeHHbIM HanbineHnem Ni22Cr10AITY
Cnuka 4 — (OM) HarpuseHa MUKPOCTPYKTypa BaKyyMm-Nra3ma HanpckaHe
npesnake Ni22Cr10AI1Y

Light gray regions of the solid y-Ni(Cr) solution with y-Ni3Al
precipitates are clearly seen as well as the dark gray region of the 3-NiAl
phase. The substrate/coating interface shows one unmelted powder
particle of 25um which is fully united with the deposited coating layers. The
presence of the unmelted particle did not affect the formation of pores in
the coating around it.

After heat treating the coating in vacuum in order to strengthen the
deposited layers by thermal precipitation of intermetallic y-NizAl compo-
unds, the coating is more homogeneous with respect to the deposited sta-
te (Figure 5). Homogeneity is a consequence of the increased solubility of
Al in the y phase at a temperature of 1100 °C. During the heat treatment of
Al and Ti, y' intermetallic compounds Nis(Al, Ti) are formed with Ni from the
substrate, thus enhancing the coating and increasing its resistance to high
temperature creep, together with the substrate.

385

Mrdak, M., Structure and properties of Ni22Cr10Al1y coatings deposited by the vacuum plasma spray proces, pp. 378-391



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017., Vol. 65, Issue 2

.v.\\ '/1 e "y S e r o
T y - Ni(Cr) + y - Ni3(Al.Ti) T
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Figure 5 — (OM) Etched microstructure of the Ni22Cr10AI1Y coating
after heat treatment at 1100 C/2 hours
Puc. 5 — (OM) NoepexaeHHas MUKpocTpykTypa nokpbitnst Ni22Cr10AITY
nocne tTepmu4yeckoi obpabotkm npu 1100 C/24aca
Cnuka 6 — (OM) HarpuaeHa mukpocTpykTypa npesnake Ni22Cr10AI1Y
nocne Tepmuykor TpetMmana Ha 1100 C/2 cata

After heat treatment under vacuum at a temperature of 1100 °C for 2
hours, the microstructure of the Ni22Cr10AI1Y coating shows globular
particles of the B-NiAl phase (dark gray), evenly distributed in the y-Ni(Cr)
+ y'-NizAl matrix (light gray) (Funk, et al, 2011, pp.2233-2241). It is clearly
visible that an inter-diffusion zone is formed on the inter-surface. Because
of the dominant diffusion of Al and Cr from the coating into the substrate, a
zone enriched with the B-(NiAl) phase was formed on the interface in the
substrate. The diffusion layer was formed of the NiCr matrix (light gray)
and the deposited B-NiAl compounds (black). Because of the diffusion of
Al into the substrate, the Al content is reduced in the coating. Substantial
precipitates of the B-NiAl phase are woven in the diffusion zone which is in
the base of the INCONEL X-750 alloy. Also, Ti from the substrate diffuses
into the lower layers of the coating where it participates with Al in the
formation of intermetallic y'-Niz(Al,Ti) compounds (ltoh, Tamura, 1999,
pp.476-483), (Gémez-Acebo, et al, 2004, pp.pp.237-251). The thickness of
the diffusion zone formed of the y-Ni(Cr) solid solution with precipitates
and the B-(NiAl) phase on the coating / substrate interface is 20um.
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Conclusion

In this paper, vacuum plasma spraying is used to deposit
Ni22Cr10AI1Y coating layers. The paper analyzes the mechanical
properties and the microstructure of the coatings in the deposited state
and after thermal treatment of the coating at 1100 °C in a protective
atmosphere of argon for 2 hours. The following was concluded:

The VPS Ni22Cr10AI1Y coating had a mean microhardness value of
198HV,3. The value of the VPS Ni22Cr10AI1Y microhardness is lower
compared to the same coating deposited at atmospheric pressure due to
the low pressure of Ar inert gas in the vacuum chamber, which prevented
the oxidation of molten particles in the deposition process.

The tensile bond strength value of the VPS Ni22Cr10AI1Y coating
deposited in vacuum was 84 MPa and is higher than the bond strength of
the same coating deposited at atmospheric pressure. The tensile bond
strength is higher because inter-lamellar oxides and micro pores are
completely suppressed in the coating, which has led to higher inter-
lamellar strength and stronger adhesion of the coating to the substrate.

The microstructure of the Ni22Cr10AI1Y coating in the deposited state
after etching in the reagent consists of the basic phase of the solid solution
of chromium in nickel y-Ni(Cr) (light gray) which contains fine precipitates
of y-NisAl and the B-NiAl phases (dark gray). The mirostructure of the
Ni22Cr10AI1Y coating is homogeneous after heat treatment in vacuum. In
the microstructure of the etched coating there are globular particles of the
B-NiAl phase (dark gray) evenly distributed in the base of the y-Ni(Cr) + y'-
NizAl coating (light gray). At the interface, a 20pum-thick inter-diffusion zone
was formed in the substrate. Because of the dominant diffusion of Al and
Cr from the coating in the substrate, the zone enriched with the B-(NiAl)
phase is present in the substrate at the interface. The diffusion layer is
formed from the y-Ni(Cr) matrix (light gray) and the deposited B-NiAl
compounds (black). Because of diffusion, Ti from the substrate in the lower
coating layers participates with Al in the formation of intermetallic Niz(Al,Ti)
compounds. The formed diffusion layer and deposited intermetallic
compounds in the coating increase its resistance to high-temperature
creep along with the substrate.

The VPS Ni22Cr10AI1Y coating has a much better structure and
mechanical properties compared to the properties of the coating deposited
at atmospheric pressure and as such can successfully be applied in hot
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sections of turbojet engines to protect them against high-temperature oxi-
dation and corrosion.
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Pe3swome:

B daHHOU cmambe onucaH npoyecc HaHeceHUsi MOKPbIMusi
Ni22Cr10AI1Y 8aKyyMHbIM MasMeHHbIM HarblieHueMm 075 3aujumbl
Oemarneli 2a3omypbuHHO20 O8ueamesii OmM OKcuduposaHUsi U
8bIcoKomemMrepamypHol Koppo3uu. [lokpbimue Moxem okasamb
3HayumersnbHoe eo3delicmeue Ha ceolicmea cybcmpama, mak Kak
emMecme ¢ HUM co3daem KOMrnosum.

TeyeHue npouecca Oerno3uyuu MOKPLIMUS U PexXuM mepmudeckol
obpabomku ¢ cybcmpamom 3Ha4yumesibHO 8JIUSIFom Ha CMOoUKOCMb
Cr10€8 roKPbIMUSsI K 8bICOKOmMeMepamypHoU non3y4yecmu.

HaHneceHue nopowka Ni22Cr10AI1Y npou3sedeHo arnapamom
8aKyyM [/la3MEeHHO20 HarblieHus om rpou3zgodumens Plasma
Technik — AG, ekmoyarowum nynebm ynpaseneHus A-2000 u
nnaamampoH F4. [lokpbimue HaHeceHo Ha cybcmpam crinasa
INCONEL X-750, 3amem npousdsedeHa 0O8yx4Hacogasi mexHu4Yeckasi
obpabomka npu 1100°C 8 3awumHoli cpede apeoHa. Mopghonoaus
yacmuy ropowka ucribimaHa mMemoOoM Ornmu4yeckol MUKPOCKOMUU.
AHanu3 MexaHUYeCKUX XapaKmepucmuk TrOoKpbimus rnposedeH Ha
OCHOBaHUU ucrnbimaHuli  Mukpomeepdocmu memodom HVy3 u
rpoyHocmu coeduHeHUl mMemodom pacmsikeHus. Mukpomeepdocmb
nokpbimusi coomgemcmesyrom mpebosaHusiMm cmaHOapmos Pratt &
Whitney.  Mukpocmpykmypa  crioe8 HaHEeCeHHO20  [MOKPbIMUs
ucnbimaHa MemodoMm ceemosol  Mukpockornuu. [lospexdeHus
MOKPbIMUSI 8bi38aHbl pacmeopom aszomHol kucromsl 2.5ml HNO; ¢
7.5ml nnasukoeol Kuciomsi.

AHanu3a MUuKpocmpykmypbl noepex0eHull nokpbimuss 00 u
rocre mepmuyeckol obpabomku, a makxe
monuuHbl duggby3Hol yacmu  npoeedeH  MemodoMm  ceemosoll
MUKPOCKOMUU, Ha OCHOBaHUU pe3yfibmamos aHanu3a O0aHa OueHKa
Kadecmea roKpbImus.

KntoueBble crioBa: Bakyym, cybcTpaTtbl, CTPYKTYpHble CBOMCTBA,
nnasma, crov, NoKpbITHe.

CTPYKTYPA 1 CBOJCTBA MNPEBNAKE Ni22Cr10AI1Y
JEMNOHOBAHE BAKYYM-IMNA3MA-CIPEJ NMPOLIECOM

Muxauno P. Mpaak
UcTtpaxmeBadku 1 passojHu ueHtap MMTEJT KomyHukauwje a. a., beorpag,
Peny6bnuka Cpbuja

OBNACT: xemujcke TexHomnorunje
BPCTA UJTIAHKA: opyruHanHu Hay4Hu YnaHak
JE3WNK YJTAHKA: eHrnecku
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Caxemak:

Hure pada jecme Oa ce eakyym-rninasma-cripej pouyecom
OenoHyjy cnojesu npesnake Ni22Cr10AI1Y 3a 3awumumy KOMIOHEHMU
e2acHuUx mypbuHa o0 okcudauuje u sucoKkomemrnepamypHe Kopoasuje.
lpesenaka Moxe 3HamHO ymuuamu Ha ceojcmea cybcmpama, jep
3ajedHo ca cybcmpamom opmupa Komrosum. Bpcma npoueca
derno3uyuje rnpeernake U pexum mepmuyke obpade ripesnake ca
cybcmpamom  6umHO  ymuYyy Ha  H€eHy  OmropHoCcm  Ha
sucokomemrepamypHo rny3ame. [enoHosare rnpaxa Ni22Cr10AI1Y
ypaheHo je sakyym-nnasma-cripej cucmemom cpupme Plasma Technik
— AG koju kopucmu komaHOHU nynm A-2000 u nna3ma nuumosrbem
F4. lNpeenaka denoHosaHa Ha cybcmpamy o0 neaype INCONEL X-750
mepmuyku je obpaheHa Ha 1100°C y mpajary 00 2 cama y 3almumHojf
ammocgbepu apzoHa. Mopgporioeuja vyecmuya npaxa ucriumaHa je
MemoOOM  CKEHUH2  €/IeKMPOHCKe  MUKPOCKoriuje.  Mcrnumuear-a
Mukpomspdohe criojesa paheHa cy memodom HVy3 u yspcmohe crioja
memodoM ucriumuearba Ha 3ame3arse, Koja cy buma y ckrnady ca
cmaHOapdom Pratt & Whitney. Mukpocmpykmypa criojeea rnpeenake y
OerioHogaHoM cmatby UChUMaHa je Ha Ceem/IoCHOM MUKPOCKOITY.
Hazpusare rpesrnake paheHo je mewar-eM asomHe kucernuHe 2,5 ml
HNO3; ca 7,6 ml ¢nyoposodoHudHe kucenuHe HF. Ananusa
MUKDOCIMPYKMype Hagpu3eHe rpesrake rpe u rocre mepmuyke obpade,
Kao u OebrbuHa Ougby3uoHe 30He, u3sedeHa je Ha C8emsIOCHOM
MUKPOCKOITY, Ha OCHO8Y Yeaa je OueH-eH Keaumem rpeerake.

KrbyuHe peun: Bakyym, cybcTpaTu, CTPYKTypHa CBOjCTBa, nna3ma,
CnojeBu, Npesnake.
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Abstract:

The paper presents an innovative device for dismantling and
assembling parts of not-easily detachable assemblies of mechanical and
electrical plants for on-site overhaul. The novelty is that the device offers
fast and efficient dismantling and assembling of parts, without the
possibility of damage. It is easy to use and easy to carry. It is used for all
types of plants and higher levels of overhaul in field conditions. This
quality device has been in the market for 4 years. The device is expected
fo be used over the next 10 years, and probably longer. Many years of
experience in solving maintenance and repair problems resulted in this
device for dismantling and assembly of mechanical and electrical
assemblies. Many assemblies could not be dismantled and assembled in
field conditions. The new device enabled developing a new technology of
on-site overhaul and new methods of organization work and overhaul
execution. It took only six months from an idea to its implementation due
fo producer’s extensive experience in these and similar jobs. This
innovative device is sold with the contractual obligations regarding the
protection of the confidentiality of its construction and application.

ACKNOWLEDGMENT: The author would like to thank the organizers of the Competition for the best
technological innovation NTI-2016, prominent experts who actively participated and significantly contributed to
training competitors in the competition for the best technological innovation: dr Vesna Raskovic-Depalov, dr
Dorde Celic, mr Sanja Zagorac KneZevi¢, and dr Viktorija Petrov. The results achieved in the field of innovation
and creativity of our researchers, inventors and scientists, from the knowledge and research results to successful
innovative enterprises, deserve the attention of the domestic and foreign public.
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The device is in the process of obtaining patent rights from the Intel-
lectual Property Office in Belgrade, and after that it will be filled as an in-
ternational patent application to the PCT.

Key words: innovation, new device, dismantling and assembly,
not-easily detachable assemblies, overhaul, mechanical and electrical
plants, mini hydro power plants, shipbuilding, military industry, business
model, innovative company, techno-economic analysis.

Introduction

An innovative product, a complete device for dismantling and
assembling parts of not-easily detachable assemblies on mechanical and
electrical installations during on-site overhaul, is a new and original product
in the country and the world. Research and development have been done
as well as design, testing in the laboratory conditions and checking the
functionality under field conditions in accordance with the requirements of
the customer. Verification has been finished together with the certification
and homologation of the system for the purpose of its application
(Zegarac, 2012a). All device components met the required standards in
the domestic and foreign markets (Zegarac, 2012b).

This new device for disassembling and assembling parts of not-easily
detachable assemblies solves many problems in the field overhaul
conditions. It is used for a higher level of overhaul in field conditions:
intermediate level overhaul, general revision and general overhaul. Until
now, in the country and the world, assemblies have been transported to
specialized workshops or technical overhaul institutes for higher-level
overhaul. In addition, existing devices are not applicable under field
conditions on mechanical plants of different manufacturers. All this makes
repairs significantly more expensive, up to 50%, compared to the value of
the overhaul itself. Operating systems are not in use for a long time, which
causes significant production losses.

The universal new device can be used in many mechanical and
electrical assemblies of various manufacturers, which is its main feature
and advantage compared to the existing systems of a conventional type.
The overhaul time is now significantly reduced, even up to 2 months if a
general system overhaul is carried out (TehniCka dokumentacija firme
Flender, 1975), (Tehni¢ka dokumentacija za MHE, 1980).

The innovative device has enabled the development of a new, on-site
overhaul technology, new ways of working in the organization and over-
haul execution (Zegarac, 2012), (Zegarac, 2013). The device has been on
the market for 4 years. Twenty sets have been delivered so far. The new
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device for dismantling and assembly has a wide range of applications:
mechanical engineering, energy, automotive, shipbuilding, ship and vessel
repair, aircraft industry, process industry, private firms that perform system
maintenance and other industries. Potential market is not saturated. It is
estimated that about 5.000 sets of various tools from over 80 manufactu-
rers in the world are used to carry out overhaul. Such tools are not effecti-
ve in field conditions. There is a continuous need to purchase high-quality
devices and equipment. It is expected that, in the next 5 years, the sales of
the new device will increase for 200 to 300 sets. In addition to purchase, cu-
stomers often engage the manufacturer of this innovative product to make a
higher level of service repair, which represents a significant inflow of profits
for the company. Additional delivery of 30 sets is planned in 2017. Custo-
mers are electro industry, private companies and steel producers. The plan
is to sell at the market of the Republic of Serbia, for the needs of the Electric
Power Industry of Serbia (EPS) and several private companies. Years of
experience in sales, application of the device for dismantling and assem-
bling parts of not-easily detachable assemblies and providing overhaul ser-
vices have helped in recognizing customer requirements.The innovative
company can perform all forms of on-site overhaul. Customers are very sa-
tisfied with customer care and personal support. Selling a dismantling and
assembly device is performed through the Know-How system.

Customers are mainly contacted in the public and on sites. So far,
there have been no complaints regarding the new device and the repair
service. The company possesses the necessary technical, financial, intel-
lectual, market and human resources for the job. It has more than 30 years
of professional experience. Key partners produce high-quality components
to customers’ satisfaction. The company has a highly qualified and profes-
sional staff to perform all types of repair and overhaul. The company has
12 employees, out of whom three make a special team. One of them is an
academic, patent engineer, engaged in research and development and
design of mechanical and electrical systems; as a team leader, he provi-
des jobs on the market and cooperates with many companies. He partici-
pates actively during the overhaul of mechanical and electrical installati-
ons. He also performs the function of supervisory authority in the company
affairs and monitors whether customers are satisfied with the quality of de-
vices, installation and services. The second team member is a specialist
for the repair of thermal power plants, hydro power plants, nuclear plants
and other complex technical systems. He finished secondary school of
mechanical engineering and secondary electro-technical school, has all
authorizations and licenses to work in our country and abroad, overhauls
mechanical and electrical systems and other complex systems. He mana-
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ges the team that carries out repairs of plants. The third team member is
an MSc specialized in the installation and repair of electric power systems,
a specialist in electric power plants and control. He has all authorizations
and licenses to operate in the country and abroad. He performs tasks as
an electrical engineer. The team has demonstrated success in previous
sales of the device and in providing services of technical maintenance of
mechanical and electrical installations.

This innovative device solves numerous problems in repair both in
field conditions and in specialized workshops. The innovative company
builds its competitive advantage on simplifying the technology of higher
level overhaul, increasing the quality and reliability of plants in operation and
reducing overhaul cost and time by 50%. The possibility of damage to the
parts during dismantling and assembly is excluded. The price of the
dismantling and assembly device is acceptable to customers (6.000 Euros).

In the process of device production and delivery, the innovative
company charges the value of the production materials in advance. The
rest of the payment is made within 30 days upon delivery to the customer's
warehouse. The profitability threshold is achieved by sales of 2 device sets
(Petrov, 2016a). The first year of operation covered all costs. The business
model is highly profitable, the level of security is such that the business
model can withstand drastic market turbulences without any loss. The
company is planning to deliver about 300 equipment sets at domestic and
foreign markets over the next 5 years. All variable and fixed costs of the
company are also covered.

Part | — Innovation
The novelty of the innovative device

This universal device enables overhaul of assemblies of different
manufacturers in field conditions. It has a wide range of applications, which
until now was not the case. The universality of the device in application is
achieved through various combinations of its components, which does not
mean that the number of components is increased, but it means that
individual components are constructed and adapted to cover a variety of
sizes and dimensions of many assemblies being overhauled.

Analysis of the current state of technical installations

Many owners of mechanical and electrical installations require that
technical maintenance and repair be performed in their plants, which
greatly complicates the work. Technical maintenance of systems includes
activities in the area of operational (basic) maintenance, light repair, inter-
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mediate repair, general overhaul and general plant overhaul. Operational
maintenance and light repair are performed mainly by the users of the system.
Many mechanical and electrical assemblies are transported to specialized
workshops or overhaul depots for dismantling and reassembling parts being
replaced. Almost 60% of assemblies could not be repaired on the spot. Besi-
des, the transport of some assemblies is very complex, and there are many
problems during loading and unloading, and security measures during tran-
sport. This used to consume a lot of time for system repair and maintenance,
which significantly increased overhaul costs, in some cases up to 50%. In ad-
dition, there are significant losses in production since the plant is out of opera-
tion for a longer period, especially in cases such as hydro and thermal power
stations and other production systems.

The innovative device for dismanting and assembling not-easily
detachable mechanical and electrical assemblies has been adapted to field
conditions providing that all aspects of maintenance and overhaul can be
performed on site. This universal innovative device can be used for the repair of
many mechanical and electrical installations of various manufacturers such as
German companies: Flender, Siemens, Vulkan, Stromag, Ossenberg,
Geislinger, AEG, FAG, SKF and many others. These companies are the largest
manufacturers of assemblies for the systems of large hydro power plants
and mini hydro power plants, where this innovative company provides
services of technical system maintenance. These mechanical and electrical
assemblies make a whole system, and it is therefore necessary to have
such a device available.

The innovative device is modular and can also be used in other types of
plants. In the application of the device, the device elements are selected and
combined, depending on the type and dimensions of components thus
solving the overhaul problems. The device is easy to use and easy to carry.
Systems for dismanting and assembling of domestic and foreign
manufacturers do not have such characteristics. The main drawback of the
existing devices is that they cannot be used in the field conditions. In addition,
each manufacturer has adapted the dismantling and assembly of parts for
their own plants, so they cannot be applied to plants of other manufacturers.
Such systems are some kind of special tools, devices or equipment.

Innovative product and service
The unit of a new product is a set for dismantling and assembling

mechanical and electrical assemblies. At the same time, buyers are provi-
ded with quality services and technical maintenance of the system. The
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new device allows easy, fast, high-quality disassembly and assembly of
parts of not-easily detachable mechanical and electrical assemblies, on
the spot. The innovative device consists of 3 parts (Figure 1).

A - Mechanical and hydraulic parts of the device

View A-A

1 — Part separable with difficulty
2 - Cylindrical screw
3 — Hydraulic device
4 - Pressure plate
5 — Pressure plate
6 — Screw
7 -Holes
8 — Screw
9 — Pressure plate
11 10 — Plate Tapered roller bearing
11 = Nut

N\

£

Figure 1 — Device for dismantling and assembling not-easily detachable mechanical
and electrical assemblies
Puc. 1 — MOHTaXHO-AEeMOHTaXHOe YCTPOWCTBO A1 CIIOXHO pa3bupaembix y3nos
MaLUMHOCTPOUTENBHOTO W 3NEKTPOTEXHNYECKOro 06opyA0BaHNA
Crnuka 1 - lNMpukas ypehaja 3a feMoHaTXKy M MOHaXy TELLKO pacTaBIbUBMX
MaLLMHCKUX 1 eNeKTPOCKIonoBa
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The first part consists of mechanical components, the second part is a
hydraulic unit and the third part is a unit for heating parts of mechanical
and electrical assemblies which are dismantled and re-assembled. The
device is used in all areas where mechanical and electrical assemblies are
used. In electrical installations there are also built-in machine elements
which after a certain period of exploitation should be replaced. For
example, bearings of generators and electric motors, damaged covers and
frames of assemblies, seals and many other parts of these plants. On
several occasions since 2002, the innovative company has conducted, for
the Electrical industry Montenegro, technical maintenance services based
on overhaul plans at 18 mechanical and electrical plants: intermediate
repair, general revision and overhaul. Within overhaul services, vibration
analyses and vibration measurements were performed, as well as
vibrodiagnostics, dynamic balancing of systems, laser alignment of
assemblies, thermal imaging measurements (remote measurement of
temperature at certain plant points) and others. The innovative company
performs intermediate repair every 3 years in prescribed intervals, general
revision every 4 years and overhaul after 6 years. Systems of mini hydro
power plants are in continuous operation when there is sufficient water, i.e.
in the period from late September to early June. In addition to regular
overhaul activities, the company had to deal with damage to plants due to
uncontrollable groundwater flows. Concrete foundations of assemblies
broke resulting in major damage to assemblies.

Figure 2 presents the damage to a flange of flexible couplings
ARPEX series K 430, size 270 mm on the flywheel shaft (right side in
Figure 2), of the German manufacturer Flender. The flange was
damaged due to inadequate removal. There were visible hammer
blows and the distorted flange rim, which, during mini hydropower
operation, causes elastic couplings to break with a possible
breakdown of the entire system due to the dynamic unbalance and
misalignment of the drive shaft.

Figure 3 presents a boken flange on the generator shaft of a mini
hydro power plant due to improper dismantling and assembly of parts.
Overhaul service had been carried out by companies not sufficiently
specialized, professional and equipped to carry out complex overhaul
tasks.

398




5 e

=y
v

Figure 2 — Damage to the flange of flexible elastic couplings on the flywheel shaft
of a mini hydro power plant
Puc. 2 — N3o6paxkeHne noBpexxaeHui driaHua ynpyroin MydTbl Ha OCu MaxoBuka MUHK-TOC
Cnuka 2 — lNMpukas owTehera NnpmpybHMLE enacTuyHe CnojHULMe Ha OCOBUHM 3aMajua
MUWHU-XUApOENeKTpaHe

Figure 3 — Broken flange of the elastic coupling on the mini hydro generator flywheel
Puc. 3 — V306paxeHne crioMaHHoro draHua ynpyro My el Ha ocv reHepatopa MuHn-INoC
Cnuka 3 — Npuka3 nonoMrbeHe nNpupybH1LEe enacTuyHe CrojHULLE Ha OCOBUHU
reHepaTopa MUHWU-XMOPONEKTPaHe
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Figure 4 presents a mini hydro power plant flywheel damaged due to
inadequate removal. The lower wedge for a clamping screw on the
underside of the flywheel (left side of Figure 4) was broken. The "naked”
screw that has no tightening function can be seen. Huge damage was
inflicted. Creating a new flywheel is very complex, expensive and time-
consuming with a foreign manufacturer. Installing a new flywheel on a mini
hydro power plant requires dynamic balancing and vibration
measurements.

Figure 4 — Damaged flywheel of a mini hydro power plant
Puc. 4 — N306paxeHne nospexaeHnin maxosuka MuHn-NOC
Cnuka 4 — lNpukas owTtehewa 3amajua MUHU-XMAPOENEKTPaHe

Figure 5 presents a high-quality assembly in the aggregate hall of a
mini hydro power plant on the site, (view to right), using the new device for
dismantling and assembling mechanical and electrical assemblies. A part
of the assembly device and the device heating unit can be seen. A part of
Flender couplings N-EUPEX type 480 is mounted on a new mechanical
assembly, the drive shaft of the plant multiplier produced by Flender,
Germany. The second half of the coupling is mounted on the turbine shaft
of the hydro power plant.
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Figure 5 — High-quality installation of assemblies using the new device
for dismantling and assembling
Puc. 5 — N3o6paxeHne ka4eCcTBEHHON COOPKM Y3MOB C MOMOLLbIO HOBOFO
MOHTaXXHO-AE€MOHTaXHOro YyCTPONCTBa
Cnuka 5 — lNpurka3s kBanuTeTHe MOHTaXe Ckronosa nomohy HoBor ypehaja
3a IEMOHTaXy U MOHTaxy

Previous sales and many offered services of technical maintenance of
mechanical and electrical plants have proven successful use of the device.
The appendix, Business Model, shows the Minutes on providing overhaul
services in the Electrical industry Montenegro (Annex 1 and Annex 2).

Market potential of the innovation

Market size and market potential

The innovative device for dismantling and assembling has wide pos-
sibilities of application: power plants, thermal power plants, nuclear power
plants, aviation industry, turbine systems in the process industry, ships,
reciprocating compressors, gas turbines, automotive industry, internal
combustion engines, diesel generator sets used as a backup source of
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power supply, machine tools, steel mills, mines, and many other plants
where it is necessary to install new mechanical elements, or dismantle as-
semblies for replacement of worn or damaged system parts. Potential cu-
stomers of the innovative product and services are companies engaged in
the production and technical maintenance of mechanical and electrical in-
stallations.

Potential customers are also owners of mechanical and electrical
installations in mechanical engineering, energy systems, automotive industry,
shipbuilding and repairs of ships and other vessels, steel mills, cement plants,
process industry, technical overhaul institutes and many others.

There is a continuous need for the procurement of new devices and
equipment. So far, customers have been buying systems with a variety of
special tools, equipment and accessories for dismantling mechanical and
electrical installations, which are not universal. Complex forms of plant
maintenance were carried out in specialized workshops or technical
overhaul institutes.

Such devices were more like toolkits. Sets of tools are strictly

personalized - each plant has its own set of tools.
Tools can be used for operational maintenance and some works in the
field of light repair. They did not meet the requirements and conditions of
a higher overhaul level. It is estimated that there are around 5000 sets of
tools currently used.

Works in ship repair are important in particular. There is limited space
available for overhaul works. The propulsion systems of ships are
especially challenging: diesel engines, gearboxes, various flexible
couplings, replacement of the shaft bearings, or replacement of the shaft
bearings on the propeller.

It is expected that sales could grow by 200 to 300 pieces of
equipment sets for dismantling and assembly.
In its previous work, the innovative company was particularly involved in
the systems of mini hydro power plants in the Electrical industry
Montenegro. Twenty devices have been delivered, out of which 18 are in
the system of maintaining mini hydro power plants and 2 devices are
used in HPP Piva and HPP Peruéica for the repair of water pumps.

Table 1 shows the placement of the new product, the market size and
the market potential.
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Table 1 — Market size and market potential

Tabnuuya 1 — Pa3mep pblHKa 1 PbIHOYHbIV NOTEHLMAnN
Tabena 1 — BenvunHa TpXuLWTa U TRXKULLIHK NOTEHUMjan

For the needs For the needs For the For the needs | For the needs
of of purposes of automotive | of other
electroindustry, | electroindustry- of industry, customers:
large thermal power shipbuilding, process and utilities public
hydropower plants and repair of ships aerospace enterprises,
plants, mini pumping plants and industries, technical-
hydropower other cement overhaul
plants and vessels factories, mines | institutions
pumping plants and other and other
customers customers
100 sets of 60 sets of 70 sets of 40 sets of 30 sets of
equipment equipment equipment equipment equipment

Competition analysis

On the domestic market and the market of the neighboring countries,
there are reputable companies, manufacturers of mechanical and electrical
systems, such as Siemens, AEG, Flender, Stromag, Geislinger, Voith
Andreas, Uljanik Pula, and Rade Kon&ar Zagreb. Manufacturers of
mechanical and electrical plants produce their special systems,
accessories, tools and equipment for dismantling and installation of
assemblies from their manufacturing programs, which are not applicable to
plants of other manufacturers. In addition, such systems are not sufficiently
adapted and applied to field conditions, which is their main disadvantage.
Some manufacturers have developed systems for technical maintenance
and repairs on the principle of aggregate replacement of complete
mechanical and electrical assemblies. This means that they deliver new or
overhauled mechanical assemblies to the customer, where the need
arises. They take over the complete existing assembly from the client and
overhaul it, for extra charge. The innovative device solves the problems of
competition (Petrov, 2016a).

The innovative company has gained the trust of customers. Very often
it is engaged by foreign manufacturers of devices and equipment to carry
out the installation of new devices or overhaul of existing circuits at the
user’s facility. The innovative company has a personal support and direct
relationships with purchasers and service recipients. It is very fast to react
on the ground and resolve the existing problems within 24 hours.
Additionally, it acts preventively to avoid early failures and system crashes.
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The innovative company provides training to technical staff responsible for
the correct plant operation. It develops plans for current and regular tec-
hnical maintenance. All this provides the innovative company with a huge
advantage when participating in public tenders for obtaining jobs.

Part Il - Business model
Target customers in 2017

Target customers of the innovative device for dismantling and
mounting assemblies for 2017 are: Electrical industry Montenegro, owners
of commercial, passenger ships, cruise ships, war ships and ships carrying
cargo (barges) and several private companies that provide services in the
field of technical system maintenance.

For the purposes of the Electrical industry Montenegro (EPCG), the
innovative company needs to supply an additional quantity of 17 sets of
equipment for dismantling and assembly. The customer wants to have the
devices at all locations where their plants are located. The locations of
their systems are quite distant from one another. The other 13 sets of
equipment are to be delivered to private companies engaged in overhaul
of diesel generating sets, pump plants in the field and to owners of ships
and vessels. There is also some interest from the steel mills and cement
factories from neighboring countries.

Description of the offer value to targeted customers

Since this new product, a device for assembling and dismantling not-
easily detachable equipment sets, has been on the market for a long time,
it is fully known what new customers want and what they need. Their
request for overhaul is to be performed on the plant site, to be of good
quality, and with no damage to parts and assemblies. This innovative
technology significantly reduces the price of the overhaul for 50% of the
total overhaul price, which is very important for customers. The buyer has
much higher costs if mechanical or electrical assemblies are
disassembled, transported and overhauled at some Overhaul Institute and
returned to the facility for installation. The price of the entire device is
6.000 Euros. In addition, the customer does not have high device
maintenance costs. Additionally, the customer gets free on-site training of
technical staff to be able to perform some simple repairs on their own,
which is sometimes very important.
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Sales channels to target customers

So far, the innovative company has had direct relationships and
personal support from customers for the sale of the new device for
dismantling and mounting assemblies, a Know-How based-system. The
company participated in published public tenders. The tender
documentation was not only about the requirement of the lowest price but
also about the quality of overhaul, duration of the execution of works and
many other parameters. On that basis, the innovative company has always
won contracts to mutual satisfaction. This significantly has contributed to
the increased reliability of technical devices and systems (Senk, 2016).

Relations with target customers

Relationships with customers are maintained through a personal
support system. The company has direct relations with many customers,
which proved to be the best way of cooperation (Radkovi¢-Depalov, 2016).
They have no significant costs in contacts with customers. They retain
their customers with responsibility and professionalism. Customers expect
to get a high-quality device (no complaints up to now) with quality repair
services on site. If there are any unforeseen failures, the innovative
company comes quickly to the site to solve the problem.

Based on years of experience and real needs, the innovative
company proposes the specification of spare parts. Many spare parts are
imported and foreign suppliers sometimes need considerable time to
deliver their goods.

Bearing all this in mind, customers appreciate the planned activities of
this innovative company and keep it in their operational systems. Service
costs are quickly paid by the buyer.

Revenues

The innovative copany sells the finished product, a device for
dismantling and installation and provides technical maintenance services
to target customers. The revenue projections for the twelfth month are
shown in Table 2. There are no restrictions on the production and service
capacities. Customers accept the price in full (Celi¢, 2016).
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Table 2 — Projected revenues in the twelfth month
Tabnuya 2 — MNporHo3npyemele goxoasl B Xl mecaue
Tabena 2 — MNpojekumja npuxoga y Xl meceny

MONTHLY SALES TOTAL
PRODUCT / SERVICE SALE PER PIECE REVENUE
Pcs (Currency) € | Currency) €

A 3 sets of devices 6.000 18.000

B 1 technical maintenance 12.000 12.000

service
IN TOTAL 30.000
Key resources

The innovative company has technical, financial, intellectual, marketing
and human resources. It has more than 30 years of professional experience.
In the work organization, the manufacturers of the components of the device
for dismantling and assembling mechanical and electrical assemblies are
very important. They are required to deliver device components of high
quality. The new device as an innovative product was developed a few
years ago, tested and put to use, which is proved by appropriate technical
documentation on the development, design and quality of the device.

The innovative company has highly qualified and professional people
to perform overhaul services. Professionals have a number of licenses and
authorizations to work. Repair services are specifically agreed upon,
depending on the type of plants, the scope of work, quantity of spare parts,
locations of the facility, etc.

The description of the key resources is shown in Table 3 and Table 4
(investments to start the business).

Table 3— Description of the key resources: Team, intellectual property and material resources
Tabrnuya 3 — OnncaHre OCHOBHbIX pecypcoB: KomaHaa, HTennekTyansHas CObCTBEHHOCTb U
MaTepuarbHbIE pecypChbl
Taberia 3— Onuc Krby4HUX Pecypca: TUM, MHTENEKTyarHa CBojuHa 1 MaTepujantm pecypcu

Innovative team consists of:

1. Academic, patent engineer, working on research and development,
design, mechanical and electrical systems,

2. Specialist for overhauling thermal power plants, hydro power
plants, nuclear power plants and other complex technical systems,

3. Master of Science, a team of specialists in the installation and
repair of electric power systems, a specialist in power plants and
control.

DESCRIPTION
OF THE TEAM
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Device for dismantling and installation, after sales system Know-How.
The company intends to apply for patent protection, and after that to
go to the PCT protection.

The innovator has 5 world-recognized patents in the field, he is the
INTELLECTUAL | author of over 90 scientific papers published in national and
PROPERTY international journals of the highest category. He participated in many
scientific conferences in the country and abroad. He has worked on
many projects and scientific studies. Intellectual property and human
resources support their business model.

The innovative company has capacity to produce devices for
dismantling and assembly that can meet all customer needs. The
subcontractor for the production of the mechanical component of the
device is Jeep Commerce Belgrade (delivery of quality materials),
high-quality machining is performed by Alatnica Lazarevic Belgrade,
and Nitro Jon company, Stara Pazova, perform thermo-chemical
processing of machine parts. The hydraulic component of the device
TECHNICAL is performed by Sloga company, Nova Varos, while alternative
RESOURCES suppliers are companies Lincos from Hungary, and Womax and
Einhell from Germany. The unit for heating device parts is supplied by
the firm Teleoptik, Zemun. The innovative company is specialized in
performing a variety of services of technical maintenance. They are
equipped with special tools, fixtures, appliances and other equipment.
They also have official motor vehicles for the transport of the team,
parts and tools to the field.

In the last four years, they have sold 20 devices. In agreement with
MARKET our customers the plan is to sell another 30 sets of equipment in the
RESOURCES current year, following the production plan and delivery schedule.

Innovative company achieves significant inflows by selling the device
for dismantling and installation, and by providing quality services of
technical system maintenance. The expected cash at the end of the
period amounts to 120,030 Euros, covering all the costs of the
business.

FINANCIAL
RESOURCES

Table 4 — Description of the key assets: Investments to start the business
Tabnuya 4 — OnucaHne OCHOBHbIX aKTUBOB: MHBeCcTULMM B 3anyck buaHeca
Tabena 4 — Onuc KIbYYHNX pecypca: MHBECTMLMjEe 3a NoYeTaK NOCNoBama

TYPE OF INVESTMENT |DESCRIPTION OF INVESTMENT Amount in €

Investments whose effect is expected in the

Fixed assets period> 1 year

Investments in the development of products /
services

. . 1.500
Investments in concessions, patents,

* Intangible assets

licenses and similar rights
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TYPE OF INVESTMENT |DESCRIPTION OF INVESTMENT Amount in €

Investments in land

* Real Estate Investments in facilities

Investments in machinery and equipment
Investments in vehicles

Investments in furniture 30.000
Investments in tools and fixtures

* Equipment

Investments whose effect is expected in the

Current assets period <1 year

Investments in raw materials
*» Supplies Investments in goods
Investments in spare parts

Costs that must occur before the start of

*Prepaid expenses .
generating revenue

The necessary funds in the account / cash

» Cash Money register

Total Cost: 31.500

Key activities

The innovative company has provided that the production
capacities of the key partners (subcontractors) are not a bottleneck.
They have established such a work system to plan in advance the
production and to order in advance the amount of equipment
necessary to be delivered to the market. The costs of the device
production are covered by customer’s advanced partial payment.

The device for dismantling and installation of mechanical and
electrical assemblies must be of high quality and made according to
all requirements of technical documentation, which is the
responsibility of producers of device components — the key partners.
This satisfies the placement of the device on the market and custo-
mer requirements. The current device customers are very satisfied
with the new device and the possibilities that the device allows in
overhauling assemblies. The sales promotion and marketing of the
innovative device were very successful in direct relations and on the
Internet (Zagorac-Knezevi¢, 2016). The higher sales performance
was achieved in direct relations with customers. The whole team was
maximally engaged while the negotiations with end customers were
done by the team manager. In the previous work, the innovative
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company has had no complaints for the new device and the repair
service.

Key partners

The key partners for the production of the device for dismantling
and installation of not-easily detachable mechanical and electrical
assemblies are the producers of the device components. Machine
components of the device for dismantling and assembling are
produced by the companies engaged in the manufacture of
mechanical component and device parts, on the basis of the device
technical documentation. In this process, tolerances or accuracy of
parts are very important as well as their chemical-thermal treatment.
Jeep — Commerce, Belgrade, supplies the material; parts are
machined in Alatnica-Lazarevi¢, Belgrade; and chemical-thermal
treatment of mechanical elements is carried out by Nitro Jon, Stara
Pazova.

The hydraulic part and the heating unit are purchased on the
market from known and reputable manufacturers who supply them
with the product quality assurance reports and certifications. The
hydraulic part is delivered by Sloga, Nova Varo$, and other
companies such as Lincoss from Hungary or Einhell and Womax
from Germany. The heating unit is supplied byTeleoptik, Zemun. In
this way, the innovative company provides high quality of its product.
The key partners are very responsible so that there are no delays in
deliveries to customers.

Cost structure

In the production of the device, significant funding goes for:
materials, mechanical and chemical-thermal treatment of mechanical
components of the unit, the hydraulic unit and the heating unit. In
addition, there are also fixed costs in the company business. The
cost of communications with customers is not particularly
pronounced (Zagorac-KnezZevi¢, 2016). The variable and fixed costs
are provided in Table 5.
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Table 5 — Variable and fixed costs

Tabnuya 5 — BapnabenbHble n (huKCMpoBaHHbIE pacxoabl

Tabena 5 — Bapujabunum n oUKCHM TPOLLKOBU

A B
VARIABLE OPERATING COSTS
(Currency) €| (Currency) €
The selling Price of services
price set per one
device engagement
1. | The selling price of the product / service 6.000 12.000
2, VARIABLE COSTS (per unit of product)
2.1 | Cost of raw materials / materials 1.800
2.2 | Costs of distribution and sales 200
2.3 | The costs of packaging 100
2.4 | Energy costs 100
2.5 | Variable operating costs 650 1.000
2.6 | Costs of communication with customers 150
3. TOTAL VARIABLE COSTS 3.000 1.000
PER UNIT OF PRODUCT / SERVICE
TOTAL PRICE OF-VARIABLE
= Per-unit cost (1.-2.) S LEDE
FIXED MONTHLY OPERATING COSTS Currency € Comments
. . 3 employees
Fixed salaries of the employees 2.400 within the team
* Electricity 100
* Depreciation 350
Other fixed costs:
* Accounting services 50
* Telephone / internet 100
* Maintenance / Cleaning 100
* Other
TOTAL FIXED COSTS 3.100

410




‘ Contribution coverage = The selling price of the unit-Variable unit costs ‘
Contribution coverage = 6.000 € — 3.000 € = 3.000 €

‘ Breakeven point = Fixed costs / contribution to cover ‘
Breakeven point = 3.100/ 3.000 = 1.033 €

The breakeven point is reached by selling two sets of equipment
for dismantling and assembly.

Part Il - The value of the company

Pitch to investors

The innovative company performs overhauls of plants in the field,
using its new device simply, with good quality and without damaging parts.
This team is very professional. It has been selling the device for 4 years,
with a plan to sell 300 sets of equipment over the next 5 years (Raskovi¢-
Depalov, 2016).

Expansion Potential - Scalability

The new device has broad application possibilities. The innovative
company is sure that it can be successful in the market for the next 10
years. The device is not easy to copy or reproduce. It takes a lot of
knowledge in the field of materials and many years of experience in the
technical maintenance of systems. In the first year of production, the
business model requirements regarding research, development,
certification and implementation of the new device were met. The
breakeven point was realized with the sale of the first 2 device sets. In the
first year, 5 sets were sold, which means that certain financial profit was
made. In addition, overhaul services largely contributed to the increase in
profits. This shows that the project is highly profitable. It has been
successful on the market for 4 years. The device has various possibilities
of application and may satisfy an increase in requests and the large
number of customers, without changing the application itself. The aim is to
achieve linearity in the speed of response to requests from customers
(Petrov, 2016a), (Petrov, 2016b).
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The parameters for determining the value of the
company

For the first 12 months, the innovative company is planning to sell 30
sets of equipment. The unit price is 6.000 €. The variable costs per 1 unit
amount to € 3,000. The fixed cost is 3.100 €. One repair service is planned
at a price of 12.000 €. Variable costs amount to 1,000 € (travel expenses,
accommodation and daily allowance). The planned earnings are 54.230
Euros. The income statement is presented in Table 6.

Table 6 — Balance sheet
Tabnuua 6 — BanaHc
Tabena 6 — bunaHc ycnexa

INCOME STATEMENT FOR THE FIRST 12 MONTHS OF OPERATIONS
(after completion of development)

BUSINESS INCOME g“"e"cy OPERATING COSTS € |Currency €
Revenues from sales 1. VARIABLE COSTS
A -1 Device set 180.000 90.000 90.000
B- 1 service of theplant 12.000 1.000 1.000
overhaul

2. FIXED COSTS 37.200
Other income
TOTAL OPERATING INCOME 192.000 TOTAL OPERATING 128.200

COSTS
OPERATING PROFIT / LOSS
FINANCE INCOME FINANCIAL EXPENSES
Interest income Interest expense
Other finance income Other financial

expenses

FINANCIAL PROFIT / LOSS
PROFIT / LOSS BEFORE TAXATION 63.800
INCOME TAX (15%) 9.570
PROFIT / LOSS FOR THE PERIOD OF 12 MONTHS 54.230

In the previous period (Year 0), the innovative company sold 20 sets
of equipment at a price of 6,000 Euros each. One overhaul service was
performed. The cash outflow for variable costs was in the amount of
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64,000 Euros, which amounts to 168,000 Euros. The fixed costs were
12,400 Euros. The profit was 91,600 Euros. In the current year (Year 1),
there is a plan to sell 30 device sets and to perform one overhaul service.
The plan is to purchase a service vehicle and equipment in the amount of
30,000 Euros. The planned total earnings are 28,430 Euros.

The cash flows for the previous year and the current year operations
are given in Table 7.

Table 7 — Cash Flow
Tabnuua 7 — NOTOKN OEHEXHbIX CPEACTB
Tabena 7 — HoB4YaH TOKOBU
ESTIMATED CASH FLOWS

Years Years
0 1

Cash flow from operating activities
1. Cash inflow from products and services 168.000 192.000
2. Other cash inflow
3. Outflows from variable costs 64.000 91.000
4. Outflows of fixed costs
(excluding depreciation 12.400 33.000
5. Other outflows
| Net cash flow from operating activities
(1st + 2nd-3rd-4th-5th). 91.600 68.000
Cash flow from investing activities
1. Sale of property, plant and equipment
2. Purchase of property, plant and equipment 30.000
:I1(Egs)h flows from investing activities -30.000

Cash flow from financing activities
1. Capital Increase

2. The resulting credits

3. Donations, subsidies, grants

4. Loan repayment

5. Income tax 9.570
lll Net cash flow from financing activities

(1st + 2nd + 3rd-4th-5th). -9.570

IV Net cash inflow / outflow period

(1+ 11+ 11T) 28.430

V- In Cash at the beginning of the period 91.600 91.600

Cash at the end of the period (IV +V) 120.030
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Appendix: Documentation on services
of performed overhaul

Appendix 1 Installation of the geared motor
in MHE- Podgor-Montenegro

ZAPISNIK O ISPORUCI I IZVRSENIM RADOVIMA MONTAZE ZUPCASTOG
REDUKTORA TIP FLENDER WGW SAN 280/SO- NEMACKA, FAB. BR. 88212-0-
1078/22410 u MHE PODGOR

Na osnovu Ugovora br.3541 od 18.10.2013 izmedu Elektroprivrede Crne Gore (naru&ilac radova)
i firme (isporugilac i izvrSilac radova), izvr¥ena je
nabavka i isporuka zuptastog reduktora tip Flender WGW SAN 280/SO-Nrematka, fab.br.
88212-0-1078/22410.

Isprorugilac reduktora imao je obavezu da montira zup&asti reduktor u MHE Podgor.

Dana 10.04.2014. stru¥na lica iz firme Oc, izvr3ila su
demontaZu neispravnog reduktora u hidroelektrani Podgor. Izvr¥ene su sve pripreme i radovi radi
montaZe novog reduktora. Proizvoda¢ reduktora sipao je originalno ulje u reduktor Total Carter

EP 220. Na novi reduktor ugradeni su ispravni delovi na pogonskom vratilu reduktora glav&ina
Flender spojnice tip N-EUPEX veliine A 480 i na gonjenom vratilu reduktora prirubnica
Flender- lamelaste spojnice tip Arpex, veligina 270, serija K 430.

Izvr¥ena je zamena elasti¢nih gumenih umetaka (10 komada) u spojnici tip Flender N-Eupex A
480.

Izvr¥ena je nivelacija i centracija novog zupastog reduktora na temelju, a nakon toga izvr¥ena je
provera da li je reduktor &vrsto vezan za temelj s obzirom da nisu dozvoljena pomeranja sklopa u
toku rada.

Prema tehni¢koj dokumentaciji za montaZu reduktora i flenderovih spojnica, izvriena je provera
razmaka prirubnica na Flender spojnici tip Arpex veligina 270. Propisano je da se taj razmak meri
na 6 mernih mesta i da se nalazi u granicama od Simin=22.5 mm do Simax=23.5.mm. Izmerene
vrednosti nalazile su se u tim granicama.

Propisane vrednosti razmaka izmedu glav&ina spojnice tip Flender moraju se nalaziti u granicama
S= 5 do 10 mm, 3to je zadovoljeno kod montaZe novog reduktora. U toku montaZe novog
reduktora zadovoljeni su svi uslovi koji su propisani po tehnitkoj dokumentaciji kao 3to su
momenti pritezanja zavrtnjeva (vijaka), spajanje ostalih delova instalacije na reduktor-cevi za
hladenje reduktora, merni instrumenti i ostalo.

Nakon izvriene montaZe reduktora, mini hidroelektrana je pudtena u probni rad i izvrena su
tesuranja rada na razli¢itim reZimima rada i optereéenjima elektrane. Utvrdeno  je, da elektrana
1spravno radi. Radne temperature ulja u reduktoru nalaze se u propi gr duktor
mirno radi bez povi3enih vibracija i buke.

Nakon svih aktivnosti MHE Podgor pustena je u oprerativni rad u sistemu Elektroprivrede Crne
Gore.

Narugilac radova nema primedbi na isporudeni sklop, rezervne delove i izvriene radove. Preuzeo
je obavezu da ée se pncfp Zavati svih normi u garantnom roku.

ZA MHE PODGOR

U Podgoru, 10.04.2014.

Zapisnik dostavljen:
-HE Perudica,
-Sluzbi MHE,
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Appendix 2 - Minutes on the repair of damage
to the assemblies of the MHE Montenegro

ZAPISNIK O SANACIJI GREJANJA LEZAJA U MINIHIDROELEKTRANI PODGOR

Na osnovu Poziva br. 57/06 na k javne nabavke od 26.10.2013. za re$avanje problema grejanja
leZaja u MHE "PODGOR" u periodu od 11.12. do 13 12.2013. izvr¥eni su slede¢i radovi:

1. DemontaZa elasti¢nih spojnica tipa Flender ARPEX K 430-Velicina 270, koje povezuju multiplikator i

genemtor MHE
2 pri sa i
3 1" kotrl_]ajmh lezaj tipa SKF 22220 HLK+H 320 sa osovine zzmajca,
4. Vizuelni pregled d iranih delova, jni kotrljajnih

leZajeva, kuéista i pnstolja leZajeva zamajca,

5; Utvrdlvan]e uzroka p i _; kotrljajnih leZaj

6.

7. lzrada alata za proplsnu mon(aiu &aura (hl.lzm) kclrljajmh leZajeva zamajca,

8. MontaZa novih kotrljajnih lezaj; sa pr 22220 EK+H 320. Delove je obezbedio
narudioc posla u skladu sa ima tehni¢ke dok j

9. MontaZa prirubnica na osovnu zamajca,
10. Momaia elasuémh spojnica tipa Flender-Arpex K 430 velidina 270, izmedu zamajca i reduktora

11. Centriranje zama_lca u odnosu na mullnpllkator i generator MHE.
12. Puitanje MHE u probni rad.

13. Meren_]e vibracija (prema pla.nu ja) u tri dusot ita smera: vertikalni smer, bo&ni
smer i duZni smer. Merenje vibracija izvr¥ je na odredenim mernim il na: turbini,
multiplikatoru, lezaj jca i leZajevi

14. IzvrSena je laserska provera cemﬂénosh sklopova MHE. Na osnovu izmerenih nivoa vibracija nije
bilo potrebe za dinamitkim uravnoteXavanjem sistema.

Radove pod t&. 13. i 14. izvodila je firma a sve ostale
radove firma (kao 3to je naznaceno u datoj ponudi za sanaciju grejanja
lezaja). ji o ju d ljeni su narudiocu posla, firmama (uruceni g.
i (izveitaj ¢e dostaviti firma )
15. Nakon i g iranja k Jje da se MHE-Podgor moZe pustiti u operativni rad.

16. Pustanje u operativni rad MHE-Podgor u sistem EPCG.

Mast za podmazivanje leZajeva tipa Shell Alvania RL -3 obezbezbedio je izvoda& radova.

Narugioc posla obezbedio je odgovarajuée rezervne delove i uslove radﬂ struéno lice za rad u elektraru—pu§tan;e

u pogon elektmne, rukovanje sa razvodmm ormarima, elektri¢nim d: icu i sajle za
G na izved: radove je 30 dana. Garancija se daJe za kvalitetu usluge. Narudioc

posla odgovoran jeza kvah!et rezervnih delova.

Narugioc posla ima obavezu da u roku od 7 dana izvrsi uplatu za izvr¥ene usluge u celosti (posto nije uplaéen

avans) za izvodenje radova firmi koju je angaZovala firma prema

nazna&enim partijama radova u tenderu.

ZA MHE-PODGOR
=

74 o i O —

U Podgoru-Crna Gora, 13.12.2013.

Zapisnik dostavljen:
-PB-Peruéica-MHE-Podgor,
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Conclusion

The paper presents the experience in the development of an
innovation in terms of its scientific verification and its placement on the
market. The techno-economic analysis of the new device was carried out.

An example of developing a business model based on the innovative
product is given.

The new device for dismantling and assembling the parts of not-easily
detachable assemblies on mechanical and electrical installations has
enabled the company to develop an innovative new technology of on-site
overhaul, new ways of organizing work and the execution of light and
intermediate level repair, general revision and overhaul in field conditions.
In addition to the placement of the device on the market, the innovative
company carries out planned system maintenance and specialized
measurements: measurement and analysis of vibrations - vibrodiagnostic
assessment of the technical condition of the system, the laser alignment of
assemblies, thermal imaging, developing various types of software,
delivery and installation of modern monitoring systems, and others.
The construction of the new device combines two basic functions:
dismantling and assembly of assemblies. The device is modular and
consists of 3 parts: the mechanical part (mechanical components of the
device), the hydraulic part and the unit for heating parts that are
dismantled or assembled.

It is easy to use, there is no possibility of damage to parts during
operation and it is easy to carry. The unit weighs 25 kg. This universal
device enables overhauling assemblies of different manufacturers in the
field conditions. It has a wide range of applications, which until now was
not the case.

The universality of the device application is achieved through various
combinations of the constituent parts of the device - it does not mean that
the number of component parts increases, but that individual components
are constructed and adapted to cover different sizes and dimensions of
various assemblies to be overhauled.

The device is intended for the external dimensions of assemblies in
the range of & 100-1000 mm, external shaft diameter & from 50 to 300 mm,
for extremely large overlaps in the firm shaft - aperture fitting to 0.02 mm
The length of fitting can reach up to 300 mm. The dimensions smaller than
the above measures do not represent a problem for dismantling and
assembly since they can be done with bearing pullers and spatial tools and
kits.
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The assembly weight is not a problem for the implementation of the
new device, because assemblies are pulled up, moved, and pulled down
back to their original position by means of various cranes in aggregate
rooms where overhaul is carried out.

In addition to the new device delivered, end customers are provided
with technical maintenance service, delivery of spare parts and training of
technical personnel.

The new device reduces the cost of plant maintenance up to 50%
compared to earlier overhaul technologies, when assemblies were
transported to specialized workshops and overhaul institutes. The time
required to perform overhaul is significantly reduced. For example, if the
intermediate-level repair of a mini hydro power plant of 500 KW used to
take 30 days, now overhauling can be executed in 15 days with the
overhaul costs halved.

In the period from 2002 to 2016, in the system of the Electrical
industry Montenegro, higher overhaul levels in 18 mini hydroelectric power
plants were carried out according to the plans. On some systems,
overhauls were carried out several times, since the hydro power plants are
in continuous operation, because of the huge influx of water in the
operation season and opportunities for major electric power generation.
This enables the customer to realize substantial profits, with minimal
maintenance costs. In addition, the customer has gained significant
financial resources for the purchase of new energy systems to replace the
existing old systems or for the purchase and installation of systems on new
locations.

The innovative company enabled similar gains to other customers as well.
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OnMbIT B PA3BUTVN MHHOBALIIN C TOYKA 3PEHUA HAYYHOW
BEPNOUKALIN N NMPOOBMXXEHNA TOTOBOW NPOOYKLINA
HA PbIHKE

Hukona IN. YXerapay,
Cepbckas akagemusi usobpetarenen u yyeHslx, r. benrpag,
Pecny6nuka Cepbusi

OBJIACTb: MHXWHUPWHT, 3HepreTuka, CyaoCcTpoeHue, aBTomobunsHas
NPOMBILLIEHHOCTb, BOEHHAs NPOMBbILLNIEHHOCTb, MHHOBALIMN,
3KOHOMMKa

BWO CTATbW: opuruHansHas Hay4Has ctaTbs

A3bIK CTATbW: aHrnuickuii

Pe3some:

B OaHHOU cmambe ornucaHo UHHOBAUUOHHOE MOHMAaXXHOo-
0eMOHMaxHoe  ycmpolcmeo  C/I0XHO  pasbupaembix Y3708
MalwuHOCMpPoUMeIbHO20 U 3JIEKMPOMEXHUYEeCcKo2o 060pydos8aHus,
paspabomaHHoe 0Onsi ycrnosul rnoseeo2o pemoHma. HoeusHa
cocmoum 8 mMoM, 4mo C MoMowbio 0aHHO20 ycmpolicmea HaMHO20
yCKopeH npouecc cbopHO-pa3bopoyHbIXx pabom, a B03MOXHOCMb
rnospexoeHuli  rpakmu4yecku  UCKIYeHa. 3Omo  rnepeHocHoe
ycmpolcmeo, Komopoe omiau4yaemcsi J1e2K0Cmbto 8 UCIMO/Ib308aHUU.
OHO ripumeHsiemcsi Ha 8cex amarax [10/1e8020 PeMOHma JitbbIX
8ud08 cmaHyul U coopyxeHUU.

JaHHoe ycmpolicmeo npucymcmeyem Ha pbiHKe cbbima yxe 4
2o0a. lNpednonazaembie CPOKU €20 3Kcrnyamayuu cocmasnsaom 10 u
bonee nem. lNpu paspabomke GaHHO20 MOHMAaXHO-0EMOHMaXHO20
ycmpolcmea 075 MawuHOCMPOUMESbHbIX U 3/1eKMPOMEXHUYECKUX
y3n08, 6binu ydmeHbl 8Ce BbISI8NIEHHbIE 3a 8PEMST MHO20/IeMHea0
ornbima 8 obsrlacmu codepxxaHusi U peMOHmMa cmaHyul u coopyxeHuli
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I'IpO6!76MbI, 8 YacmHoCcmu He803MOXXHOCMb 8bINOJIHeHUA pa36opquo—
cb0poyHbIX pabom 6 ycCriosusx riosyieeoeo peMoHma.

WHHoBauuoHHOe ycmpolicmeo o0becrneyusio  803MOXHOCMb
passumusi HO80U MexHOI02UU PEMOHMa CmaHyul U COOpyXXeHud,
8HedpeHbI HOBble MeMOObI Opa2aHu3ayuU U 8bIMNOSTHEHUS PEMOHMHbIX
pabom. brazodapssi 605bWOMY Ofbimy U 3HaHUSM KOMaHObI
paspabomd4ukos, 015 ocywecmeneHus udeu He noHadobunocs MHO20
spemeHu (mompebosasniocb 8ce2o 6 Mecsiyes Orisi OCyU,eCmeneHust
uerioeao npoekma).

lMpodaxa  Hacmosiweeo ycmpoucmea  npoussodumcss 8
KOHgbudeHuuaribHOM riopsidke, 02080pPEHHOM 002080PHbIMU
obsizamernbcmeamu,  Komopble  nodpasymesarom  HepasanawieHue
UHGbopMauUU O KOHCIMPYKUUU, a makxe UHCMPYKUUU 10 3KCriyamauuu
ycmpoticmea. B Hacmosiuut MOMeEHM 8 UHecmumyme
UHmMersnekmyarsnbsHol cobcmeeHHocmu 2opoda benepad oghopmnsemcs
3awuma uHmernnekmyarnsHol cobcmeeHHocmu daHHO20 ycmpoticmea, U
1o e2o 3asepuwieHuU rnaHupyemcsi nodada mexx0yHapoOHOU 3asi6Ku Ha
namexm (3awuma PCT).

KJ'IIO‘-IeBbIe chnoBa. MNHHOBaALNA, HOBOE yCTpOI7ICTBO, MOHTaXHO-
OEMOHTaXHble paboTbl, CMOXHO pa3bupaemMble y3nbl, PEMOHT,
MaLLUMHOCTPOUTENBHBIE N 3MEKTPOTEXHUYECKME COOPYXEHMUS, MUHW-
M9C, cynocTpoeHue, BOEHHasi MPOMBbIWNEHHOCTb, GU3Hec-Moaernsb,
KOMMaHUsi MO MHHOBALMOHHBLIM MNPOEKTaM, TEXHMKO-3KOHOMMYECKoe
obocHoBaHuMe.

NCKYCTBA Y PA3BOJY MHOBALIMJE CA ACTEKTA HAYYHE
BEPVNOUKALIMJE N MITACMAHA TOTOBOT NMPOU3BOJA
HA TPXKULLTE

Hukona T. Xerapay,
Cpncka akagemuja usymutersa n HayyHuka, beorpag,
Peny6bnuka Cpbuja

OBNACT: uHxenepuHr, eHepreTuka, bpogorpaara, aytomobumncka
WHOYCTpWja, BOjHA MHOyCTpuWja, MHOBauUuWje, eKoHOMUja

BPCTA YJTAHKA: opurMHanHm HayyYHu YnaHak

JESNK YJTAHKA: eHrnecku

Caxemak:

UHosamueHu ypehaj 3a demoHamxy u MoHmMaxy Oernosa me-
WKO pacmassbusux CKonosa Ha MalUHCKUM U efleKmpornocmpoje-
HBUMa y mepeHCKUM ycriosumMa peMoHma omoeayhaea 6p3y u echukaca-
Hy 0eMoHmMaxy u MoHmaxy Oerosa, 6e3 moeyhHocmu owmehema.
JedHocmasaH je 3a ynompeby u nako ce npeHocu. Moxe ce npumeHu-
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mu 3a cee 8pcme rocmpojerba U 8ullie HUBOE PEeMOHMAa Yy MePEeHCKUM
ycrniosuma pada.

Ypehaj ce Hanasu Ha mpxuwmy Yyemupu 200UHE, a O4YeKyje ce
Oa he ce kopucmumu HapedHux 10 2oduHa, a eepogamHo u dyxe. To-
KoM dyzoz200uwr-e2 pada Ha rnocroguma odpxaeara rocmpojera
burno je MHo20 npobriema y pemMoHmy, na je paseujeH ypehaj 3a de-
MOHMaXy U MOHMasy MallUHCKUX U efieKkmpockionoea. MHozau ckno-
rnosu Hucy moenu bumu 0eMOHMUpPaHU U MOHMUPAaHU y MepeHCKUM
ycrnosuma pada. Hosu ypehaj omozyhuo je Oa ce pasguje Hoga MexHo-
Jiozuja pemMoHma riocmpojera Ha mecmuma 20e cy uHcmarsnupaHa, 3a-
muM Ho8U Ha4yuHuU pada y opzaHu3ayuju u usspwery pemoHma. OJ
udeje 0o peanusauuje ypehaja npowrno je camo 6 meceuyu, nowmo
mumM umMa eJ1UKO UCKYCmeOo Ha 08UM U C/IUYHUM rocrosuma. MiHosa-
mueHu ypehaj Kyrnyuma ce ucriopydyje y3 yeoesopHe obase3se o rnpoda-
ju ypehaja u pemoHmy cucmema, a de¢huHULWE Ce U 3auimuma majHo-
cmu KOHCmpyKuuje u npumeHe ypehaja.

Y moky je nocmynak 3awmume ypehaja ko0 3asoda 3a UHMe-
nekmyarnHy ceojuHy y beoepady, a HakoH moea 6uhe nodHema u me-
hyHapoOHa nipujasa 3a nameHmHy 3awmumy (3awmuma PCT).

KrbyyHe peuu: nHoBauuja, HOBU ypehaj, JeMOHTaxa U MOHTaxa, Te-
LIKO pacTaBSbMBW CKIOMOBW, PEMOHT, MalUMHCKa WU €neKTponocTpoje-
Ha, MUHU- XuaponekTpaHe, bpogorpagha, BojHa MHOyCTpuWja, NOCMoB-
HW Mofen, UHOBaTMBHa KOMNaHWja, TEXHO-eKOHOMCKa aHanmsa.
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Abstract:

The aim of the paper is to highlight, if not all, then at least the most
important benefits of the application of mathematical modeling in the
development of a new solution or in the process of improvement and the
optimization of an existing product. The thesis presents the basic
principles of the model creation without providing a detailed mathematical
interpretation of the process; therefore, the model includes a substantial
number of unknown or approximately known parameters and it is not
possible to create a model of the transparent cybernetic box type. In order
fo achieve a synthesis of the model and the experimental results, it is
necessary to apply the optimization methods for the identification of
unknown model parameters. The thesis presents the experimental results
along with the results of modeling and identification as well as the analysis
of the process of identification of unknown model parameters.

Key words: diesel engine, fuel injection system, mathematical modeling,
identification.

Introduction

Te fuel injection system for diesel engines is a mechanical-hydraulic
system in which the processes happen very fast and in which very high
fuel pressure develops - with motors of the latest generation even over
2,000 bar.
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The fuel injection process itself lasts for less than 2 milliseconds and it
can be compared only with the duration of a gunshot. If we add to it the
fact that the system should ensure the repeatability of the process during
the working life of the engine of 5,000 and even 10,000 hours, with about
1,000 cycles per each cylinder (i.e. 4,000 cycles for the entire motor)
during each minute in a high-speed four-cylinder four-stroke diesel engine,
it becomes clear how much inventiveness and knowledge is necessary for
the design and creation of such a system.

In order to critically analyze and evaluate various impacts, the
structural, functional, as well as various external disturbances, a good
knowledge of the physics of the processes within the system is necessary.
The conditions for defining the relations between the input and output
parameters and the impacts of the disruption on the operation of the
system are thus created. There are two methods available — the empirical
one and the theoretical one.

The first method provides reliable information in terms of perceiving
the integral, macro characteristics of the process, since the experimental
methods do not allow access to all physical values of the process.
Evaluation of the physical quantities that cannot be determined
experimentally requires the introduction of assumptions, which raises a
question of reliability of conclusions obtained in such a way. It is even
possible to make wrong judgments. And when it comes to the
experimental method, if we take into consideration the subjective
characteristics of researchers such as experience, intuition and talent, the
process of identifying the most optimal solution from the set of possible
solutions is expensive and time-consuming.

Another procedure, analytical one, implies the creation of an idealized
mathematical model for the simulation of the mechanical and
hydrodynamic processes in the system. If the mathematical model fully
imitated the real system, preconditions would be created for the analysis of
the process both on the macro and the micro level and in the aspects that
are unreachable by experimental methods.

Experience shows that, due to the complexity of the process in the
system, it is most rational to combine both methods.

In the following section, an example will be presented of mathematical
modeling of the pump - pipe — injector system, with an emphasis on the
process of identification of unknown model parameters by applying the op-
timization methods. This system, in different varieties, has been long in
use with diesel engines and there are a large number of publications devo-
ted to the mathematical interpretation of the process within the system and
the methods of model solving. The process proposed here has been im-
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plemented for practical purposes, applied in several Research & Deve-
lopment projects, and the results have been implemented in materialized
systems.

The whole "package" also includes the process of the system
optimization; however, it will not be discussed here due to the limited
space.

Mathematical modeling of the process

There is a certain disagreement about the definition of the model and
the role of the modeling of physical processes and systems. Therefore,
due toits comprehensiveness, the often quoted definition of M. Peselis
given here: "The term ‘model’ is used in the broadest sense as a structure
for storing knowledge, in which the leading role is played by the idea of
reduction of information. The reduction of information is in the closest
possible way related to the establishment of relations between different
groups of information, and therefore to the issues of acquainting with the
structure and function of the system. Therefore, the development of the
models represents an important aid to obtain new information on the basis
of already existing special knowledge" (Jankov, 1984, p.20).

The end result of the development and implementation of the
mathematical model is to obtain reliable information on the basis of which
researchers will be able to choose the best solution in the given
circumstances, having in mind certain limitations. The very procedure of
the construction and application of the model consists of several steps:

1. The formulation of the problem.

2. The collection of the data on the system and the identification of
external influences in case the system interacts with other systems.

3. The development of a mathematical model using mathematical
methods.

4. The analysis of the impact of certain (according to researchers —
important) parameters of the model parameters on the system processes.

5. The identification of unknown model parameters, in case the model
is in the form of a cybernetic semi-transparent box.

6. The optimization of the system — application of the optimization
method on the identified model.

7. The evaluation of the obtained results, in which available
experimental results are of particular importance as well as the experience
and knowledge of researchers. The role of researchers is indispensable
because the model cannot provide all the answers.
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8. The last phase is the implementation of the results into the process
of designing a new or modifying the existing solution.

When creating a mathematical model of a complex system, it may
happen that the mathematical interpretation of physical processes is
superfluously cumbersome or that certain processes cannot be described
analytically. In this case, simplifications must be introduced under certain
assumptions which should be taken into account when making decisions
at the stage of evaluation and implementation of results. On the other
hand, the model provides information complex to the extent of how
complexly the physical process is mathematically described.

It has already been pointed out that there are a number of published
papers devoted to the problems of mathematical modeling of fuel injection
systems, and it is up to researchers to apply the already developed model
with or without alterations or by respecting the physical laws to build their
own solution. Therefore, the thesis will expose only the basic principles
common to all the models analyzed by the author, without introducing
details.

In line with the form, the system can be divided into components.
Their number depends on the configuration of the system. The elementary
system consists of the piston mechanism, a working space in the pump’s
cylinder, a delivery valve, a pipe, a chamber in the injector and the injector
needle with all the moving parts. Control (regulatory) elements on the
pump or the nozzle can also be found. Fuel is a separate component, the
physical characteristics of which, in real conditions and according to the
experience of the author based on experimental results, deviate
significantly from the values obtained in stationary conditions.

In the mathematical model used, a separate software module is
formed for each component and mutual influences are defined. There are
a number of reasons for dividing the system into components, and only
two will be mentioned. First, it is easier to monitor and understand the
semantics, i.e. the contents and the meaning of the model, as well as the
limitations and conditions for the similarity of the modeling results and the
characteristics of the real system. Secondly, it allows an easy application
of the model to other systems of various forms by replacing the existing
modules or adding new ones.

Further on, only the basics of the creation of the mathematical
interpretation of physical processes in the system will be displayed.
Displaying all the details of only one of possible options requires
significantly more space.
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The first assumption - the system can be extracted from the engine,
i.e. a higher-level system, and considered separately while defining and
respecting the impact of the engine, but also that of the environment.

For all the chambers in certain parts of the system, the expressions
for determining pressure and other fuel physical properties are obtained
from mass balance expressed though mass flows, which, assuming that
fuel is compressible, homogeneous and isentropic and that pressure is
equal in the whole area when mass is equal to the result of multiplying the
density and volume m = pV, reads as follows:

dm (1)
dn_,dp AV _dw, _dw,_dm,
dt dt dt dt dt dt
And from the equation of state in the form:
p= p(p,s) if it is assumed that the process is isentropic,

p= p(p,T) if it is assumed that the process is isothermal.

Where dm, / dt—dm;, / dt is the balance of the mass flow through the

inlet and outlet orifices for communication of the control space with the
adjacent parts of the system, and dm, / d¢ represents undesired fuel loss

from the monitored space. Losses occur with fuel flowing through
technological gaps in the pump and the injector. It should be emphasized
that the fuel density and the control volume value are not constant. Density
depends on pressure, temperature and the concentration of the gaseous
phase, the presence of which, according to empirical data, cannot be
ignored. Volume is variable for most of the mentioned spaces and
depends on the current position of the system moving parts. The change in
volume caused by the elastic deformation of the parts is practically
negligible.

If we define the fuel compressibility via the so-called compressibility

o
p
%

one of the system chambers will be formed as:

dp 1

= + YA v, 2

el DICED YR @
where the first Sum in the parentheses is the balance of the fuel flow at the

boundaries of the control space with the volume V, and the second Sum is
the balance of the shifts of space boundaries (the piston, the valve, etc.).

coefficient o =— , the expression for determining the pressure in
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It should be particularly emphasized that the engine, directly linked to the
analyzed system, is a cyclic machine by the nature of the work process.
In the time period that includes a multiple number of cycles, it is an
imperative to have the repeatability of the cycle. This means the
repeatability of the angular velocity from cycle to cycle, i.e. the equality of
the mean angular velocity of the engine crankshaft, i.e. the angular
velocity of the pump’s camshaft of the observed system from cycle to
cycle. During one working cycle, angular speed is variable; therefore, in
order to understand the process, it is more convenient to regard the fuel
injection system as a function of the camshaft position (as a reference
shaft), and not as a function of time. This is achieved by introducing the
following expression:

»_»_», -

o Op ot O
where ¢ is the angular position of the reference shaft in relation to a
certain reference position, and w is a current value of the angular velocity
of the shaft in the position ¢.

The modeling of the fluid flow through the inlet and outlet orifices,
generally irregular in shape, would significantly burden the model. Practice
shows that, with sufficient accuracy, Bernoulli's expression for the flow
ratecan be used with the introduction of a correction, the flow coefficient
of a constant value, with which the theoretically idealized results approach
the real process. Thus, the volume flow Qthrough the geometric flow cross
section Acan be determined from the following expression, with a
difference in pressure 4p:

[ 2
=u-A-Ap- |—=—— 4
O=p-A4-Ap 87 (4)

The form of a gap between the cylindrical surfaces through which
losses occur is unknown because the straightness and roundness of the
parts’ surfaces are of the same order as the nominal gap. Neither is
known any eccentricity of the parts, so it is practically impossible to make
a mathematical model to calculate the loss of working fluid. In literature,
there are a lot of semi-empirical expressions, out of which, based on the
experimental results, the expressions of Astakhov (Astakhov, 1972)
simulate the real process the best.

The position, i.e. the movement of freely moving parts of the system
of mass m (the valve, the absorber, the injector needle, etc.) is
determined from the equality of inertial forces and forces F; which act on
the movable part:
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Friction forces as a constant value and damping forces linearly
dependent on the movement speed should also be included into the sum
of the forces. Also, from the standpoint of the stability of the model
integration process, the following has been proven useful to include in the
model: deformation of the system elements restricting the movement of the
parts in the boundary positions, as well as the friction forces during the
movement in the deformation zone. This eliminates the discontinuity of the
calculated values and increases the stability of the integration process.

The flow in the pipe is three-dimensional and unsteady, with variable

physical characteristics of the fuel. Mathematical expressions to describe
such flow are very complex and unsuitable for practical use. It has turned
out that, with certain simplifications, the expressions of the mass and
impulse conservation law can be transformed into a form suitable for
solving while preserving the process physical aspect. If we introduce the
following assumptions:

- The pipecross section is constant and multiple times smaller than
the length, so it can be adopted that the flow is one-dimensional
and linear;

- Disturbances are transmitted at the speed of sound by waves
perpendicular to the movement direction - the pipe;

- The change of the working fluidstate is isentropic and the speed of
sound can be calculated from Laplace's expression

a’>=0p/op
- The fuel characteristics depend only on pressure, and
- Gravitation is negligible,
the expressions acquire a simpler form:

op op ov
o ae P o ©
av+ @+l6_p+l%:0 (7)

o ox p ox p ox
According to Darsy and Weisbach, the hydraulic friction force at a unit
volume (the last item in the second expression) is a non-linear function of
the fluid velocity, which is not convenient from the point of integration. The
expression can be linearized by introducing the coefficient of hydraulic re-
sistance K that linearly depends on the flow velocity; however, it is adopted
that it has a constant value in a single integration step and is calculated for
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each step on the basis of the mean flow velocity. Thus, the previous ex-
pressions obtain the following form:

a—p+v-a—p+az-,0-@=0 and @+v-@+i-a—p=2Kv (8)

ot ox ox ot ox p Ox

And finally, fuel is regarded as a separate component; its physical
characteristics in stationary conditions depend on pressure and
temperature and can be determined with the help of published empirical
expressions (Huber, Schafitz, 1966). However, the experimental results
obtained in real systems have significantly different values.

This is most apparent with the speed of propagation of disturbances
in the system pipes, the value of which, according to experimental results,
reaches a significantly lower value than the value obtained in stationary
conditions. The reason for this is the presence of the gaseous phase in the
fuel which is uniformly dispersed in the liquid phase in the form of tiny
bubbles (Murzin, 1990). On the basis of a specific or adopted (presumed)
gaseous phase concentration value, it is possible to determine the fuel
characteristics as a function of pressure and temperature (Fox, 1977),
(Thiemann, 1988). Finally, we can conclude that the fuel characteristics,
density, compressibility and also the speed of propagation of disturbances
depend on the pressure, temperature and concentration of the gaseous
phase.

Solving the mathematical model

The mathematical model consists of a set of two partial nonlinear
hyperbolic differential equations and a set of non-homogeneous nonlinear
differential Cauchy - type equations of the first or second order, the
number of which depends on the number of components. There is also a
set of algebraic expressions and a set of restrictions and logical conditions
that alter the system structure depending on the process phases. The first
set of differential equations describes the fluid movement in the flow
plane/coordinate system consisting of the pipe longitudinal axis and the time
coordinate. The other set describes boundary conditions at the pipe end.

The fluid flow can be viewed as a wave phenomenon - as a flow
induced by the propagation of waves of finite intensity, which at each point
of the coordinate system determine the fuel condition. In this sense, the
differential equations that describe the flow in the pipe are transformed
intoa so-called "characteristic" form (Fomin, 1973) which determines the
change in fluid pressure and speed along the characteristics — the
trajectories of waves at the coordinate system.
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They are solved using the so-called method of characteristics, but
in order to apply numerical methods in the expressions, finite differences
should be used instead of differentials. Consequently, the coordinate
system should be subdivided by the rectangular network Ax— Az, where Ax
is a step along the pipe, and 4ta step along the timeline axis, provided that
the characteristic does not cross over from one field to another, i.e. that the

requirement Ax <(a+v)max -At is met, by which the numerical integration

algorithmis significantly simplified. At each intersection of the net, "S+" and
"S-" characteristics should be set; they are defined by differential expressions

dx/dt=v+a and dx/dt=v-a (10)
or by the finite differences in the expressions
Ax/At=(v+a) and Ax/At=(v—-a) (11)

in which the right members of the equations represent the average value
of the sum, i.e. the differences of flow velocity and the wave propagation
speed within one integration step A4t. Along the characteristics, the
changes in pressure and flow velocity are calculated, thus determining

their values at all nodes at the "level" ¢ = (j+l)-At, based on the already

calculated values in all the nodes along the pipe for the "level" 1 = j-At.

This procedure must be synchronized with the integration of the equations
of the boundary conditions which determine the pressure at the beginning
and at the end of the pipe.

The second method consists of calculating Riemann's invariants
(Hanjali¢, 1978) along the characteristics out of which the velocity and
pressure in the flow field are calculated. Both methods provide the same
results with approximately the same computing time.

When selecting numerical methods for solving differential equations of
boundary conditions, it should be kept in mind that the model changes the
structure and that the gradients of physical values of the fuel, primarily
pressure and speed, have extremely high values. Experience has shown
that, due to the integration process stability, it is more convenient to use
only the methods that do not require the calculations of higher order diffe-
rentials. Such is, for example, the Euler-Cauchy’s method, a so-called pre-
dictor-corrector method with a variable step and an iterative process of
correction. The integration step varies depending on the calculated error
as a difference between the results of two successive iterations in the sa-
me integration step. If, for a limited number of iterations (not more than fi-
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ve) the error is greater than the adopted maximum value, the step should
be reduced, and if it is lower than the lowest adopted limit value, the next
step should be increased. The limit values are determined for each of the
calculated values so as to obtain sufficient accuracy within a reasonable
computing time.

What is provided by the mathematical model.

If we interpret it as a set of rules with which the set of input
parameters is mapped onto a set of output parameters, then a change of
one of the input data reflects onto some or all of the output data. This
allows the implementation of systematic research — a systematic changing
of one by one input data and determining the degree of their impact on the
process in the system, by comparison and qualitative and quantitative
evaluation of representative, output parameters. The scope of input
parameters changes is determined in accordance with the model structure,
physical meaning of a value and researcher’s experience.

Although the mathematical model is exposed only in its basic form,
without detailed mathematical interpretations of the process, it can be
concluded that it contains a variety of values that are unknown or just
approximately known. The model, therefore, has a form of a semi-
transparent cybernetic box with a set of unknown parameters that
significantly affect the process. Also, there is a second group of
parameters introduced into the model primarily to improve the stability of
the numerical integration procedure. Their influence on the results is not
significant. It is highly unlikely that researchers, solely based on their
knowledge and experience, can determine the actual values of quantities
such as friction and damping forces during the motion of freely moving
parts, flow coefficients, gaseous phase concentration in the fuel, etc.. The
unknown parameters may also be some constructive data that cannot be
reached without the destruction of the analyzed system. A model with
experimentally determined unknown parameters can be used for a
systematic analysis in order to acquire knowledge about the impacts of the
input parameters on the process. If experimental results from similar
systems are also available, it is possible to define quite reliably a relatively
narrow range of unknown parameters so that the model can be used in a
design phase as well.

Mathematical modeling is an essential tool for researchers in
modifying, improving and optimizing realized systems or in a design of a
similar solution where the results of experimental studies of the basic
system are available. Experimental results provide an opportunity to
identify unknown parameters and apply the modeling results with sufficient
reliability in designing a desired solution.
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|dentification of unknown parameters of
the mathematical model

In order for a computational model to fully simulate the process in the
system, it is necessary that the difference between a series of modeling
results and the corresponding series of experimental results for one or
more characteristic process quantities is equal to zero in an ideal case. Let
us denote a series of modeling results as a function of the reference shaft

position and the vector of model parameters with V" (goi, pj), and a

corresponding series of the experimental results of the same characteristic
values of the process with V' (goi +g00)+ Vs, where the index i represents

the position of values of the results in a corresponding sequence. The
phase shift ¢, =cost is a new unknown parameter with which the
measuring results are coordinated with the modeling results regarding the
angular position of the reference shaft, and V' is a parameter that should

also be determined in the case when the absolute level of the measured
value must be corrected. The difference

V;e(@‘+¢0)+V08_Vim((oi,pj>:gi€_gim (12)

is the total error as a difference between the combination of random and
systematic errors in measurement and modeling errors. It cannot be equal
to zero either, so the task of identifying unknown parameters comes down
to a search for the minimum of this difference.

The mathematical model is complex, the number of unknown
parameters is large, they are mutually independent and the task cannot be
solved by deterministic methods. It remains to solve the problem with
statistical methods. We should formulate the error functional in the form of
a sum of the squares of differences of modeled and measured (n) values
of the characteristic value.

u 2

F(x)=2 (1 +v =) (13)
1

In the expression, x denotes a vector of unknown model parameters,
and only one estimation value is included in the sum of squares, although
there can be more of them. The problem comes down to searching for the
error functional minimum, for which optimization methods are used. At the
same time, unknown parameters cannot reach an arbitrary value, but in
order to preserve the process physicality, we must define the boundaries
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within which an optimal value of the parameters can be sought. Any com-
bination of parameters within the established boundaries represents a va-
lid solution, and a set of all permissible solutions represents valid space.
The mathematical model is complex, therefore it is expected that, in a set
of allowed solutions, a greater number of local functional minima are obta-
ined, and those are obtained within the search for the minimum with diffe-
rent initial values of unknown parameters. The search for an absolute mi-
nimum is often cumbersome, and often not even necessary in practice, so
finally, the solution that corresponds to one of the local minima of the fun-
ctional is accepted.

The task would be solved by analytical methods if the model had a
form that allows calculating the gradients. This is not possible in this case,
so the use of numerical methods is necessary. According to the
experience of other researchers, out of a whole range of developed
optimization methods for determining the minimum sum of squares
(Tomi¢, 1987), (Vengerskij, et al, 1982), the highest efficiency was
demonstrated by Marqurdt's method (Gill, et al, 1981) which will not be
discussed further here due to space limitations.

An example of the application of the mathematical model with the
identification of unknown model parameters will be shown here together
with the experimental results obtained within the project of defining the fuel
injection system that would be delivered by an alternative manufacturer,
and that would be applied to the existing engine in a serial production as a
replacement solution. The project was implemented by the Factory of
Engines for Special Purposes in Pale, where the research was carried out.
It should be particularly emphasized that the results presented are of a
preliminary nature, they were obtained on a system that does not meet the
requirements to be applied on the specific engine and they do not contain
potentially confidential information for the engine manufacturer.

The experimental studies were carried outside the engine, on a test
stand for the purpose of testing the system using all the elements intended
to be installed in the engine. Two characteristic process quantities were
measured - the fuel pressure at the pipe end and the injector needle
position. The following quantities were also measured: the position of the
pump camshaft, the fuel pressure and temperature and the mean value of
the volumetric flow rate of fluid through the injector, i.e. the cumulative
quantity for a selected number of operating cycles. The following
measuring devices were used:

- Piezoelectric pressure sensor AVL 5QP,

- Sensor AVL 3056-A01,

- Needle lift inverter - hand-made inductive half bridge,
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- Sensor AVL 3076-A01, and

- Encoder of camshaft angular position: optical incremental

The obtained electrical quantities are digitalized using the National
Instruments data acquisition system USB 621 and stored in a personal
computer.

The obtained results include systematic and random measurement
errors. Out of systematic errors, two have been identified and previously
discussed - the angular position of the cam profile in relation to the flow of
the measured quantities and the absolute level of the measured signal of
fluid pressure as a result of operating principles of piezoelectric sensors.
Both errors are effectively eliminated by the procedure of identification of
unknown parameters. On the other hand, random errors are of stochastic
nature and they are neither possible to identify nor to eliminate. However,
when random errors are subjected to normal distribution with the zero
mean value, then their level becomes significantly reduced by calculating
the average cycle obtained by averaging the characteristic quantity values
(measured over a number of consecutive cycles, for each angular shaft
position). In this case, the influence of random errors can be disregarded
(Tomic¢, 1987).
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Figure 1 — The pressure at the end of the pipe and standard deviation
for 50 consecutive cycles
Puc. 1 — [laBneHune Tonnuea Ha KoHLUe Tpybonposoaa Ansi
50 nocnepoBaTenbHbIX LUKNOB
Cnuka 1 — lNpuTucak Ha Kpajy LeBu 1 cTaHaapgHo oAcTynake 3a
50 ysacTonHux uuknyca
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Figs. 1 and 2 display the pressure at the pipe endaver aged for 50
consecutive cycles as well as the statistical parameters — standard
deviation and Pearson’s coefficients. It should be noted that the measured
pressure value between two consecutive injections is equal to zero, which
is a result of the fact that the measurement was performed with a piezo-
electric sensor. That is why this quantity is of one of the unknown
parameters that should be determined.

The value of the asymmetry coefficient is close to zero and the shape
coefficient varies around a value of 3 (from 2 to 4) except in the process
phases where the gradient values of the measured quantity are extremely
high. This can be explained by anerror in measuring the camshaft angular
position. in the process phases where the gradient of the measured
quantity ishigh (up to 350bar per angle), a measuring error of one angle
increment (0.1 degree) results in aconsiderable error. The value of
Pearson’s coefficients shows that random errors are subject to normal
distribution; consequently, their impact on the measured quantity can be
neglected if the values measured over a number of consecutive cycles are
averaged.
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Figure 2 — The pressure at the pipe end and Pearson's coefficients
for 50 consecutive cycles
Puc. 2 — llaBneHue Tonnumea Ha KoHue Tpybonposoaa n koedduumneHTsl MNupcoHa
ansa 50 nocnegoBaTenbHbIX LIMKIOB
Cnuka 2 — lNMpuTtucak Ha Kpajy uesoBoga u MNMpcoHoBU KoedhnumjeHTH
3a 50 y3acTonHux uuknyca
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It has already been emphasized that the identification process must
be repeated multiple times with different initial values of the unknown
parameters, i.e. more local minima of the functional should be found, and
then one chosen as a final solution. The following illustrations display in
parallel: the results of the measurements and the results of modeling with
the initial and the "exact" (identified) values of the unknown parameters for
two operation modes determined by the total flow through the nozzle Vc
during one cycle and by the camshaft rotational speed n. In order to
illustrate the convergence of the suggested method, in both cases a large
number of parameters are identified - 10. For the same reason, the
illustration shows the results of "computing" processes, with which the
initial values of certain model parameters are significantly different from the
"true" ones, which resulted in a large difference between the results of the
identified model and the results obtained with the initial parameter values.
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Figure 3 — Comparative review of the experimental results and the results
with the initial and identified mathematical model parameters
Puc. 3 — CpaBHeHVe aKcnepuMeHTarnbHbIX pe3ynbTaToB U pe3yrnbTaToB MOAENMPOBaHU
C HayanHuM 1 MAEHTUULUPOBaAHHBLIMI NapameTpamm
Crnuka 3 — YnopegHu npernea ekcnepMMeHTanHux pesynrarta u pesynraTa
MaTemMaTUyKor Mmogenupana ca No4YeTHUM U NAeHTUUKOBaHNM NapameTpuma
MaTemaTtudkor mogena
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Figure 4 — Comparative review of the experimental results and the results with the initial
and identified mathematical model parameters
Puc. 4 — CpaBHeHWe 3KCNepUMeHTanbHbIX pPe3ynbTaToB U pe3ynbTaToB MOAENMPOBaHMS
C HavanbHbIM 1 UOEHTUULMPOBAHHBIMW NapaMeTpamu
Cnuka 4 — YnopegHu npernen ekcnepuMmeHTanHux pesynrarta n pesynrata ca noYeTHUM
W nAeHTMMKOBaHUM NapaMeTpma mMogena

The following diagrams show the course of the change of the functio-
nal and several unknown model parameters during the identification pro-
cess. In the first case (Fig. 5), which corresponds to the results of Fig. 3,
the allowed space in which we seek a solution is narrowed. The result is a
high value of the functional and reaching the threshold values of model
parameters. At first glance (Fig. 3) the results of measurements and mode-
ling match relatively well, so a question arises whether the threshold valu-
es of other model parameters are established correctly, i.e. whether the
identified model represents a real system. This example shows that, when
assessing the modeling results, researchers must analyze in detail the
whole process, not only the modeled and experimental values of the
selected characteristic process quantities.
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Figure 5 — The course of the process of identifying unknown model parameters
Puc. 5 — TeyeHve npouecca naeHTUKaLnM HEM3BECTHbIX NapaMeTpPoB MoAenu
Crniuka 5 — Tok nocTynka nageHTudukaumje HenosHaTMx NnapameTapa mogena

In the second example (Figs. 4 and 6), the threshold values of the pa-
rameters are determined taking into account all the known system charac-
teristics; therefore, the final value of the functional is much lower, and the
model parameters are within the permitted area.

The comparison ofthe experimental and calculated values (Fig. 4)
shows that the model appropriately simulates the operational process and
that the results can be used for system design and optimization. In addi-
tion, the differences observed during the change of the analyzed value in-
dicate that the model does not fully describe the real physical process in
the system, but that it can and should be improved in further research.
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Figure 6 — The course of the process of identifying unknown model parameters
Puc. 6 — TeueHne npouecca ngeHTugurKaumm Hen3BeCTHbIX NapamMmeTpoB Moaenu
Crniuka 6 — Tok nocTynka nageHTudpmrkaumje HenosHaTUX NnapameTapa mogena

Conclusion

Mathematical modeling, with the application of optimization methods
for identifying model parameters, enables connecting theoretical and empi-
rical relations, on the one hand, with experimental results, on the other.
This provides a number of benefits to researchers.

- It is possible to also gain insight into the process phases in

accessible by experimental methods.

- The relationship between input and output values can be
established at minimum cost - without cumbersome and detailed
experimental research.

- It is possible to carry out a systematic analysis of all factors
influencing the course of hydro-mechanical processes within the
system and therefore to acquire relevant new knowledge.

- The mathematical interpretation of the process allows the use of
optimization methods and effective identification of possible
solutions leading to the choice of the best one.

Since the processes within the system are complex, a detailed

mathematical interpretation leads to the creation of an unnecessarily
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cumbersome model; therefore, some necessary simplifications that do
not jeopardize the physicality of the process have proved to be justified in
practice. This approach provides a model that appropriately simulates a
real physical process. However, the model cannot be integrated by
analytical methods and it is necessary to create computer programs
along with the application of numerical methods.

Finally, it is possible to realize a theoretical-experimental procedure
that takes the shortest route to the objective - to find the optimal solution
and implement it in the development project.
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Kpamkoe codepxaHue:

Llenbto pabombi sienisemcsi nooyepkusaHue rnpeumyuiecms rpu
npUMeHeHUU MamemMamu4eckKko20 ModesiuposaHusi 8 MPoeKmMuUposaHuU
U paspabomke HOBbIX pelwieHul unu onmumMu3auyuu Cyuecmesyrou,eao
obwekma. lNpedcmasnieHbl OCHOBHbIE MPUHUUNbLI ModernupogaHusi b6e3
u3noxeHusi mMoOpobHoU mamemamu4yeckol modesiu, u3 4ezo criedyem,
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Hapsidy ¢ pesynbmamamu MOOenuposaHus, a makxe aHasau3s
pesynbmamos npouecca udeHmucbukayuu HeuseecmHbIX
napamempog Moodersiu.
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Caxemak:

Lurs pada je da ce ucmakHy, ako He cee, a OHO bap HajeakHuje
npedHocmu Koje OOHOCU rpuMeHa Mamemamuykoe modesupara
MOKOM ripojeKkmosara HO0802 pewera Unu ycaspwaseama U
onmumu3ayuje nocmojehez objekma. W3M0xeHU Ccy OCHOBHU
npuHyunu uspade moldena 6e3 usHoweHa OemasbHe MameMamuyke
UHmMeprnpemauuje npoueca u3 4Yeza cnedu Oa moden cadpxu eehu
6poj HernosHamux UMU OPjeHMauUOHO o3Hamux fnapamemapa u oOa
Huje moeyhe peanuzoeamu moden muna rpo3upHe KubepHemuyke
Kymuje. [a 6u ce ocmeapuria cuHme3a moderna u eKcriepuMeHmarsnHux
pesynmama HeornxodHa je npuMeHa onmumu3ayuoHux memoda 3a
udeHmuchukayujy HerosHamux napamemapa Mmolena. Y pady cy
HasedeHU eKcriepuMeHmarsnHu pesynmamu yropedo ca pesynmamuma
molenupara U udeHmucpuKkayuje Kao U aHaaula nocmyrka
udeHmucghukauuje Hero3Hamux napamemapa mooerna.

KrbyyHe peun: ausen MoOTop, CUCTEM 3a ybOpusraBakbe ropuBa,
mMateMaTU4Ko Modenupare, uaeHTudmkaumja.

Paper received on / [lata nonyyenusi pabotel / atym npujema 4naHka: 25.04.2016.
Manuscript corrections submitted on / lata nony4yeHus ncnpasneHHom Bepcun paboTsl /
[atym poctaBrbana ncnpaeku pykonuca: 02.11.2016.

Paper accepted for publishing on / [lata okoH4YaTeNbLHOro cornacoBaHus paboTbl / Jatym
KOHa4yHOr nNpuxeaTana YnaHka 3a objaBrbmBane: 04.11.2016.

© 2017 The Author. Published by Vojnotehnicki glasnik / Military Technical Courier
(www.vtg.mod.gov.rs, BTr.mo.ynp.cp6). This article is an open access article distributed under the
terms and conditions of the Creative Commons Attribution license
(http://creativecommons.org/licenses/by/3.0/rs/).

© 2017 AsTop. OnybnukoBaHo B "BoeHHO-TexHUYeckuit BecTHUK / Vojnotehnicki glasnik / Military
Technical Courier" (www.vtg.mod.gov.rs, BTr.mo.ynp.cp6). [laHHas ctaTbs B OTKPLITOM AOCTyne 1
pacnpocTpaHsieTcsl B COOTBETCTBUM C nuueH3nen "Creative Commons”
(http://creativecommons.org/licenses/by/3.0/rs/).

© 2017 AyTtop. O6jaBuo BojHoTexHuukmn rnacHuk / Vojnotehnicki glasnik / Military Technical Courier

(www.vtg.mod.gov.rs, BTr.mo.ynp.cp6). OBo je unaHak oTBOpeHOr Npuctyna n guctpudyupa ce y
cknagy ca Creative Commons licencom (http://creativecommons.org/licenses/by/3.0/rs/).

441

Stavljanin, M., Mathematical modeling and identification of the mathematical model parameters of diesel fuel injection systems, pp. 421-441



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017., Vol. 65, Issue 2

SMART FIELD ARTILLERY
INFORMATION SYSTEM: MODEL
DEVELOPMENT WITH AN EMPHASIS
ON COLLISIONS IN SINGLE SIGN-ON
AUTHENTICATION

Nikola S. ManeV?, Jugoslav Z. Achkoski®, Drage T. Petreski’,
Milan Lj. Gocié®, Dejan D. Rangic¢®
@ University ,Goce Delchev*, Military Academy ,General Mihailo
Apostolski“, Defence Resources Management, Skopje, FYR Macedonia,
e-mail: manev.nikola@yahoo.com,
ORCID iD: @http://orcid.org/ 0000-0002-5591-4593
b University ,Goce Delchev®, Military Academy ,General Mihailo
Apostolski“, Department for Security, Crisis Management,
Protection and Rescue, Skopje, FYR Macedonia,
e-mail: jugoslav.ackoski@ugd.edu.mk,
ORCID iD: @http://orcid.org/0000-0003-2782-3739
¢ University ,Goce Delchev*, Military Academy ,General Mihailo
Apostolski“, Department for Security, Crisis Management,
Protection and Rescue, Skopje, FYR Macedonia,
e-mail: drage_petreski@yahoo.com,
ORCID iD: @http://orcid.org/0000-0002-5830-1389
d University of Ni§, Faculty of Civil Engineering and Architecture, Ni§,
Republic of Serbia,
e-mail: milan.gocic@gaf.ni.ac.rs,
ORCID iD: @http://orcid.org/0000-0001-8398-6570
¢ University of Ni§, Faculty of Electronic Engineering,
Department of Computer Science, Nis, Republic of Serbia,
e-mail: dejan.rancic@elfak.ni.ac.rs,
ORCID iD: “http://orcid.org/0000-0002-3579-5654

https://dx.doi.org/10.5937/vojtehg65-12703

FIELD: Computer Sciences, IT
ARTICLE TYPE: Original Scientific Paper
ARTICLE LANGUAGE: English

Abstract:

This paper proposes a model for a Smart Field Artillery Information
System (SFAIS) that can be used in a military environment. It is based on
Service Oriented Architecture (SOA) and Command, Control, Communi-
cations, Computers, and Intelligence Information Systems (C4l), as well
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as Geographical Information System (GIS) technology. The system aims
to contribute in increasing the level of the military’s capacity in the executi-
on of operations in a multinational or a regional environment. In this con-
text, the SFAIS provides a well-designed platform for interoperability with
other actors in the same theater of military missions and joint operations.
Moreover, the system will be used for educational purposes by being im-
plemented in simulation centers and computer laboratories. This system
will provide artillery personnel with proper education which will rely on -
and is going to be conducted in - a simulated operational environment
which will include the whole operational range of the arfillery systems used
(field of fire) and the process of preparation of the elements as well as
conducting the firing in a virtual environment. Additionally,and even more
importantly, the probability of collisions in hash functions during Single
Sign-on authentication is presented for proving existing security shortco-
mings in distributed computer systems. Also, studying specific security is-
sues with the SOA based artillery information system emphasizes the sig-
nificance of applying a military information system in a security environ-
ment.

Key words: authentication, single sign-on, GIS, hash function, artillery,
service oriented architecture, security, military, information systems.

Introduction

Field operations require a good understanding of the characteristics of
the operational environment. Prior to using modern Information
Technology (IT) systems, field crews relied exclusively on the guidance
from a person that is familiar with the operational surrounding. If the teams
or individuals were dispatched in a zone where the field activities were to
be conducted without proper guidance, complex calculations needed to be
performed using paper maps, compass and other devices in order to navi-
gate and to fulfill the mission objective. Nowadays, with the development
of contemporary Command, Control, Communications, Computers, and
Intelligence (C4l) and Geographical Information System (GIS) solutions,
organizations, companies and institutions are able to provide better sup-
port for their field crews not only in terms of navigation but in providing dif-
ferent spatio-temporal data including qualitative and quantitative characte-
ristics of objects and events obtained during data collection, surveillance
and intelligence activities as well. These information systems are usually
tightly coupled with the Geographic Information System (GIS) which is a
special type of computer-based information system tailored to store, pro-
cess, and manipulate geospatial data (Worboys & Duckham, 2004) and is
used to support command and control of operations starting from the tacti-
cal level up to the strategic level of armed conflict management. However,
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the ability of the GIS to handle and process both location and characteri-
stic data distinguishes the GIS from other information systems. This esta-
blishes the GIS as technologically important for a wide variety of applicati-
ons (Chang, 2005), especially in the military domain. The GIS solutions
are not only digital substitutions for paper maps but are becoming crucial
in the integration of different information sources in a spatial context. The
unique ability of the GIS to present different geo-referenced data on a map
enables users to simulate different events through modeling, adjustment of
data and scenarios for prediction, planning and estimation. In a spatial
context, this level of information integration and presentation is difficult to
achieve using any other information system. This is exactly why such
systems can be and in recent times have a tendency to be used in a wide
range of areas such as the security and intelligence domain, emergency
management, and the military domain in particular. In a military environ-
ment, such systems are usually used for mission planning, target
discovery and tracking, coordination between different military units and for
weapon guidance and fire control.

In this paper, we propose a model for a specialized C4l system whose
general purpose is artillery support. Considering the fact that similar
systems require that geo-information as well as other types of information
is accessible to a wide range of users with different responsibilities, located
in different geographic locations, in addition to providing access to geo-
spatial data for users with different levels of privileges and different re-
sponsibilities, this leads us to use Service Oriented Architecture (SOA) for
developing a model of this type of system. Related work in this area is pre-
sented in the section that follows. Furthermore, the paper will deal with the
phases of system development and look at the regulated access to the
data that the Information system holds, in particular, the inconsistencies of
using SOA regarding the probability that collisions can happen in hash
functions during Single Sign-On (SSO) authentication with the stress of the
Password Authentication Protocol (PAP). The expected results and con-
clusions are given at the end of the paper.

Related work

There are a large number of referred research papers from this area.
Analyzing the relevant literature, we have come to the conclusion that in
many technologically developed countries the implementation of Service
Oriented Architecture in the military domain and especially in the Field
Artillery Information Systems is driven by a unique reason - to enhance the
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cooperation between different military actors on the battlefield and enhan-
ce their success while conducting a specific mission.

We can say with certainty that the latest achievements in the defense
technology are based upon C4l (Command, Control, Communications,
Computers, and Intelligence) (Worth, 2008) systems with Artillery Informa-
tion Systems being a special kind of Command Information Systems (C4l)
widely used by defense forces all over the World. Frequently used informa-
tion systems, which support intelligence activities, have high influence in
the decision making process, and modern information technology
considerably contributes to the processes’ improvement by supporting the
intelligence cycles planning, collecting data, analyzing data and dissemina-
tion (Achkoski, et al, 2011). According to Medlow (Medlow, 2009), the inte-
rest about SOA leads to extended implementation in the information and
communication systems that are a part of both the military and civil do-
main. However, we cannot simply implement Service Oriented Architectu-
re (SOA) into the unchangeable infrastructure of an existing organization
because there are numerous factors that can potentially complicate the
implementation of SOA in the design of some systems within the military
domain in spite our primary purpose being to enhance these systems (Pu-
lier & Taylor, 2006).This is exactly why the effective implementation of
SOA in the information systems of land forces detachments deployed in
military, peacekeeping, post-conflict society reconstruction or any other
kind of non-military jointly led missions presents a big challenge.

Radcliffe, et al. (Radcliffe, et al, 2014) conclude that the information
systems for command and control that are used in the operational hea-
dquarters use SOA in order to increase the multiple actors’ ability to ex-
change information between them. SOA’s approach allows flexibility, inte-
gration, systems interoperability and increases the potential of the military
actors using Commercial-Off-The Shelf (COTS) technology and standards.
Moreover, this paper covers architecture modeling, SOA Governance and
gives a summary of a specific multinational demonstration activity where
these types of prototype services were implemented. The authors conclu-
de that SOA solutions can be used for increasing the capability of specific
actors acting in a clearly defined military environment. Furthermore, they
propose developing SOA solutions of C4l information systems in every
single field of the military environment.

The advancements of SOA in the development of information
systems and the extent to which it helps for the effective use of directed
military force is fully entailed under a program devised by the British, na-
med: Network Enabled Capability (NEC). This problem matter is presented
more clearly in (Brehm, Gémez, 2005, pp. 29-48).There we find that the
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advancements of SOA can be exploited in building and designing military
information systems for supporting NEC. Service orientation offers unique
possibilities that ultimately change the way of exploiting information
systems and with them the Ministry of Defense (MOD) departments and
their operational formations can increase their efficiency.

Furthermore, from a business perspective, it is important to under-
stand that the opportunity for the development of services focused on deli-
vering improvements in the working capability of military actors will most
certainly appeal greatly to potential customers and users. This same offer
implies a solution in the form of an integrated system derived from the use
of SOA planned to be used in line with the other, older information systems
that are already used in the military.

Finally, this paper entails some of the exploits for SOA with the inten-
tion that the MOD will turn to using it more extensively and exploit the be-
nefits of NEC on a higher level.

SFAIS model development

SOA presents a “next step” technology, steadily becoming a standard
that inspires the re-use of information systems and loosely coupled systems.
The independency of the implementation platform implies that older hardware
and newer software can be replaced and updated without negative implicati-
ons toward other components of a system as long as the communication in-
terface of the service stays the same. Following the latest Information and
Communication Technology (ICT) advancements, the Smart Filed Artillery
Information System (SFAIS) based on SOA should be designed as a hybrid
system (store-and-forward mode and real-time mode). The most recent rese-
arch works and studies that address the use of SOA show that agencies, de-
partments, institutions and other stakeholders can push and pull data in a
standardized and flexible manner through the use of communication interfa-
ces using XML schemes and web services.

The development of the SFAIS model based on SOA takes us through a
number of phases. At the start, research will be focused on the wider “Infor-
mation Technology and Military” expert public that will be asked to describe
multiple solutions for information systems which will serve best and are rela-
ted to the functions of artillery units. Because of the model sensitivity, this re-
search will be focused on academic and unclassified sources, as well. As
soon as that is done, an analysis whose purpose will be to make a conclusion
about the benefits of modeling SOA based systems will take place in order to
further strengthen the statement that SOA is the technological choice that
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surpasses all other technological solutions for designing information systems
of the C4l sort.

The actual design of the prototype starts with the development being fo-
cused on creating the basic system modules:

1. GIS Module - necessary for unit deployment in the operation planning
phase when a specific artillery unit is being assigned a mission. The module
presents the user with multiple variants of choice for deploying field artillery
units (the combat component of artillery units) based on predefined parame-
ters such as: deployment of the artillery battery combat elements — depending
on the type of artillery weapon and deployment of the artillery division combat
elements — depending on the type of artillery battery.

2. GIS based Forward Observer module - necessary to provide input da-
ta to the system. This module will be later used for further system develop-
ment and testing. The Forward Observer (FO) module provides the user with
basic functions for: marking positions of friendly and enemy units on a digital
map, marking targets, targeting data, and transfer of target and fire mission
data over the military network.
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Figure 1 — Example from the mobile GIS Forward Observer module
(the crossed, red, diamond shaped signs describe an enemy infantry unit)
Puc. 1—Npumep ¢ moayns mobunbHoW reorpadnyeckon cucTembl ANA NOAAEPKKN
apTunnepum (MapkupoBKa B BUAE KPECTMKa, KpacHOro LiBeTa 1 KpacHoro
pomba o6o3HavaeT NnexoTHoe nogpasaeneHve NpoTUBHNUKA)
Cnuka 1 — MNpumep 13 mogyna mobunHor reorpadpckor MHopmaLmoHor cuctema
3a apTUIbepujcKy NoAapLUKy (03Hake y 06numKy KpcTa, LupBeHe 6oje u
OvjamaHTa onucyjy HenpujaTerbcky nelagunjcky jeamHny)
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As a result of using the system modules, the possibilities of providing
accurate information for deploying artillery weapons on the ground,
especially in the region where artillery combat elements are scheduled for
deploying, increase significantly (Figure 1). However, to calculate variables
in the system module, the user will need to enter the following parameters:
artillery weapon type, weapon caliber, ammunition type, region of targets,
meteorological data, and other parameters. These parameters are a part
of a different, Ballistic Module integrated within the Smart Field Artillery
Information System, as shown in Figure 2.
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Figure 2 — Concept of the Smart Field Artillery Information System
Puc. 2 — KoHuenT nHTennekTyansHon MHOOpMaLMOHHOW CUCTEMbI NOMNEBOWN apTunnepun
Crniuka 2 — KoHuenT naMeTHOr MHpopMaLMOHOT cucTema norbcke apTurbepuje
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Additionally, as the system development progresses on, a
mathematical model will be defined and a Software Module will be
designed to compute the initial or preparatory elements needed to direct
the artillery fire. This module has different options (arranged in multiple
optional categories) to choose from in order for the user to direct artillery
fire while having the opportunity to select the type of weapon, the type of
unit, and other options, which are important and must be taken in
consideration to conduct a successful artillery firing.

The first category includes the subsystem for computing the
preparatory or initial firing parameters for the artillery battery equipped with
a certain type of weapon. The second category includes the subsystem for
computing the initial firing parameters for an artillery division, which
depends on the types of weapon within the different artillery batteries. The
third category includes the sub-system for computing the parameters for
subsequent corrections or the so-called adjusting of the artillery fire.

Moreover, a software module for the calculation of used ammunition
per one artillery fire shooting will also be a part of the SFAIS. The module
development automates the process for calculating used up ammunition.
Furthermore, the module is connected to a military logistic information
system that will provide timely reporting for used ammunition per firing and
plan for timely supplying the artillery unit with the type of ammunition
needed.

Finally, a protocol for exchanging information between the Forward
Observer, the Fire Direction Center (FDC) and the Tactical Operational
Center (TOC) will be used to channel information for exchange between
these three pivotal actors on the battlefield. This information will provide a
better visualization of the targets; it will fulfill the logistic requirements on
time; it will help manage the human resources better, as well as
significantly help the successful execution of the mission and operations.

In summary, developing the SFAIS would mean achieving the
following goals in the field of directing artillery fire:

+ Standardized protocol for exchanging information needed for
achieving successful fire support;

» A defined application model that is easily integrated with other in-
formation systems that are not based on the service-oriented paradigm.
Here we are avoiding the technical dependence for developing a field
artillery information system relying only on one technology and, on the
contrary, we are bringing in the possibility of integrating different informa-
tion systems that are based on different platforms (Distributed Component
Object Model — DCOM; Common Object Request Broker Architecture —
CORBA; Remote Procedure Call — RPC; Remote Method Invocation - RMI);
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+ A defined Integral Ballistic mathematical model for directed artillery
fire which includes a weapon model, an ammunition type and ballistic
parameters, meteorological data and a 3D terrain model,

* Integration of security mechanisms and a selection and description
of security standards that should be used in the SFAIS in order to achieve
an appropriate level of the access control;

» Defined metrics for the evaluation of the services related to the
Field Artillery Unit implemented over service oriented architecture;

» Defined specific methodology for meteorological parameters
determination based on the attenuation of electromagnetic waves in the
atmosphere;

* Implemented desktop and mobile GIS front-end application for the
visualization of SFAIS data.

Probability of collisions in hash functions
during Single Sign-On authentication

Taking in consideration that the basis for the SFAIS prototype is
Service-oriented architecture, we cannot stress enough the importance of
looking at the pros and cons of using SOA as a platform for this system.
Although SOA gives an unobstructed access to all actors with a specific
clearance on using data, at the same time, as a platform, it faces a certain
probability that collisions can happen in hash functions during Single Sign-
On (SSO) authentication with stress on the Password Authentication
Protocol (PAP). It means that clients (in a distributed computer system) or,
in our case, actors on the battlefield with different privileges, can have
access to services and resources that they are not authorized to use. To
be more precise, what this means is that the distributed information system
follows the well known matrix (Table 1) about the Discrete Authorization
Control (DAC) system, a case where collisions that can happen in the
system will cause the problem with the authentication and authorization in
terms of system privileges that user have or do not have. Having stated
that, here we are going to find the value of probability that depends on the
length of the key (password) and the number of users in the system, where
the results will be implemented in the PAP.

The Access Control Matrix (ACL) has subjects and objects. The su-
bjects in the ACL are the users of the distributed system, in our case the
users of services, where S is a row for every subject in the matrix. The ob-
jects in the ACL present system resources, where O is a column for every
object in the matrix. The access allowed by the subject S to the object O
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is stored in the intersection of the row indexed by S and the column inde-
xed by O.The privileges in the system are shown in Table 1.

Table 1 — Access Control Matrix about Discrete Authorization Control (DAC);
X - execute; w - write; r - read; a - append
Tabnuua 1 — MaTpuua KOHTponsa AocTyna K AuckpeTtHon aBTopm3sauumn (DAC);
X - UCMOJNHUTb; W - 3anucaThb; I - Npo4MTaTh; a - JOMNONHUTb
Tabena 1 — Matpuua KOHTpoIe Np1cTyna o KOHTponu auckpetHe aytopu3auuje (DAC);
X — U3BPLUNTU; W — HANUcaTu; r — NpoynTaTh; a — goaatu

/mail/Person X edit.exe db.exe
WS -1 {r, w} {r, x} {r, w, x}
Person X } {r, w, x} {w, x}
WS - 2 {a, r} { {r, x}
WS N {r, w} {r, x} {r, w}

The previously mentioned problem about collisions in the hash
functions can be proven with the cryptography problem called “birthday
paradox” as presented by (Batista, et al, 2012).The simplest way of
presenting the security implications of hashing is with the question: How
many people K out of N in one room have the same birthday as you if the
probability is greater than 1/2? In order to find the probability P(K), it is

easier to compute the probability P of the number of people N that do not
have the same birthday as you. The aforementioned authors come up with
the following equations:
NZ
P(K)=1-e 3%

2

Inl1-In2=- N
2*365

=N’ =2In2*365

N =+/2In2*365=1.774*19.1045 =23 (1)

As far as the “birthday paradox” goes, we can conclude that 23
people in the room are enough to expect finding at least two or more
people out of N to have the same birthday.

But, in addition to this, the “birthday paradox” can be exploited in
computing the probability P of attacking the hash function, where the hash
function h(x) generates an output of N bits long. In this case, the possible
values of N, when N is used in the hash function h(n) , is 2V because N
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could be either 0 or 1. Since \/Z:x/Z_N:f% and if we hash about 2]%
different inputs, we can expect to find a collision, that is, have two inputs
that hash to the same value.

For example, if we want to find the work that needs to be done in
order to break the hash function with a probability of 0.5 for generating a
collision with brute force, where the input is the hash function with 32 bits,
then we need to compute:

N(0.5,h) ~1.1774*h =
— 0.5 — Probability to break hash function, /4 =2""2

32
N(%,3zjz1.1774*22 =1.1774%2'° =1.1774*65536 =7.7*10" (2

Finally, we need to discuss the collisions that can happen with brute
force with different values of probability that depend on the number of n
bits in the hash function h(n). In this case, we are looking at two cases
(Case A and Case B). The numbers of bits that are used in these cases
are 64, 80, 128 and 160 bits. The particularity in the selection of using
these numbers of bits refers to the standard length of a password, which
means that 8 characters is the standard length of a password. However,
the user can choose from 256 possible characters from the keyboard. The
choices that the user has can be presented as 256°. This number is equal
to 2% hash function h(n) or it is a 64-bit cryptographic key, hence the reason

for choosing 7 =(64,80,128,160) as a length for the hash function h(n).

To illustrate the real time working capability of a SOA platform as well
as the hash function application, it is best to provide a real-life example of
an Information system whose access is open only to users with a specific
clearance, authorized by an account and a password.

Example: Let us suppose that we designed a multi user information
system based on service-oriented architecture. The information system is
accessed by multiple users based on their account and their password. If
the system administrator records the accounts and passwords in a separa-
te file in the information system, then the level of threat is too high. One of
the solutions to this problem is saving user names and passwords that are
hashed with a certain hash function h(n) in a separate file. Let us assume
that the hash function h(n) is an ideally and perfectly chosen function, whe-

re h maps each valid input into a different hash value {0.,1}* :{O.,l}k.

This means that users access the system with n passwords and the Infor-
mation system allows access to the user in the system only if the hash va-
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lue h(n) can directly locate the record in the file where the hash values are
stored.

Case A: If we have an attacker (a regular user) that has the intention
of accessing the computer system as a system administrator (super user)
generating random passwords (avoiding duplication of passwords that are
used once), what are the minimum numbers of passwords (N) that the
attacker can try to guess correctly?

To explain Case A in an appropriate manner, the following
assumptions are introduced:

n==64bits ; P=25% ; P=50% ; P=75%:; P=99%
To determine the probability of collisions, when the password is 64
bits long, we have to compute the following expression:
P =99,9%; n = 64bits = h=2"
¥ v
=099=1-¢ ?=0.0l=1-¢ * /In
2

In0.01= —]ZV—h:>N2 =-2*In0.01*A

In0.01=—4.605170185988091 ~ —0.4606
2% 1n0.01 = —2%(—4.606) ~ 9.212

N =+9.212*h =3.035%y2% =3.035%2%2 =3.035*4.3*10° =13.05*10°

Table 2 showcases the results for the desired probability when the
passwords are 64 bit long. The intention is not to show how the process of
computation is done and that is the reason that we show only how the
probability is computed with 99%. Since the same equation can be used in
order to calculate the desired probability when the passwords are 64, 80
and 128 bits long, the results in the remaining 3 cases are respectively
presented within Table 2, as well.
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Table 2 — The results of the desired probability when passwords are 64, 80, 128 and 160 bits long
Tabrnuya 2 — PesynbTaThl Npegnonaraemon BEPOSTHOCTH, B Clyyae ANMHHBIX naponew
64, 80, 128 n 160 6uTtoB
Tabena 2 — Pe3ynTatu xerbeHe BepoBaTHohe kaaa Cy Nno3uHke ayradke 64, 80, 128 n 160 tuta

Probability of collisions with the brute force attack

1 1
Not;rgﬁsr (ijs% (EJSO% G) 75% 999
64 3.3*%10°  5,06*%10° 7.2%10° 13.05*10°
80 0.82*10  1.28*10" 1.8%10" 3.3%10"
128 1.4*%10°  2.2%10"Y 3.1*¥10" 5.46*10"
160 0.60*10*  1.41*10* 1.99*10* 3.6*10%*

In response to the conclusion we have made earlier, let us repeat that
the number of bits used in these cases are 64, 80, 128 and 160 bits. The
particularity in the selection of using these numbers of bits refers to the
standard length of a password, which means that 8 characters is the standard
length of a password. However, the user can choose from 256 possible
characters from the keyboard. The choices that the user has can be
presented as 256°. This number is equal to 2% hash function h(n) or it is a 64-

bit cryptographic key; hence the reason for choosing n = (64,80,128,160) as

a length for the hash function h(n). Accordingly, a graphic presentation is
given for each and every possibility of a 64, 80, 128 or 160 bit password
length in Figures 3, 4, 5, and 6, respectively. Figure 7 gives a cumulative
graphic presentation of the password length of n = (64,80,128,160) bits.

3 ie N 0

Figure 3 — A 3D graphic presentation Figure 4 — A 3D graphic presentation for

for the password length of n = 64 bits the password length of n = 80 bits
Puc. 3 — 3[] rpacunyeckoe nsobpaxeHve Puc. 4 — 3[1 rpachmyeckoe nsobpaxeHvne
napons pasmepom n = 64 6umoe napons pasmepom n = 80 6umoe
Crnuka 3 — 3[ rpachnuka npeseHTaumja 3a Cnuka 4 — 3[ rpachuuka npeseHTaumja
NO3WHKY Ay>XUHe n = 64 bits 3a No3uHKy AyxuHe n = 80 bits
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il 0 153
N 197 5 n

Figure 5 — A 3D graphic presentation for Figure 6 — A 3D graphic presentation
the password length of n = 128 bits for the password length of n = 160 bits

Puc. 5 — 3[] rpadnyeckoe n3obpaxeHve Puc. 6 — 3 rpacdunyeckoe n3obpaxeHune
napons pasmepom n = 128 6umos napons pasmepom n = 160 6umos

Cnuka 5 — 3[] rpaduyka npeseHTauuja 3a Cnuka 6 — 3[] rpaduyka npeseHTauuja

NO3uNHKY AyxuHe n = 128 bits 3a No3uHKy ayxuHe n = 160 bits

10

B0

EI
Figure 7 — A 3D graphic presentation for the password length of
n = (64, 80, 128, 160) bits
Puc. 7 — 3[1 rpachmnyeckoe nsobpaxkeHvne napons paamepom
n = (64, 80, 128, 160) 6umos
Cniuka 7 — 3[1 rpachnuka npeseHTaumja 3a No3nHKY AyxuHe n = (64, 80, 128, 160) bits

Additionally, we created a pseudo code for computing collisions in the
hash function that can help optimize the process for gathering value of
trays that depend on the probability and bits in the hash function.
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Computing collisions(){

declarevariables (){

variable P;

input P = (O,. . .,1);
variable n;

input n =(0,...,n—1,n);

}
computeh (n) N

h(n)=2"
return h(n);
Y

initialize computation(){

¥
P=1-¢ 2%h
do substraction () {
¥
e 2 =1-P
NZ
e Xh =P
z’f( P'is greater than 1) {

Print " Algorithm failed"
else{

if ( Pislessorequal to 1) {

Print " Continue with computation"

return P

start natural logarithm function (){

log, x=Inx;
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e=2.718;
divide expression with natural logarithmIn (){
N
e =P /In
NZ
2%h

InpP =-

return P

compute expression(){
2*InP'*h=-N*
N?==2*InP'*h
N=—2*InP */h
compute:—~2*In P' = a;

compute : Jh=22 b;
returna,b ;
replaceaandb;

N=a*b;
return N,

END

Case B: What is the maximum number of users (N), when the
probability of a collision with brute force happening in the system is under
0.05%7 It means that the probability of a hash function, where every pair
of users has the probability of matching passwords, is equal to 0.05% .

To compute the number of users in the system with certain probability
of collisions with brute force in Case B, we have introduced the following
assumptions:

1) n=64bits ;h=2% ;P =0.05% ;N (0.05%)="

)

2) n=80bits ;h=2" ;P=0.05% ;N (0.05%)="?
3) n=128bits ;h=2"" ;P=0.05% ;N (0.05%)="?
4)  n=160bits ;h =2'" ;P =0.05% ;N (0.05%) ="?
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Consequently, Table 3 portrays the maximum number of users in the
system to avoid collisions while P = 0.05% and Figure 8 relates to these
results.

Table 3 — The maximum number of users in the system to avoid collisions,
while P = 0.05%

Tabnuuya 3 — MakcumanbHoOe KOnM4ecTBO NoSib30BaTeNen B cUCTEME,
YCTaHOBJIEHHOE C LieNblo NpeaoTBpalleHns konnusui, npy P = 0.05%
Tabena 3 — MakcumanHu 6poj KopucHUKa y cuctemy aa ou ce usberne konmsuje

kaga je P = 0.05%

Association of the number of bits in passwords
and number of users in correlation with limited
probability of collisions
Limited Probability of
collisions with the 64 80 128 160
brute force attack

0.05% 1.3*%10° 0.34*10"” 0.59*10” 0.39*10*

160,

Figure 8 — A 3D graphic presentation for maximum number of users with
P =0.05% and n = (64, 80, 128, 160)
Puc. 8 — 3[] rpadnyeckoe n3obpaxeHve konM4ecTBa nonob3oBaTenen npu
P=0.05% w n= (64,80, 128, 160)
Cnuka 8 — 3[] rpadouykm npukas 3a MakcMmanHu 6poj KOpUCHUKa Kaaa je
P =0.05% wn= (64,80, 128, 160)

458




Conclusion

On the positive side, innovations are tightly related to this system’s
creation because they refer to the shift from a traditional way of directing
artillery fire into a contemporary and technologically sophisticated way of
directing artillery fire. The system makes most of the processes automatic
in the moment of firing from a field artillery unit deployed in the battlefield.
In that manner, the field artillery units which will be equipped with SFAIS
will be capable of opening artillery fire on predefined and planed enemy
targets far more effectively, increasing the probability of getting an
accurate artillery shot on target, excluding errors caused by the human
factor during the process of preparing and entering the parameters for
directed fire.

Moreover, implementing the SFAIS prototype in field artillery units is
going to contribute to increasing the level of military capability while
executing operations in a multinational or regional environment. In the
same context, SFAIS is providing a well-designed platform for
interoperability with other actors in the same theater of military missions
and joint operations. The system will also make a new and significant
contribution in joint operations and homeland security through the
possibility of exchanging information in an appropriate way, decreasing the
time for fire support in military operations and missions, disseminating
information to authorities enhancing the decision-making process and
taking appropriate actions, all in a faster and more reliable manner.

In addition, the system will be exploited for educational purposes.
Implementing it in simulation centers, computer laboratories and other
facilities will provide affordable education for artillery personnel by
simulating field artillery firing and executing the process of firing in a virtual
environment. Artillery officers, cadets and other personnel from the artillery
branch will not need to use real time artillery weapons, military training
fields and other equipment, because the system will allow the training for
directing artillery fire to be executed in a lab or in a simulation center. As a
result, this will allow for the justified promotion of field artillery experts
capable of bringing timely and accurate decisions for resolving situations

On the “not entirely” negative side, the computation of probability of
collisions in hash functions demonstrates the weaknesses in the system
security, where user who do not have privilege can access system resour-
ces. We can firmly conclude that the collisions in hash functions during an
SSO authentication are possible and likely to happen, but the results for
finding a collision and breaking the hash function h(n) show that a lot of
work has to be done. The work of finding collisions in hash functions is
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equivalent to the work of a brute force exhaustive key search. However,
the results of our theoretical research prove that the probability of collisions
in the system can decrease the level of security in the system, but this is
easily overcome by the users who do not select random passwords and
follow the guidelines for PAP.
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WHTENNEKTYAITbHAA NHOOPMALIMOHHAA CUCTEMA
MONEBON APTUINEPUN: PASPABOTKA MOAENN C AKLUEHTOM
HA KONMNU3nnN B AYTEHTUPUKALIMA SINGLE SIGN-ON

Hukona C. Mawneg®, FOzocnas 3. ALI,KOCKI/IG, [Mpaze T. Metpeckn®,
Munan N. Tound', JesiH [. Panuny®
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@ Ynusepcutet «oue Jenves», BoeHHas akagemus «eHepana Muxauno
AnocTtonocku», YnpasneHue pecypcamm o6opoHbl, Ckonbe, BIOP
MakegoHusi
YHusepcuteT «loue [denyes», BoeHHasa akagemus «IeHepana Muxauno
AnocTtonockuy, Kacheapa 6e3onacHOCTU U 3aLlNThbl B KPUIUCHBIX U
ype3sBblyaliHbIX cuTyaumsx, Ckonbe, BKOP MakefoHus

® YuueepcuteT «loue [lenues», BoeHHas akagemus «leHepana Muxauno
AnocTonockuy, Kadhegpa 6e3onacHOCTA 1 3almTbl B KPUUCHBIX U
ypesBblyanHbIX cuTyauusax, Ckonbe, BIOP MakenoHus

"YHuBepcnTeT B I. HULL, APXUTEKTYPHO-CTPOUTENbHBIA hakynbTeT, . Huu,
Pecnybnuka Cepbus

AYuusepeuTteT B r. Huww, ®akynbTeT anekTpoHuku, Kadeapa BblMUCIIMTENBHON
TexHuku, . Huw, Pecnybnvka Cepbus

OBJIACTb: KOMIMbOTEPHbBIE HAYKWU, IT
BWO CTATbW: opurmHansHas Hay4Has ctaTes
A3bIK CTATbW: aHrnuickmin

Pe3swome:

B danHolU cmambe npedcmaesneHa Molesb UHMesiekmyarnsHou
UHgbopmayuoHHoU  cucmembl  rorieeold  apmusinepuu  (SFAIS),
paspabomaHHasi Orii 80€HHbIX uesneli U OCHOBaHHasi Ha Cep8UCHO-
opueHmuposaHHoli  apxumekmype (SOA), a makxke Ha C4l
UHGbopMaUUoOHHOU ~ cucmeMme U mexHoroauu  eeoepaghuyeckoli
uHgopmayuoHHou cucmembi  (GIS). Llens eHeOpeHus cucmembl
3aK/TI04aemcs 8 MosbILEeHUU YPOBHST MOUWHOCMIU 800PYKEHHbIX CUs Mpu
8bIMOSIHEHUU  orlepayuli 8 pamKkax  MHO20HaUUOHasbHbIX — Uu
peauoHarnbHbIx deticmeull.B amomnnaHeSFAIS obecrniedusaem xopowo
cripoekmuposaHHyro rnameopmy 0Ors e3aumodelicmeusi ¢ Opyaumu
yyacmHuKamu — COBMECMHbIX  B0€HHbIX  MUCCUU  BKOJIIEKMUBHBIX
onepayusix.

Cucmema paspabomaHa Onsi NpPUMEHEHUS 8  ueHmpax
ModenupogaHusi U cuMynsayuu, a makxe e snabopamopusix. [aHHas
cucmema 6ydem MpuMeHsIMbCS 8  YYeHUsIX — apmusinepulickux
nodpasdenieHul, 6 CMOOENUPOBaHHbIX OMNEPaUUOHHbIX — YCIIO8USIX,
Komopble eK/oYarom Uesbili  Criekmp  apmursiiiepulickoli  cucmeMal
(apmurinepudickuli 020Hb), @ makxe HagodKy opyduli U 8bIMofHEHUE
02Hesbix 3aday 8 8UpMyarsibHbIX YCI08USIX.

Hapsidy c 8blLUENepPeYUCIeHHbIMU 3alavamu, bydem
npedcmassieHa 8epOSIMHOCMb KOIU3UL 8 xewuposaHuu npuSingleSign-
on aymeHmucgbukayuu, ¢ Uerbio 8bisi8rieHuUss Hedocmamkos 8 cucmeme
b6e3omacHoCcmMUuU KOMIbOMepHbIX cemed.
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UccrnedosaHusi crieyuarnbeHbIX napamempos no 6esonacHocmu
apmurneputickol UHGhopMaUyUOHHOU cuCmeMbl OCHO8aHbl Ha CEPBUCHO-
OpUEHMUPOBaHHOU apXumeKmype, 4Yimo 8 C8ot o4Yepeds noddyepkKusaem
3HaYUMOCMb  MPUMEHEHUST  UHGQOOPMAaUUOHHOU  cucmeMbl  80eHHOU
6esonacHocmu.

KnioueBble cnoBa: ayTeHTudukauus, single  sign-on, GIS,
XelmpoBaHue, CEpPBUNCHO-OPMEHTMPOBaHHas aApPXUTEKTYPS,
6e3onacHOCTb, BOOPY>KEHHbIE CUMbl, NHHPOPMALIMOHHbBIE CUCTEMBI.

NMAMETHU MH®OPMALIMOHU CUCTEM MOJLCKE APTUILEPUJE:
PA3BOJ MOJOENA C TEXUWTEM HA KOJIMBUJE ¥ SINGLE SIGN-
ON AYTEHTU®UNKALININ

Hukona C. Manes?, Jyeocnase 3. ALI,KOCKVI6, [Mpaze T. MeTpeckn®,

Munan Ib. Touuh', Aejax [1. PaHuuh®

@ Yuusepautert ,loue [enues”, BojHa akagemuja ,leHepan Muxauno
AnocTonockn”, Ynpasrbawe pecypcuma ogbpare, Crkonrse, BJP MakegoHuja

6YHMBepsMTeT .loue fenyes”, BojHa akagemuja ,[eHepan Muxaunno
Anoctonockn”, Kategpa 3a 6e36e4HOCT, KpU3HM MEHALIMEHT, 3alITUTY U
crnacaBane, Ckonrbe, BJP MakegoHuja

® YuusepsuteT ,loue Jenyes”, BojHa akagemuja ,leHepan Muxauno
AnocTonockn”, Kategpa 3a 6e36e4HOCT, KpU3HM MEHALIMEHT, 3aLUTUTY 1
cnacaBamne, Ckonrbe, BJP MakegoHuja

"YHusepauteT y Huuy, MpalheBuHCKo-apXUTEKTOHCKM dakynTeT, Huu,
Penybnuka Cpbuja

AYuusepauteT y Huwy, EnektpoHcku cbakynTeT, Kateapa 3a padyHapcTso,
Hwuw, Peny6nuka Cpbuja

OBJIACT: padyHapcke Hayke, IT
BPCTA UJTIAHKA: opyruHanHy Hay4Hu YnaHak
JESNK YJTAHKA: eHrnecku

Caxemak:

Y pady ce nipednaxe mModes namemHoz UHGopMayUoHoe cucmema
nosscke apmurbepuje (SFAIS) 3a npumeHy y 8ojHe cepxe. 3acHosaH je
Ha cepsucHo opujeHmucaHoj apxumekmypu (SOA), kao u Ha C4l
UHGbOpMaUUOHUM ~ cucmeMuMa U MmexHosoauju  2eoepaghckoa
UHgopmauuoHoe cucmema (GIS). Hurb cucmema jecme Oa OornpuHece
rnosehawy HuUOa Karauyumema 860jcKe rpu u3gofjewy onepauuja y
MYfIMUHaUUOHaIHOM UIU Pe2UOHaTHOM OKPYXXEHY. Y mom KOHmeKcmy
SFAIS  obesbehyje  dobpo  npojekmosaHy  rnamgopmy — 3a
UHmMepornepabunHocm ¢ ocmarnuMm y4YecHUuumMa 3ajeGHUYKUX BOjHUX
mucuja u 30pyxxeHux onepayuja. Llimasuwe, cucmem he bumu kopuwheH
3a elykauujy y ueHmpuma 3a cuMmynayujy U KOMIjymepcKum
nabopamopujama. Apmurbepuuma he 0b6e3bedumu edykayujy 3acHo8aHy
Ha cuMyriupaHoOM orepamusHOM OKPYXXery, ¥ Kojem he ce u uzsodumu, a
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Koje he obyxeamamu 4umae ornepauyuoHU Crekmap apmusbepujcKux
cucmeMa (apmurbepujcke 8ampe), Kao U rpouec rpuripeme eriemeHama
u useohere 2afjarba y supmyeriHoM okpyxery. [lpu mome he, wmo je
Jow eaxHuje, npedcmasumu geposamHohy Konu3uja y xew ¢hyHKUuUjama
mokom single sign-on aymeHmudgbukauuje kako Ou ce rokasanu
rniocmojehu cuaypHocHU Hedocmauu y ducmpubyupaHum KOMITjymepCcKum
cucmemuma. lNpoyyasare crieyuuUYHUX CU2YPHOCHUX MOMeHama Koo
apmurbepujckoe UHgopMayuoHoe cucmema, 3acHO8aHoO2 Ha Cep8UCHO
opujeHmMuUcaHoj apxumeKkmypu, makohe ucmude 3Hayaj npumeHe 80jHO2
UHGOOpMaUUOHO2 cucmema y CuaypHOCHOM OKPYXKEHsY.

KrbyyHe peyqu: ayteHTudmkaumja, single sign-on, NC, xew dyHkumja,
apTurbepuvja, CepBUCHO OpWjeHTUCaHa apxuTekTypa, CUrypHOCT,
BOjcKa, MHPOPMAaLIMOHN CUCTEMN.
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Abstract:

Vulnerability assessment and penetration testing are the key activities of
information security risk management and cyber defense and intelligence do-
ne by military organizations. These activities are significant not only in the con-
text of performing military operations, but also in the International Humanita-
rian Law (IHL) and law enforcement contexts. The application of information
technologies in the military and civilian environments increases complexity in
the field of risk management. Besides information security, military organizati-
ons have the task to undertake necessary activities in the fields of cyber ope-
rations, both for defense and offense purposes. They depend on
technologically based knowledge and skills and are implemented by specific
organizations within military systems. The goal of vulnerability assessment is
fo discover and determine the nature of vulnerabilities, without considering
how they may be used for offense, while penetration testing uses exploits for
breaching into systems and thus estimates the type and degree of risk these
vulnerabilities represent to the system. However, even if they represent two
different activities, with different end goals but the same field of interest, they
are complimentary and inter-dependent. Since their common feature is deve-
lopment of knowledge and skills based on the same technologies, they are
equally important both for risk management, military operations in cyberspace
and their use for defense and intelligence activities as well as for IHL.

Key words: vulnerability assessment, penetration testing, cyber
attack, International Humanitarian Law.
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Introduction

Significance and influence of information technologies in all modern
organizational and technical systems is obvious and ever growing. Military
organizations require application of reliable and efficient technical systems
for performance of their basic function — defense, both in peace time and
during war. In modern armies, such characteristics are mostly enabled by
the application of independent and embedded information technologies.
No matter whether these technologies are used in military equipment and
armament or for establishing and functioning of military organizational
systems and their networks (command, control, and support), the use of
information technologies is significant, obvious and increasing.

Comprehensive applications of information technologies and abilities
of system and processes networking are so extensive that this caused a
creation of a completely new, fifth domain of military activities — cyber spa-
ce, which represents: “A global domain within the information environment
consisting of the interdependent networks of information technology infra-
structures and resident data, including the Internet, telecommunications
networks, computer systems, and embedded processors and controllers.*
(US Army Joint Staff, 2013, p.5). Within the information domain, cyber
space is characterized by the application of different types of information
technologies (analogous and digital electronic, opto-electronic and even
quantum technologies). The information domain consists of physical, in-
formation (including logical), and cognitive dimensions or layers (U.S.
Army Joint Staff, 2014). This means that within the complete cyberspace
there are different factors and elements which perform activities and they
represent the basis of the cyberspace infrastructure: people, hardware,
software, environment, power, networks, payload, and policy (Rauscher,
2004). These elements can be put into three key sets that constitute
cyberspace, including its part used by military organizations: people, pro-
cesses and systems (Godwin, et al, 2014).

Vulnerability assessment and penetration
testing in the military environment

Along with the already mentioned importance of information technolo-
gies for the operation of military organizational systems and their inter-
connectedness within cyberspace, cyber infrastructure is crucially impor-
tant to all vital services, sustainable operations and restorations of
cyberspace and organizations and systems that are using it to achieve the-
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ir purpose (Godwin, et al 2014). The key factor for their safe operation is
protection from threats (internal or external) across all the mentioned
layers. This relates not only to military systems, whose basic function is
national defense, but also to all governmental and private organizations as
well as individuals. This is why violation of information security often
simultaneously relates to different legally regulated forms of security (nati-
onal defense, but also all types of crime, including terrorism and espiona-
ge). The circumstance that conflicts in cyberspace are based on discovery
and exploitation of vulnerabilities and deficiencies makes their legal regula-
tion significantly more complex. There are so many threats that entities in
charge of defense of a system cannot even perceive their total number
and scope. The existing threats are changing and evolving in time, along
with the development of the immediate and wider environment. They are
especially extensive in the field of information security, given the numbers
and variety of technologies in modern global environment, as well as mu-
tual connections between factors that influence all phases of the informa-
tion system life cycle (Donohoe, 2012). Threats are directly connected to
vulnerabilities and weaknesses of a system, whether they are known to its
defenders or not. In the field of information security, there is a constant and
endless race between attackers and defenders that consists of competing
who will be the first to discover vulnerabilities or weaknesses of a system,
across every layer of the information domain (physical, information and
logical and cognitive levels). Causes for these vulnerabilities are numerous
and can be found at all levels of creation, use and delayed effects of these
technologies; they can be grouped in several general categories:

a.Due to growing requirements for resource optimization, military
systems use the same or similar information technologies as
civilian structures. These commercial off-the-shelf (COTS)
technologies, whether proprietary or open source, are available to
everyone, defenders and attackers alike.

b.A complex supply chain of information technologies and
globalization make certain segments of these technologies so
connected and intertwined that causes of vulnerabilities in them
can be found even in technologies created specifically for military
systems (Mattern, 2015).

c. Number and scope of information technologies that oftentimes are
not harmonized with each other in all elements cause occurrence
of new vulnerabilities that appear during interaction between these
technologies.

d. General digitalization of everything and fast expansion of
information technologies cause an increasing number of
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information infrastructure parts or elements that influence this
infrastructure to become subject to the existing vulnerabilities.
These vulnerabilities cause asymmetry of conflict in cyberspace. Sin-
ce they are subject to (purposeful or accidental) revealing and exploitation
by any attacker, the number of potential conflict participants grows rapidly,
both attackers and defenders. The existence of vulnerabilities makes even
the biggest systems subject to actions of small groups, even individuals.
Today, there is a frequent situation where military forces of foreign go-
vernments can attack private companies in other countries, like in the case
of Sony (Nakashima, 2014), or that the biggest countries can take legal
and political measures against individuals as U.S. President Obama orde-
red in April 2015 (Executive Order: Blocking the Property of Certain Per-
sons Engaging in Significant Malicious Cyber-Enabled Activities) (Obama,
2015).The consequence of this is increasing the number of potential con-
flicting actors and extremely complex conflict environments.

What are vulnerabilities?

When causes of susceptibility to threats are considered, it is important
to state what vulnerabilities are and how they occur. According to the Nati-
onal Information Assurance (lIA) Glossary (Committee on National Security
Systems, 2010), vulnerability is “weakness in an information system,
system security procedures, internal controls, or implementation that could
be exploited by a threat source®. According to Herrmann (2007), whether
accidental or intentional, vulnerability is a weakness that can occur in
security requirements, system design, implementation, installation, opera-
tional procedures, configuration, and concurrent physical and personnel
security controls, which makes this system susceptible to threats. In most
general sense, in relation to the status of exposure to threats, vulnerability
is absence of safeguard (Everetts, 2015).

Vulnerabilities lie in the basis of information security. According to the
following conceptual equation, they are the basic risk factor in the field of
information security:

Level of Risk = (Threats x Vulnerabilities)

Countermeasures
This means that by discovery, removal or utilization of vulnerabilities,
risk management can be universally influenced for the reduction of risks
(prevention and mitigation of attacks), but also for the utilization of the exi-
sting risks of the adversary (for offensive activities, such as attacks or
cyber exploitation). All these activities are achieved by influencing informa-

x Impact (Everetts, 2015)
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tion security, regardless of whether they are legally characterized as crime
or armed conflict and regardless of whether they relate to defense or of-
fense.

In defense, discovering vulnerabilities is the central part of risk asses-
sment, involving analyses and evaluations which weaknesses and enemy
activities may cause a negative influence on an organization and to what
extent (Committee on National Security Systems, 2010, p.61). This activity
is so significant that it represents a part of every Risk Management Fra-
mework. According to the recommendation of the National Institute for
Standards and Technology (NIST), a vulnerability-oriented risk analysis
should be a part of every risk management program (Cyber Intelligence
Task Force, 2014), (NIST, 2012). Its goal is to maximally reduce the at-
tack-surface model consisting of all possible layers of cyberspace and its
infrastructure (U.S. Department of the Army, 2010). This leads to a conclu-
sion that every discovery of the adversary’s attack-surface enables a grea-
ter success in undertaking offensive cyber operations.

The goal of this analysis is to discover the existing vulnerabilities in
one’s own system, to describe them and give the technical specifications
of the necessary steps for an attacker to exploit these vulnerabilities during
an attack. This process is so important that it cannot be left out in any mo-
del of the information security risk management life cycle, where it is con-
nected with other risk management processes. It must be repeated in re-
gular intervals during a complete life cycle of a system. This is a universal
case, whether a risk management model was defined by a generally ac-
cepted international (International Organization for Standardization, 2009),
national (NIST, 2011) or proprietary enterprise (Committee of Sponsoring
Organizations of the Treadway Commission, 2004), standard or frame-
work.

Every vulnerability can lead to a situation where its exploitation is
possible, accidental or purposeful. If conflicting sides use the same infor-
mation technologies, characterized by the same vulnerabilities, discovery
and technical specifications of necessary steps for exploiting vulnerabilities
can be equally used for the prevention of adversary’s attacks and for at-
tacking the adversary (if the same vulnerability exists in the defended and
the attacking system). This circumstance relates the skill of cyber warfare
with the art of obtaining knowledge of vulnerabilities and weaknesses in
information systems (and their corresponding infrastructure).
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Vulnerability assessment and penetration testing

In the process of risk management assessment, in dealing with vulne-
rabilities, the process of vulnerability assessment should not be confused
with penetration testing. Although these two concepts are similar and
highly connected, they are different in their nature. The National Institute of
Standards and Technology describes penetration testing as “a test
methodology in which assessors, typically working under specific constra-
ints, attempt to circumvent or defeat the security features of an information
system® (NIST, 2014, p.B-7). According to the same source, vulnerability
assessment (discovery and analysis) represents a systematic examination
of an information system for the purpose of determining adequacy of
security measures, determining deficiencies, and finding and undertaking
security measures to eliminate influence of threats and reduce risks (Nati-
onal Institute for Standards and Technology, 2013). Therefore, penetration
testing is a specific type of assessment of an information system (usually
technically oriented), implemented for the purpose of determining the exi-
stence of vulnerabilities. Penetration testing is an imitation of an
adversary’s activity on one’s own system for the purpose of pre-emptive
defense. This is why penetration testing is the one procedure that makes
vulnerability assessment common for both attack and defense. The deve-
lopment of the penetration testing methodology is connected to professio-
nal knowledge on technology and system organization and represents the
application of the information technology body of knowledge in the military
environment.

Military systems are specifically security oriented, since their purpose
is defense of their own systems (by military means and methods) and di-
sabling and destruction of enemy systems. In this military business, diffe-
rent areas of security are simultaneously planned, applied and analyzed so
that vulnerability assessment and penetration testing, (that are especially
characteristic for information security in contemporary organizations), are
used in all other security-related areas, from physical to information
security. Having in mind the already mentioned fact that in modern times
all human activities depend on information technologies and cyberspace,
as well as that the information area consists of wide infrastructure in a
physical, information, logical and cognitive sense, it is clear that penetra-
tion testing can be undertaken for hardware, software, people and proces-
ses and it can relate to different types of security controls (physical, orga-
nizational, and technical) (NIST, 2013).

Penetration testing relates to finding vulnerabilities in proprietary or
other systems, as well as to estimating a degree of resistance that infor-
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mation and organization systems has against enemy activities in relation to
the time necessary for breach of defense, necessary resources and skills
(NIST, 2013). This universal defense/offense method applied by military
and intelligence organizations is at the same time an indispensable ele-
ment and a phase of every risk management process. It consists of vario-
us techniques and methods for finding vulnerabilities, and it is a part of ot-
her, broader activities, such as security monitoring, establishment of
security configuration settings, establishment of policies, strategies and
procedures for secure system use. Penetration testing implemented for the
purpose of defense and offense does not differ much in the technology
and technical approach applied, but exclusively in goals and intentions of
penetration testing practitioners, within and limited to their goals and tasks.
This is why training of individuals and teams for penetration testing does
not have to be implemented separately for defense and offense. It is im-
portant to point out that vulnerability assessment represents the key area
for collaboration of national military and intelligence organizations in
cyberspace (Cyber Intelligence Task Force, 2014). This is why the use of
these activities by state bodies and institutions is significant in respect of
legal regulations, in both national and international laws, especially regar-
ding the specific application of the IHL.

Education, training and legal regulation of
vulnerability assessment and penetration testing

Knowledge necessary for the implementation of vulnerability asses-
sment and penetration testing is primarily technical in its nature and requi-
res high specialization and experience. This is why these activities (in the
civilian environment) are often implemented by external providers (NIST,
2003). In practice, it is done by intelligence agencies and other organizati-
ons that do not perform attacks on military targets, that use results of ex-
ternal collaborators as a service, since such testing activities require hu-
man involvement, even if automatic methods by the application of speciali-
zed software or devices are used (NIST, 2003). However, in the military
environment, these activities are used for the discovery of vulnerabilities in
enemy military systems or for attacks on foreign targets. This sets limitati-
ons of legal nature, due to the provisions of the Law of Armed Conflict.
Protocol Additional to the Geneva Conventions of 12 August 1949 states in
Article 43 that “members of the armed forces of a Party to a conflict (other
than Medical personnel and chaplains® (1125 UNTS 3, 1977, art. 43) are
combatants who have the right to participate directly in hostilities. Howe-
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ver, no international regulations strictly forbid civilians to take direct partici-
pation in hostilities. A group of experts in the field of international humani-
tarian law at the invitation of The NATO Cooperative Cyber Defence Cen-
tre of Excellence in Tallinn gave their expert opinion on participation of civi-
lians in cyber warfare, where “Civilians are not prohibited from directly par-
ticipating in cyber operations amounting to hostilities but forfeit their protec-
tion from attacks for such time as they so participate” (Schmitt, 2013, p.90).

However, according to various national laws and military rules of en-
gagement and manuals, participation of civilians in hostilities is unlawful
(for example in Canada, Cote d’lvoire, Germany, Indonesia, Italy, Nigeria,
Peru, Spain, United Kingdom, and other) (International Committee of the
Red Cross, 2015). In some countries with common law tradition, such as
the U.S, there are cases where in different stages of a case court decisi-
ons were made according to which participation of alien civilians in hostili-
ties was treated as unlawful (McCarthy, 2007), because they were civilians
who took part in hostilities, therefore, they were neither lawful combatants
nor lawful civilians.

It is, nevertheless, necessary to point out that there is still no universal
international consensus on this issue, since no treaty law nor customary
law precisely define what represents direct participation in hostilities, as
pointed out in the Pre-Trial Chamber of the International Criminal Court in
the Case of the Prosecutor v. Bahar Idriss Abu Garda (ICC-02/05-02/09,
2010). Also, it is necessary to take into consideration the complexities of a
situation where development of technology and its application in hostilities
is an important factor of additional complexity of international legal regula-
tions of conflicts in which civilians participate in one of possible ways
(Schmitt, 2004). Even without this dominant factor today, the existing pro-
visions and rules of International Humanitarian Law, some of which are
more than a hundred years old, are imprecisely and unclearly defined be-
cause they were adopted through consensus of all international parties
(states), which is an almost impossible task in practice due to their different
interests and traditions.

The already mentioned legal reasons and requirements to achieve
confidential military information secrecy in military organizations require
that vulnerability assessment and penetration testing be done by members
and groups from the military itself. To achieve this, it is necessary to
systematically train members of the military who perform these activities.
In doing this, there should be no compromises, because their training and
qualifications are what key activities in cyber defense and warfare depend
on. Besides requirements for top achievements, their training should be
continuous, since search for vulnerabilities is a constant process that must

471

Mladenovic, D., Vulnerability assessment and penetration testing in the military and IHL context , pp. 464-480



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017., Vol. 65, Issue 2

be improved and developed all the time. The focus during training should
be put on education in relation to gaining awareness and training, since
this activity is considered to be a key one within the Information
Technology Security Learning Continuum for the creation of appropriate
information technology security specialists and professionals (NIST, 2003;
1998). However, since these are top experts, no form of professional im-
provement and development should be neglected, such as advanced trai-
ning and even research activities.

Need for research and development in
vulnerability assessment and penetration testing

Research in the field of information security vulnerabilities and pene-
tration testing is an especially important field, since there is the require-
ment that new solutions for system breach be constantly developed. Per-
sonnel must constantly be trained in new techniques and methods. This is
why there must be a close collaboration between military organizations
and academic research institutions, industrial research and development
centers and small, private teams and even individuals. This means that
asymmetry in information security for the purpose of conducting military
conflicts does not reflect only in differences between enemies, but also in
enlistment of collaborators. This asymmetry is enabled by high specializa-
tions in specific fields; particularly suitable for such applications are pene-
tration testing of software systems, services and applications.

Every software contains vulnerabilities that are a consequence of er-
rors in coding and lack of coordination in processes and interactions bet-
ween different software technologies. According to McConnell, the industry
average number of coding errors in 2004 was between 1-25 errors per
1000 lines of programming code and 0.1 error per 1000 lines of code in the
highly efficient special development technique (2004, p.25).The same aut-
hor states that in only a few known cases, primarily in the space shuttle
technology, with the application of specific methods which slow down and
significantly increase costs of the coding process, a success of zero errors
in 500,000 lines of code was achieved (McConnell, 2004). However,
history shows that even in such cases software errors go unnoticed by pe-
netration testers, like in the case of explosion of ARIANE 5 rocket explosi-
on in 1996 (Inquiry Board, 1996). Along with the development of new tec-
hnologies, their application in complex combat systems grows. For exam-
ple, the most complex multipurpose military aircraft in development, Loc-
kheed-Martin F-35 Joint Strike Fighter, has over 24 million code lines so
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far, mostly done in C and C++ languages, and their numbers continue to
grow as new systems and requirements are added (Charette, 2012). In
such a number of code lines, it is to be expected that there is a number of
errors and lack of process coordination that might be used in the future for
a cyber attack. Even before the initial exploitation of the aircraft, industrial
espionage in cyberspace enabled penetration testing experts of a potential
future enemy to find suitable exploits whose application might achieve ki-
netic consequences to combat systems in a potential future conflict (The
Wall Street Journal, 2014).

Need for the formation of vulnerability
assessment and penetration testing teams
within military organizations

Once exploited vulnerability is easier to discover and through (ab)use
it stops being suitable for a new application. It is also important to know
where to look for defects and vulnerabilities, because there are differences
in the number of coding defects in software written in different program
languages (Ray, et al, 2014, pp.155-165). This is why attackers must be
experienced and trained, because they are expected to quickly and clearly
make an evaluation of a choice of vulnerability in specific situations. For
example, in the report of Kaspersky company on breaches into information
systems of many countries by the Equation group, there was discovered a
systematic regularity on the application and hierarchy of choice of targeted
systems vulnerability information in relation to their significance (Kaspersky
Labs, 2015). This is why it is believed by experts that an attacker group
most probably represents a unit of an intelligence agency of a
technologically developed country. It is not likely that adversary
vulnerability information will be used over a longer period of time. Most va-
luable are those vulnerabilities that are not discovered by anyone, except
for attackers, in the moment of the attack. They are called zero-day vulne-
rabilities and are used to initiate zero-day attacks. Software or a method, a
set of data, a sequence or an attack command which uses the zero-day
vulnerability is called the zero-day exploit. The more software is widespre-
ad, the more interesting it is for different penetration testing teams that find
new zero-day vulnerabilities. The world of penetration testing thus comes
down to an eternal race between attackers, defenders and manufacturers
who, for their own reasons, are all trying to discover as many vulnerabiliti-
es as possible and use them for attack or defense. Although all big softwa-
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re companies pay independent researchers for information on zero-day
vulnerabilities, the market for information about them is growing. It is joined
by state agencies and specialized penetration testing and vulnerability as-
sessment companies and teams which even have regular clients among
agencies (Perlroth & Sanger, 2013). The most well-known are Vupen (Vupen
Security, 2015), Revuln (Revuln, 2015) and Netragard (Netragard, 2015).

Even though such a collaboration model can successfully help at-
tempts of information infrastructure protection and conducting offensive
operations in cyberspace, it is not sufficient for all the needs at the national
level. Within military forces, it is necessary to form groups and teams for
vulnerability assessment and penetration testing that are made up of expe-
rienced and highly skilled individuals. An example of a successful organi-
zation in these activities which applies the methods and techniques de-
scribed is Tailored Access Operations, a group within the National Security
Agency (Aid, 2013). However, regardless of being formed as a part of a
global military force or a small country army, vulnerability assessment and
penetration testing organizations within armies must have their structural
freedom and organizational independence from the rest of the army. Given
the basic value that unites members of such teams, which is highly specia-
lized knowledge and skills, the traditional vertical hierarchy makes their
functioning and development harder and limits creativity. This is why such
units are always more efficient if they follow an unconventional, problem
solving-oriented organizational structure.

Conclusion

Vulnerability assessment and penetration testing are a central part of
all defensive and offensive military activities in cyberspace. At the same
time, they are a key part of a comprehensive process of risk management,
without which compliance requirements of any information organization
system cannot be achieved. Information security risk management repre-
sents organizational management of people, processes and systems.
Vulnerability assessment and penetration testing are primarily oriented to
information technologies and the way people interact with them. Even tho-
ugh these activities have the same focus, same technologies and proces-
ses, their goals are different but complementary. There are defects, flaws
and weaknesses in every information system. Their nature varies widely
and the number is always increasing. Information on vulnerabilities is the
goal, both for the system’s author and defenders and attackers and there
is always a competition between these sides who will obtain the valuable
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information first. Owning the same information on vulnerabilities enables
the prevention of threats (external and internal), but at the same time it
enables exploiting adversary’s weaknesses. Due to this characteristic,
vulnerability assessment and penetration testing are equally important for
the risk management process, offensive and defensive military and intelli-
gence operations in cyberspace. If, by a process of elimination, different
activities in the mentioned fields of information security are removed, it is
clear that its tasks cannot be achieved without vulnerability assessment
and penetration testing. Their activities can be outsourced to organizations
outside the military, but having in mind the confidentiality requirement and
limitations set by International Humanitarian Law, it is necessary for units
working on these activities to be a component of military organizations.
Nevertheless, having in mind the need for specific knowledge and skills,
and requirements for constant research, their organizations must be speci-
fic and set in a way so as not to be disturbed by the traditional military ver-
tical organizational hierarchy.
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OLIEHKA YA3BNMOCTU N TECTUPOBAHWE HA B3JIOM B
BOEHHOM N MEXOYHAPOOHOM N'YMAHUTAPHOM IMPABE

Hpaear [. MnapgeHoBmy
BoopyxeHHble cunbl Pecnybnuku Cepbus, MeHwTab, YnpasneHue
TenekommyHukaumn n nHdopmatuku (J-6), r. benrpag, Pecnybnvka Cepbus

OBJTACTb: KOMNbIOTEPHbIE HAYKK, IOPUANYECKME HAYKN
BWO CTATbW: o63opHas ctatbs
A3bIK CTATbW: aHrnuinckmn

Pestome:
OueHka ya3guUMOCMU U mecmuposaHue Ha 83/10MS8NSHMmCs
Krmovesol OessmeribHOCMbIO yrpasreHusi UHGbopMayUoHHOU

b6e3onacHoCmbl0 U puckamu KubepobopOoHbl, a makxe pa3eedKu,
MPo8oOUMOLI 80EHHbLIMU OpaaHu3auusIMU. 3mu Meporpusmusi UMEm
8a)XKHOE 3HA4YeHUE HEe MOMbKO 8 KOHMEKCME BbINOSIHEHUSI 80EHHbIX
onepauyuti, HO U 8 MexQOyHapOOHOM 2yMaHumapHom rpaee (MITI) u
rpasooxpaHumersibHbIX  KoHmekcmax. [lpumeHeHue UHGOPMaUUOHHBIX
mexHomnoaull 8 B0EHHbIX U 2paOaHCKUX yCriogusix yeesnudueaem
CrIoXHOCMb 8 obriacmu yrpaesreHusi puckamu. [Tomumo uHgpopmayuoHHOU
besonacHocMu,  B0EHHblE  OpeaHusauuu  OOMKHbI  [POB0OUMb
HeobxodumMmble Meporpusimusi 8 obrnacmu Kubeporniepauyul, kak Ors
3awumsl, mak 0nist HanadeHus uerned.

OHU 3asucsIm OmM MEXHO/I02UYECKUX 3HaHUU U Haeblkog U
peanu3yromcsi KOHKPemHbIMU  1100pasdeneHusiMU 8 paMKax 60EHHBIX
cucmeM. Llerlb  OUEHKU  ysI36UMOCTMIU  3aKITOYaemcsi  80MKPbIMUU
xapakmepa ys38UMOCMU, He aHanu3upys, Kak OHU Moaym 6bimb
ucrionib3oeaHbl npuamakax. B mo epems kKak mecmupoeaHue Ha
MPOHUKHOBEHUE UCIMOSb3yem 3KCIIOoUm-8MmOopXeHUSIBO 8peMsi amaku Ha
cucmeMyu makuM 06pazoM Mpou3eooum  Kraccugpukayuromuna U
cmereHupucKa ysi36uMocmu Orisi CUCMEMB.
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Tem He MeHee, xomsi OHU U ripedcmassisitom coboli d8a pasiuyHbIX
gulda OesmernbHoCMU C  pasHbIMuuensamu, ux e3aumodelicmeue
Hepa3denumo, maK Kak OHU 83aumocesidaHbl U doronHstom Opye dpyea.
Obweli yepmoli OaHHbIX Meporpusmul si8risemcsl passumue 3HaHul U
HaBbIKO8, OCHOBaHHbIX Ha MEX e MEXHOI02UsIX, U OHU OOUHaKO80 8aKHbl
Kak Oris1 yripaerieHus1 pUCKaMU 8 B0EHHbIX Oriepauyusix 8 KubeprpocmpaHcmee,
mak u 8 obrniacmu 060POHbI, Pa3eedKu U MEXXOYHapOOHO20 ayMaHUMapHO20
rpaea.

KrniouyeBble  croBa: OUeHKka  YsI3BMMOCTW, TeCTUpPOBaHWe Ha
NPOHUKHOBEHWe, kKnbepaTtaku, MexayHapoaHoe rymaHuTapHoe npaso.

MPOUEHA PABLNBOCTUN N TECTUPAHE OTIMNOPHOCTH
HA YNAJE Y CUCTEM Y BOJHOM U KOHTEKCTY
MEBYHAPOOHOI XYMAHUTAPHOTI MNMPABA

Lpazanx [. MnageHoBuh
Bojcka Cpbuje, NeHepanwTab, YnpaBa 3a TenekomyHvkaumje n nHpopmaTtuky
(J-6), beorpaa, Penybnuka Cpbuja

OBNACT: pauyHapcke Hayke, MeflyHapoAHO XyMaHUTapHO Npaso
BPCTA YJTIAHKA: npernegHu unaHak
JESNK YJTAHKA: eHrnecku

Caxemak:

lpoueHa parusocmu u mecmupare omrnopHocmu Ha ynaoe y
cucmem Ccy KibyYHe akmueHOCMU yrpaerbarba PU3UKOM y UHghopma-
UUOHOj besbedHocmu, cajbep 00bpaHu u obasewmajHoM pady 80jHUX
opeaHu3ayuja. Oge akmueHOCMU Cy 3Ha4ajHe y KOHmekcmy useohe-
Ha B0jHUX onepayuja, anu u 'y koHmekcmy MehyHapodHoa xymaHu-
mapHoe rnpasa (IHL) u cnpoeohera 3akoHa. NpumeHa uHgopmayuo-
HUX mexHoJioauja y 80jHOM U UUBUJ/IHOM OKpYy»Xery rnosehasa Kom-
rnekcHocm y obnacmu yrnpaesbarka pu3ukom. Noped uHghopmayuoHe
be3bedHocmu, 80jHe opeaHu3ayuje umajy 3adamak O0a rpedy3my Heo-
nxodHe akmusHocmu y obnacmu cajéep onepauuja, 3a cepxe odbpa-
He u Hanada. OHu 3asuce 00 3Hara U 8euwmuHa 3aCHoO8aHUX Ha mex-
Horo2uju u umnreMeHmupajy ux crneyuguyHe opeaHusauyuje y okeupy
80jHUX cucmema. [poueHa parusocmuU 3a Yuib UMa OmKpusar-€e rpu-
pode parmusocmu, 6e3 paamampara Kako ce OHe Moay Kopucmumu
3a Hanad, 00K mecmupaHe OmrnopHoOCMuU Ha yrade y cucmem Kopu-
cmu ekcriloume 3a yrnade y cucmeme U mako rfpouerbyje epcmy u
cmerieH pu3uka Koju oge parusocmu npedcmasrbajy 3a cucmem. Me-
hymum, 4ak u ako npedcmassbajy de8e pasfudume akmueHocmu, ca
pasIuUYuMuUM KpajruM Uurbesuma, OHU Cy KOMIeMeHmapHuU u mehy-
3asucHuU. [Nowmo je Hwuxosa 3ajeOHUYKaA 00/lUKa pa3eoj 3HaH-a U ee-
WMmuHa 3aCHo8aHUX Ha UCmMuUM mexHosiozujama, OHU cy 00 rnodjeGHake
8a)XXHOCMU 3a yripaerbar-€ PU3UKOM, 80jHE oriepauuje y cajbéep npo-
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cmopy u ruxosy yrnompeby 3a o0bpambeHe u obasewmajHe akmus-
Hocmu, Kao u MehyHapoOHO XyMaHUmapHO npaso.

Krby4yHe peuyu: TecTvpawe parbMBOCTM, NpoLeHa OTMOPHOCTM Ha
ynage, cajoep Hanag, MefhyHapogHo XyMmaHUTapHO npaeo.
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Summary:

Chemical, biological, radiological and nuclear (CBRN) terrorism is a
serious problem, and its threat and use lead to a new era of terrorism: the
epoch much more dangerous than any of the previous periods and the
terrorism no one yet knows how to cope with. The disturbing fact is that
terrorists can come into possession of weapons of mass destruction. The-
refore, the goal of the paper is to analyze the probability of CBRN terrorist
actions which have highlighted the growing concerns and increasing signs
of convergence between terrorism and CBRN unconventional weapons
for terrorist purposes. Terrorism today includes technologies available to
anyone and anywhere and deployed through innovative solutions where it
is also necessary to understand a complex interaction between the
dynamic behavior of terrorist groups and the decisions regarding old and
new technologies. The prospect of the use of CBRN terrorism has been
confirmed by many countries as an acute security challenge that requires
an efficient and quick response and reaction. The paper will also explain
the importance of understanding the relationship between terrorist groups
and non-conventional weapons, as well as difficulties in identifying factors
that may cause the escalation. Since the end of 1990s and since the
tragedy of September 11, 2001 in particular, government officials of many
countries have pointed out the possibility that terrorist organizations
eventually can come into the possession of unconventional materials and
develop the possibilities of their use against some countries.

Key words: terrorism, CBRN weapon, unconventional weapons, new
technologies, security challenge.
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Introduction

Terrorism is a complex social phenomenon, because its causes, natu-
re and objectives as well as the identity of perpetrators vary by epochs or
societies. Generally, terrorism is an anti-legal activity that uses or threa-
tens to use violence to instill chronic fear in victims in search of the strate-
gic objectives of terrorists. Terrorist acts are intended to create disorder
and insecurity in which reality is perceived as temporary and unstable,
especially when the issues of mortality are raised. The use of CBRN wea-
pons for the purpose of warfare has been present for centuries; the use of
these weapons for the purposes of terrorism is also very old, but there are
significant differences between conventional wars and terrorism. In these
circumstances, the biggest challenges for a community are likely to occur if
a terrorist act involves the use of CBRN weapons.

Types of terrorism vary depending on the motivation, function, effects,
nature of violence and strategies. Terrorists have always been connected,
on an amateur basis initially and today they can intend more or less to
commit mass attacks with greater number of casualties than it was the ca-
se 20 years ago, for example.

The studies of a few cases of earlier CBRN actions have led experts
to identify the key characteristics of terrorist groups that could potentially
have an interest to use these weapons. It is thought that conservatism is
inherent in terrorist organizations, but it must not be forgotten that some
terrorists are inclined to innovations in weapons and tactics, as well as to
taking risks in actions or in the choice of weapons. Many experts agree
that most terrorist organizations want to use proven methods to achieve
desired effects. Innovations, especially in the field of CBRN weapons, of-
ten indicate terrorists are likely to be led by other factors rather than by pu-
re curiosity and desire to experiment. For some individuals, repression and
democratic and strong rule of law are positive determinants of the emer-
gence of CBRN actions which points to a new and more complex global
security environment with an increasing risk of terrorists trying to perform a
CBRN attack. It is a frightening fact that a single terrorist or isolated terro-
rist group could improvise a biological weapon or use other ways to spread
anthrax, smallpox or other biological agents and thereby cause mass ca-
sualties and destroy the health care system of a state.

CBRN weapons are secretly shipped to terrorists or hostile govern-
ments and represent a significant and growing threat to many countries.
Although the threat of CBRN attacks is widely recognized as the central
issue of national security, most analysts assume that the primary danger is
a threat of the military use of these weapons in conventional wars with tra-
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ditional military means while the threat of covert attacks, which include ter-
rorism, is rashly and unfairly neglected. Covert attacks are difficult to deter
or prevent and CBRN weapons suitable for this type of attack are available
to a growing number of enemy states and groups. At the same time, re-
strictions on their use appear to be diminishing, and so-called new terro-
rists do not always escalate and become apparent only by using uncon-
ventional weapons. These weapons are easily spread or transmitted from
person to person, have a high mortality rate and a potential impact on pu-
blic health, causing mass casualties that can crush health systems and
cause public panic and social disruption, thus requiring special efforts to
suppress them.

When assessing the threat of CBRN weapons, we should take into
account the change in capacity to carry out terrorist attacks that are on the
rise among countries and non-government elements. Analysts believe that
the fear of chemical and biological terrorist attacks is excessive, they point
out that, in the past, very few attacks involved these weapons, and even
those few attempts that have occurred were mostly thwarted by the autho-
rities. A relative ease with which biological weapons can be obtained,
along with other current changes and turbulences in the world, sets the
stage for another type of warfare in the 21st century.

The potential for CBRN terrorism has widely grown since 11 Septem-
ber, when some of these materials were used. The danger of terrorist use
of nuclear weapons and other weapons of mass destruction represents a
very serious threat for many countries; if a terrorist group could gain ac-
cess to this weapon, it is highly likely it would use it, or threaten to use it.
Although there is very little information on terrorists and their ability to come
into possession of nuclear weapons or on their intentions to get them, the
risk of CBRN weapons has certainly increased since the terrorists started to
become more familiar with these agents and their harmful consequences.

Discovering the nature of the threat of biological weapons, as well as
the appropriate response to them requires an emphasis on the biological
characteristics of these instruments of war and terror. Preparing for a terro-
rist attack may seem daunting and there are a small number of people with
practical experience and a good knowledge of CBRN weapons, because
until recently there was no need to own them. In the past, most of the
planning regarding emergency response to terrorism concentrated on the
concerns of open attacks (bombing). However, the threats of CBRN wea-
pons are taken seriously, especially in the USA, where media, fascinated
by new weapons of mass destruction, encourage a growing fear for public
safety. Terrorists who have significant human and material resources are
much more likely to realize their intentions than lone perpetrators or small
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terrorist groups. A CBRN terrorism threat is certainly a matter of concern;
however, terrorists will face many obstacles in the implementation of an
attack of this kind. This includes the acquisition of materials and prepara-
tion for spreading them as well as a selection and a survey of a chosen
objective and a correct dose required to achieve a desired effect.

The growing threat of CBRN terrorism

Terrorism can be defined as a deliberate act of violence intended to
cause damage, but also to create an appropriate political and ideological
situation, so that the use of these non-traditional weapons of terror outside
the context is obvious, and the goals will not be military, but civilian ones
(Bioterrorism, chemical weapons, and radiation terrorism, nd). Toxic sub-
stances, regardless of whether they are of animal, vegetable or mineral
origin, were used throughout the history for political assassinations and
sabotage; despite the risk of severe penalties, the prospects for success
favoured the use of toxic substances. Such use has always been reduced,
however, since only a small number of people had access to substances
and possessed the ability of learn how to use them (Pascal, 1999).

CBRN weapons are rightly viewed with a special sense of horror, their
effects can be devastating and indiscriminating, and they take the most
stringent toll among the most vulnerable population, non-combatants (e.g.
a biological attack cannot be detected sufficiently fast after the disease
spreads through the population). Moreover, chemical and biological wea-
pons are a particularly attractive alternative for groups that do not have the
ability to produce nuclear weapons, and this risk raises complex but impor-
tant ethical issues (London, 2003). The common name for CBRN terrorism
which causes the death of a large number of people, large scale damage
and a strong echo worldwide is post-industrial or hyper-terrorism. This me-
ans that non-state elements possess and dispose of assets that were
previously held only by states, but unlike them, which often fear reprisals
after WMD attacks, terrorists, having no geographical location, are ready to
use WMD with much less scrupulousness and fear (Kurmnik, Ribnikar, 2003).
Some authors have described the factors that make chemical, biological, ra-
diological and nuclear terrorist attacks in many ways unique and demanding,
such as an element of surprise, invisible agents, ordnance, the risk of repeti-
tion and new types of risks (Ruggiero, Voss, 2015).

In the past 30 years, the use of CBRN weapons has become a major
concern for many nations around the world. The public has become insen-
sitive to traditional terrorist attacks that seem to be a less efficient way for
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terrorist organizations to achieve their goals. What causes shock and fear
is actually presenting the properties of weapons which can be used by ter-
rorist organizations to enhance their efforts and the effectiveness of at-
tacks. CBRN terrorism is often a synonym for weapons of mass destruc-
tion, although this form of terrorism and related incidents do not require
attacks and inflicting harm to large numbers of people - they do not even
require deadly attacks at all. The number of studies on this type of terro-
rism is limited due to the lack of available data on this terrorism type. The-
re is a very small number of databases of CBRN incidents, and even the
existing ones have relatively little to do with them and they are compared
to conventional terrorism (Jesse, 2012).

Some experts emphasize the factors that promote such attacks and
these factors include the availability of information and expertise, increa-
sed frustration of terrorists, demonization of the target population, as well
as a millennial, apocalyptic or messianic vision. Experts also differ in opi-
nion when it comes to possible perpetrators of CBRN incidents, and inclu-
de religious fundamentalists and cults' as possible perpetrators of such
attacks, especially when these groups address to ethereal audience, emp-
hasizing the hatred of unbelievers (lvanova, Sandler, 2007).

Concerns about super terrorism which involves the use of CBRN we-
apons are mainly focused on what terrorists can do in the context of our
social reality, with an emphasis on terrorist motivations, initiatives and limi-
tations. When considering which terrorist groups may be inclined to com-
mit CBRN terrorism, it is important to recognize the spectrum of these
acts, as well as to analyze the following categorization: (a) massive
casualty events produced by conventional weapons; (b) CBRN scams; (c)
conventional attack on a nuclear facility; (d) limited-scale chemical or bio-
logical attack or a radiological dispersion; (e) large scale chemical or biolo-
gical attack or a radiological dispersion; and (f) CBRN strikes (super terro-
rism) that can lead to thousands of victims. In addition to the motivation
and willingness to inflict mass casualties in any way, terrorists must have
technical and financial capabilities to come into possession of material and
acquire skills for these types of weapons and materials and carry out a suc-
cessful attack. Chemical and biological weapons can pose a risk to terrorists
thus deterring them from using such weapons (Post, 2005, pp.148-151).

' The question of whether there is a new trend towards massive casualty attacks remains at least
partially opened as well as the link between religious terrorism and willingness to Kkill
indiscriminately and even use weapons of mass destruction,, which is so evident in discussions of
new terrorism. Therefore, it should be noted that the historical evidence does not support the idea
that there are greater chances that religious groups use chemical or biological agents (Tucker,
2001, pp.1-14).
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The possibility that terrorists use chemical or biological substances
may increase over the next decade, according to US intelligence agencies.
According to CIA?, an interest among non-state actors, including terrorists,
for biological and chemical materials is real and growing, and the number
of potential perpetrators is increasing. The agency also noted that many of
these groups had developed an international network and did not need to
rely on state sponsors for financial and technical support. However, it is
believed that it is less likely that terrorists would choose chemical and bio-
logical weapons over conventional explosives, because these weapons
are difficult to control and their results are unpredictable (Condesman,
Burke, 2001).

The risk of CBRN weapons is growing since terrorists are better ac-
quainted with these agents and their potential for causing harm®. These
agents possess desirable characteristics as weapons of terror; they are
biologically invisible to the naked eye, odorless and potentially lethal in the
form of particles; natural organisms are so readily available, and can be
"camouflaged" in natural disasters and used to spread fear and various
diseases. Chemical agents quickly attack the critical physiological centers
of the body, disabling or killing the victim. Biological and chemical wea-
pons require the application of huge amounts of resources and result in
different effects, causing fear and panic in the contaminated areas. Often
referred to as "weapons of mass destruction”, but, in medical terms, they
are weapons of potential mass casualties because they can lead to massi-
ve death toll in the absence of preventive measures and timely response
(Meyer, Spinella, 2014, pp.645-656). "Bioterrorism is the intentional use of
microorganisms or toxins derived from living organisms used for hostile
purposes intended to cause disease or death in man, animals and plants,
on which they depend". The threat of bioterrorist attacks is real, and each
individual is a potential terrorist, when terrorists are "invisible" prior to an
attack which also can be "invisible" in the form of causing infectious disea-

2 In 1999, a biparty commission led by former CIA director John Deutch released its report on the
readiness of the US to deal with weapons of mass destruction. While the commission expressed
concerns about the armament of Russians with nuclear explosives and about Chinese exports of
missile materials, it was also upset by terrorist storage of biological weapons. The worst nightmare
of the Commission was a possibility of anthrax attacks which can send a huge number of people
into hospitals. Just because terrorists have not shown much interest and success with biological
weapons in the past, does not mean they will not use them in the future. Reports indicate, with dif-
ferent levels of reliability, that Osama Bin Laden, Islamist Jihad and the Kurdish PKK have shown
interest in biological weapons in recent years. "These events did not escalate, but they certainly
could have" (Carus, 1999).

% For example, ten kilograms of anthrax are as deadly as nuclear explosive of 10 kilograms, but they
are cheaper and easier to buy and carry (Gompert, 2000 pp.22-23.).
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ses or epidemics. Citizens who are not aware they are infected are poten-
tial safety hazard and so-called dangerous bodies (Mijalkovi¢, 2011).

In the last ten years, the issue of CBRN weapons has attracted the
attention of experts, but a list of priorities by the heads of states has ne-
ver been established. Biological weapons almost became forgotten after
they had been banned by the 1972 Convention on Biological Weapons. A
significant attention was paid to them during the 90s of the last century.
The important thing is that biological weapons attract much less attention
than other similar weapons, but probably represent the greatest danger,
and in addition to their use in war, they are available as instruments of
terror in peace. Some countries showed willingness to use such weapons
against defenseless populations to achieve strategic objectives, and in
this regard, some analysts believe that those who attacked the World
Trade Center in 1993 applied cyanide on their bombs (this was not con-
firmed, but a large amount of cyanide was found in possession of the
perpetrators). Such a group will prove to be less inefficient, because if
terrorists decide to shock and surprise the government by inflicting enor-
mous damage, CBRN weapons will become more attractive and more
accessible (Bettis, 1998).

Motives and forms of behavior of individuals and groups who acqui-
red or used CBRN weapons have existed since long ago and there is no
doubt that modern society is vulnerable to such attacks (Tucker, 2000).
Fear of biological terrorism is certainly greater than the fear of the con-
ventional forms of terrorism; some of these fears are justified and some
are often exaggerated. Some agents are really very contagious and
deadly, and if used properly, have a potential to result in casualties simi-
lar to those in a nuclear attack. Perhaps the scariest aspect of biological
weapons is that the body is attacked without warning, people are afraid
of the threat as it is invisible, and cannot be heard or felt. The history of
warfare, terrorism and crime involving biological agents in the last
century is considerably less dangerous and more deadly than the history
of conventional warfare (Parachini, 2001). Today, some states and some
terrorist groups can more easily overcome technological barriers due to
the increased flow of information and access to previously unavailable
technologies. Along with nuclear and chemical weapons, biological wea-
pons are part of an unholy trinity of weapons of mass destruction (Dauvis,
Johnson-Winegar, 2000, pp.15-28).

The society is now faced with the threat of an apocalyptic and
asymmetric war scenario in which kamikaze attackers are able to arm
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themselves with WMD* without even having to have a "physical" weapon
to create fear; they probably still prefer simple, proven methods: a stam-
pede in an enclosed place, or just an explosive device, which will kill many
people® (Palmer, 2004, pp.3-9). Early detection and response to biological
or chemical terrorism are crucial to solving this problem (U.S. Congress
House, 2003, p.117).

Potential devastating effects of CBRN terrorist
attacks

Unlike nuclear terrorism, which remains problematic and complex to
implement and is still largely theoretical, chemical terrorism is concrete and
practical, and in several cases has already been used. In biological terro-
rism, attacks are not direct and immediate, they become apparent only after
a few hours or days (after some victims leave the scene of the attack) when
it may be more difficult to detect the perpetrator and the motive of the attack
(Ganor, 1998). The act of biological or chemical terrorism can range from
aerosol anthrax® to contamination of food products. It is important to predict
when and how such an attack may or may not occur. Preparing the nation to
confront this threat poses a major challenge, but it should be noted that the
unpreparedness can have devastating effects (U.S. Department of Health
and Human Services, 2000). Biological terrorism offers a possibility of a re-
attack, which adversely affects the confidence and constantly asks for inve-
sting resources to achieve a specific model of defense. If an attack is repea-
ted, and the state is not sufficiently prepared, then the corrosive
psychological and political consequences of the attack will be even bigger,
because people will want to know why more has not be done on this issue
(Danzing, 2003).

* From 1975 to the mid-2000s, there were only 126 chemical and biological attacks around the
world.
Unlike the attacks on New York and Washington, a biological attack would not be accompanied by
explosions and police sirens; instead, terrorists could unleash a deadly biological weapon in a
crowded mall or a metro station, which poses a danger to millions of people (US Congress Senate
2001, p.255).

® The World Health Organization estimates that, 3 days after releasing 50 kg pores of bacteria within
2km in a city of 500,000 inhabitants, favorable winds could lead to infection of even 125,000
people, producing 95,000 deaths and this number is much more deadly than in any other scenario
of the release of this agent (Cieslak, Eitzen, 1999, pp.552-555). An anthrax bacterium that causes
deadly disease is common in cattle and sheep but the real danger is actually its potential to be
used in a terrorist attack, because it is odorless and tasteless, invisible and not immediately visible
in the attack; only a few hours later, people who ingest the bacteria start to experience symptoms
of choking. Later, medical help would be of no use (Foer, 1998).
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There is a common misperception that carrying out a biological terro-
rist attack is easy; in fact, any wrong step in the preparatory phase (a
strain must be cultivated under aerobic or anaerobic conditions, it should
be purified in order to give the best results) can make an attack’ fail. There
are also possibilities for a series of missteps during the spreading, due to
ignorance and improper dosage; it is necessary to obtain the desired ef-
fect, to analyze the ventilation system in a building - or wind speed and
direction if an open attack is planned - and misconceptions regarding the
path of agents entering the body (Lowe, Carus, 2016).

Chemical and biological weapons vary in effects and ease or difficulty
in production and applications; from a philosophical perspective, these
weapons have been with us for millennia. However, the industrial age re-
sulted in a mass production and expansion of these weapons, together
with the development of a number of stronger agents as compared to tho-
se that already occur in nature (Kopp, 2008). The use of chemicals as we-
apons of mass destruction poses a real threat, as well as a clear and pre-
sent danger to Western societies. The 1995 gas attack in Tokyo proves
that these chemicals can be delivered in a way that requires little sophisti-
cation, which makes it very attractive to terrorists (Rivera, 2013).2 On the
surface, it seems that both Reineesh and Aum Shinrikio® cults resorted to
chemical and biological terrorism to prevent attempts of law enforcement
to interfere in their activities; however, the deeper motivations and intenti-
ons were fundamentally different, which contributed to significant deviati-
ons in their preparations for CBRN terrorism and the agent selection. Such
differences are significant in the assessment and review of risks and con-
sequences (Zenders, et. al, 2006).

Chemical, biological and toxicological weapons can produce mass
casualties if they are effectively spread, but they produce different effects.
Chemical weapons, mainly composed of synthetic chemicals, need the
largest amounts of material to be effective and cause the effects lasting
from a couple of minutes to several hours. These weapons are actually

" One reason why there were so few successful attacks of chemical or biological terrorism is becau-
se a successful attack requires overcoming a series of major technical obstacles: accessing speci-
alized chemical substances or infectious types of microbes, procurement of equipment and know-
how for the production of agents and their dissemination; developing an organizational structure
that is able to resist infiltration or early detection of law enforcement.

8 This cult initiated at least nine biological attacks in the early 1990s, using anthrax spores or germs
that cause botulism, but all these attempts failed. In addition, laboratory cultures of viruses and bacteria
are often kept in ideal conditions, but may not be so strong in the real world (Hall, 1998, p.92).

® The above-mentioned attack on the subway in Tokyo was designed to prevent a police raid on
their premises. A year earlier, the same group carried out a less-known sarin attack in Matsumoto,
which led to 7 deaths and 600 wounded; the attack was directed against the judges representing
the government in a dispute with the cult over land.

489

Krsti¢, M., Tendency of using chemical, biological, radiological and nuclear weapons for terrorist purposes, pp. 481-498



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017., Vol. 65, Issue 2

chemical compounds that are harmful to the human body, even when en-
tered in small doses, and the effects may occur very soon after exposure,
from several minutes to several hours. Biological weapons are made of
natural pathogens that require a minimum of material to be effective, but
generally have an incubation period of several days before they cause
symptoms. As a result, these weapons require much less material than
usual chemicals and they need more time to produce effects; diseases ca-
used are primarily debilitating, such as K fever or smallpox which may be
fatal. Infectious pathogens such as smallpox'® have the potential to extend
the effects of the attack among victims, and the symptoms will require a lot
of time to develop, so a covert biological attack may be recognized only
after several days (Shea, 2004).

Chemical weapons (first used in World War ) can include any of a
number of different substances, each of which has its own application, but
they all can cause enormous suffering and death. Chemical weapons were
first used in World War Il. The agent known as "gas" (actually a vapor or
aerosol of toxic substances) consisted of commercial chemicals used to Kill
pests. In addition, the aforementioned chemicals have terrible consequen-
ces, causing long-lasting pain and usually agonizing death, which is why
they are often used by terrorists and fanatics (Baker, 2006). Also, the mo-
dalities used to commit terrorist attacks in Oklahoma City, Japan, Madrid
and New York, range from conventional high explosives to chemical and
biological weapons, all of which were used in the recent past. High-order
explosive (HE) was the first available explosive after Alfred Nobel invented
dynamite in 1866, and, since then, several others have been developed
and used in up to 66% of terrorist attacks (Hamele, Bradley Poss, Sweney,
2014, pp.15-23).

One should be aware of potential bioterrorist acts - their probability is
completely unknown, and an attack might even never happen. However,
we have seen that terrorism can occur as one of the most painful problems
of the post-cold war period and that the terrorists are always on a lookout
for new weapons (Shallala, 1999, pp.492-494). Hazardous biological
agents can be distributed through air, food, water, or insects, their effects
can be seen after a few days, during which the infectious disease can
spread to others who were not initially exposed. Some biological agents
such as anthrax and plague produce symptoms that are easily confused
with the flu or other less infectious diseases, leading to delays in diagnosis
and identification (Report to Congressional, 2003, pp.117).

1% This virus, which is among the most dangerous organisms that could be used for bioterrorism, is
not widely available and the international trade on the black market in weapons of mass destruction
is the only way to gain access to its possession (O'Toole, 1999, pp.540-546).
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Nuclear and radiological materials as weapons
of mass destruction

The possibility that terrorists use weapons of mass destruction has
become undeniable and probably because of that interest for terrorism ap-
peared also in the natural sciences. Scientific American, a general scienti-
fic journal, published an article entitled "Thwarting nuclear terrorism", who-
se subtitle states that "many reactors studied have a high degree of enric-
hed uranium that terrorists could use to build nuclear bombs." This can be
seen as a means of proving the growing willingness to treat terrorism as
an expansive pandemic that threatens the very existence of human civili-
zation (Wolf, Frankel, 2007, pp.259-279). Nuclear material is more difficult
to obtain than biological or chemical precursors, but it is more and more
accessible due to the deterioration of the situation in the countries of the
former USSR (Elland, 1998, pp.26-40).

The nuclear terrorist attack is an event in which a terrorist organiza-
tion uses a nuclear bomb to cause mass murder and destruction. This
form of terrorism also includes the use or threat of use of weapons based
on the fission of radioactive materials as well as attacks on nuclear power
plants in order to produce enormous and irreparable damage to the envi-
ronment. In the latter case, a terrorist organization does not need to deve-
lop, possess or take control of a nuclear bomb that would cause great
harm. It just needs to use a conventional weapon against one of many
nuclear reactors in the world, seriously damaging it and releasing radioac-
tive substances into the atmosphere in such a way to endanger a large
number of people. Terrorists can buy or come into possession of nuclear
weapons from any country, especially from a country that supports terro-
rism, because many "revolutionary" states of the "Third World", such as
Iran, Iraq and Libya'" actively and regularly assist various terrorist organi-
zations (Ganor, 1998).

The question is why terrorists would, despite all the accompanying dif-
ficulties and obstacles, decide to use weapons of mass destruction? At-
tracting attention is certainly one of the primary reasons because released
toxic particles, including radioactive ones, cause much greater amount of
fear than their real destructive power. This fact is especially attractive to
those terrorist groups who feel that no one takes them seriously any more,

" Consent to bomb E/ Shifa was given by fewer than ten highest officials of the United States, who
supported the charges that this city produced chemicals for weapons and not just stored or re-
loaded them. However, Clinton's advisers claimed they had no new evidence to support the
conclusion that the mentioned factory was linked to Bin Laden and the development of Iraq's
chemical weapons program (Whitelaw, et al, 1999).
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because the government or the public eventually become insensitive to
their stories and requirements (Stern, 2004).

The possibility of devastating attacks, including possibly weapons of
mass destruction is very real and we should not neglect the fact that Al
Qaeda has aggressively sought nuclear materials from its earliest days
and biological weapons since the late 1990s, which could have far-
reaching consequences and implications for the security of individual sta-
tes, where the basic living conditions would be violated and the trust in the
American political system undermined (Benjamin, 2008).

Nuclear detonation by terrorists would probably lead to massive ca-
sualties. In contrast, a radiological attack is likely to be less violent, but co-
uld significantly contaminate the urban environment, causing economic
and social collapse and both types of attacks could have significant
psychological impact on the human population. Thorough analyses from
previous years have concluded that it is a difficult task for terrorists to con-
struct weapons of mass destruction, but regardless of this, terrorist organi-
zations may over time develop such a possibility, if they get enough fissile
material, perhaps through theft (O'Neill, 1997). Two options for the con-
struction of nuclear devices by terrorists are: to use the earliest design
principles, the so-called rough design that uses more advanced principles
in the framework of the so-called sophisticated design. A rough design is
discussed primarily in the context of the problems faced by terrorist gro-
ups. Schematic fission explosive materials from the oldest to the most mo-
dern types show, in a qualitative way, the principles that are used to achie-
ve the first fission explosions are widely available; however, detailed dra-
wings and specifications that are essential before it is possible to plan the
development of specific parts are not available (Mark, et al, 1987).

Terrorists are trying in every way to come into possession of weapons
of mass destruction, which is one of the most serious threats to the human
race and the means of attack may include a range of systems, from highly
sophisticated weapons such as atomic bombs to underdeveloped improvi-
sed radiological devices. Although high explosives are not traditionally re-
cognized as WMD weapons, high yields of some low-yield explosives cau-
sed significant devastating consequences for both people and their surro-
undings (Terrorism and WMD, 2007). The concept of nuclear terrorism is
probably the least understood of all other hazards arising from nuclear we-
apons, simply because it is known that terrorist groups are developing and
coming into possession of nuclear weapons. Therefore, the seriousness of
these threats remains questionable; conventional notions indicate that nuclear
terrorism is too hard to undertake because it would require considerable effort,
expertise and competence of perpetrators (Schwartz, 2013).
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Conclusion

The international community is trying to identify a set of early warning
signs and the most important indicators of possible future activities of terro-
rists who acquire and use unconventional CBRN weapons as a means of
achieving their goals. Many believe that it is only a matter of time when
another CBRN terrorist attack will occur, where the form, time and place of
the attack are unpredictable. There is a relatively small set of data in the
formulation of general observations about the terrorists’ potential of using
unconventional weapons; in addition, details on many of these cases are
incomplete and often ambiguous, which only further complicates the task
of accurately and credibly describing the scope and size of the risk. The
use of CBRN weapons can transform the way countries wage wars, and if
used on a large scale against civilians, it could redraw the patterns of
society because people are becoming more concerned about the casualti-
es of this silent and deadly type of war. We see that terrorists continually
search for new weapons, and scientists predict that in the next few deca-
des, these weapons will pose an enormous challenge. As with the emer-
gence of infectious diseases, early detection and control of biological or
chemical attack depend on a strong and flexible public health system at
the local, state and federal level. The first challenge for the population is to
be aware that the act of bioterrorism might happen and its probability is
completely unknown and uncertain; the attack may never happen, but the
fear is certainly present. However, it has been proved that terrorism can
occur as one of the most painful problems of the post-cold war era. In the
event of a biological or chemical attack, there is no effective radar or a de-
vice that can it identify in time - it is this unpredictability that equally con-
cerns government officials and ordinary citizens alike. CBRN weapons are
weapons of terror and therefore their attractiveness, efficiency and
psychological effects have reflected on individuals, groups and social le-
vels. Health infrastructures and the public must be prepared to prevent di-
seases and injuries that could occur due to biological and chemical terro-
rism, especially during covert terrorist attacks.
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TEHOEHUNA MPUMEHEHNA PAOMALUMOHHOIO, XUMNYECKOI' O
N BUONOI’MYECKOIO OPYXNA B TEPPOPUCTUYECKUX LIENTAX

Mapko M. Kpctuy
MuHucTepcTBO BHYTpeHHUX Aen Pecnybnukmu Cepbus, YnpaeneHne nonvuum
ropoga LWabau, r. Wabau, Pecnybnuka Cepbus

OBJNACTb: PXB opyxue un 3awuta
BWO CTATbW: o63opHas ctatbs
A3bIK CTATbW: aHrnuinckmn

Pe3some:

PaduauuoHHsbIl, xumudeckuli u buosioaudecKkull meppopu3m
(PXBO) ceao0Hs1 npedcmasrnissiem 02poMHyto npobnemy, a macwmabsbl
€20 yepo3bl, 88Uy UCMO/L308aHUS makoz2o poda opyxusi coddasnu
HOBY!I0 310Xy meppopu3sma, Komopas onacHee gcex npeodbidyuux, ubo
C maKuM meppopu3MOM roKa Heu3eecmHo Kak 6opombcs. [lyzaem
gakm moeo, Ymo meppopucmbi Mo2ym Halmu G0oCcmyn K OPYXUio
Maccogoz20 [opaxeHus. Yyumbigasi makoe [I0fIOXeHUe asmop
Hacmosiwel cmambu pPo6es1 aHa/u3 8eposIMHOCMU Mepakmos C
npumeHeHuem PXEO. CospeMmeHHbIl  meppopu3M Ucrob3yem
UHCMPYMEHMbI  UHHOBAUUOHHbLIX MEXHO02ul, Komopbie Mo2ym
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6bimb docmyriHbl KaxGoMy 4YeriogeKky 8 fitobol MoMeHm U 8 fitobom
mecme. [losmomy Heobxodumo rMoHUMamb  Kakum  obpa3om
uaMeHusnacb riogedeH4yeckasi OuHaMuKa meppopuCmMUYeCcKUX epyrn 8
aroxy Hoebix mexHosnoeud. [lepcriekmuebl npumeHeHus PXBO s
meppopucmuYecKkux yesnsx nodmeepxoeHa MHO2UMU cmpaHamu, Kak
ocmpeliwas yepo3a besonacHocmu obwecmsa, mpebyowas
6bIcmpbiX U 3¢hgheKmuBHbIX peweHul U peakyuu.

B OaHHOU pabome noduyepkugaemcsi HACKOMIbKO 8a)XHO
MoHuMamb  posfib  HEKOHBEHUUOHA/IbHO20  OPYXusi 8  pykax
meppopuCMUYeCcKUX 2Pyrnupo8oK, a MmakKXe HAaCKObKO CII0XHO
udeHmuguyuposame ghakmopel, 8bI3blearouue ackanayuro
meppopucmuyeckx Oelticmeull. [HaHHbIl eorpoc cman 0cobeHHO
akmyaneH nocrne mpazeduu 11 ceHmsabps 2001 zoda, xoms
npedcmasumernu efacmu MHO2UX cmpaH HECKOJSIbKO fiem 00 3mo2o
ebipaxasnu becriokolicmeo Ha c4yem moe2o, Ymo HEeKOHBEHUUOHalIbHOe
opyxue Moxem Oblimb  UCMOML308AHO  MEPPOPUCMUYECKUMU
cmpykmypamu U HarnpaesieHo npomus omoesibHbIX 20cydapcms.

KnioueBble cnosa: Teppopusm, PXB opyxue, HEeKOHBEHLMOHarbHOe
Opy>Kue, HOBble€ TEXHOMOMM, BbI30B 6E€30MacHOCTU.

TEHOEHUWJA YTTOTPEBE XEMWNJCKOT, BUOJIOLWIKOT,
PAOVNOJIOWKOI N HYKITEAPHOI OPYXKJA
Y TEPOPUCTUYKE CBPXE

Mapko M. Kpctuh
MuHucTapcTBo yHyTpawmnx nocnosa Penybnuke Cpbuje, MNMonuumjcka ynpasa
y Wanuy, Wabau, Penybnuka Cpbuja

OBNACT: HXE opyxje 1 3awTtnta
BPCTA YJIAHKA: npernegHu YnaHak
JE3VK YNTAHKA: eHrnecku
Caxemak:

Xemujcku, 6uonowku, paduosioWKU U HyKeapHU mepopusam
(CBRN) daHac je osburbaH npobriem, a Hhez2o8a rnpemra u kopuwhere
npedcmassba y8o0 y HO8Y eroxXy mepopusma — eroxy MHO20 onacHujy
00 busio Koz rnpemxodHoz rnepuoda u mepopusma ca KojuM HUKO jowl He
3Ha Kako Oa ce Hocu. Y3Hemupyjyha je yureHuya 0a mepopucmu moay
Oa dofjy y noced opyxja 3a MacoeHO yHUWMEH-E, a Uusrb pada je aHarnu-
3a seposamHohe CBRN mepopucmuykux akuyuja 20e je ucmakHyma cee
eeha 3abpuHymocm u cee eehu 3Hauu KOHeepeeHyuje usmehy mepopu-
3ma u HekoHeeHUuoHanHux CBRN opyxja y mepopucmudke cepxe. Te-
popu3sam OaHac yKrbydyje mexHoroauje docmyrHe ceakome, buro 20e u
Kada, pacriopefeHe Kpo3 uHogamueHa peuwer-a, 20e je HeorMnxoOHO mako-
he pasymemu KomrniekcHy uHmepakuujy usmelly OuHamuke roHawara
mepopucmuYKuUx epyrna u odrlyKa y 8esu ca Cmapum U HO8UM MEXHOIIO-
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eujama. [Mepcnekmusy yrompebe CBRN mepopusma riomspouse cy
MHoze Opxase Kao akymHu 6e36edHOCHU U3a308 Koju U3UCKyje egbuka-
caH u bp3 o0zoe0p u peakyujy. Y pady he, makohe, bumu paceemsrbeH
O0HOC U3MeRy mepopucmuykux epyrna U HEKOHBEHUUOHAaNTHUX OpyXja,
Kao u mewkohe y udeHmucgbukauuju ghakmopa Koju Moey usaseamu He-
eosy eckanauyujy. HakoH mpazeduje 11. cenmembpa 2001. 200uHe, anu u
HeKonuko 200uHa rpe, 38aHUYHUUU MHoaux Opxxasa ucmaknu cy moeyh-
Hocm Oa mepopucmuyke opeaHu3auyuje spemeHom AoRy y noced HEKOH-
B8EHUUOHaIIHUX opyxXja u passujy moecyhHocmu muxose yriompebe rpo-
mue rojeQuUHUX Opxaea.

KrbyuHe pe4qu: TepopusaM, XeMUjCKO opyxje, BUoNoLKo opyxje, paau-
OJIOLLIKO OPYXje, HyKIeapHO opyxXje, HEKOHBEHLMOHAarHa opyxja, HoBe
TexHonoruje, 6e3beaHOCHN N3a30B.
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Summary:

In this study we analyzed the design changes through increasing
vertical angles of the top and bottom plates of the wind inlet of a Savonius
rotor, in order to obtain better results and better system performances. A
designed wind inlet is placed in the front part of the rotor in order to pre-
vent negative torque opposing rotor rotation. The geometric parameters of
the wind inlet are determined to obtain optimal performances. Analyses
and tests have shown that the increase of the vertical angles of the top
and bottom plates on the wind inlet of a Savonius rotor leads to better ro-
tor performances in comparison to the use of a classic wind inlet. It was
found that the best results are achieved with increasing vertical angles of
the top and bottom plates of the Savonius rotor wind inlet for a total of 15°,
where the rotor speed is 395 revolutions per minute.

Keywords: vertical angles, wind, Savonius rotor, rotors, plates, wind inlet.

Introduction

The need for energy increases with the increase in population and
higher energy consumption consequently increases the price of fossil fu-
els. At the same time, due to higher consumption of fossil fuels, there is a
problem with global climate change caused by increased emissions of carbon
dioxide released during the combustion of fossil fuels. Using renewable
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energy is an important goal of energy policy in the world (Frederikus, et al.,
2015, p.298). Wind is an ecological source of energy that has huge potential
to meet the energy needs of people as well as to mitigate climate change due
to greenhouse gas emissions from fossil fuels (Frederikus, et al., 2015,
p.298). This is why wind energy is an important resource of clean energy
(Mahmoud, et al., 2012, p.19), which has received considerable attention in
the last decade. It is estimated that there is about 10 milion MW of wind
energy available on Earth (Frederikus, et al., 2015, p.298). Wind energy is
very useful as a clean energy source and wind turbines are the
most important source of wind energy (Burgin, Mehmet, 2008b,
p.3425). Wind power may to some extent contribute to energy production and
many countries can use it through windmills. Global industry of windmill-
produced energy, which dominates in Europe, North America and Asia, incre-
ased by about 29% in 2008 and exceeded 120 GW (Terje, Susanne, 2014,
p.197). Wind generators are used for converting wind energy into mechanical
energy and for electricity production. There are different types of wind turbines
with a vertical axis of rotation such as the Savonius rotor, Darius rotor, or H-
Darius rotor. The examples of such windmills can be seen in Figure 1 (Frede-
rikus, et al., 2015, p.298).

a) b) c)
Figure 1 — The windmill with a vertical axis of rotation of
a) Savonius rotor, b) Darius rotor, c) H-Darius rotor
Puc. 1 — BeTpogsuraternb C BepTUKanbHOW OCbH0 BpaLLeHUs
a) potop CaBoHuyca b) potop Aapuyca, c) potop X-Oapuyca
Cnuka 1 — BeTpenaya ca BepTUKarnHOM OCOM poTaLuje
a) CaBoHuycoB potop, b) Oapnycos potop, ¢) X-[apuycos poTop
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Savonius rotor

A Savonius rotor is a wind rotor with a vertical axis invented by Fin-
nish engineer Sigurd Savonius in 1925 (Burgin, Mehmet, 2008b, p.3425).
Although these rotors have lower performances than usual wind rotors with
vertical axis, they still have some advantages over others: they start to
work on their own independently of the wind direction, they have a high
starting torque at lower wind speeds, and a simpler and cheaper structure
(Burgin, Mehmet, 2010, p.821). This motor has a simple design. It has
good initial characteristics and functions at relatively low wind speeds. It is
not necessary to direct such windmills, because they can work in all wind
directions (Dobrev, Fawaz, 2011, p.712). However, a Savonius rotor has
low aerodynamic efficiency. It is constructed of only two vertical half-
cylinders, as shown in Figure 2. The performance of Savonius rotors is
significantly affected by the ratio of the rotor height (H) and the rotor dia-
meter (D). In addition, the performance of the engine is influenced by over-
lap (p) that can be expressed as f=(e-a)/d, where e is the interspace, a is
the shaft diameter and d is the blade diameter. Savonius rotor performan-
ces have been studied by many researchers from 1977 to 2010, to determi-
ne the optimal design parameters of the rotor (Mahmoud, et al., 2012, p.19).

T
m
a) b)

Figure 2 — Scheme of the single Savonius rotor: (a) a side view; (b) top view
Puc. 2 — Cxema potopa CaBoHuyca: (a) Bug cboky; (b) Bug csepxy
Cnuka 2 — lllema jeanHcTBeHor CaBoOHWYCOBOr poTopa:

(a) nornep ca ctpaHe; (b) norneg ogoaro
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The efficiency of the Savonius rotor is, however, lower than that
of other wind turbines. The reason for its low efficiency is mainly
that, at the time of one rotation, one rotor blade moves against the
wind while the other moves in the direction of the wind. However,
with the advantages of its simple design and low cost of construc-
tion, the Savonius rotor is mainly used for water pumping and venti-
lation on a small scale (Kunio, Jitendro, 2007, p.580).

The Savonius rotor performance power (Cpx15%) is rather low
compared to those windmills with a horizontal axis (Cp~45%) and to
Darius-type windmills with a vertical axis (Cpx35%) (Burgin, et al.,
2008a, p.1673).

In the literature, there are available various studies conducted in
order to increase the performance of Savonius rotors. A lot of theore-
tical and experimental research has been done with the aim of im-
proving the aero-dynamic performances of the Savonius rotor
(Burgin, Mehmet, 2010, p.821). In these studies, many scientists ha-
ve experimentally and numerically examined the effects of various
Savonius rotor design parameters, such as the ratio of the rotor di-
mensions, overlapping and the space between the rotor blades, the
profile of the blade cross section, the number of blades, and the pre-
sence or absence of the end plates of the rotor. Many experimental
and numerical studies have been conducted on the Savonius rotor to
investigate the velocity field and the pressure on the blades. There
are also some other studies for the design and development of small
Savonius rotors for the local production of electricity (Burgin, et al.,
2008a, p.1673).

A conventional Savonius rotor is provided with blades made of
two half-cylinders in rotation about the vertical axis, with or without
interspaces (Burgin, et al.,, 2008a, p.1674). The Savonius rotor is
classified as a vertical axis turbine whose working principle is mainly
based on the difference in resistance between the convex and con-
cave parts of the blades (Dobrev, Fawaz, 2011, p.712). Wind power
exert pressure to both the convex blade and the concave blade as shown
in Figure 3.
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Figure 3 — The direction of torque affecting the rotor blades using wind power

Puc. 3 — HanpaBneHue KpyTsLLEro MOMeHTa, BO34eCTBYELLEro Ha SlonacTu poTopa
C NMoOMOLLbI0 BETPa
Cnuka 3 — Cmep 06pTHe curne Koju yTudye Ha nonatuue potopa
nomohy cHare BeTpa

Since the force generated on the convex blade of the Savonius rotor
is smaller than the one on the concave blade, the rotor rotates in the direc-
tion of a positive force. However, it is important to prevent the negative tor-
que opposing the rotor rotation in order to increase the rotor power. So, in
order to prevent the negative torque on the convex blade, a wind inlet in
front of the Savonius rotor was designed to increase the low performance
of the rotor (Burgin, et al., 2008a, p.1674).

Experimental study of the Savonius rotor with
the wind inlet and a new design

In this paper, an experimental study was carried out and the following
geometric parameters of the Savonius rotor were taken into account:

The rotor diameter (D) and the rotor height (H) are 32 cm and, in ac-
cordance with the optimal ratio of e/d=0.15, the interspace (e) is 2.6 cm.
The thickness of the blades is 2 mm. Two end plates are made of 4 mm
thick steel plates with a plate diameter (Do) of 35.2 cm. The Savonius rotor
shaft is attached at the top and the bottom with ball bearings to reduce fric-
tion forces to a minimum. The rotor is attached to the experimental setting
with ties to facilitate assembly and disassembly (Burgin, et al.,, 2008a,
p.1674).

The Savonius rotor with the wind inlet was designed to improve the
low aerodynamic performances of the Savonius rotor. This design is both
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simple and inexpensive, and consists of flat plate sheets. This wind inlet is
used to turn the wind impinging on the front of the rotor and guide it to the
rotor (Burcin, Mehmet, 2010, p.822). The aim of this study was to make
and then analyze changes in the angles of the upper and lower plates of
the wind inlet without changing the basic structure of the Savonius rotor to
improve performances and increase the efficiency of the rotor. In this
study, a wind inlet is used to direct wind and it is of simple construction
(Burgin, et al., 2008a, p.1673).

The wind inlet with its geometric parameters is illustrated in Figure 4.
The parts of the wind inlet (a and b curtains) are plates that deflect the
wind as shown in Figures 4 and 5. The construction of these rejection pa-
nels is simple and cheap, because they are made from flat sheet plates
(Burgin, et al., 2008a, p.1674).

A series of experiments was performed with and without curtains to
test the performances. The experiments for the wind inlet angles were
conducted with values « = 45° and £ = 15° and the length of the curtains
was /=45 cm, [,= 52 cm, as the best results (Burgin, et al., 2008a,
pp.1675-1676).

Figure 4 — Geometric parameters of the wind inlet
Puc. 4 — l'eomeTpuryeckme napameTpbl KOHGY30pa
Cniuka 4 — l'eomeTpujckM napameTpu yBoAHUKa 3a BETap
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Figure 5 — Savonius rotor with the wind inlet, where the vertical angle of the upper and
the lower plate is zero degrees
Puc. 5 — Potop CaBoHuyca € KOH(PY30pOM, BEPTUKATbHBIN Yron BEPXHEN U HUXKHEN
CTEHKM KOToporo coctaenset 0°
Cniuka 5 — CaBOHMYCOB pOTOp Ca yBOOHWKOM 3a BeTap, rAe je BepTUKanHu yrao ropke
1 [OH€ NMoYe Hyna cTeneHun

Experimental setting and other equipment

The experimental setting consists of a wind generator, a Savonius ro-
tor, a wind inlet and measuring devices for measuring wind speed and
number of revolutions. The wind generator (a fan) used in the experiments
has a power of 1.5 kW and an outlet cross section diameter of ¢ =50 cm.
Wind speed can be changed using a built-in potentiometer on the fan mo-
tor whose revolution number control regulates the wind speed. The Savo-
nius rotor, the wind inlet and the gauges are set away from the fan. The
Savonius rotor and the wind inlet with the curtains are placed on a steel
table. The Savonius rotor is connected at the upper and lower part with the
steel structure by ball bearings to reduce friction force. The designed wind
inlet is placed in front of the Savonius rotor. Wind speed and the number of
revolutions are measured with a multifunction anemometer and a tacho-
meter (tachometer). The MASTECH MS6250 anemometer with a measu-
ring range from 0.4 to 30 m/s was used to measure wind speed and the
accuracy of the multifunctional anemometer is + 0.2 m / s. Angular velocity
is measured by the PCE DT-62 optical tachometer with a measuring range
from +2 to +99,999 rpm with a precision of + 0.05% +1.

The Savonius rotor with the wind inlet is set at approximately 830 cm
from the fan outlet cross section. The rotor with the wind inlet was installed
in the same position for each measurement. The rotor with the wind inlet
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acts under the same wind speed conditions in order to compare the diffe-
rent angles of the upper and lower plate of the wind inlet.

The experiments were carried out at an average wind speed of 7 m/s
(Re=1.5x10°) (Burgin, et al., 2008a, p.1675).

This speed of 7 m/s was measured at a measuring grid attached at
about 170 cm from the center of the Savonius rotor with the wind inlet.

Experimental results

A series of experiments was carried out with a gradual increase of the
vertical angle of the upper and lower plate of the wind inlet of the Savonius
rotor in order to determine the optimal angle which would improve the system
performance. The angles of the lower and upper plate were equally increased
and the angles of 15°, 30°, 60°, 90° and 120° were tested. The total increase
of the wind inlet upper and lower plate angles was marked with y, the angle of
the wind inlet upper plate was marked with y/2 and the angle of the wind inlet
bottom plate with »/2. The angle of 0° was first tested, which means that there
is no increase in vertical angles of the wind inlet top and bottom plates. Then,
the next testing was done with an angle of 15°, which means that the angle of
the upper plate increased by 7.5° and the angle of the bottom plate for 7.5°
giving a total of 15°. In this way, the test was conducted with other angles.
Increasing the vertical angles of the upper and lower plates of the wind inlet of
the Savonius rotor can be seen in Figure 6.

Figure 6 — Vertical change of the upper and lower angles of the wind inlet
Puc. 6 — BepTukanbHoe n3mMeHeHue yrra BepXHen 1 HUXHEW CTEHKW KoHAy3opa
AN BETPOBOro MOTOKa
Criuka 6 — BepTrkanHo nomepamne yrna ropke 1 o€ Nnioye yBogHMKa 3a BeTap
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Figure 7 — Vertical change of the wind inlet angles
Puc. 7 — BepTukanbHoe U3MeEHEHWe yrna KoHdpysopa Ans BeTPOBOro noToka
Crniuka 7 — BepTukanHo nomepamne yrna yBogHuka 3a Betap

The test procedure for examining the performance of the Savonius ro-
tor with increased vertical angles of the top and bottom plates on the wind
inlet is as follows: after increasing the vertical angles of the upper and lo-
wer plates of the Savonius rotor wind inlet for 15°, an anemometer is pla-
ced at a distance of about 170 cm from the wind inlet. The speed of the
wind created by a 50 cm diameter fan with a motor of 1.5 kW is then set at
7 m/s. An example of this procedure can be seen in Figure 8. Then, the
tachometer is used to measure the number of revolutions of the Savonius
rotor as shown in Figure 9. The same test procedure is repeated for other
angles.

Figure 8 — The process of measuring the wind speed using an anemometer
Puc. 8 — NamepeHne cKkopocTn BETpa aHEMOMETPOM
Crniuka 8 — MocTtynak mepera bp3nHe BeTpa nomohy aHeMomeTpa
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Figure 9 — Measurement of the number of rotor revolutions, where the vertical angle
of the wind inlet is, in this case, increased for 15°
Puc. 9 — NamepeHune konnyectsa 060pOTOB BpaLLEHUSI pOTOPa, NPU yBENUYEHUN
BEPTMKamnbHOro yrna KoHgy3opa Ans BeTpoBOro notoka Ha 15°
Cnuka 9 — lNoctynak mepena 6poja ob6pTaja poTopa, rae je BepTukanHm yrao
YBOLHUKa 3a BeTap y OBOM criyyajy nosehaH 3a 15°

The results obtained after testing the vertical angles of the upper and
lower plates of the wind inlet can be seen in Table 1. It can be seen here
that the vertical wind inlet angle of 15°gives the best results with the ma-
ximum speed of 396 °/min.

Table 1 — Rotor RPM measured at different vertical angles of the wind inlet
Tabnuya 1 — Konnyectso 060poTOB BpaLLeHNs poTopa M3MEPEHO Mo PasfnyHbIMM
BEpTUKanbHbIMU YrnaMu KoHgy3opa A8 BETPOBOro NoToka
Tabena 1 — bpoj 06pTaja poTopa MepeH NoA pasnMuuTUM BEPTUKANHMUM YrIoBUMA
yBOAHWKa 3a BeTap

7C) niem
Max min
0 318 304
15 396 388
30 371 361
60 330 322
90 288 283
120 230 227

The effect of rotation speed depending on the vertical angle of the
wind inlet can be seen in the diagram shown in Figure 10. Here one can
clearly see that the angles of the upper and lower plates of the wind inlet of
the Savonius rotor of 15°, 30° and 60° give a higher number of revolutions
of the rotor relative to the vertical angle of the upper and lower plates of
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the wind inlet of zero degrees, while, with increasing the angles of 90° and
120°, rotation speed drops.

450
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=0 0/\\’\
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E 250 \
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100
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0 15 30 60 90 120
7()
Figure 10 — Impact of the rotor rotation speed, taking into account different
vertical angles of the wind inlet
Puc. 10 — BnuaHue ckopoCTu BpalLeHNsi poTopa, C y4eTOM pasHOW BENUYMHBI
BepTUKarbHbIX YINOB KOHy3opa— ¥
Cnuka 10 — YTuuaj 6p3uHe poTauuje potopa y3umajyhu y 063up pasnuumrte BepTukanHe
yrnose yBoAHWKa seTpa y

Conclusion

Due to high prices and limited resources of petroleum products which
emit CO, into the air in the combustion process thus contributing to the
greenhouse effect, renewable energy sources appear as the only alternati-
ve to the existing energies. Due to the changes in the economic relations
of production and consumption, today more attention is paid to the rational
use of energy. Wind energy is a huge potential that can meet energy ne-
eds. Wind generators are used to convert wind energy into mechanical
energy and for electricity production.

What was new in this paper was to analyze design changes and mo-
ve the vertical angles of the upper and lower plates of the Savonius rotor
wind inlet, which has enhanced the Savonius rotor performance. The de-
signed wind inlet was placed in front of the rotor in order to prevent negati-
ve torque opposed to rotor rotation. The geometric parameters of the wind
inlet were optimized in order to obtain optimal performances. The analysis
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found that the increase of the vertical angles of the upper and lower plates
of the Savonius rotor wind inlet gives better results than using the classical
wind inlet without increasing the vertical angles of the upper and lower pla-
tes. The angle of the upper and lower plates of the Savonius rotor wind
inlet was gradually raised to 15°, 30°, 60°, 90° and 120°. It was found that
the angles of 15°, 30° and 60° give higher numbers of rotor revolutions in
relation to the wind inlet of the Savonius rotor whose value of the angle of
the upper and lower plate is zero degrees. It was also found that the num-
ber of revolutions drops with the angles of 90° and 120 °. The best results
are obtained with increasing vertical angles of the top and bottom plates of
the wind inlet of the Savonius rotor for 15°, where the rotor speed is
395°/min.
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YIRYUWEHNA SKCINNYATAUNOHHBLIX
CBOWCTB KOH®Y30PA POTOPA CABOHWNYCA

HesH 0. Oununy, Munan 3. [lecnotoBud
YHusepcuTteT B r. Kparyesau, ®akynbTeT MHXepHbIX Hayk, . Kparyesau,
Pecnybnuka Cepbus

OBNACTb: sHepreTuka 1 npoLeccHas TexHuka
BWO CTATbW: npogeccroHanbHas ctaTbs
A3bIK CTATbW: aHrnuinckmin

Pe3some:

B daHHoU cmambe npedcmasrneH aHaru3 3aMeHbl Ou3saliHa pomopa
CasoHuyca nymem yeefludeHUsi 8epmuKkalibHbIX Yyero8 eepxHel U
HWKHel CmeHKU KOHgby3opa, rpoussedeHHoU 8 Uuernsix YyryquweHust
aKcrryamayuoHHbix ceoticme cucmembl. KoHgy30op O euxpesozo
rnomoka  pasmewaemcsi  poHmanbHo 0N MmMo20  4Ymobsbl
npedomspawiame ompuuamersbHbIU Kpymswut MOMeHmM
MPOMUBONOMNOXHbLILU  epawleHuro pomopa. AHanui U  ucrnbimaHusi
rlokasanu, 4mo rpu ydesludeHUU eepmuKkaribHbIX yerioe eepxHel u
HWXHeU cmeHKU KoHgby3opa pomopa CasoHuyca 3HaYumersibHO
yrydwaromesi 3KcrslyamayuoHHble ceolicmea pomopa. BbisiereHo, ymo
Haunyqwue  pe3ynbmamsl  docmuearomces  [pu  yeenudeHuu
8epmuKaribHbIX yaroe eepxHell U HUXHelU CMeHKU KOHgby3opa pomopa
CasoHuyc Ha 15° cymmapHo, rpu 3mom Koru4yecmeo obopomos pomopa
docmuezaem 395°/MuH.

KntoueBble crnoBa: BepTuKanbHble Yribl, BeTep, potop CaBoHMyca,
pOTOPbI, CTEHKW, KOHAY30pbl.

MOBOJLLWAHE NMEP®OPMAHCE YBOOHUKA
3A BETAP CABOHNYCOBOI' POTOPA

HAejan O. OQnnunh, Munanx 3. Oecnotosuh
YHuepauteT y Kparyjesuy, PakynteT nHxeHepckux Hayka, Kparyjesau,
Peny6bnuka Cpbuja

OBNACT: eHepreTuka v NpoLecHa TeXHUKa
BPCTA UJTIAHKA: cTpy4Hn unaHak
JESWNK YJTAHKA: eHrnecku

Caxemak:

Y pady je usepweHa aHarnusa rpomeHe Ou3ajHa Kpo3 riosehare
8epmukarniHux yeariogea eopte U OOHe [/lo4e ye8o0HUKa 3a eemap
CasoHuycosoe pomopa, ca yurbem 0a ce 0obujy bosbu pedynmamu u
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borbe Kapakmepucmuke cucmema. [JusajH ca ye8OOHUKOM 3a eemap
cMewmeH je y npedwem derly pomopa Kako bu ce cripedurna HeeamueHa
obpmHa cuna cynpomHa pomauuju pomopa. 'eomempujcku napamempu
yB00HUKa 3a eemap cy odpeheHu kako 6u ce doburne onmumarnHe
nepghopmaHce. AHanu3oM U UcrnumueaH-eM yCcmaHo8/beHO je Oa ce ca
rosehareM 8epmuKasnHuXx yaroea 20pHe U OOH-€ M/104e Ha y8OOHUKY 3a
eemap CasoHuycogoe pomopa 0obujajy 6orbe rnepghopmaHce pomopa
Hez20 caMo KopuwhereM KracuyHoe y8oOHUKa 3a eemap. YmepheHo je
Oa ce Hajéorbu pe3ynmamu rocmuxy ca roseharem eepmukasHux
yarnoea e2opHe U OOome riode ysoOHUKa 3a eemap CasoHuUycoso2
pomopa 3a ykyrHo 15°, 20e ce dobuja 6poj obpmaja pomopa 395°/MuH.
KrbyyHe peun: BepTMKanHu yrnosu, Betap, CaBoHNYyCOB poTOp, POTOPMU,
nrnoye, yBOOHWLN.
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Summary:

The paper emphasizes the importance of software usability as a key
quality characteristic of software during its use. At the beginning of the pa-
per, a retrospective of formal definitions of usability is given in order to
show the evolution of views on usability for more than three decades. To
ensure the required quality in use, it is necessary to measure and evaluate
many characteristics that affect the usability of software. The paper gives
a brief chronology of attempts to identify different dimensions of usability
based on its definitions. Since it is not easy to determine the characteri-
stics that contribute most to the quality in use, two methods are applied in
identifying the key attributes that affect usability, and they are to be given
special consideration when building a model of usability.

Key words: ISO, quality standard, software quality.

Introduction

Usability is a qualitative feature of software during its use which allows
the user to perform desired tasks easily, effectively and comfortably.
Usability has a multi-dimensional character and cannot be viewed only
from one point of view because it is influenced by various factors. In the
literature, the term usability is widely used and means different things to
different people. Usability is a key element in defining the overall quality of
a software system and is commonly recognized as a quality factor in the
technical aspect. This is a field of interaction of people and computers
(HCI), which provides the theoretical background and suggests techniques
for producing quality user interfaces. Usability can be seen as the useful-
ness and ease of use of the system. Usability also has several other
aspects, including interface design, design functionality, data and metada-
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ta and computer systems and networks (Arms, 2000). All these different
aspects of usability are of interest to software designers, developers and
users in order to get a usable system. Usability is often used in a different
context where a precise meaning can be lost. Because of many aspects of
usability, it is necessary to consider various definitions of usability and to
analyze a comprehensive set of attributes that constitute usability in order
to obtain a clear idea of usability.

Usability is a term that means "easy to use" in situations when a person
interacts with the interface of the system and its functions; it plays an impor-
tant role in the software development process. Usability is a measure of the
usefulness of the proposed solutions, or the answer to the question of how
easily and how effectively users can complete the desired task. Usability is
primarily related to the quality of design applications and includes user interfa-
ce design, method development, testing and commissioning.

Definitions of usability

Although the concept of usability plays an important role in the inter-
action between people and computers, there is still no universally accep-
ted definition of usability. As a quality characteristics, usability is defined by
different researchers and several ISO standards. A retrospective of formal
definitions will be given further on in order to demonstrate how resear-
chers’ views on usability have changed over more than four decades.

As described earlier, based on the definitions of usability in the HCI fi-
eld, researchers have identified various dimensions of usability. An appro-
priate definition of usability can act as a guideline for the development of
an efficient software system, but there is still no definition consistently ac-
cepted by developers. Although several definitions of usability and its attri-
butes have been proposed in the previous literature, an agreement on the
concept of usability has not been reached yet between researchers and
standardization bodies (Abran et al, 2003). Different views on the attributes
of usability and the lack of authentic definitions of usability are the main
reasons for poor usability of software systems. An analysis of different de-
finitions of usability from different studies can help developers of software
systems to develop an efficient and usable software system. The aim of
this work is to see how the characteristics and their attributes are defined
in previous studies.

In the study of Dubey et al. (Dubey et al, 2010, pp.4723-4729) 37
formal definitions are examined, and a total of 152 attributes are allocated
and grouped into 22 categories. They found that, in the above definitions,
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the most often used usability attributes are: learnability, satisfaction, flexibi-
lity, efficiency, effectiveness and ease of memorization. However, the
drawback of this study is the fact that it considers only the publications with
the definitions of usability from a single source (citation database Scopus
index) published before 2010.

Below is a chronological summary of the examined attributes of
usability in different models, definitions and standards, from 1977 to 2012.

The first and most widely used software quality model was proposed
by McCall (1977) who describes usability as operability, training and com-
municativeness. Eason (1984) characterizes usability in three independent
parts (the characteristics of the task, the user and the system) on the plat-
form on which the task is performed and with the users’ reaction, which is
a variable. Makoid (1985) proposes that different definitions of usability
may include various parameters (customer satisfaction, error type). Butler
(1985) suggests that the system is considered usable if users can comple-
te a specific task within a predetermined period of time. Reed (1986) defi-
nes usability as ease with which the system can be learnt and used. In the
same year, Shack introduced an operational definition of usability that al-
lows to evaluate the system during the development life cycle. He presen-
ted one of the most commonly used definitions of usability indicating that
the system is useful to the extent to which it is effective, easy to learn, fle-
xible and subijectively friendly. Gould (1988) classifies the usability with
regard to the system performance, system functions and user interface
(Dubey et al, 2010, pp.4723-4729).

Booth (Booth, 1989) finds it difficult to identify and measure the flexibi-
lity of the system and believes that usefulness should be the basis for
usability. He modifies Shackel's criteria and states that usability has four
factors: usefulness, efficiency, ease of learning (or ease of use) and attitu-
de (or appeal).

Later, Shackel and Richardson (1991) recognized the importance of
usability engineering and suggested four important characteristics of
usability called learnability, efficiency, flexibility and attitude?. Efficiency
refers to the impact of the implementation of tasks, learnability implies a
degree of learning to achieve tasks, the flexibility is the ability to adapt to
task changes and attitude relates to customers’ satisfaction in the work
with the system.

Bevan et al. (1991) argue that usability is based on the product, the
user, ease of use and acceptability of the product for a specific class of
users to perform specific tasks in a specific environment. In the quality
model proposed in 1992 by Grady called FURPS (Functionality, Usability,
Reliability, Performance, and Supportability), usability includes human fac-
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tors, aesthetics, consistency in the user interface, online and context sen-
sitive help, wizards and agents, user documentation and training materials
(Dubey et al, 2010, pp.4723-4729).

The 1SO 9126 (ISO/IEC 9126, 1991) definition contains 21 attributes
arranged in six areas: functionality, reliability, usability, efficiency,
maintainability and portability, out of which usability attracted the attention
of most researchers.

In 1992, the Institute of Electrical and Electronics Engineers (IEEE
Std 1061) defined usability as: the ease with which users can learn to ope-
rate, prepare input and interpret the results of a system or a component
and proposed a model that usability depends on the following factors:
user-friendliness, ease of learning and communicativeness. Hix and Hart-
son (1993) define usability via performance, ease of learning, knowledge
retention over time, advanced functions of use, the first impression and
long-term user satisfaction. Lowgren (1993) stated that usability is the re-
sult of relevance, efficiency, ease of learning and attitude (Dubey et al,
2010, pp.4723-4729).

Nielsen (Nielsen, 1993) recognizes usability as an important attribute
that affects the acceptance of the product. Usability and complaisance can
help product utility that enhances the users’ ability to perform their tasks.
He divides acceptability to practical and social acceptability and identifies
five important attributes associated with usability, which are: learnability,
efficiency, memorability, errors and satisfaction. Social acceptability indica-
tes whether the system is designed for ethical purposes. Practical
acceptability is a generalization about the acceptance of system costs,
compatibility with existing systems, reliability, availability, usefulness and
other such considerations. Usefulness refers to the question whether the
system can be used to achieve a desired goal. Usefulness can be further
divided into usability and utility. Utility is related to forecasting functionality
of the system to do what is necessary. Usability is a question of how well
users can use this functionality. So, all these elements of the system of
acceptability are very important for a general attitude. Usability is only one
of many, but still needs to be one of the criteria for evaluating software or
services.

The SUMI method of measurement (Software Usability Measurement
Inventory) also describes usability by its attributes: efficiency, effective-
ness, helpfulness, control and ease of learning (1993). Dumas and Redish
(1993) suggest that usability means that people who use the product can
quickly and easily accomplish their tasks and it focuses on four main po-
ints: users, productivity, tasks, and ease of use (Dubey et al, 2010,
pp.4723-4729).
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Rubin (Rubin, 1994) said that likeability is also an important usability
attribute that represents the user's perception, feelings and opinions about
the product.

Luis (1995) introduced a questionnaire PSSUQ (Post Study System
Usability Questionnaire) which identifies usability attributes grouped into
three factors, ie. usefulness of the system, the quality of information and
the quality of the interface. Thomas (1998) categorizes the attributes into
the result, the process and the task. In their model, Dix et al. (1998) repre-
sent system usability in three categories: ease of learning, flexibility and
robustness (Dubey et al, 2010, pp.4723-4729).

After that, the International Organization for Standardization (1ISO) pu-
blished usability standards from two different points of view on usability,
i.e. ease of use (ISO 9241-11, 1998) and quality in use (ISO/IEC 9126-1,
2001). ISO 9241-11 establishes the effectiveness, efficiency and satisfac-
tion as the basic dimensions and defines usability as an extent to which a
product can be used by specified users to achieve specified goals with ef-
fectiveness, efficiency and satisfaction in a specified context of use (ISO
9214-11, 1998).

Lecerof et al. (1998) provide a definition of usability, addressing the
importance of user needs, efficiency, subjective feelings of users, ease of
learning and system security function, such as giving users the rights to
nullify actions that can lead to errors. Clairmont et al. (1999) suggest that
usability is a degree to which the user can successfully learn and use the
product to achieve the goal. Arms (2000) states that usability has several
aspects, including interface design, functional design, data and metadata
of computer systems and networks alike. Frojkaer et al. (2000) argue that
the components of effectiveness, efficiency and satisfaction should be
considered as separate and independent aspects of usability. Doniaee et
al. (2001) developed an integrated model of measuring quality in use
(QUIM). The attributes included in QUIM are: effectiveness, efficiency, sa-
tisfaction, productivity, safety, accessibility and internationalization. Battle-
son et al. (2001) proposed to improve the interface usability so that it can
be easy to learn, remember and use, with few mistakes for target users
and designed to support specific tasks (Dubey et al, 2010, pp.4723-4729).

A little later, 1ISO 9126, 2001, established the following usability sub-
atributes called: user-friendliness, ease of learning, functionality, attracti-
veness and usability compliance. An Oulan and Pajarillo’s study, called
CUNY + (2002), primarily used a questionnaire as a method of evaluating
usability. The authors conducted a study in two stages to compare the
usability of text-based and Web-based CUNY Web sites. The criteria ap-
plied were impact, efficiency, control, attentiveness and adaptability
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(Dubey et al, 2010, pp.4723-4729). Blandford et al. (2002) indicate that
usability is technically, cognitively, socially and design-oriented and that it
is important to gather these different perspectives together. Brinck et al.
(2002) suggested that usability be: functional correctness, efficiency of
use, ease of learning, ease of remembering, error tolerance and a subjec-
tive feeling of comfort. Abran et al. (2003) combine the attributes of ISO
9126 and ISO 9241 and develop a new model with the attributes:
efficiency, satisfaction, ease of learning and safety. To describe the usable
software systems, Bas et al. (2003) have qualites such as
interchangeability, flexibility, re-use, performance, security, etc. Campbell
et al. (2003) explicitly state that usability refers to the relationship between
tools and their users. Shneiderman et al. (2005) identified five measures of
usability, namely: learning time, speed, error rate profile, retention of know-
ledge over time and subjective satisfaction. Jeng (2005) also used
efficiency, satisfaction and ease of learning as the attributes of usability for
digital libraries. It identifies inherent and obvious usability. Inherent
usability is inseparable and makes the product easy to understand, easy to
learn, efficient to use, comfortable to use and with fewer errors while obvi-
ous usability is related to a visual impression of the interface. Krug (2006)
looked at usability from a user’s perspective with the need for an intuitive
experience.

In 2006, Seffah et al. developed a consolidated model for measuring
usability and metrics, called QUIM (Quality and Use Integrated Measure-
ment). They combined different standards and models, such as ISO 9241
and ISO 9126, in one single consolidated, hierarchical model. They give
the methods for determining the quality requirements as well as the identi-
fication, implementation, analysis and evaluation of the process and pro-
duct quality metrics. This initial model is suitable for users who have little
knowledge of usability and can be applied by both usability experts and not
experts. The QUIM model consists of 10 factors (efficiency, effectiveness,
satisfaction, ease of learning, productivity, security, trust, accessibility,
usability and universality), divided into 26 measurable criteria that include
127 specific metrics. The model is used to measure the actual use of the
software in operation and to identify problems. The QUIM model connects
the factors with the criteria and metrics in a clear and consistent manner. It
can be used in a general form or it can be adapted to a specific context
(Dubey et al, 2010, pp.4723-4729).

Juristo et al. (2007) presented certain characteristics of usability, get-
ting inspiration from a number of real applications. Seffah (2008) argues
that there is a need to develop new environment for usability testing and
methodology, since technical environment is developing and the current
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laboratories are limited. Sauro et al. (2009) calculated the correlation of
usability attributes from 90 different studies such as time on task, degree
of completed tasks, errors, satisfaction upon task completion and satisfac-
tion after testing. The results of this research have helped to clarify the at-
tributes that have contributed to the connection of the structure of usability
studies. Bevan (2009) argues that, despite the authoritarian nature of in-
ternational standards for usability, many of them are not widely used
(Dubey et al, 2010).

The Website Evaluation Framework (WEF) model consists of five qu-
ality characteristics (Zhou, 2009): aesthetics, ease of use, multimedia, rich
content, and reputation. Oztekin proposes the UWIS methodology that in-
tegrates established dimensions of the quality of web services (reliability,
integration of communications, navigation, control, security, accountability
and quality of information) and usability of information systems (efficiency,
effectiveness and satisfaction) (Oztekin et al, 2009, pp.2038-2050). Gard-
ner-Bonneau (2010) discusses how much human factors and usability of
the system will be effective when there are more and more changes in the
technological environment (Dubey et al, 2010). According to Rhodes
(Rhodes, 2010), usability is further subdivided into five important factors or
attributes of the user interface as follows: efficiency, ease of learning,
memorability, error rate and satisfaction. According to a survey (Karahoca
et al, 2010, pp.5813-5819), the elements of usability are ease of learning
and efficiency, aesthetics and navigation, content and functionality,
accuracy and consistency, technical adequacy, help and documentation
and debugging.

From 2011 until today, the current standard in the field of software
quality has been ISO 25010, which represents the second generation of
standards for software quality, and was issued with the intent to define the
reference models and the quality of the evaluation process which will re-
place the ISO/IEC 9126 and ISO/IEC 14598 series. At present, the current
series of international standards (SQuaRE) includes two models of quality:
quality model in use and the quality of the product model (ISO/IEC 25010).
However, ISO 25010 does not include the quality of information because
ISO 25012 is intended for this purpose. This standard is a general model
for data quality and is intended to be used together with ISO 25010. It aims
to establish standards in data quality as well as in planning and performing
data quality assessment.

Figure 1 is a graph showing a model of quality in ISO/IEC 25010
(SQuaRE).

These definitions of usability are usually used to identify usability pro-
blems of traditional graphic user interfaces. However, the emergence of
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the Internet as a basic working and development environment with its spe-
cific properties contributes to the speedy development and massive use of
Web-based applications that are a rather specific software product. Altho-
ugh some of these definitions of usability can be equally successfully ap-
plied to a variety of web applications, the need for a positive user experi-
ence in interacting with the application is further emphasized in the web
environment.

Some researchers in the field of quality of web applications (Bublione,
2002), (Becker and Olsina, 2010), (Olsina and Molina, 2008, pp.385-420),
(Lew and Olsina, 2011, pp.214-229) indicate that the characteristics of
software quality given in the ISO/IEC standard quality models (ISO 25010)
are not sufficient to describe the quality of specific software products such
as Web applications.

Quality Models

Product Data Quality
Quality Model Quality Model in Use Model

\ p — s %,

Human-Computer Sys
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Figure 1 — Models of quality in SQuaRE
Puc. 1 — Mopenu kayecTtBa B cucteme SQuaRE
Cnuka 1 — Mogenu kBanuteta y SQuaRE

Research efforts over the past decade have given a number of mo-
dels of software quality of Web applications oriented to a specific domain.
Thus we have the quality designs for specific domains such as e-Learning
(Chua and Dyson, 2004, pp.184-190), (Bhuasiri et al, 2011, pp.843-855),
(Kasse and Balunywa, 2013), e-commerce (Loiacono et al, 2002), (Barnes
and Vidgen, 2002, pp.114-127), (Lee and Kozar, 2006, pp.1383-1401),
(Lazi¢, 2010), hospitality (Spremi¢ et al., 2008, pp.229-238), e-banking
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(Moraga et al, 2008, pp.113-129), academic sites (Olsina et al ., 2001),
public administration (Quirchmayr et al, 2007) and so on. In addition, there are
a lot of general quality models tailored specifically for Web applications, such
as (Olsina and Rossi, 2002, pp.20-29), (Li and Suomi, 2009), (Montero et al,
2008, pp.220-233), (Bjarnik, 2001), (Offut, 2003) and (Bublione, 2002).

Decomposition of usability

To ensure the required quality in use, it is necessary to measure and
evaluate many characteristics that allow us to determine the usability of
software, where metrics play an important role. The main problem with the
definition of the product is that it is very difficult to determine its characteri-
stics and their attributes that need special consideration. Only a few mo-
dels of software quality solve the aspect of usability in a detailed and struc-
tured way (Abran et al, 2003, pp.325-338).

The previous section provides a broader and chronological set of dif-
ferent standards and studies with formal definitions of usability and quality
models which are the basis for further work. In order to isolate those attri-
butes that influence usability the most, two approaches were used: the first
one analyzes the attributes of usability in various formal definitions of usability,
and the other one analyzes the attributes in the key usability models.

The first approach involves analyzing the contents of all formal defini-
tions given in the reviewed publications and extracting the key attributes of
usability. The selected attributes are analyzed, followed by the identifica-
tion of their characteristics, based on which they are grouped into certain
categories of usability attributes. However, it has been noted that the pro-
posed definitions are informal, too short and ambiguous.

In the formal definitions presented in the previous chapter, the author
has identified 186 different attributes which are grouped under 22 different
categories. Out of all attributes, 21 appear 2 or more times (total 154 fre-
quencies) and they are grouped in a separate category, while 32 attributes
appear only once and they are grouped under the name "others".

The usability attributes and their frequency of occurrence in the revie-
wed standards and studies are shown in Table 1. They are arranged in the
descending order, from the attributes with the highest frequency in the top of
the table to the last attribute with the smallest number of occurrences.

For the ease of analysis, the frequency of usability attributes in the re-
viewed studies and standards is shown graphically in Figure 2. Based on
the overall frequency of attributes in all included definitions, it can be con-
cluded that the attributes: ease of learning, satisfaction, flexibility,
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efficiency, effectiveness and ease of memory have the highest impact on
the usability of software systems.

Another approach examines the key attributes of usability in usability
models proposed by researchers and international standard organizations
(Eason, 1984), (Shackel, 1991), (Nielsen, 1993), (ISO 9241-11, 1998), (ISO
9126, 2001), QUIM model (Seffah et al, 2006), (ISO 25010, 2010), etc.

Although all models have many different attributes, the analysis of
their common characteristics has pointed to their similarities. Based on the
studies on the similarities between usability models and the frequency of
attribute occurrence in all discussed usability models, it can be concluded
that 5 attributes (effectiveness, efficiency, satisfaction, ease of learning
and accessibility), have the biggest impact on software usability. Table 2
shows the usability attributes in the discussed usability models and their
frequency of occurrence.

Table 1 — Reviewed usability attributes and their frequency
Tabnuya 1 — O630pHbLIE aTPUBYTEI NPUMEHSIEMOCTU U UX YaCTOTHOCTb
Tabena 1 — MNMpernegaxu atpubyTh ynoTpeGrbMBOCTU U HUXOBA y4ecTanocT

Attributes Frequency Percent
The ease of learning 23 12.4%
Satisfaction 18 9.7%
Flexibility 16 8.6%
Efficiency 18 9.7%
Effectiveness 12 6.5%
The ease of memory 8 4.3%
Interface Design 7 3.8%
The ease of use 6 3.2%
Errors 5 2.7%
Safety 5 2.7%
Help 5 2.7%
Functionality 4 2.2%
Communications 4 2.2%
Task 4 2.2%
User 4 2.2%
Productivity 3 1.6%
The first impression 3 1.6%
Tolerance to errors 3 1.6%
Advanced Features 2 1.1%
Operability 2 1.1%
Training 2 1.1%
Other 32 17.2%
Total 186 100.0%
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The comparative analysis of the results of the two approaches can re-
sult in a conclusion that the characteristics: effectiveness, efficiency, satis-
faction, ease of learning and flexibility have the highest impact on the
usability of software.

Effectiveness is a measure of the system performance to successfully
complete a specific task or goal in time.

Efficiency refers to the accuracy and completeness of a certain objective
and represents the successful completion of the task using the system.

Satisfaction is a pleasant feeling that a user gets during or after the
use of the system. It can be seen as appeal or acceptability of the system
by the user, in this context of use.

Frequency of attributes usability
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Figure 2 — Frequency of the usability attributes in the reviewed standards and studies
Puc. 2 —YacToTHOCTb aTpnbyTOB NPMMEHSEMOCTU MO CTaHA4apTaMm U UccreaoBaHUSIM
Crniuka 2 — ®pekseHumja atpnbyTta ynoTpebreMBOCTH Y NperneaaHnum craHgapauma
n cTyavjama

Table 2 — Comparison of the usability models
Tabnuua 2 — CpaBHeHue mogener NPUMEHIEMOCTU
Tabena 2 — Nopehewe mogena ynotpebrbnsocTu

— “ = |© =
HERERMRIIEEERR
Attributes of usability |2 &| 8 | 28 |2= |298|58| N5
wo| 5| 2z |30 |@g o o
Efficiency % v v vV
Effectiveness v vV \4 v vV
Satisfaction v % v vV
The ease of learning v v v v v vV
Accessibility 4 vV
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The ease of learning is the ability of the software product to enable
the user to learn its application. The system should be easy to learn and
understand. It should be easy for the user to carry out a task using the
software system. It also includes the effort needed to understand and work
with an unfamiliar system, the user's additional time for learning as well as
user’s training after certain time from the time of installation of the system.

Flexibility represents the variations in the system work relating to an
existing one, such as flexibility to the context in use, accessibility in use or
expandability to the context in use.

Conclusion

The characteristics of today's business world (global networking - In-
ternet, software dependence, Web applications, etc.) emphasize the need
for predictive usability of software in an easy and user-friendly way. Today,
there are numerous methods for assessing usability. As a result, there is
the question of choice of the most appropriate method for assessing the
usability of a particular software product. The choice of an adequate met-
hod can significantly improve the efficiency of the evaluation process and
usability of the software product. Choosing the right method is not an easy
task, since it depends not only on the type of the software product, but also
on the development of the objectives of the project and the context of use;
therefore, it would be necessary to have an effective formal mechanism for
assessing the usability of a product to be supplied. In fact, the choice of
method is conditioned by various criteria, some of the most important be-
ing the resources required to perform the method (time, money, the num-
ber of evaluators and their expertise, the number of users for testing, place
and test equipment), the required level of objectivity and the possibility of
applying the method in different application development stages.

The quality models defined by the current ISO standards are too ge-
neral to cover all application domains, and most practitioners only use
them as a guide or a starting point for quality modeling and measurement.
Of course, it is not possible to measure all the internal and external cha-
racteristics, or to measure quality in use in all possible cases. Together,
quality models serve as a framework that ensures taking into account all
the quality characteristics.

Although we intuitively know what usability is, it is not easy to formali-
ze a set of characteristics that contribute to good usability. In addition, we
often turn to those attributes that are useful and easy to measure rather
than to those that are really necessary.
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In order to understand and measure usability, it is necessary to build
a model of usability first. One of the most important areas of usability
research focuses on usability attributes, principles and characteristics. To
define a usability model for a particular domain of software use means to
face the question, "Which quality characteristics are to be included in the
model and what are the relations between them?".

Usability models are conceptual views which determine key areas to
demonstrate the usability of existing software. The analysis of different
usability models proposed by researchers and international organizations
for standards can help in identifying the key attributes that affect the
usability of a software system and in developing efficient and usable soft-
ware systems.
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NMPUMEHAEMOCTb: KINIOYEBAA XAPAKTEPUCTUKA
KAYECTBA MNMPOIrPAMMHOIO OBECIEYEHNA

Heb6odwa . OxopoxeBny
BoopyxeHHble Cunbl Pecny6nukn Cepbusi, YnpaBneHve cyXonyTHbIX BOWCK,
r. Huw, Pecny6nuka Cepbusi

OBJIACTb: BblYMCAMTENBHANA TEXHMKA N MHAOPMATHKa, NHEOPMAaLMOHHbIE
TEeXHOMNormm

B CTATbW: npodeccrmoHanbHas ctaTbs

A3bIK CTATbW: aHrnuinckmn

Pe3some:

B daHHOU cmambe nod4epKHymoO 3Ha4YeHue MpuMeHsseMocmu
rpoepaMMHO20  0beCreyeHUs, Kak K/o4eeol  xapakmepucmuKu
Kayecmea rpoepaMMHO20 0becrieHeHUs 8 MPOUECcce e2o UCMOMb308aHUS.
B 8800HOU Yacmu cmambu rpedcmasneHo 0603peHue ornpederneHul
MpUMeHsieMocmu, 8 KOMOPOM [POCIIEXeHa 380/mouusl 832715008
uccriedogamernieli 8 OMHOWEHUU TPUMEHSieMocmu 3a rocrieGHuUe
mpuduame 1rem.

Ans  obecrniedeHuss ~ coomeemcmeyrouje20  Kadecmea 8
ucriofib308aHuU, HeobXxoOUMO U3MEPSIMb U OUeHUBamb PasfiuyHble
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Xapakmepucmuku, enusiiowue Ha [puUMeHseMocmb  Mpo2pamMMHO20
obecrieyeHusi. B pabome nipueedeH XpoHoroau4eckuli 0630p rorbImoK
udeHmuchukayuu  pasfuYHoOU  YacmomHoOCmu  MPUMEHSIEMOCMU,
MpeonpuHMbIX  pasHbIMU  uccriedosamernisiMu  Ha  OCHO8aHUU
ornpedeneHuli MPUMeEHsIEMOCMU.

Yyumeigasi, Ymo He eceza0a rieeko ydaemcs ornpedenumes Kakue UMEeHHO
XapaKkmepucmuKku Ccriocobcmeyrom Ka4yecmeeHHOMY  UCrO0Jb308aHUIo,
asmop cmambU npuMeHun 0ea memoda udeHmMuGbUKaUUU KTH0He8bIX
ampubymos, enusiWUX Ha MPUMEHSIEMOCMb, KOmMopble Heobxo0umMo
umems 8 8udy rnpu paspabomke MoOesIU MPUMEHSIEMOCMU.

KntoyeBble crosa: XapakTepUCTUKN KayecTBa, KayecTBO
nporpammHoro  obecrneyeHusi,  MNPUMEHSEMOCTb  MPOrPaMMHOIO
obecneyeHus.

YNOTPEBIbMBOCT KAO KIbYYHA
KAPAKTEPUCTWKA KBAITMTETA COPTBEPA

Hebojwa [1. Hophesuh
Bojcka Cpbuje, KomaHgoa KonHeHe Bojcke, Huw,
Peny6nuka Cpbuja

OBJIACT: padyyHapcTBO M MHOpMaTKKa, UHOPMaLMOHe TEXHOMOrWje
BPCTA YJIAHKA: cTpy4HM unaHak
JESNK YJTAHKA: eHrnecku

Caxemak:

Y pady je HaznaweH 3Hay4aj ynompebrbugocmu cogpmeepa Kao
K/by4YHe Kapakmepucmuke Keasumema coghmeepa rpusiukom Hea208e
ynompebe. [lpedcmaerbeHa je U pempocriekmusa opMaHUX
OepuHuyuja ynompebsrbugocmu, ca Hamepom 0Oa Cce [oKaxe
esonyyuja noaneda ucmpaxueada Ha ynompebrbueocm moKom sulie
00 mpu OeueHuje. [Ja bu ce obe3beduo 3axmeeaHu Keanumem rpu
ynompebu rnompebHo je mMepumu U 8pedHosamu  MHO2e
Kapakmepucmuke Koje ymudy Ha yrnompebrbusocm cogpmeepa. Tako-
he, XpOHOIOoWKU Cy npukal3aHu noKywaju ucmpaxusadya 0a Ha ocHogy
OepuHuyuja yrnompebrbusocmu UGeHMUCUKYjy HeHe pasnudume
OumeHsuje. Wmajyhu 'y eudy da Huje nako odpedumu
Kapakmepucmuke Koje Hajeuwe JdorpuHoce Keanumemy ripu
yrnompebu, y pady cy npumer-eHe 3ge Memode 3a uOeHmuguKosaH-e
K/byYyHUX ampubyma kKoju ymudy Ha yrnompebrbugocm, a Koje mpeba
rnocebHO pa3mMompumu npUIUKOM usgpadH-e HheHoe Modesa.

KrbyyHe peun: KapakTepucTuke KsanuteTa, KBanuteT codTBepa,
ynoTpebrbuBocT codTBEpA.
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Abstract:

The increasing use of electronic services that use electronic
certificates and the increasing implementation of public key infrastructures
require their interconnection and interoperability. In this paper, the authors
analyze the models for interoperability between various PKI domains and
their possible application in achieving interoperability of the public key
infrastructures in the Republic of Serbia. The implementation of the
interoperability of the existing models is discussed from the following
aspects: scalability, processing of certification paths, implementing
policies, the points of failure and the possibilities of re-establishing trust.
We proposed a conceptual model based on the Bridge Certification
Authority trust model. This model can provide the establishment of the
interoperability of both the existing and new national PKI domains, their
interconnection as well as their connection with foreign PKI domains. The
model was extended with the Validation Authority that provides more
efficient processing of the certification path.

Key words: model, interoperability, PKI, certification authority, certificate.

Introduction

The companies use the Internet for global business, which means that
their information resources are distributed in more places. Therefore, di-
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scussions about the elimination of security risks should consider distribu-
ted security architecture. The Public Key Infrastructure (PKI) technology is
applied in distributed security architecture (Pfleeger, Pfleeger, 2006).

Companies can use electronic certificates (hereinafter: certificates) for
electronic services which are issued by different certification authorities
from different PKI domains. In order to ensure the functioning of electronic
services which use PKI certificates from different domains, there should be
a mutual link between them, i.e. it is necessary to establish interoperability
for common work of two or more PKI domains.

The main problem with the connection of certification authorities from
different PKI domains is certification path discovering and processing, as
well as the validation of the user certificate. This problem is overcome by
using an appropriate interoperability model.

In the Republic of Serbia (hereinafter: R. Serbia) there are more inde-
pendent certification authorities which issue electronic certificates and (or)
qualified certificates. While researching the Certificate Policies and the
Certification Practice Statements of the accredited certification authorities,
together with the data from the official websites of the certification authori-
ties in R. Serbia, we have concluded that there is neither connection nor
any form of interoperability between the PKI architectures of the authorities
whose certifications are registered or recorded. Also, there is no PKI
interoperability with other countries.

One form of the distribution trust through the Windows operating
system has been achieved by the Serbian Post Certification Authority
which became a member of the Microsoft's "Windows Root Certificate"
program in September 2009.

The paper (Pavlovi¢, 2007) proposes a possible way for realizing the
national PKI. This solution is based on the existence of the Central Root
Certification Authority which signs government certification authorities and
on the existence of the Bridge Certification Authority through which the go-
vernment PKI architecture is linked with PKI architectures of non-
government organizations (NGOs) and PKI architectures of other countri-
es. Today, this approach would cause numerous problems in the existing
government PKI architectures. The authors (Prodanovi¢, Vuli¢, 2011) pro-
pose to form a Bridge Certification Authority which would create a relation
of trust with current and future governmental and NGOs PKI architectures,
as well as with PKI architectures of other countries. This approach does
not require the re-establishment of PKI architectures but the exchange of
cross-certificates and the definition of certificate constraints. The problem
of this solution is the complexity of processing the certification path.
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The proposed PKI interoperability model is aimed to contribute to the
realization of the connection of the existing PKI domains, future PKI doma-
ins, their interconnection, and their connection with PKI domains of other
countries. The model also proposes a mechanism for processing certifica-
tion paths.

The paper explains PKIl, then considers the types of PKI
interoperability models and, finally, it analyzes possibilities of applying the
described models on the PKI of R. Serbia. A conceptual model of the R.
Serbia PKI interoperability is proposed, followed by the conclusion.

Public Key Infrastructure

Since the Internet and intranet are distributed environments, it can
be said that PKI with its capabilities represents modern security architectu-
re to protect and securely distribute information in distributed environment.

PKl is a complex system that consists of hardware, software, people,
policies and procedures necessary for the creation, management, distribu-
tion, use, PKI storage and revocation of electronic certificates and public
key cryptography management (Adams, Lloyd, 2003, pp.11-15).

PKI enables the establishment of connections between public keys
and entities (in the form of certificates), checks the connections by other
entities and enables services necessary for key management in distributed
systems.

PKI provides a trusted environment for the transmission of information
in distributed systems by providing:

- Authenticity of the parties to the communication - the participants

in the communication are checked,

- Message integrity - guarantees that messages have not been

changed during transmission,

- Non-repudiation of sending and receiving - the participants in

communication cannot deny sending or receiving messages,

- Confidentiality of the message - the message content can be

found out only by the entity to whom a message is intended.

Today, PKl is applied in many applications and protocols such as
Secure Sockets Layer (SSL), Secure Multipurpose Internet Mail Extensi-
ons (S/MIME), IP Security (IPSec), Secure Electronic Transactions (SET)
and Pretty Good Privacy (PGP).

The OASIS Research (2003) has shown that PKI is mostly applied to:
electronic signatures, web servers (SSL), protection of e-mail and web
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services, virtual private networks (VPN), e-commerce, protection of wire-
less networks (Wi-Fi), code protection and network authentication.

Due to growing needs of financial institutions, companies, government
agencies, health and other organizations to use the Internet for their business,
information security has become an essential as well as a more complex ele-
ment of security operations. Not only do organizations have to protect their in-
formation and maintain trust with partners but also they have to comply with the
government and other standards which relate to the security of operations.

The Components of PKI Architecture

The PKI architecture model is composed of five components specified
in (Arsenault, Turner, 2003): the certification authority, the registration
authority, PKI Repositories, archives, end entities and their mutual relati-
onships. The PKI architecture model, its functional components and their
interconnection are shown in Figure 1.

Superior CA

Registration

lCerﬁficates issuing
Authority
[e=ed]

& Certificate policy

& & Certificate request

Publishing certificates
and CRL

Subordinate CA

Di
Notification Lrectory

Registration

request Certificate

B e e = " Certificate check

R

! .
! Certificate owners Applicants
1 End entity

____________________________________________________

Figure 1 — The relationship between the PKI components
Puc. 1 - WNepapxnyeckasn apxutektypa PKI
Cnuka 1 — Mehyco6bHu ogHoc koMnoHeHTu PKI

The Certification Authority (CA) is a collection of computer hardware,
software and human resources. It is responsible for issuing certificates
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(created and signed), managing information on the status of certificates
and Certificate Revocation Lists (CRLs), publishing certificates and CRLs,
and managing archives of expired certificates. The CA can delegate re-
sponsibilities to other infrastructure components. It most often works to-
gether with the registration authority which is responsible for the identifica-
tion of entities applying for the issuance of certificates (Prodanovi¢, 2007),
(Prodanovic¢, Petrovi¢, 2006).

The Registration Authority (RA) (Sheehy, et al, 2011) is a confidential
representative of the CA responsible for verifying the identity of an appli-
cant for a certificate. In addition, the RA can perform other functions which
the CA has conveyed to it such as providing reports of revoked certificates,
generating key pairs or archiving keys. The RA cannot issue certificates or
generate CRLs.

The PKI repository provides storage of certificates and information
about their status. The PKI database must fulfill the following require-
ments: a simple and standardized approach, modern way of data storage,
built-in protection, data management and the possibility of storing similar
data. The database is implemented as a directory according to standard
X.500. The directory stores and distributes certificates and manages their
changes. PKI applications access the directory through the LDAP (Light-
weight Directory Access Protocol) (Johner, et al, 2000) protocol which is a
customized version of the DAP (Directory Access Protocol) protocol.

Archives. The archives contain stored CA certificates for a longer pe-
riod of time. Archives must guarantee that certificates have not been and
will not be changed while they are in the archives. Before the certificate
issued by the CA is stored to the archives, it is necessary to determine
whether the certificate comes from the CA and whether it is valid. The cer-
tificates are stored in the archives so that some signatures of older docu-
ments could be verified.

End Entity (End-Entity, EE) is defined as a user of PKI certificates
and (or) end user of a system that is the subject of the certificate (Arsena-
ult, Turner, 2003). In other words, in the PKI system, the end entity is a
general term for a subject that uses any services or functionality of the PKI
system and it can be the owner of a certificate (individuals, organizations
or other entities) or the applicant (may be an application, service, CA, etc.)
for a certificate or a CRL. The term PKI users is often used and it refers to
organizations or individuals that use PKI, but do not issue certificates.
They rely on other companies that publish certificates and verify certifica-
tes of other entities in the business.

Certificate. The purpose of the certificate is to establish a link between
an identified (notified) entity and the public key, indirectly with the core-
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sponding private key of the entity. This is accomplished when the CA uses
its private key for signing the certificate, so that the certificate can be later
verified by any entity which has the public key of the CA. The latest version
of X.509 standard for the certificate structure published in 2000 defines a
new set of additional certificate extensions. However, this set of extensions
does not require the issuance of a new version of the certificate because
these extensions can be included in version v3 which is specified by the
IETF (Cooper, et al, 2008).

The Interoperability of PKls

There is an increasing growth in requirements for the interoperability
of PKls. The full potential of PKI-based electronic services can be achie-
ved only if large organizations provide certificates for e-business and if the-
re is interoperability between PKis.

In order to establish PKI interoperability, it is necessary to establish
two processes of interoperability, namely:

- Political or contractual process of establishing mutual recognition.
This process is necessary to determine whether the participants of
interoperability comply with certain technical, security and management
requirements for interoperability, prior to proceeding with the implementa-
tion of technical interoperability.

- The technical solution for the transfer of mutual recognition. This so-
lution is used in order to transfer enough information on participant's status
of interoperability so that the recipient of the certificate can automatically
decide whether to accept or not a certificate from another PKI domain.

The policy of PKI interoperability involves determining the trusted PKI
domain having the required level of security. Technical PKI interoperability
includes processing certification paths through different PKI domains in order
to discover certification paths and determine the validity of the certificate.

Interoperability can be perceived through three categories:
interoperability between applications, between the components and bet-
ween PKI domains (PKI Forum, 2001).

Interoperability between applications allows different PKI applications to
be interoperable with one another, regardless of who has produced them.
When manufacturers develop applications, in order to achieve interoperability
of the PKI environment, they consider ways for storing credentials as well as
the compatibility between different files and message formats (eg. the size of
keys and algorithms should be compatible between different applications) and
the communication between different applications.
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Interoperability between components enables numerous PKI compo-
nents to work together in order to get an overall functionality of the PKI so-
lution. This interoperability is important because errors in the communica-
tion between the components cause the interruption of PKI functionality. In
order to preserve interoperability between PKI components during deve-
lopment, it is necessary to use common protocols and message formats
for communication between various components such as the CA, the RA
and clients. The standards that ensure interoperability between compo-
nents are: Public Key Infrastructure standard X.509 Certificate Manage-
ment Protocol (PKIX-CMP) and Public Key Infrastructure standard X.509
Certificate Request Message Format (PKIX-CRMF). Also, it is necessary
to use the most common mechanisms for providing information about the
revoked certificates, such as the Online Certificate Status Protocol (OCSP)
and the Certificate Revocation List (CRL). No less important in terms of
interoperability is the implementation of authentication methods and
cryptographic algorithms.

Interdomain interoperability focuses on establishing relations of trust
between different PKI domains. This interoperability, besides characteristic
problems, includes problems that stem from the interoperability of applica-
tions or components. Besides that, keeping in mind the technological solu-
tions associated with these issues, this interoperability requires the exi-
stence of questions to the answers related to policies. When considering
this type of interoperability, it is necessary to consider the availability of the
public key between the domain and the general policies of the PKI domain.
In addition, each domain should remain faithful to the set of policies that
govern its certification process. The most important aspect of this
interoperability is the support to cross-certification between CAs. The
cross-certification can be implemented using a PKIX-CMP and other
PKCS standards such as PKCS # 7 and PKCS # 10.

Models of PKI interoperability

The obvious approach to solving PKI interoperability is the existence
of a central CA, or a point of trust. The hierarchical model includes a cen-
tralized control and unanimous support. There are other solutions that are
more flexible, such as (Connolly et al, 2005): cross-certification model,
cross-recognition model, bridge model and certificate trust list model.

A single (root) CA model is based on the existence of a CA which is-
sues certificates to all users who trust it and thus realizes the trust in their
mutual transactions. This model is sensitive to an increase in number of
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users, which causes technical and administrative overhead of PKI sche-
mes at the state level; it also causes the multiplicity of requirements that a
CA cannot fulfill or a refusal to accept a CA, thus causing the CA security
breach which affects all users.

Strict hierarchy model. This model extends the model with a single CA
and allows specialization between CAs. With this model, users need to be
persuaded to trust the root CA, even if it does not directly issue certificates.
In this model, the root CA is a critical point of security. Compromising the
root CA causes the failure of the whole PKI. In addition, the problem may
be that the root CA, by its policies, imposes restrictions on subordinate
CAs. This model does not have the problem of interoperability and it is sui-
table for use in centralized systems.

Cross-certification (mash) model. In this model, CAs establish relati-
ons of trust according to whether they trust each other. The user can trust
an unknown CA across the certification path that leads to a local trusted
CA. However, the establishment of interoperability across the network cer-
tification is technically and logistically challenging. Interoperability is not
easily achievable between two CAs only by co-ordinating their policies and
technical systems. The problem of interoperability is complicated as the
number of cross-certifications grows even faster. The very nature of this
model, where CAs are not familiar to each other, is not an ideal approach
to establishing a multinational PKI. This model is most suitable for two or
three related CAs which are required to interoperate with each other.

Bridge CA model. This model implies the existence of a central CA
that achieves a bidirectional trust relationship with one CA of each PKI. It
represents a communication channel between the CAs that it connects, i.e.
interoperability is accomplished through it. This combines the aspects of
the root model and the mash model. The bridge CA model provides sim-
pler administration because it is required to establish only one pair of
cross-certifications with each CA rather than n? certifications (n is the
number of CAs) in a complete mash model. This model does not impose
as strict technical requirements as the mash model. With its policy, the
bridge model sets minimum requirements for connecting PKls. The model
is focused on the tasks of providing interoperability and that helps to cen-
tralize the management of interoperability problems in one organ that can
develop and promote best practices. This model allows the connection of
different models into one.

Cross-recognition model. In this model, a particular CA or PKI domain
agrees to admit other CA or the PKI domain before a lower level of techni-
cal solutions is built. This means that the user from one PKI domain can
use the information of the authority in the other PKI domain for authentica-
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tion and vice versa. This model requires a close cooperation between the
CAs at the administrative level or the existence of an agency for accredita-
tion at the higher level. Cross-recognition allows formal and reciprocal re-
cognition by the competent PKI authorities (top trust point) of the new PKI
domain to impose, manage and enforce PKI trust standards and proces-
ses for accepting trust certificates in recognized fields. This allows that the
users of one PKI domain can rely on the certificates issued by another
domain for use in certain applications within the limits of accredited certifi-
cation policy. This model does not guarantee the status and reliability of foreign
certificates. Cross-recognition differs from cross-certification because there is no
mutual recognition between CAs. The reason is that the model of recognition is
based on the concept of an independent CA, which is licensed and accredited
in order to achieve mutual recognition of CAs. The model of recognition avoids
some of the technical interoperability issues.

Certificate trust list model. This model involves a list of CAs from tru-
sted certification authorities. The list is electronically signed to ensure its
integrity. These lists are simple and provide confidential communications.
In this way, they avoid a need for a complex cross-certification process.
These lists have led to the web model that represents the most widespre-
ad PKI interoperability across web browsers. The essence of this model is
that the certificate user trusts the issuer of the certificate trust list, and the-
refore believes CAs in the list.

Accreditation certificate model. This model was proposed by the
Australian Government during the development of Australia’s PKI (Lloyd et
al, 2001), (Australian Government, 2009). The model introduces the ac-
creditation certificate which confirms that the CA is accredited by the
Australian Government. In essence, each accredited CA has a public key
signed by the accreditation body of Australia. The process of signing pro-
vides security to users that the CA is accredited. As long as users trust the
accreditation authoritity, they will recognize each accredited CA as trusted.
This model is similar to the concept of the strict hierarchy model. However,
each accredited CA may have its own unique CP and CPS and nothing
prevents them from having only a signed public key which is not allowed in
the model of strict hierarchy.

Analysis of the Existing PKI Interoperability Models

Each of the above mentioned models of interoperability has its good
and bad sides. Not all models can solve the problem of the interoperability
of already established PKIs. Such models require that interoperability be
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designed first, and then PKI architecture be established. Some models are
rigid because they enable only interoperability of CAs in the hierarchy, whi-
le others overcome this by establishing cross-relations of trust which com-
plicate the processing of certification paths. Some models implement the
policy only through the acceptance of contracts, while others can imple-
ment it through certificates. On the other hand, some models are not sui-
table for international interoperability.

In order to establish the most favorable model of trust for the establis-
hment of interoperability, the models were evaluated from the point of
scalability, processing of certification paths, application of policies, point of
failure, re-establishment of trust and the possibility of establishing the
interoperability of the existing with new national PKI domains and their
connecting with international PKI domains.

The single CA model cannot be applied to solve interoperability pro-
blems because it would involve only one CA to issue certificates for all PKI
users, and it is necessary to have at least two PKI domains in order to ac-
hieve interoperability. The introduction of this model of trust aimed at redu-
cing the number of PKI domains in order to solve the interoperability is not
a good solution because this model is not scalable. Furthermore, it is
technically and administratively demanding at the state level and cannot
meet all the requirements of users and organizations. A good feature of
this model is a rapid discovery of a certification path and validation.
Generally speaking, this model can achieve neither interoperability betwe-
en the existing PKI domains and the new PKI domains nor their
interoperability with international PKI domains.

The strict hierarchy model can be used to connect the existing PKI doma-
ins although this model connects multiple certification authorities. This model
could have achieved the PKI interoperability in the PKI domain of R. Serbia be-
fore the existing PKI domains were formed, by forming a national root certifica-
tion authority from which the existing and new PKI domains or subdomains wo-
uld have stemmed. In this way, centralized policies would have been applied
and certification paths would have been faster discovered and validated. Ho-
wever, as mentioned before, this model cannot be applied to connect the exi-
sting PKI domains, or for connecting with international PKI domains. The pro-
blem of this model is the security of the root CA because jeopardizing its
security would cause failure of all PKls in the state. The introduction of a centra-
lized root CA separately for the government domain and separately for the
commercial domain would enable faster discovering and validation of certifica-
tion paths between PKI domains which would be connected by some other
model.
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The cross-certification model can be applied for the establishment of
interoperability, but only between two or three PKI domains. Connecting
multiple PKI domains represents a technical and administrative challenge;
furthermore, it does not solve the problem of interoperability with internati-
onal PKiIs. Establishing more cross-certifications would lead to the problem
of coordination of certification policies and to the problems in the process
of discovering and validation of certification paths.

The cross-recognition model can be used to establish interoperability
between the PKI domains in R. Serbia. The PKI domains would agree to
mutually recognize the certification authorities before they build a technical
solution. This requires a close cooperation between the PKls or the exi-
stence of accreditation agencies, which currently is not the case (there is an
organizational unit in the Ministry of Trade, Tourism and Telecommunications
that works on the CA certification for entering the Register of Certification Autho-
rities issuing qualified certificates). The recognition allows formal and reciprocal
recognition of new PKI domains by the competent PKI authority (top trust point).
Trust is achieved by accepting the standards, policies and processes for the
acceptance of appropriate trust certificates in the identified fields. This way of
trust enables the users of one PKI domain to rely on the certificates of another
domain for use in specific applications within the accredited certification policy.
This model can be used as a temporary solution for the formal interoperability of
the existing PKI, until establishing a model that will enable the connection of all
existing, new and international PKIs.

The certificate trust list model is a potential model for interoperability that
could be applied. In order for users to trust the certification authorities in the trust
list, it is necessary that each item in the list and the list itself are signed by a tru-
sted authority in whom all users trust. The problems of this model are the
growth of the trust list, non-existence of central administration and implementa-
tion of validation process within an organization, list update and its maintenan-
ce. The lack of scalability, the loss of central administration, policy enforcement
and additional operating costs related to the access to the list reduce the use of
this model for resolving the trust across multiple PKI domains in R. Serbia and
the trust with international PKI domains.

The accreditation certificate model includes the introduction of an ac-
creditation CA that will sign other CA certificates. In this way, users who
believe the accreditation authority also believe the users from other PKI
domain CAs to which the accreditation authority signed certificates. This
model can create trust between the PKI domains in R. Serbia by forming
the accreditation CA that would sign the keys of all root CAs thus achie-
ving interoperability with the harmonization of policies and technical issues
regarding discovering and validation of certification paths. Also, the accre-
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ditation CA would sign a CA certificate to newly added PKI domains. This
approach is possible because this model allows each accredited CA can
have its own unique CP and CPS. In addition, nothing prevents the CA
from having a self-signed public key. However, this model does not solve
the problem of interoperability with international PKI domains.

The bridge model is designed with the aim of connecting multiple PKI
domains. This model helps to centralize the management of
interoperability problems in a single body that can develop and promote
best practices. It allows the connection of different PKI architectures, inclu-
ding bridge architecture, so that all architectures merge into one thus ena-
bling interoperability. The model is scalable because it allows adding both
the existing and new PKls, reduces the number of cross-certificates and
makes it easier to discover and validate certification paths better than the
mash model. In addition, policies can be implemented through certificates,
connection with international PKls is possible, and the bridge model failure
does not affect internal operability within individual PKI domains. The pro-
blem may occur with a large number of PKI domains which complicates
the process of discovering and validation of certification paths. This model
is most acceptable for the establishment of interoperability between natio-
nal PKls in R. Serbia and their interoperability with international PKis.

Proposed PKI Interoperability Model for the Republic
of Serbia

There are six accredited certification authorities (governmental and
non-governmental) which issue qualified certificates in R. Serbia or six PKI
domains between which it is necessary to establish PKI interoperability. All
certification authorities are based on a hierarchical PKI architecture with a
root CA as the top point of trust and one or more subordinate CAs.

When choosing a model of interoperability, the following has been ta-
ken into consideration:

- processing certification paths, i.e. its discovery and validation from

the end user to the point of trust,

- determining the properties of the certificate from certificate policy, and

- determining whether the certificate is trusted for the intended

purpose.

This chapter gives a conceptual proposal of the multidomain PKI
interoperability in R. Serbia, which includes the realization of the:

- interoperability between the existing accredited PKI domains,
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- interoperability between newly established PKI domains in the

governmental and public sectors, and

- interoperability of the PKI domains in R. Serbia with international

PKI domains.

The proposed model of the interoperability of PKls in R. Serbia, Figu-
re 2, is based on the bridge model that enables interoperability between
the existing (enrolled in the Register') and new PKI domains of different
architectures (hierarchicals, mashs, bridges) as well as their connection
with international PKI domains. The basic model has been extended with
the validation authority that allows faster processing of certification paths.
As an integral part of the national PKI infrastructure, an accreditation body
that determines the general certification policy of the PKI in R. Serbia is
introduced. The introduction of an accreditation body is initiated by the fact
that governmental and public PKIs have been established without a clear
global policy on PKls in R. Serbia. This model allows the implementation of
a clear PKI policy for all PKI domains.
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Figure 2 — The proposed model of PKI interoperabilty in the Republic of Serbia
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This concept allows the connection of PKI domains which enable
electronic business between citizens, the state, government administra-
tion, local administration and local government, businesses, health, culture
and other scopes that require the safe exchange of distributed and security
sensitive data.

The bridge PKI mode i.e. the bridge CA achieves relations of trust
between different PKI domains. The trust is achieved by establishing peer-
to-peer relations of trust with the CAs of different PKI domains. The trust
with governmental and non-governmental root CAs is achieved via the
existing PKI domains.

The policy of the bridge CA defines the interoperability mechanism to
ensure trust over different PKI domains. A successful cross-certification con-
firms that an applying PKI operates in accordance with the standards, guide-
lines and practices of policy issued by the authority of interoperability. The
Memorandum of Cross-Certification (formally describing the conditions of
cross-certification) is signed between the bridge CA and an applying PKI.

One of the main advantages of using the bridge CA trust model is to
provide centralized management and automated enforcement of a valida-
tion policy. The path of trust is built by cross-certification between PKI do-
mains and the bridge CA. The policy of certificate validation may limit the
scope of trust through the established cross-certification. The application
of this policy to certificates at the time of transactions allows security and
trust of business processes between PKI domains.

Validation policies include specific rules and parameters to be used
during the validation of certificates. In this model, validation policies are
implemented through the use of policy and (or) limitations specified in
cross-certificates. Constraint policies are used to restrict the use of certifi-
cates based on the policies under which the certificate was issued.

When PKI domains enter the bridge interoperability model, in addition
to the establishment of relations of trust and the acceptance of policies, a
contract on the implemented validation policies is concluded. New PKI
domains may limit the relations of trust with other PKI domains and their
subdomains, as well as to exclude certain subdomains. This is done by
specifying a list of names (i.e. X.500 characteristic names) of all subdoma-
ins in the "name constraint" extension of cross-certificates. There is an op-
tion to include or exclude specific names or subgroup names (for example,
all of abc.gov addresses) via this mechanism.

The proposed model allows automated discovering and validation of
certification paths, including the application of restrictions. The accepted
validation policy is implemented in the extension of cross-certificate after
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codification. In this way, an automatic validation process is enabled for all
future transactions.

In the existing PKI trust models, a construction of the trust path is a
simple process because they are all based on a hierarchical architecture.
However, the process of discovering certification paths via the bridge CA
becomes a complex process due to cross-certificates. The main problem is
in the processing of certification paths which can be time-consuming for
applications using PKI in their work. This problem could be solved by
applying a protocol for simple certificate validation, named SCVP (Server-
based Certificate Validation Protocol) (Freeman, et al, 2007).

The SCVP standard defines two accesses of delegating discovering
the path of trust. In the first approach, Delegate Path Discovery, the client
delegates the task of discovering the certification paths to the SCVP ser-
ver, but not the task of its validation. In the second approach, Delegate
Path Validation, the client delegates the task of constructiing a valid certifi-
cation path and the task of validating, i.e. confirming that the public key
contained in the certificate profile can be used for its purpose. Both appro-
aches relieve the user application of the problem of discovering and valida-
ting certification paths through centralized validation policy.

A crucial factor in the development of any PKI is to achieve scalability
to be able to meet the needs of more users. PKls in R. Serbia are based
on a hierarchical architecture, and considering that this type of arhitecture
is scalable and the easiest to implement, it is expected to witness an in-
crease in the number of PKI domains, users, and, consequently, certifica-
tes. An increased pressure from the state on all levels of government to
use the services of e-government and e-commerce will result in a large
number of transactions. This leads to a need to build validation systems
because the authentication and verification of trust of paths, as a part of
the confirmation of each transaction, must be automated, scalable and se-
cure.

The system for discovering and validating certification paths of the
proposed model has to satisfy the following requirements:

- High performance - the system has to provide quick answers to
the application's request so that users do not notice that the
validation process has started,

- High availability - the system must be available when the end user
wants to use it,

- Scalable - increasing the number of users and PKI domains
should have a minimal impact on performance, availability and
security,
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Security - the system must ensure public confidence in the
security of information exchanged in ftransactions using the
certificate,

Interoperable - a system must be based on open standards to
ensure interoperability with all applications in accordance with
appropriate standards,

Low risk - the system must be based on technology that has been
proven to work in realistic operational scenarios of equal or larger
size.

The proposed model has the following advantages over the other
models:

Centralized management and automatic implementation of
validation policy,

Automation of processing certification paths of trust between
domains, including the application of restrictions,

Automatic validation process for all subsequent transactions
without the need for any transaction, especially considering the
terms of the contract,

Expansion of the national PKI by new governmental and non-
governmental PKI architectures is simple, it does not complicate
the process of discovering certification paths and it is transparent
to users,

Breach of security of individual PKI domains does not affect the
functionality of the entire national PKI,

There are restrictions to the failure of the national PKI in the event
of compromising one private key, since more keys of the bridge
CA can be used to establish relations of trust.

Conclusion

PKI interoperability is necessary for the establishment of a national
PKI in securing electronic services that use certificates on a national and
global level. Depending on their advantages and disadvantages, the exi-
sting PKI interoperability models, can be used, to a greater or lesser ex-
tent, as standalone or in a combination with other models for the realiza-
tion of PKI interoperability. When considering the introduction of PKIl in the
country, the need for interoperability should be addressed first, then the
criteria should be established followed by the development of PKI
interoperability policies. The proposed PKI interoperability model provides
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a good basis for the improvement of the national PKI and for the connec-
tion with international PKiIs.

Further research should be carried out in the direction of organizatio-
nal solutions of the PKI interoperability in R. Serbia and concrete technical
solutions arising from the proposed model, such as the mechanism for
processing certification paths and software of the bridge -certification
authority.

References

Adams, C., & Lloyd, S., 2003. Understanding PKI: Concepts, standards,
and deployment considerations, Addison-Wesley Professional, pp.11-15.

Arsenault, A., & Turner, S., 2003. Internet Draft PKIX: Internet X. 509 Pu-
blic Key Infrastructure: Roadmap, PKIX Working Group.

Australian Government, 2009. Gatekeeper PKI Framework. Department of
Finance and Deregulation. Available at: https://www.finance.gov.au/ si-
tes/default/files/Certification_Authority Accreditation_Criteria.pdf.

Accessed: 17 May 2016.

Connolly, C., van Dik, P., Vierboom, F., Wilson, S., 2005. PKI
Interoperability Models, Galexia.

Cooper, D., Santesson, S., Farrell, S., et. al., 2008. Internet X. 509 Public
Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile, RFC
5280.

Freeman, T., Housley, R., Malpani, A., et al, 2007. Server-Based Certificate
Validation Protocol, Network Work Group, RFC 5055.

Johner, H., Fujiwara, S., Yeung, A.S., et al, 2000. Deploying a Public Key
Infrastructure, IBM Redbooks, SG24-5512-00. Available at:
http://www.ibm.com/redbooks. Accessed: 17 May 2015.

Lloyd, S., Fillingham, D., et al, 2001. CA-CA Interoperability, White Paper.
PKI  Forum. Available at: http://www.oasis-pki.org/pdfs/ca-ca_interop.pdf,
Accessed: 17 May 2016.

- OASIS, 2003. Survey on Obstracles to PKI Deployment and Usage, ver-
sion 1.0. Available at: http://people.cs.vt.edu/~kafura/cs6204/ Rea-
dings/Authentication/PKIObstaclesSurveyReport.pdf. Accessed: 17 May 2016.

Pavlovig, G, 2007. [Internet]. Available at:
http://www.telekomunikacije.rs/archiveffirst_issue/g_pavlovic:_implementacija_
elektronskog__ potpisa_u_srbiji.119.html. Accessed: 25 May 2016.

PKI Forum, 2001. PKI Interoperability Framework, PKI Forum. Available at:
http://www.oasis-pki.org/pdfs/PKlInteroperabilityFramework.pdf.

Accessed: 14 October 2014.

Pfleeger, C.P., & Pfleeger, S.L., 2006. Security in Computing, 4th ed, Pren-

tice Hall.

546



Prodanovi¢, R., 2007. Ugrozavanje bezbednosti u elektronskom
poslovanju. In: Simpozijum YU INFO 2007, Kopaonik, March 11.

Prodanovi¢, R., & Petrovi¢, M., 2006. Digitalni sertifikat - nosilac zastite u
elektronskom poslovanju. In: SymOrg, Zlatibor, June 07.

Prodanovi¢, R., & Vuli¢, I., 2011. A Proposal for the Solution of the Public
Key Infrastructure of the Republic of Serbia. In: 4th International Scientific Con-
ference on Defensive Technologies OTEH, Belgrade, October 06.

Sheehy, E.D., Greene, M., Lundin, M., Ward, J., 2011. Trust Service Prin-
ciples and Criteria for Certification Authorities, Version 2.0., Canadian Institute of
Chartered Accountants.

MOMEINb OOBEPUA N APXETEKTYPA
PKI B PECITYBNUKE CEPBUA

Padomup V. MpopaHosuy®, MeaH b. ByJ'II/I‘-l6
@ Boopy»eHHble cunbl Pecnybnuku Cepbusi, FeHwTab,
YnpasneHve TenekoMMyHuKauum n nipopmatukm (J-6)
LleHTp npuknagHom matemaTuku 1 aneKkTpoHuku, r. benrpag,
Pecny6nuka Cepbus
6 MwuHucTepcTBO 060pOoHbI Pecnybnuku Cepbus,
BoeHHo-pasBegbiBaTensHoe areHTCTBO, . benrpaa, Pecnybnuka Cepbus

OBNACTb: nHgopmaunoHHbIe TEXHOOrK
BWO CTATbW: npodeccrmoHanbHas ctaTbs
A3bIK CTATbW: aHrnuinckmin

Pe3swome:

lMpumeHeHue  3neKMPOHHO20  cepsuca,  UCMOMb3youWe2o
uugposbie cepmucbukamsl  ygesudueaemcsi C KaxobiM  OHeM,
yeenu4ueaemcsi makxe U Kofu4ecmeo 8HeOPEHHbIX UHGbpacmpyKkmyp
OMKPbLIMbIX Kto4el, 8 C853U C YeM rosi8uriocb HeobxoO0uMoCmb 8 UX
obbeduHeHuu U  e3aumoldelicmeuu. B  daHHOU  cmambe
npedcmasneHbl  pe3ynbmambl POBEOeHHO020 aHanusa Modenu
e83aumodelicmeusi Mexoy pasfudHbIMU OOMeHaMU UHGbpacmpykmypsl
OMKPbLIMbIX  Kmo4Yel U 803MOXHOCMb  UX  [PUMEHEHUS 8
ocywiecmernieHuU 83aumodelicmeusi UHbpacmpykmyp OMKPbIMbIX
krroyel e Pecniybrniuke Cepbus.

lMpumeHeHue cywecmesyowux modenel e3aumodeticmeusi
paccmampueaemcsi C  MOYKU  3peHusi  Macwmabupyemocmu,
obpabomku  cepmuguKayUOHHO20  Mapuipyma, rpUMeHeHUsI
MONUMUKU, MOYKU OmKa3a U 803MOXHOCMU YCMaHOB/IEHUS] HO8bIX
dosepumeribHbiX  OmHoweHul. PaspabomaHa KOHUenmyarbHas
Moderb, OCHo8aHHas Ha Mocmoagol modernu dosepust. JaHHas modersib
obecrieyusaem  e83aumolelicmeue  cywecmeyrouwux U HOBbIX
HayuoHanbHbix PKI (Public Key Infrastructure) domeHos ux coeduHeHue,
a makke nodkmodYeHue K 3apybexHbiv PKI domeHam. Moderb
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pacwupeHa ganudalyUoHHbIM asmopumemom, Komopsbili obecriedugaem
agbgpekmuesHyro 0b6pabomky cepmugbuKkalUOHHO20 rymu.

KntoveBble cnosa: ceptudukar, PKI cuctembl, goMeHbl, goBepwue,
Moaenu, HppacTpykTypa.

MOJE 3A PKI UHTEPOMEPABUNTHOCT
Y PENYBINLN CPENJIN

Padomup W. Mpogaxosuh®, Mear B. Bynnh®

@ Bojcka Cpbuje, MeHepanwuTab, Ynpasa 3a TenekoMyHuKauuje
1 nHdopmatuky (J-6),
LleHTap 3a npumer-eHy MaTeMaTuKy U eNeKTPoHUKY, beorpap,
Peny6nuka Cpbuja

® Munucrapcteo onbpate PenyGrivke Cp6ije,
BojHoobaBewTajHa areHuuja, beorpaa, Peny6nuka Cpbuja

OBNACT: uHcdopmaumoHe TexHonoruje
BPCTA YJTAHKA: cTpy4H/ YnaHak
JESNK YJTAHKA: eHrneckm

Caxemak:

Cee eeha npumeHa €eNIeKMPOHCKUX cepauca Koju Kopucme
€JIEKIMPOHCKe ~ cepmugbukame U cee 8uwe  UMIIeMeHmuUpaHux
UHGbpacmpyKkmypa jasHUX Kiby4ega ycriogusu cy nompeby 3a HUuxosum
mehycobHUM rogesusaH-em, OOHOCHO ocmeapusaH-eM
UHmMeponepabunHocmu. Y ogom pady u3epuieHa je aHanusa modesia 3a
UHmMepornepabunHocm usmeRy pasnudumx OoMeHa UHpacmpykmype
jasHux K/bydesa U Huxoea Moayha npumeHa y ocmeapusary
uHmeporiepabuiHocmu  UHbpacmpykmypa  jaeHUX — K/bydeea Yy
Penybnuuu Cpbuju. lpumeHa rnocmojehux molena
UHMepornepabunHocmu caanedaHa je ca acriekma ckanaburHocmu,
0bpade cepmuchbukayuoHe cmase, nNpUMeHe nonumuKa, madyke omkasa u
MoayhHocmu MOHOBHO2 ycriocmasrbarba rosepersa. [lpedrioxeH je
KoHUenmyasHu moden 3acHogaH Ha MOCMOBHOM MoOery rosepera.
Oesaj moder obesbehyje ycriocmasy uHmeponepabunHocmu rnocmojehux,
Hosux HauuoHasnHux PKI (Public Key Infrastructure) domeHa, HUx080
MehycobHO rnogesusare, Kao U roge3usare ca uHocmpaHum PKI|
domeHuma. Moden je npowupeH sanudayuoHUM aymopumemom Koju
obesbehyje echbukacHujy obpady cepmucbukaylioHe cmase.

KrbyyHe pe4u: cepTudukar, PKI cuctemu, OOMeEHN,
WHTEeponepabunHocT, Mogenun, MHpPacTpyKkTypa.
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19. MEBhYHAPOOHA KOH®EPEHLNJA
ICDQM-2016
(MPNKA3 360PHNKA PAOOBA)

Cnaeko J. NokopH#n

Bucoka wkona cTpykoBHUX CTyAuWja 3a MHOpMaLnoHe TeXHomnoruje,
Beorpag, Penybnuka Cpbuja,

e-mail: slavko.pokorni@its.edu.rs,

ORCID iD: @http://orcid.org/0000-0002-3173-597X

https://dx.doi.org/10.5937/vojtehg65-11593

OBNACT: MeHaLIMeHT, KBanuTeT, NOy3AaHOCT, payyHapcke Hayke,
NHMOPMaLMOHe TeXHOormje

BPCTA YJ1IAHKA: npukas

JE3MK YJTAHKA: cpncku

Caxemak:

Y oeom npuka3y Hasode ce OCHOBHE UHGbopmauuje O YKyrmHUM
pesynmamuma, 3Havajy, melyHapodOHoM npozspamckom 006opy U
obnacmuma pala 19. meRhyHapoOHe KOHbepeHuuje ,Ynpaerbare
keanumemom u noy3daHowhy ICDQM-2016" u 7. mehyHapodHe
KOHbepeHUyuje ,Yrpaerbame U UHXeHepcmeo XUeomHo2 Uuukryca”
(padosu cy Ha CprickoM, eHarleCKOM U PYCKOM je3UKy), Koja je odpxkaHa
nod ucmum Ha3zusom ICDQM-2016. [IpedcmaerbeHu cy 6poj u
cmpykmypa padoea o0be KOHGbepeHuuje, Mo cekyujama: B60JHO
UHXeHepcmeo, UHXeH-epcmeo Keanumema, UHXeHepcmeo
rnoysdaHocmu, UHAycmpujcko UHXXeH-epCcmeo, CUCMEeMCKo
UHXEeHepCcmeo, eHepaemcka ehUKkacHOCM U eKOHOMUYHA pou3go0H-a,
a rpukasaHu cy camo rneHapHuU padosu npunadHuka Bojcke u
MuHucmapcmea odbpaHe Pernybnuke Cpbuje. Ha 080j KoHgbepeHyuju
6urno je, do cada, Hajeuwe objasrbeHux padoea rnpunadHuka Bojcke u
Mu+Hucmapcmea 0dbpaHe Pernybriuke Cpbuje.

KrbyyHe peun: KBanuteT, MOY34aHOCT, BOJHO  UHXEH-epPCTBO,
KOHbepeHuuja, npukas.

Y lMpujeBopy kop Yauka, y Uctpaxmnsaukom DQM ueHTpy, og 29. oo
30. jyHa 2016. roguHe, ogpxaHa je 19. DQM mehyHapoaHa KoHdepeHumja
,YnpaBrbame KkBanuteTom u noysgaHowhy ICDQM-2016" (19" Internatio-
nal Conference Dependability and Quality Management ICQDM-2016) n,
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uctoBpemeHo, 7. MefyHapogHa KoHdepeHuuja YnpaBrbawe WU
NHXEeH-ePCTBO XMBOTHOT Lmknyca” (7" DQM International Conference Life
Cycle Engineering and Management) ICQDM-2016).

OpraHusatop KoHdepeHumje je, kao u oo caga, DQM ucTpaxuBayku
ueHtap (McTpaxuBaykm UeHTap 3a ynpaBrbawe KBanuUTeToOM U
noysgaHowhy) u3 [lpujeBopa kog Yauka, kojum pykoBogu npodd. Op
Jby6buwa Manwuh.

KoHgepeHuuja, kao n oo caga, obyxsaTa obnactu: MHXeHepCTBO
KBanuteTa, WHXeHepCTBO MNOoy3A4aHOCTU, WHAYCTPUJCKO WHXEHepPCTBO,
CUCTEMCKO MHXEHEPCTBO, BOJHO MHXEH-EPCTBO, eHepreTcka edunKacHoOCT
N eKkoHOMMYHa nNpoussoara. [Jo caaa je y 36opHuLMMa oBe KOHpbepeHuuje
ny6nvkoBaHo 2290 pagoea.

O6nactn ICDQM koHdepeHumje BeoMa Cy MHTEpPECaHTHe 1 3Ha4ajHe
n 3a npunagHuke Bojcke Cpbuje n MuHuctapctBa opbpaHe PenyGnuvke
Cpbuje (MO), na Ha koHdepeHUuMju NocToju n nocebHa obnact BOjHO
NHXernepcTBo (yBedeHa kao cekumja 2009. roguHe), 36or 3Havaja pagoBa
N KOHTMHYUTETa y4yelwha npunagHuka Bojcke n MuHnctapctea ogbpaHe.

Mporpamckn opbop osoroanwke 19. DQM koHdepeHumje nva 26
ynaHosa u3 10 3emarba (buX 1, Benuka bputanuja 1, iHgnja 2, KaHaga
1, Pycuja 3, CA 1, Cpbuja 10, Wnanwuja 1, Yune 1, Ykpajuna 2) (ICDQM
2016 Moawus). Mporpamcku opBop osoroguwibe 7" DQM koHdbepeHumje
uma 32 unana u3 13 3emarba (Ayctpuja 1, buX 1, Benuka Bputanuja 1,
WN3paen 5, Hawnja 6, JopgaH 1. Pycuja 6, CA[ 1, Cpbuja 4, LLiseacka 2,
LWnaHuja 1, XonaHawuja 1, XpeaTcka 2).

M oBe roguHe je Komwucuja nporpamckor ogbopa, o pagoea
CaoMWTEeHMX Ha nNpOLIOroauW0j KoHdepeHumju, npornacuna asa
Hajborba paga, jegaH n3 obnactn akagemMcknx UCTpaxmeama, a jegaH 13
obnactn npuMer-eHNX UCTpaxuBara y npuspean. Aytopu oba paga cy
npvnagHnum Bojcke Cpbuje:

1. ,Pa3Boj koHuenuuje noructuke Bojcke Cpbuje” umnju cy aytopu
Mapko AHdpejuh, MapjaH MuneHkos, MapjaH Mupyeecku n CriobodaH
lNaHuh n3 BojHe akagemuje YHuBep3anteTa ogbpaHe y beorpaay;

2. MprmeHa kombrnHaumje MeToAa BULLEKPUTEPUYMCKE aHanmse Kopg
nsbopa onTumanHe opraHusauvje oapxasakba paguo-penejHux ypehaja’
unju cy aytopu BojkaH M. Padowuh, CnobodaH P. Bykuh, WeaH
Munojesuhr v [aHko M. JogaHosuh n3 TexHUYKOr PEMOHTHOr 3aBofa
L,Havak”.

Ha koHdepeHumjn je oppxaHa u3noxba Kwura HacTaBHUKA W
capagHuka KaTtegpe nornctuke Ha BojHOj akagemujn, YHuBepauTeTa
onbpaHe y bBeorpagy. O kwurama je rosopuo nykoBHUK npodd. ap Mapko
AHOpejuh, Ha4YenHWK Kateape.
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Mopepn Tora, ogpXaHa je u NpomoLuja NeT HOBUX Kkura u3 obnactu
noysgaHoCcTU U Noructuke, Mehy Kojuma ABe Khwure aytopa m3 Bojcke
Cpbuje: ,MHdopmaunoHn cuctemn noructuke”, umju je aytop JLaHko
JogaHosuh, n ,MeHalMeHT TexHU4KOM noAdpLuKkom”, ayTtopa Mapka
AHOpejuha n MapjaHa MuneHkoga. Obe kwure n3gao je Meguja ueHTtap
,On0paHa”, beorpaga.

Takohe, ogpkaHa je npomouMja 4YeTMpu Yaconuca: jegaH uvjn je
ypeaHuk Jbybuwa Manuh 1 n3nasm y Cpbuju 1 jow Tpu pycka 4aconuca y
Kojuma je lMNManuh ynaH ypehumeaukux ogdopa.

3a koHepeHuMjy cy WTamnaHa gBa 36opHuka pagosa, a nocToje u
Ha UO-uma. Y 36opHuumMmMa mma ykynHo 148 papoBa (npowune roguHe
160), aytopa u3 8 3emarba (nNpowne roguHe 7). Amxup, bocHa wn
XepuerosuHa, XpBartcka, Hemauka, Pycuja, Cpbuja, LLBeacka u LnaHuja
(ICDQM 2016, 19. DQM), (ICDQM 2016, 7" DQM), (Pokorni, 2016).

Y 3b6opHuky pagoBa ,19. OQM wmehyHapogHa KoHdepeHumja
YnpaBreate kBanutetom v noysgaHowhy ICDQM-2016" (Ha cpnckom
jesuky) objaBreeHo je 99 pagosa (npowune rogmHe 120), n 1o 6 nNeHapHUX
caonwTena, 17 pagosa y cekuuju nHxerwepcTso keanuteta (Quality En-
gineering), 7 y cekumju nHxewepcteo noysgaHoctu (Reliability Enginee-
ring), 25 y cekumju nHayctpujcko nHxenepctso (Concurent Engineering),
8 y cekumju nHxenepctso cucrema (Systems Engineering), 30 y cekumju
BOjJHO MHXEHepCTBO (Mpowne rogmHe 26), 3 y CeKuunju eHepreTcka
edUKaCHOCT 1 2 y cekumju eKoHOMMYHa npomnseodra (Lean Production).

Y 36opHuky pagosa ,7" DQM International Conference Life Cycle
Engineering and Management” (pagoBu Ha €Hrneckom M jegaH pag Ha
pyckoMm je3unky) objaBrbeHo je 49 pagosa (npowne roguHe 40), og yvera 20
nneHapHux caonwTtewa, 10 y cekumjn Quality Engineering, 4 y Reliability
Engineering, 5 y Industrial Engineering, 4 y Systems Engineering n 6 y
Military Engineering.

3BaHWYHY je3num KoHdepeHuuje Bunm cy eHrnecku, pycku 1 Cprcku.

MpunagHuun Bojcke, ogHocHo MwuHuctapctBa onbpaHe Cpbuie,
nMmajy ykynHo 64 paga (npolusne rogmHe 47), WTO je HajBuwe o4 no4veTka
oApxaBatba KOHdepeHumje. Y Tabenn 1 npukasaH je Opoj pagoea
npunagHuka Bojcke Cpbuje 1 MO u ykynaH 6poj pagoBa Ha
KOHgepeHUMju, y nocneawnx 7 roguHa, of kaga rnocToju cekuuja BOjHO
nhxerwepcteo (Pokorni, 2016). Oe rogunHe je 6poj pagoBa npunagHuka
Bojcke 1 MO y cekumju BOJHO MHXeHepCTBO Behu Hero y octanvm
cekumjama (36 y ogHocy Ha 28, Tabena 1).

MpunagHuuy Bojcke 1 MO Hucy nmanu pagoBa Ha CTPaHOM je3UKy Y
nreHapHUM nsnarawbnma, a y octanmm cekumjama umanu cy 11 pagosa Ha
cTpaHuM jeanumma (10 Ha eHrneckoM 1 1 Ha pyckom jesuky), Tabena 2.
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36or Benukor 6poja pagoBa npunagHuka Bojcke n MuHucTapcTBa
ogbpaHe Penybnuke Cpbuje, 4unje 6 npeacTaBrbare YYMHWO OBaj
npvka3 npeobuMHUM, HaBOOMMO YKpaTKO cajpkaj camMo MreHapHUX
pagoBa, pegocneaom Kako Cy npukasaHnu y 3060pHUKY pagoBa, Koju je
LTamnaH npe ogpxaeara KOHpepeHuuje.

Tabena 1 — MNperneg 6poja pagosa npunagHuka BC n MO
1 ykynHor 6poja pagosa Ha ICDQM
Tabnuya 1 — O63op konuyecTBa paboT npeacrtasutene BC n MO
1 obuiero konm4yecTea paboT, NnpeacTaBneHHbIX Ha KoHgdepeHumn ICDQM
Table 1 — Overview of the papers of the Serbian Army and MoD members
and the overall number of papers at the ICDQM

MoavnHa

2016. | 2015. | 2014. | 2013. | 2012. [ 2011. ] 2010. | 2009.
CekmmjaBOjHO | 55 | 9g | 95 | g 6 6 | 18 | 12
VHXXEHEPCTBO
Ocrane 28 19 | 20 | 21 | 10 | 8 | 10 | 2
cekuyje
YRynHOBC | or | 47 | 42 | 30 | 16 | 14 | 28 | 14
n MO
YKynHo
oy 148 | 160 | 160 | 180 | 155 | 141 | 162 | 148

Ha HvMBOy nneHapHux npegaBawa nybnukoBaHa cy [ABa paga
npunagHuka MO, Ha cprnckoMm je3uky, oba papga aytopa ca BojHe
akagemuje YHnBepauteta ogopaHe:

HaHko JoeaHoBuh, YHuBepsuTeT opbpaHe, BojHa akagemuja,
beorpag

MoeyhHocm npuspedHe capadme Pernybrniuke Cpbuje
u Penybnuke Cpricke

Y pagy ce aHanuaupajy pesyntatm crygvje ,CnudHocTM un
KOMMNnemMeHTapHOCTM npuBpeaHe cTpyktype Penybnuke Cpbuje u
Peny6nvke Cprnicke ka0 OCHOBa €KOHOMCKe capagwe”. AyTop HaBoau na
je ctyounja paheHa y capagtym MuHUCTapcTBa pervoHanHor passoja M
nokanHe camoynpase Penybnuke Cpbuje n EkoHomckor nHctutyta barwa
Jlyka, pa je 3aBpweHa 2014. roguHe, Oa npeacTaBfba aHaNUTUYKY
nnatcopmMy 3a npunpemy n peanusauujy ycaojeHor lNpojekta ,Mogpurse”,
Te [a je unb TOr MpojeKkTa MHTEerpucaHyn eKOHOMCKM U coumjanHn pasBoj
pernje [Mogpukbe, KpO3 3ajedHunyke uHUMUMjaTMBe Ha MehyBnagnHoM,
perMoHanHoMm 1 fokanHoM HUBOY, a Aa je NPOTOKOM y Be3n OBOr NpojekTa,
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namehy Bnage Penybnuke Cpbuje n Bnage Penybnuke Cpncke notnucaH
2. oktobpa 2012. roguHe. OCHOBHM uWb CTyauje je yTBphuMBarbe
npuvBpegHe no3vumje ca TEeXUWTEM Ha KbYYHUM  acnektuma
cnosbHOTproBuHcke ekoHomuje Penybnuke Cpbuje n Penybnuke Cpncke,
Te NpoHanaxewe KIbyYHWUX yTulaja Ha M3B03 M YBO3, Kao U yTBphMBame
moryhHocTu nosehawa mehycobHe pobHe pa3meHe.

Tabena 2 — MNpernen 6poja pagoea npunagHuka BC 1 MO no cekunjama
Tabnuua 2 — O630p konnyecTBa paboT npeacrasutenert BC n MO no cekuusim
Table 2 — Overview of the papers of the Serbian Army and MoD members
in conference topics

CEKLIMJA PapgoBu Ha jeanky
CPMNCKM | EHrNeckn | pycku | YKyrHo

lMneHapHa caonwTexwa 2 2
MHXXeHh-epCTBO KBanNuTeTa 6 1 7
MH)XeH-epCTBO Noy34aHoCTH 4 4 8
NHAYCTPUjCKO NHXEHEPCTBO 6 6
CUCTEMCKO UHXKEHEPCTBO 1 1
EHepreTcka edomKkacHoOCT 2 2
EkoHOMWYHa npon3BoaHa 1 1
[onyHcka caonwTewa 1 1
BojHO MHXeH-epcTBO 30 5 1 36
YKYMNMHO 53 10 1 64

Mapko Angpejuh, MapjaH MuneHkoB, YHuBepauTeT ogbpaHe, BojHa
akagemuja, beorpag

KoHuenm u npucmyn cmeapary KeanumemHux oguyupa
3a nompebe noaucmuke o0bpaHe

Y pesnmey OBOr paja ayTopu KOHCTaTyjy Aa cTBapawe W pasBoj
oduumpa 3a noTtpebe noructuke opbpaHe Tpeba ga ce 3acHMBa Ha
CTpaTeLLKOM OKBUPY 3a oabpambeHO npoMuLIbakse, 3axXTEBUMA BOJCKE U
BOjHe npodbecuje, opraHu3aumju U TEXHOMOMMjU BUCOKOr obpasoBara U
BOjHOr ocriocobrbaBamsa. Y Tpaxeny KBanUTETHUX pellera YCMepPeHUX Ha
cTBapah-e KBanuTeTHOr kagpa Tpeba ce opujeHTUCaT Ha HEroB >XUBOTHM
UMKINYC, TOK KpeTawa y MpOCTOpPY W BPEMEHYy W Ha KBanuTeT ycryre
obpa3oBarsa 1 BacnuTaka Kojum ce OH cTBapa. [lopeg Tora, ngeja soguba
Tpeba ga Gyge wWkonoeawe kagpa 3a 3anowsbaBakse, a He 3a KOHKPETHO
pagHo MecTto. [lpu npojekToBaky Mpoduna NOrMCTUYKOr Kagpa WU
crneundmumpara 3axTeBa HEONXOAHO je NAeHTUMKOBaTH 3axTeBe BPOjHMX
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pagHUX MeCTa, KOPUCHUKE ycryra 1 Npou3Boa fOrMCTUMKE U Apyre BaXkHe
CTejkxongepe W YyBaXUTU MpPeEnopyke U 3axTeBe Hocuoua pasBoja
NOMMCTMYKOr  Kagpa, O00pasoBHMX W Hay4yHUX YycTaHoBa. CTBaparem
NOrUCTUYKOr Kagpa, Kpo3 npouec obpa3oBara M BacnuTawa, JOCTUXKY ce
ogpeheHe cnocobHocTn, copmMupajy cTaBoBM, CTMYy oapeheHa 3Hama,
BELUTMHE WM HaBWKE W ja4yajy CBe TPW KOMMOHEHTEe BOjHe npodecuje:
dusnyKa, UHTEnekTyanHa, n mopanHa. lNpakca Hanaxe ga ce ogpeheHe
napagurmMe BesaHe 3a Mpouec CTBapakwa M pas3Boja NOrmMcTUYKor kKagpa
MOpajy, MOCTENEHO, KPUTUYKU aHanuaupatv u mewatu, nayhu y cycpet
6yayhoj cTtBapHocTU 1 gorahajuma.

Ha kpajy, MOXe ce KOHCTaTtoBaTW Aa OBorogulitba KoHdepeHuuja
nMa Marm yKynaH 6poj pagoBa Hero npeTxodHa, anu npunagHium Bojcke
n Munnctapctea ogbpaHe Penybnuke Cpbuje nmajy Hajgehu 6poj pagosa
Ao capa (tabena 1). HbuxoB yaeo pagoBa Ha 0OBOroauLLH-0j KOHGEPEHLUMU
je Buwe opg 43% ykynHor 6poja pagoBa, a umajy pagoBe y CBMM cekumjama
KOHgbepeHumje, LUTO yKasyje Ha LUMPOK crnekTap obnactu kojuma ce baee.

HacraBrba ce TpeHa capaghe aytopa U3 pasHux MHCTuTyumja Bojcke n
MO Cpbuje mehycobHo n ca nHctutyumjama BaH Bojcke. BehuHa pagosa je
KONMEKTMBHO Aeno BuLle aytopa. MehyTm, HEKONMKO UCTUX ayTopa jaBiba ce
Ha BuLWe of 3 paga (Ha BEANHU Hay4YHUX CKyMOBa je orpaHUYeHo aa ce UCTU
ayTop MOXe MojaBuUTU Ha HajBuLLIe 2 pafa, a Ha Hekuma 3).

Kao n npeTxogHunx roauvHa, Ha KOHepeHuuju cy yyecTBoBanu
Hekagalwwwn npunagHuun Bojcke, Koju caga page y BMCOKOOOGpa3OBHUM
WHCTUTYLMjaMa Yy UMBUIICTBY.
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Pe3swome:

LaHHbIl 0630p eKroYaem OCHOBHYHO UHGbopMayuto O pesyrsmamax
pabombl  u  3Hadumocmu  19-oli MexdyHapodHol  KoHgbepeHuuu
“YrpaeneHue kavyecmeoMm U HalexHocmbeto” — ICDQM-2016 u 7-ou
MexdyHapodHoli koHgbepeHUuU «[lpoepaMMHast UHXXeHepuUs U yrpasrieHue
amanamu >KU3HEeHH020 uuknay (Ooknadbl Ha cepbckoM, aHanulckoMm U
PYCKOM £i3bIKax), Komopasi bbiria npogedeHa rnod 0OHOUMEHHbBIM Ha3eaHUeMm
«ICDQM-2016». B o0630pe npusedeHbl: KOlU4ECMBO U CMpyKmypa
Ookmados, 3a4umaHHbIX Ha KOHGbEPEHUUsX, pacrpederieHHbIX 10
CnedyrolUM CEeKUUSsIM. 80EHHasl UHXEHEpPUS, UHXEHepusi Kadecmea,
UHXEHepUsT HaleXXHoCmuU, MPOMbILUIIEHHAsT UHXEHepuUs, cucmeMHasi
UHXEHEPUST, aHEP20aghgheKmusHoCmb U bepexrugoe rnpoussodcmeo, Ho
jpaccmampuearomcsi  UCKITFOYUIMESIbHO  MIeHapHble cmambu, asmopamu
KOmopbIX S8MSIOMCS 80EHHOCTy Kauwue, npedcmasumenu MuHucmepcmea
O6opoHs! Pecriybnuku Cepbusi. Hacmosiuuli cOopHUK siersiemcst ee0yuum
o  Korudecmsy  orybriukosaHHbIX cmamel, asmopamu  KOmopbIxX
SBIISIOIMCS BOEHHOCYKawjue, npedcmasumernu Murucmepcmea O60pOHbI
Pecnybnuku Cepbus.
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Summary:

The article presents the basic information about the overal re-
sults, significance, international programme committee and working
areas of the 19" DQM International Conference on Dependability
and Quality Management ICDQM 2016 and 7" DQM International
Conference on Life Cycle Engineering and Management (papers
printed in Serbian, English and Russian), which was held under the
same acronym ICDQM-2016. The number and structure of papers
of both conferences are given in Sections: Military Engineering,
Quality Engineering, Reliability Engineering, Industrial Engineering,
Systems Engineering, Energy Efficiency and Lean Production. Only
the plenary papers presented by the participants from the Armed
forces and the Ministry of Defense of the Republic of Serbia are re-
viewed. This year’s conference has been the best so far regarding
the number of papers from participants from the Armed forces and

the Ministry of Defense of the Republic of Serbia.
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CABPEMEHO HAOPY>XAHE 1 BOJHA OINMPEMA
COBPEMEHHOE BOOPY>XEHVE N BOEHHOE OBOPYOOBAHWE
MODERN WEAPONS AND MILITARY EQUIPMENT

ModepHusayuja uHdujckux cyxoja 30’

MocneaHnx HEKONMMKO Meceuu nojasune cy ce nHavumje aa he gohum go
ybp3atba nporpama MoaepHusaumje uHauvjcke dnote aBuoHa Su-30MKI.
MHamnjcko paTHO Ba3gyxonnoBCTBO NOPYYUIo je 272 aBuoHa o Kojux je Pycuja,
y nepuoagy og 2002. go 2007. rognHe, ucnopyyuna 50 netenuua. NpeasuheHo
je fa ocTaTak of 222 nosua npousBede vHavjcka kopnopauuvja HAL y unjum je
noctpojersuma 2004. roguHe un 3anoyeTa NpouM3BoAHa Ha OCHOBY pycke
nuueHue. [lo capa je npounseneHo Buwe og 200 aBmoHa, a noeal, Su-30MKI je
Haj3acTyM/beHnja BULLEHAMEHCKa neTenuua y ynotpebu wuHamjckor partHor
Ba34yxOmnnoBCTBa.

Jlosay, Su-30MKI

Nako je Su-30MKI jempaH o HajmogepHujux noBaua reHepauuje 4+ y
Cnyx0u nHAmnjcKor paTHOr Ba3gyxonnoBCTBa, notpeba 3a mMoaepHU3auujom je
cee Beha. NpBu aBuoHu ucnopyyenu cy Muamvju jow 2004. roguHe. Opf Taga cy
MHOre HOBe TexHonoruvje noctane poctynHe y Pycuju, UHamjm n gpyrmm
TPXKUWTUMA, YKIbYyYyjyhm HOBe papgape, HoBe pakeTe u 6Gombe. WHaue,
nnatgopma Su-30 je Bpno norogHa 3a CBe BpCTe MOAepHu3auuja, of
KOH3epBaTVBHE A0 pagukanHe, ¢ 0o63MpoM Ha TO Aa OBaj aBMOH UMa KOKMUT
npegevheH 3a OBa unaHa nocage, a moryhe je cmectutn MHoro kabacrte u
TeLLUKe ornpeme.

' The National Interest 31 August 2016
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O mopgepHusaumju Su-30MKI gyro ce HuLWITa HWje 3Hano, cem fa ce pagu o
nporpamy Sukhoi Super 30, Huje 6uno HukakBuMx MHdOpPMauuvja y Be3u C
TEXHUYKMM creuundmrkaumjama, BpEMEHCKMM POKOBMMAa UMM TpOLLKOBUMA. BojHu
KOMEHTaTopu 4YecTo cy mewanu nporpam Sukhoi Super 30 ca HekMM Opyrum
nporpaMmmma 4uju je umrb 6una nHTerpauuja npotTmebpoacke kpcrapehe pakete
BrahMos. OBa npoTtuBbpoacka paketa 6uhe nHctanupaHa Ha 40 go 42 aBnoHa,
a Taj nporpaMm Huje y Be3an ca nporpamom Sukhoi Super 30. [llporpam
MHTerpaumje pakete BrahMos Hanasu ce y nooamaknoj casu n seh cy ypaheHa
TecTuparwa Ha aBumoHy Su-30MKI Ha kojeM cy M3BpLUEHa Ojavyarba aBUOHCKE
koHcTpyKumje. Mporpam Sukhoi Super 30 obyxBaTta LenoKynHy MHAWjCKY noTy
aBunoHa Su-30MKI, jow Huje 3anoyeT M 4O HEeAABHO HUje BUNO CKOPO HMKAKBUX
WHpopmaumja.

HepaBHo je yTuuajHu ungujckm nuct ,, The Hindu” npeHeo nHdopmMaumjy aa
cy TokoMm jyna 2016. roguHe Pycuja n NHaovja ogpxane koHcynTauuje y Besu C
MOMEHYTUM NporpamMoM, a Ada ce MOTNMCMBaHkE YroBopa O4YeKkyje y Ormckoj
oyoyhHoctn. [dpyrM, pobpo uHdopmucawun nuct ,The Economic Times",
n3BeCTMO je ga he TeXHWYKN 3axXTeBW Y BE3U C NporpaMoM Butu 3akrbyyeHn go
Kpaja rognHe u ga he yroBop 6utn notnucaH noyetkom 2017. rogmHe. Ouekyje
ce ga he TpowkoBu nporpama usHocutn mamehy 7 n 8 munmjapgu gonapa, a
jedHa o HEeroBux OCHOBHMX KapakTepuctuka 6uhe y4yewhe nokanHux
cHabaeBaya kao gena HoBe MHAYCTPUjCKe NOMNUTUKE MHAMjCKe Briage.

CrieyugpuyHocmu uHAuUjcKe nonnumuke Habasku

OpwuruHanuu nporpam Su-30MKI 6uo je, 3a uHaunjcke npunuke, ypaneH
Bprno 6p3o. Ca gpyre cTpaHe, nMporpam MOAEpHM3auuje Kpetao Ce W3y3eTHO
Cnopo, LWTO npeAcTaBrba HopmanHy 6p3vHy pasBoja nporpama y WHAWCKOM
cuctemy oabpaHe. HakoH wTto je Pycuja npeacrasuna npeoObUTHU npegnor 3a
Habasky nosua Su-30MKI npowno je camo Tpu roguMHe o4 NoTnMcHMBaka NpBor
yrosopa. Npeanor je noHyheH y geuembpy 1993. rogmHe, a yroBop je notnucaH
y HoBemOpy 1996. roguHe. lNpBe TexHwWyke cneuumdumkaumje nosua Su-30MKI
JocTa cy ce pasnukosarne of cneundukaumja 3a nosua Su-30K koju je Pycuja
npBoOWTHO NNaHupana ga npoga MHawju. Hucy ce pasnvkoBanu camo aBUOHCKU
WHCTPYMEHTU Beh 1 cama KOHCTpyKUuja aBUOHa.

Mporpam nosua Su-30MKI u garse je HenpeBasuheH No NUTakwy BpeMeHa
uMmnnemeHtaumje. BehuHa nporpama mHOunjcke aepoHayTudke WMHOYCTpuje ce
BeoMa Crnopo peanuayje, a npumep nNpeactaeibajy MoepHu3aumje nosaua
Mirage 2000 n MiG-29. MogepHu3aumje npencraBrbajy Hajoorbyu 1 HajjeddTUHUn
HaumH noborbluaka CrNoCOBHOCTU MHAOMJCKOr paTHOr BasAyXomnsioBCcTBa ¢ 063MpoM
Ha nocTtojeha orpaHuyera W napanudy TeHOepCKUX npouegypa Koje cy
oHemoryhune UHawvjy aa noseha 6poj eckagpuna paTHOr Ba3gyxonmnoBcTea Ha 45.

MoyeTkom ABEXMIbAOUTUX roOOMHA MHAOMJCKO paTHO Ba3gyxonfoBCTBO 6uMno
je y noTtnyHoj Hagmohu y OOHOCY Ha MaKUCTAHCKO MO CBaKOM OCHOBY, a
TEXHOJOLLKM CYNepMOPHO Yy OOHOCY Ha KMHECKO paTHO Ba3dyXOMNfoBCTBO, LWITO je
noHuwTUNo 6pojuyany npegHoct KnHe. OBakBa HagMoh ocTBapeHa je BENnuMKuUm
aenom 3axearbyjyhm 6p30j nmnnemeHTtaumju nporpama Su-30MKI. HakoH Tora,
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noctojeha paBHOTEXa BOjHE CUNE U TEXHONOruje Huje 3axTeBana 6p3y HabaBky
HOBMX aBMOHa HUTU MoJepHM3aLUmjy noctojehux.

Mehytum, caga ce cuTyauuja NOTNyHO npomMeHuna. lMakuctaH je gobuo
HoBe Bep3vje amepuykux rnosaua F-16 ¥ Hekonuko aeceTMHa KUHECKO-
naknctaHckmx asmoHa FC-1. [ok je WHawmja, TOKOM ABexurbaguTux roavHa,
ocTBapuBana NoTNyHy  AOMUHauujy Hag NaKUCTaHCKUM paTHUM
Ba3QyxOMnnoBCTBOM, cafa nocedyje TeK He3HaTHYy cynepuopHocT. Bpno je
moryhe ga he [llakuctaH msjegHaumTn 6poj aBuoHa ca MHamjom kaga gobuje
HapyyeHe kunHecke nosue J-10 (kao n nosue J-31, nety reHepauujy nosaua).
OBakBo u3jegHayere 6uno 61 NOTNYHO HEOYEKUBAHO.

BanaHc cHara y ogHocy Ha KMHeCKO paTHO Ba3fyxOrnsyioBCTBO NpeacTasrba
jow Behu npobnem 3a WHaujy. Tokom OeBegeceTux rogmHa M MOYETKOM
apexurbaantux, KuHa je kynuna 76 nosaua Su-27SK/UBK u 100 Su-
30MKK/MK2 og Pycuje. Y6p3o je npoussena jow 105 noaua Su-27SK Ha
OCHOBY pyCKe NuUEHLe, a 3aTuM 3ano4verna Npou3BOAHY KIMOHUPAHMX aBMOHA
6e3 uvkakBe nuueHue. OBM aBUOHM cagpXe TEXHOMOrMjy M3 ocamgeceTux
roguHa, anv je KnHa tek og HegaBHO novena ga gobuja HajHOBMje pycke foBUe
Su-35, a ynopeno pagn M Ha CBOjoj MEeTOj reHepauuju noeaua, wTo he joj
omoryhmtn pga [JoCTUrHe WHAWMJCKO paTHO Ba3gyxOnfioBCTBO Yy nornegy
TexHonorvje, gok he wn pgarbe 3agpxaTn CBOjy WMMPECUMBHY HYMEPUYKY
CynepuvopHoOCT. Y TOM KOHTEKCTy noctojehn wHAanjckn mogen HabaBku 3a
MUHUCTapcTBO oabpaHe, Koju npeaBuha cegam Ao geceT roguHa camo 3a
npunpemMy yrosopa, nocraje noTrnyHo 3actapeo U HEOAPXKMB.

MocTtoju cBe xuTHWja nNoTpeba 3a ybp3aBawem nporpama Su-30MKI koju
61 OOHOBMO TEXHOJIOLLKY CYNEepMOPHOCT WMHAMjCKOT paTHOr Ba3dyXOnioBCTBa
Hag KuHeckuM. MHOmja mopa ga noHOBM MCTY onepauujy Kaga je, TOKOM
JeBefeceTvx roguHa, MOKpeHyna npBoOWUTHWM nporpaM Habaeke noBua Su-
30MKI, ka0 oproBop Ha MacoBHY KMHecky Habaeky noBaua Su-27/30. Capa
MHanja mopa oaroBopuTu Ha KMHecKy Habaeky noBaua Su-35 v J-31 cBojum
nporpamom mogepHusaumje Sukhoi Super 30.

Onuuje modepHu3sayuje

N3Gop onumja y okBMpy MoaepHu3aumje cactojahe ce og komnpomuca
n3meny ueHe, BpemeHa u MoOryhHOCTM MoAepHu3oBaHe neTtenuue. Teopujcku
nocmaTtpaHo, pagu ce O BenukoM Opojy pasHUX TEXHOMOLKUX conyuuja.
KoH3epBaTUBHO peLueHe koje 6u 6uno HajjedpTHuje n Hajbpke nogpasymeBarno
061 MHCTanupawe CBUX TEXHOJIOLWKMX pellera Koja cy yrpaheHa Ha HajHoBuje
Bep3vje Su-30. ABuoH Su-30MKI npeacrtaBrea HajcTapujy Bep3uvjy oBe
netenuue y koje cnagajy manesujckn Su-30MKM (mogen 2007) n pyckn Su-
30SM (mogen wu3 2011. roguHe). KoHsepBaTuBHa  MoAepHusaumja
nogpasymeBarna 6u orpaHnyeH 6poj gogaTHMx oabpambeHnx cuctema (CrimyHo
MarnesujckoMm Mogeny aBuoHa), anu u moryhHocT kopuwhera HOBMX pakeTa u
nameTHnx 6ombu Koje ce caga passujajy y Pycuju 3a noeay Su-30SM. OBakBa
MoepHu3auumja goena 6v unamjckmn noeay, Su-30MKI Ha HuBo Su-30SM.
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Ca ppyre cTpaHe, pagukanHa MoAepHusauuvja poserna 6u go pasBoja
aBMOHa Ha HMBO amepwykor nosua F-15 Silent Eagle. OBa onuuja ykiby4una 6u
3aMeHy CBMX aBMOHCKMX CUCTEMA, a HajBaXHWja 3amMeHa ofHocuna 6u ce Ha
pagap. lNacvBhn pagap ca ¢asHom peweTtkom (PESA) 6no ©6u 3amerbeH
aKTUBHMM pafapoM Ca eNeKTPOHCKMM ckeHuparweM (AESA). [darbe npomeHe
opgHocune 6u ce Ha U3MeHy KOHCTPyKUMje aBMOHa pagu CMmakesa pagapckor
ogpasa. OBa onuuja mogepHu3auuje nogpasymeBana Ov Benvke TPOLLKOBE U
Bpeme noTpebHOo 3a nMmnnemeHTaumjy.

Moxga 6u Hajborba onumja 6una oHa koja 6w ykrbyumBana Hagorpagry
aBuoHckor pagapa N-011M Bars v nHTerpaumjy HajHOBUjUX PYCKUX N MHAMJCKUX
€INEeKTPOHCKMX, ONTMYKMX W UHGpaupBeHnx cuctema 6e3 moaundumkauumje
aBMOHCKe KOHCTpykumje. OBakBa MoaepHu3aLuuja 6una 6u onTumanHa y cmmucny
yHanpehewa aBuMOHa Y3 penaTtMBHO CKPOMHA HOBYaHa ynarawa W KpaTtky
BPEMEHCKY peanuaauujy.

PasmaTtpa ce wMoryhHoCT wumnnemMeHTauuwje nporpama MoaepHusauuvje
nosua Su-30MKI y Hekonmko TpaHwwu og no 50 go 55 aBroHa ¢ TMM aa 6um cBaka
cepvja nogpasymeBarna MHKopropauujy CBe crioxeHuje TexHonoruje. OBakaB
npuctyn npegnoxuvo je Yuri Beliy, wed komnanwje NIIP Tikhomirov koja je
npojektoBana pagap Bars. Beliy je y uHTepBjyy usjaBno ga 6u ce npea ¢asa
MoZepHu3aumje cactojana y yHanpehewy pagapa pagu noctusawa Beher
aomeTa, Behe pesonyuuje, Behe OTMOPHOCTU HA ENEKTPOHCKO OMEeTawe U
omoryhaBara nofpluke 3a HOBe OpyXHe cucteme. Y KacHujum ¢basama OBa;j
pagap morao 6u 61T onpemrbeH akTMBHOM ha3npaHOM pPeLLETKOM.

OBakaB npuctyn omoryhmo 6u 6p3o nokpetawe nporpama, JoBeo 6w Oo
yHanpehewa CcnocobHOCTU MHOWJCKOr paTHOr Ba3dyxOnfioBCTBa WM onakwao owu
npeobyky wHavjckuMm nunotuma. OBakBa asHa cTpaTtervja je gobpo
dyHKUuMoHUCana TokoMm nepuoga 2002-2004. kapa je Pycuja ucnopy4dmna npsy
cepujy og 32 aBmoHa Su-30MKI. JloBumM cy ncnopyyeHun y Tpu rpyne og no 10,
12 n 10 aBnoHa. Ceaka crnegeha napTuja ykibydmBarna je HoBa yHanpehena koja
Cy KacHuje ybaumBaHa y NpeTXO4HO MCMOpYyYeHe rpyne, na cy Ha kpajy cea 32
rnoBuUa nNpeBegeHa Ha UCTK CTaHOapA.

Kaga cy npeu nyt usBegeHe cneumdukaumje 3a Su-30MKI, wuHawmjcko
MUHUCTaApPCTBO oabpaHe noaHeno je usy3eTHo Aobpo GanaHcupaHe 3axTeBe
koje je HOBM aBWOH Tpebano ga 3agosorbyM .OHWM Cy npeacTaBrbanu cam
TEXHOIOLLKM BpPX, KOje je pycka MHOyCTpuja Morfa cnpoBefe no npuxsaTibUBOj
LUEHM M Yy pasyMHUM BpPEMEHCKMM pokoBuMma. buno 6u gobpo ako 6u ce
MPOHAaLUIO CMYHO pellere 3a nporpam Sukhoi Super 30.

Oparan M. Byukosuh (Dragan M. Vuckovic),
e-mail: draganvuckovic@kbcnet.rs,

ORCID iD: "= http://orcid.org/0000-0003-1620-5601
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OnacHo oKpyxetbe 3a meHKoge”

3awTtuta OKNoMNHMX BO3una Ha GojuwTy HMKaga Huje Guna TOMMKO BaXHa
Kao WTO je JaHac ¢ o03vMpom Ha cBe Behu Opoj HanpegHux, BoOREeHMX
NPOTUBTEHKOBCKNX pakeTa BenuKor AoMeTa.

Wako je mogepaH oknon Bpro edukacaH, OKMonHa 3alwTuta je cee BuLle
nMMUTMpaHa OrpaHnYerMMa Be3aHUM ca TEXMHOM Bo3una ¢ 063upom Ha To ga
je MHoro nakwe noBehatm yOOjHOCT KymynaTvBHe O0o0jeBe rnaBe Hero
KOHCTaHTHO noBehaBaTu OKINon 1 TEXNHY MOLAEPHUX OKITONHUX Bo3una. [laHac je
cBe Behu 6poj MogepHMX TEHKOBA, Kao LWTO cy nspaenckn Merkava, amepunykm
M1A1 Abrams u pyckn T-90, Koju Ccy y HegaBHUM KOHMpNMKTMMa 036UIbHO
oWTEREHN UNN YHULLTEHN NPOTUBTEHKOBCKMM pakeTama 1 npojekTunmma.

Ha ocHoBy Tora HeonxogHo je Hahu HauvH 3a npecpeTame
NMPOTMBTEHKOBCKMX BOMEHMX pakeTa WM pakeTa ca pyyvHux OGauaya
onpemIbeHnx KymynatusHoMm ©60jeBOM [faBoM Mpe Hero LwTo yaape no
OKNnonHum Bo3unuma. AktueHu cuctemum 3awtute (hard kill) cnyxe ynpaBo 3a To.
OBKM cucTeMun YecTo Cy ynapeHu unu nojavaHu cucremuma 3awtute (soft kill)
UYnja je ynora ynosopewe, OMeTake WNN HEeKU [OPYyrM HayuH npeBeHuuje
aonasehe npeTe. Mlako nocToje pa3nuumTe BPCTE akTMBHUX CUCTEMA 3alUTUTE
(hard kill), BehrHa wux noTnaga nop ABe KaTeropuje: eKCrniio3vBHW MaHenu v
npecpeTauum.

ﬂejcmeo aKmueHoe cucmema 3awmume

2 Jane's Defence Weekly 7 September 2016
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AKTUBHM cucTemMn 3awwTuTe NyTem npecpetada ykrbydyjy Afganit (Pycuja),
Akkor (Typcka) u Land Electronic Defence System (JyxHa Adpuka). Osu
CUCTEMM Mcnasbyjy npecpetad M3 naHcepa Koju Ce Hama3um Ha Bo3uny,
npecpetady npecpehe ponasehy npeTwy Ha ogpeheHoj parbuHn wn
oHecriocobrbaBa ra MyTeM €eKCMJIo3nBHe pparmMeHTauvje wunm camom
ekcnno3njom 6ojeBe rnaeBe npecpetada. C ob63vpoMm Ha TO ga npecpeTtayn
norafajy unrb Ha ogpeheHoj pasgarbMHW, Ocnawajy ce Ha nogaTke gobujeHe
0f pagapckux ceHsopa. [NpecpeTadkn cMctemMmn Mory oHecnocobuTn umrbese Ha
AarbuHama og npeko 10 meTapa of 3awTuheHor Bosuna.

EkcnnoaneBHM naHenu obu4HO Cy MOHTMpaHW Ha 3awTuheHoMm Bo3uny. OHu
OETOHWpajy npe Hero LWTo HenpujaTerbeB MPOjekTUn yaapu BO3WUMAO WU
OHecnocobrbaBajy ra nytem ekcnnosuje, cparmeHTauuje unu ekcrnro3vBHO
dopmupaHor npojektuna. [lpumepu eKCnno3uBHUX MaHena nocToje Ha
cnegehum cuctemmnma: napaerncku Trophy n Hemavkn AMAP-ADS, anu nocrtoje
n gpyrn. C ob3npom Ha TO Oda Ce peakuumja OBMX cucTtema ouekyje 0nuay
3awTuheHor BO3ura, MHOMM CUCTEMM EKCMMO3MBHMX MaHena ynoTpebrbaBajy
nogatke gobuvjeHe of Nacepckux Unu Apyrux enekTpoonTUYKMX CEH30pa Koju cy
YeCTO yrnapeHu ca pagapoM Ha BO3uIy.

Bes ob3vpa Ha TUN aKTMBHMX cUCTeMa 3aliTUTe, BPJIO KpaTko Bpeme
WHTEepBEHUMje nogpasymeBa Aa OBU CMCTEMU MOPaAjy paguTv y ayTOMaTCKOM
pexumy 6e3 ynnutaka nocage.

Uspaen

WN3paencku cuctem aktmBHe 3awtute Trophy, Takohe nosHat kao ASPRO-
A wnn Me’il Ruach (BeTpoBKa), 3a cafa je jeAvHM CTaHZapAW30BaHU CUCTEM
aKTMBHE 3alTuUTe U jedaH oA ABa CUCTEMa Koju Cy NpoLunm 6opbeHo KpLuTere.

Cuctem Trophy obyxsata uvetupu papgapa Elta EL/IM-2133 WindGuard
ELM 2143, koju cy pacnopehieHn y kpyry og 360 crteneHu oko 3awTtuheHor
BO3uUNa, LeHTparnHy KOHTPONHY jeauHuuy 1 ABa naHcepa. CBaku naHcep caapxu
no jeaHy nnoyy kojy je moryhe potupatn no asmmyTty u BucuHu. Cama nnoya
pasBuja edekaT HEKONMMKO eKCMro3nBHO (DOPMUPaHUX MpojeKkTura, a CBaku
naHcep Mma HEeKOnMKO NroYva paau NoHOBHOr Nykwewa. OBakBa KoHUrypauuja
Hocu HasmB Trophy-HV n uma macy o 850 kr.

Nspaenum cy Tokom 2006. roguHe, NPUNUKOM Hanaga Ha MUNUTAHTHY
rpyny Xamac y [asw, npBu nyT OOXMBENW BenvKe rybuTke; MOMUHbE Ce Yak
HEKOSIMKO AeceTuHa YHULITEHUX unu owTteheHnx TeHkoBa Merkava. W3paerncku
TEHKOBM CadekuBaHu Cy M norahaHu MOOEpPHUMM PYCKMM MPOTMBTEHKOBCKUM
HaBoheHuM pakeTama ca Jobpo MackMpaHux u yTBpheHux nonoxaja. N'yéuum cy
6unu n y reyactey. MHOro uspaenckmx BOjHUKA je paneHO MMM MOrmHYymMo.
Oaomax HakoH Tora u3paericke OpyXXaHe cHare KpeHyne cy ca pasBojem U
onpemanem TEHKOBA aKTVMBHUM CUCTEMMMA 3aLUTUTE.

Cuctem Trophy-HV Hanasu ce y onepaTuBHOj ynoTpebu Ha TeHKoBUMA
Merkava IV og 2009. roguHe, a npBu NyT je ynotpebrbeH y oabpaHu TeHkoBa
2011. roamHe. Cnctem je y BENUKOj Mepy KopuwheH n TOKOM M3paenckor ynaga
y a3y Tokom 2014. roguHe, a V3paenum TBpae Aa je 6mo 100 nocto ycnewiaH.
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HaBogHo je Benuvkm Opoj uapaenckux TeHkoBa 6mo rafaH NMpPOTUBTEHKOBCKUM
HaBoheHUM pakeTama, anu 1 pydyHuM pakeTHuMm Gauadvma n HujedaH Huje 6vo
HMn owTeheH. HaBoau ce fa je Ha jegaH TeHK OejcTBOBaHO ca 4ak no 12
NPOTUBTEHKOBCKMX pakeTa. NMopen Tora, cuctem Trophy-HV op, pagapa gobuja un
npocnehyje nocagn TeHka nHopmaLmjy 0 fiokauuju ca koje je TeHk rahaH, WTo
omoryhaBa Bpno 6p3y noepartHy narb6y. OBy uHgopmaumjy moryhe je npeHetn
1 Ha gpyra Bo3una Koja Cy onpemMrbeHa OBMM CUCTEMOM.

M3paencka komnaHuja Rafael HacTaBuna je ca ycaBpllaBakeM cuctema
Trophy n capa ce odvekyje aa he oBaj cuctem OUTM MHCTanNUpaH Ha HOBO
N3paencko TEeLWKO OKMOMHO BO3uno newaguje Namer, a n Ha HOBM OKIOMHU
TpaHcnopTep Toukaw Eijtan y koHdurypauuju 8x8. 3a capa oBaj cuctem Hema
npofly Ha W3BO3HOM TPXMWLWITY, MaKO je jedaH o HEKONnuMKO Koje pasmartpa
aycTpanujcka Bojcka.

= SRS
U3paericko mewko oKonHo eo3usio newaduje Namer
ca cucmemomMm akmueHe 3awmume Trophy-HV

KomnaHnuja Rafael Takohe peknamupa u ApyrM CUCTEM akTUBHE 3aliTuTe
nog Hasusom Trophy LV, koju oCcMM Ha3uBa Hema HuWwTa 3ajedHudko ca
NpeTxogHo onucaHum cuctemom. 3a pasnuky of cuctema Trophy-HV, Trophy
LV je MOHTUpaH y KyTHjama Koje ce Hanase Oyx Kposa Bo3una. Enekrpoontunyku
CeH30pu OTKpMBajy Haponasehy npeTwy, AeTOHUPAjy eKCNo3MBHU MaHen Koju
ucnarbyje, ogHOCHO dopMupa ,eHEepreTcko CevyMBO” YyCMEpPEeHOo Hagdone npema
gonasehoj npeThu.

Ocum komnaHuje Rafael, n3paencka BojHa MHOYCTpuja uspaguna je CBOj
cuctem akTMBHe opbpade fron Fist. OBaj cucteM je npecpeTadvkor Tvna wu
0obnyHO ce cacToju on ABa ycmepaBajyha naHcepa of KOjux CBaku MOKpuBa

564




norbe o 270 cteneHn. CBaku faHcep caapXu ABe npecpeTadvke LeBu, Kao U
€NeKTPOoONTUYKM OMeTay Kao anTepHaTuBaH HauMH oHecnocobrbaBara NpeTHhe
(soft kill). Camn npecpeTaym cy HeBONEHN N OETOHNPAjy Ce OArbUHCKMM MyTeM
nomohy paguo-Tanaca kaga ce Hanase 6nu3y cBor uwba. [eToHauwja
yHULWITaBa unu oHecrnocobrbaeBa UMb MyTeM eKCnrosuBHOr edpekta, a He
nyTeM eKCrnro3nBHe dparMeHTaumje Kao Hekn Apyrm CUCTEMUN akTMBHE oabpaHe.
OBakBa BpcTa AgeToHauuje ymamwyje moryhHocT geTtoHaumje gonasehe GojeBe
rnaee, a edmkacHuja je y cuTyaumju ogbpaHe o4 KUHETUYKOr neHeTpaTopa Koju,
eKkcnnosunjom, ckpehe ca nytake ka bpareHOM BO3uny.

Cuctem Iron Fist pasBsujeH je kao puan cuctemy Trophy U KOpPUCTM UCTU
pagap Elta, anu je narybvo y HagMmeTamy 3a onpemare TeHka Merkava IV. Ca
Opyre cTpaHe, u3paericka Bojcka je opabpana cuctem Trophy 3a 3awTtuty
TELKOr OKIoMHor TpaHcnoptepa Namer, 0ok je amepuyka Bojcka ogabpana
cuctem Iron Fist kao 3awTuTy BO3UNy Yy okeBupy nporpama Modular Active
Protection Systems (MAPS), wTo npeacrasiba BENUKM N3BO3HU ycrex N3paena
M BENWKy NMPOMEHY y CTaBOBMMAa amMepuyke BOjCKe Koja OO cafa Huje mmana
CMCTEM aKTUBHE 3alUTUTE Ha CBOjUM OKIOMHWMM BO3UNMMA.

Pycuja

Pycuja je npBa gpxaBa Koja je yBena y onepaTuBHy ynoTpeby cuctem
3a aktmBHy 3awTtuty (hard kill) y obnuky cuctema Drozd Ha cBOjum
TEeHKoBUMa
T-55AD koju cy 6unu kopuwheHun y cykoby y AsraHuctaHny. OBaj cuctem 61mo
je MOHTMpaH Ha Kynonama TeHKOBa Ca NaHCUMPHWM LeBMMa 3a ocaMm
HeBOfeHNx npecpeTtava PopMMpaHuX y napoBMma Ha cTpaHama Kynone 3a
nokpusawe (ppoHTanHor cekTopa y paanjycy og 60 cteneHu. lNpecpeTtaum cy
6unn HeBohewn, 105 MM y adunjameTpy, W ocnawann cy ce Ha
¢dparmeHTaunoHn edekaT MPUNMKOM nNpecpeTawa Hagonasehe npeThe.
WMako cy, no Heknm m3BellTajuma, omunm edukacHu, npyxanu cy BUCOK pU3NK
KonatepanHe LwTeTe npujaTesbCKMM cHarama wWnu uMBuUNuUMa koju 6u ce
Hawnu y 6nuanHn. Cucrtem cy KOHTponucanu pagapu, OOK je yKynHa maca
cuctema 6una oko 1.000 «r.

WNako cy 6unn penaTMBHO yCNeLwHW NPUIIMKOM MpuMeHe y ABraHucTaHy,
Pycuja je noctaBuna oBe cuctemMe Ha BeomMa Manum ©Opoj TeHkoBa T-55.
HakHagHO je pasBujeH cuctem Arena KoOjuU je naHCupao eKChno3nBHO-
cdopmupajyhe npojektune ca KpoBa BO3una Hagone npema Hagonasehoj
npetwn. OBakaB MeTOA 3HA4YajHO pefyKyje konaTepandy wTeTy, anu Arena
HWje yBedeHa y onepaTuBHy ynotpedy y pyckum opyxaHum cHarama. Pycuja
je HakoH Tora npegctasuna cBoj cuctem Shtora (soft kill) koju ce ocnawa Ha
OeTeKTope Koju yno3opaBajy Ha Hagonasehy npeTwy U MHpaLpBeHe nammne
Koje cnyxe 3a oMeTawe cuctemMa Hasoferwa NPOTUBTEHKOBCKUX pakeTa.
Cuctem Shtora Hanasu ce y ynotpebu Ha pyckum TeHkoBuma T-90 n T-80, Ha
arkumpckum TeHkoBuma T-90, AOK ce cnuyaH cucTem 3awTuTe Hanasu u Ha
mMarnom 6pojy TajnaHACKUX U yKpajuHCKMX TeHkoBa T-84 Oplot.
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Cucmem akmusHe 3awmume Drozd Ha meHkosuma T-55AD

Cuctem Shtora poxwviBeo je BaTtpeHo kputere y Cupmju. Cupmjckm TeHk T-90
norohjeH je amepu4KkoM MPOTMBTEHKOBCKOM pakeToM Tuna Tow (knacuyHa Bep3auja
6e3 TaHgem OojeBe rnaBe), a HakOH EKCrnosvje pakeTe Ha (OPOHTariHoOM Oeny
Kynorne, oaMax koA omeTajyhux wuH@paupBeHUX namnu, Huje Jowno Ao
CeKyHOApHMX €eKCrro3unja Koje Cy KapaKTepUCTMYHE 3a pycke TeHKoBe ca
ayToMaTckuM Mykadem. [Npee peakumje nocMmarpaya roBopune cy Aa ce CUCTEM
Shtora nokasao HegenoTBOpHMM. MeRyTM, HELITO KacHWje Ha WMHTEpPHETY Ccy ce
nojaeusne cnuke noroheHor TeHKka rge ce jacHo BMOM MOBPLUMHCKO owwTeherwe Ha
npearem Aeny Kyrnosie HakoH eKCro3uje peakTUBHOr OKrona (CTapuje reHepaumje
y OOHOCY Ha okrnon HoBor TeHka T-14 nog HasuBom Relikt 5). Hanme, nnova ca
peaKkTVBHMM OKIIOMOM MopemeTuna je M ocrabuna CHom KymyraTMBHOI NMyHsehsa
pakeTe. HakHagHo cy objaBrbeHn KOMeHTapu MoBOOOM [enoBara/HeaenoBara
cuctema Shfora ca wnekynaumjama ga CUCTEM HUje CKPEHYO pakeTy ca CBoje
nyTakse, jep Cy MOKIONUYM Kyrnore Ha TeHKY Ounun oTBopeHu (paaun bpxxe eBakyauuje
cupuvjcke nocage), WTo je OHeMoryhuno npaBuiHO (PyHKUMOHWCake cucTema.
CHumak norotka TEHKa NoKa3syje Aa je ropksn 0TBOp Ha Kynonv 6uo OTBOPEH v Aa je
KpO3 Hera MCKOYMO jeaH CMPUJCKM BOjHUK, YNiaH nocage, 0OAMax HakoH ekcrrosuje.
HakoH nNpBuKX, YMHM Ce HETAYHMX KOMEHTapa, NojaBunm cy ce ApyrM KOMEHTapu Koju
Ccy HaBenu ga cuctem Shiora HWje HM Morao OenoBaTw, jep je TeHk ouo rahaH
aMepunyKoM MPOTMBTEHKOBCKOM paKkeToOM cTapuje reHepaumje Tow 6e3 nacepckor
HaBohera, Na cuctem Shtora Hyje HM MOrao oMeTaTu HenocTojehn nacepckn CHo.
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Pycku meHk T 90 no2oheH amepuykoM pakemom cmapuje 2eHepayuje Tow

Pycnja ce HakoH pasBujakba cuctema Drozd  okpeHyna ka [pyrum
TexHonorvjama aktMeHe 3awwTtute. Y majy 2015. roguHe, TokoM BojHe napaje
nosogom pfaHa nobege, Pycwja je npukasana HoBuM TeHK T-14 Armata ca
onbpambeHum cuctemom Afganit. HoBu TeHk onpemrbeH je ca 10 naHcepa
npecpeTtaya Koju Cy MOHTMpaHMW Ha TEHKOBCKOj Kynomnu y HWU3y KOju MOKpuBa
dppoHTanHn pagujyc og 120 creneHn u pagapuma AESA koju page Ha
mMunumetapckom Tanacy. OBM naHcepu u3rneajy Cnu4HO npecpeTavymma
cuctema Drozd y kanmbpy 105 MM, a 4vMHM ce Ja ce ocnawajy Ha uctu
dparmeHTaunoHn edbekatr. TeHk T-14 Takohe je onpemrbeH [OoAaTHUM
cucremom 3awTtute (soft kil) y Buay Husa 6auada rpaHata. OHor TpeHyTka kaga
pagapu Buge NpeThy, OHU MPEKo CUCTeMa akTMBHE 3awTute ogmax okpehy
Kynony TeHKa y TOM npasuy W naHcupajy npecpetade. Ocum cuctema akTUBHe
sawTute hard kill, TeHk T-14 je onpemrbeH un cuctemom soft kill kojum ce
ucnarbyjy AMMHe rpaHaTe nykeHe MynTUCneKTpanHum QUMOM pagu MackvMpana
BO3WMna o ornepaTtopa MPOTUBTEHKOBCKMX BoONeHux paketa. Mackupare ce
BpLUM pagu ymamwena nHdpaupBeHor ogpasa 1 brnokvpara nacepckor Bofhera
pakeTa. CuctemMmn akTMBHe 3awTuTe Tuna Afganit NPUCYTHN Cy N Ha OKIMOMHUM
Bosunuma T-15, Kurganets-25 n Boomerang. YKONMKO OBUW CUCTEMM 3alUTUTE
Oyoy yrpahenn Ha Behu 6poj Bo3auna, Pycuja 6u Guna npea 3emrba Koja 6u
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yBena cucrteme aktmeHe 3awTute (hard kill) Ha cBa oknonHa Bo3wuna TeLUKe u
cpenhe kateropuje. YBohewe cuctema Afganit npepctaerbano je u Kpaj
pasBoja cuctema Arena.

-~
Commandersisig

= _att= 11 - A S

=

Pacrnioped enemeHama cucmema Afganit Ha meHky T 14

Tokom 2016. roguHe cuctem Afganit je TecTMpaH NpUIMKOM NpecpeTara
NMPOTUBTEHKOBCKOI MPOjeKTUIa ca NeHeTpaTopoM O OCMpOMALLEHOr ypaHujyma
Kojy netn 6psavHom of 1,5 0o 2 km y cekyHan, a cyaehu nmpema pyckum
n3BopumMa, npecpetame je 6uno ycnewHo. 3anagHu M3BOPU CY CKEMTUYHU U
HaBOAe [a je NuTake Aa N Cy M3BeLUTaju TavyHu, objalraBajyhm ga je rotoBo
Hemoryhe yHMWTUTM MeHeTpaTop Of OCUPOMALUEHOr ypaHujyma mnyTem
dparmMeHTaunoHe ekcnnosuje, anv 4o3BorbaBajy MoryhHoOCT Ada ra je Tum nytem
Moryhe CKpeHyTW ca Herose nyTawe. YKonuko 6u, oneTt, oBu u3BellTaju omnu
TayHu, To BM O03HauYUNO peBoNyuUMjy y norneny 3awTuTe He camo TeHkoBa Beh un
OpYrux oknonHux 6opbeHnx Bosuna. Pycuja, nHadve, nnaHupa onpemahe OBUM
CUCTEMOM aKkTMBHE 3alUTUTE, He camMo TeHkoBa T-14 Beh M TeLlKor OKIOmnHOr
TpaHcnopTepa T-15, anu n apyrmx oknonHux 6opoeHnx sosuna.

Hpxxaee 3anada

EBponcke 3emrbe, kao u CjegureHe [pxaBe, oknesarne cy ca yBohewem
cucTema akTMBHe 3awTuTe. [lo faHac HujegHa eBponcka gpxasa, ocum Pycuje,
HWje nocTaBuna HWjedaH CUCTEM aKTUBHE 3alUTUTe Ha CBOja Bo3una. To He
3HauyuM da je eBporcka oabpambeHa nHgyctpuja 6una HeakTMBHa, LUTO Nokasyje
pasBOj HEKOMNWKO pasnMYMTUX CUCTEMA aKTUBHe oabpaHe.

HajycnewHunjom ce nokasana Hemadka komnaHuja ADS Gesellschaft Fur
aktive Schutzsysteme ca csojum cuctemom Advanced Modular Armor Protection
— Active Defence System (AMAP-ADS). CucteMm Huje yBedeH y HaopyxXahe
HEMauKMX OpYyXaHWuX cHara, anu je KomnaHwja objaBuna ga je gobuna nocao
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cepujcke NpousBoaHe 3a ,jeaHy asnjcky apxasy”. Nako ce 3BaHWYHO He 3Ha O
Kojoj ce OpXaBu pagun, Bepyje ce ga je ped o CuHranypy, Maga je u pgarbe
HejacHo Ha koje he Bo3uno cucteMm (AMAP-ADS) 6uTn yrpafeH. MNpeTtnoctasrsa
ce ga he 6UTM MOHTUpPaH Ha TepeHCcKo BO3umo Bronco, Kao u Ha cuHranypcku
TeHk Leopard 2 SG.

Cuctem AMAP-ADS vma gupekTHy narb0y, a ocrawa ce Ha Benuku 6poj
CeH3opa W NpoTUBMEpa KOoju Ce Hamnase OKO BO3wuna. 3a pasnuky of cuctema
Trophy HV, Hemauku cuctem aKTUBHe 3allTUTe Hema MOKPeTHUX OeroBa M
CMNWYHWjY je n3paenckom cuctemy Trophy LV. Hemaukm AMAP-ADS npuka3saH je
Kao KpOBHM CWUCTEM (3a Mama TepeHcka BO3una), a HEeroBM CEH30pU U
NpOTMBMEpPE ANPEKTHO Cy MHTErpucaHu y OKnon Bo3urna Kaga cy y nutawy Beha
BO3Wna Kao LUTO Ccy TeHkoBu, 6opbeHa Bo3umna neluagvje, ryceHudapu, Kao u
TouKawm y KoHdurypaumju 8x8. JeTekumnjy u CUCTEM 3a ynpasrbake BaTpoOM
omoryhaBajy ceH3opu, JOK je caMm cucTeM yHuwwTaBawa AMAP-ADS onucaH kao
~OVPEKTHA eHepruja”, LWTo ymakyje konaTtepasnHy LTeTy.

AxkmueHu cucmem 3awmume AMAP-ADS Ha 6opbeHom go3ury Fuchs

Pactpecutoct cuctema AMAP-ADS omoryhaesa many macy og camo 145
Kr, koja ce noeehasa 0o 500 kr Ha BehMM BO3MnMMa Kao LUTO cy TeHkoBw. [u-
cTpubyumja Benumkor 6poja ceH3opa u NpoTuBMEpPa OKO Bo3ura Takohe obe3be-
fyje enemMeHT peayHOaHOHOCTU, MAKO je YTPOLLUEHEe NPOTMBMEpPE NOTPeBOHO pyy-
HO pgonywaBaTu. OBaj cMCTEM KOPUCTM Ce Kao OCHOoBa cucTtema Shark koju je

569

Vuckovi¢, D., CABPEMEHO HAOPY>KAHE 1 BOJHA ONPEMA / MODERN WEAPONS AND MILITARY EQUIPMENT, pp. 558-572



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2017., Vol. 65, Issue 2

TecTupaH Ha dpaHuyckom okrnonHoMm Bo3uny VAB 4x4, nako ®paHuycka Huje
nopy4una KoHa4Hy Bep3ujy cucrema.

Hemauka komnanwuja Diehl BGT Takohe je pa3Buna akTMBHM CUCTEM 3aLUTU-
Te nop HasmBoMm Defence Active Vehicle Protection System. 3a pasnuky oa cu-
ctrema AMAP-ADS, T0 je cnctem 3acHOBaH Ha npecpeTadnma Koju ce naHcupajy
Ca ynpaBsrb1BYX flaHcepa.

OBaj cuctem nma macy og 350 kr (jegaH naHcep), 4OK ce Maca ca fBa NaH-
cepa nosehaBa Ha 500 kr. JlaHcepu nmajy Tpu nnm 4yetmpu uesu. [paHaTe cy,
HaBoOOHO, edmkacHe NPOTUB NPOTMBTEHKOBCKMX BONEHUX pakeTa, anv u KuHe-
TUYKUX MpOjeKTUna u oHecnocobrbaBajy Aonasehe npeTke NyTem eKcrnno3us-
Hor, a He dparmeHTaumoHor ecekta. Defence Active Vehicle Protection System
Hanaga uuMrbeBe Ha pasgarbuMHama npeko 10 m, wWTo omoryhaesa opmupare
6e3benHe gucTaHue of Bo3una ¢ 0631pom Ha TO Aa ePUKacHOCT KyMynaTuBHUX
nywera Harmo onaga Ha pasfgarbvHama Behum oa Hekonuko metapa. Edekar
ekcnnosuje ckpehe ca nyTamwe 1 KMHETUYKE NpojekTune.

Hemauka 3a caga Huje y3ena y pasmaTtpane 0Baj cucteM, seh je ognyyuna
Aa ynotpebu cuctem Multi functional Self protection System (MUSS) komnaHuje
Krauss Maffei Wegmann 3a 6opbeHo Bo3uno newaguje Puma. MUSS cnaga y
cucteme aktmBHe 3awTtuTe (soft kill) n kopuctn nHdpaupeeHn ometay n Gauade
OVMHUX rpaHaTta 3a 3awTuTy Bo3una. Benvka bputaHuja Takofe pasmatpa oBaj
cucteM. [loctoju moryhHocT Aa he koMnaHuja pasBuMTU U CUCTEM akTUMBHE 3a-
wrute (hard kill) kao gonyHy v Hagorpaamy.

lMocToju jow HEKONWKO cCUCTEMa aKTMBHE 3allTUTe KOjUu CYy pasBujeHn Yy
EBponu, anu Hucy y ynoTpebu kao LITO Cy yKpajuHcku Zaslon, utanujaHckn Scu-
do v yewkun Aktivni Ochrana.

Typcka je, Takohe, nHBeCTUpana y TexHornoruje akTuBHUX cuctema 3aliTu-
Te N TPEeHYTHO paan Ha pa3Bojy cBor cucteMma Akkor koju cnaga y TUNUYHe npe-
cpeTadke cucTeMe 1 ykibydyje ABa ABOCTpyKa naHcepa v 4eTupun pagapcka na-
Hena koju nokpueajy pagujyc og 360 ctenenu. Npetnoctaerba ce ga he 6ojese
rnmaee npecpertada oHecnocobrbaBaTy LMIbEBE NO OCHOBY EKCMIO3MBHON, a He
parmeHTaumoHor edekta. lNpecpeTtavke 6GojeBe rnmase cnagajy y ,nameTtHe”
36or ynotpebe nporpamabunHunx ynarbada. Cuctem ykrbydyje n enemenTte (soft
kill) koju cy 3acHOBaHW Ha nacepckuMm ceHdopuMa u bauadvma AUMHUX pakeTa.
Pa3Boj oBor cuctema Tekao je ynopeno ca pasBojeM Typckor TeHka Altay, na ce
oyekyje aa he 6UTN MOHTMpPaH Ha HEMY, KAO U Ha OKIMOMHO BO3WMO Cpeah-e Kna-
ce Arma 6x6.
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Typcku cucmem akmugHe 3awmume Akkor

Asuja

MHore 3emrbe y A3unju HacTaBrbajy ca UCTPaXvBaweM Ha NOSbY aKTUBHUX
cuctema oabpaHe 3a cBoja Bosuna. [Npearwayun JyxHa Kopeja 1 vuxoB cuctem
KAPS pasBujeH 3a TeHk K2 Black Panther.

T

JyxHokopejcku cucmem KAPS Ha meHky K2 Black Panther

MpBu cHumum gecdunnwy KAPS kao npecpeTadku cUCTEM Koju ce cacToju
o[l ABa NOKpeTIbMBa NnaHcepa ca no Ase naHcupHe uesn og 70 mm. JlaHcepu cy
CMpPErHyTu ca KOMMeToM pajapa He3aBMCHUM O CUCTEMa 3a ynpaBrbar€ Ba-
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TPOM 1 pagapa 3a yno3opaBare Koju ce Hanase Ha nNpear0oj cTpaHu kynone K2.
Mo Tome je KAPS oaBojeH o HanpegHor akTMBHOT cucteMa oabpaHe (soft kill)
Kojum je TeHk K2 ctangapaHo onpemrbeH. NMpeTtnoctasrea ce aa KAPS kopucTtu
CBOje pafape pagu ynosopaBaka U npahena umrba ca enekTpoonTUYKNM CEeH-
30pumMa Koju omoryhyjy npeunsHo HaBohere.

Pa3Boj cuctema KAPS 3anoueo je 2006, a 3aBpuueH je 2012. roguHe. lNpee
ncnopyke teHkoBa K2 nouene cy 2014. roguHe, ann cUcTem joll HUje MHCTanu-
paH HWU Ha jefaH NCMOPYYEHUN TEHK.

Kuna je, Takohe, pasBujana CBOj CMCTEM akTMBHe oabpaHe 3a CBOj TEHK
Type 98/99. Pagu ce o Tuny npecpeTtavkor cuctema, Mako je no3HaTo BpSio Ma-
no pgetarba. Huje jacHoO HU aa nu je oBaj cUCTeM UHCTanupaH Ha TeHk Type 99,
anu je y mefyBpemeHy KuHa ognyyuna ga he npuopuTeT umaTh HUXOB TEHK
Type 96B Ha kojeM Huje MHCTanupaH TakaB CUCTEM.

JyxHa Agbpuka

JepaH of HajMoaepHmjux cuctema aktuBHe oabpaHe npefcrtaerba Land
Electronic Defence System (LEDS) koju pasBuja jykHoadpudka komnaHuvja Avi-
tronics koja je caga neo komnaHuje Saab. Y ctBapu, LEDS npegctasrba ueny
nopoauuy cuctema koju cy tuna soft kill (LEDS 50 LEDS 100) n tnna hard Kkill
(LEDS 150, LEDS 200 1 LEDS 300). Cuctem aktuBHe oabpaHe hard kill cactoju
ce of ABa ycMepeHa NnaHcepa Benuke Op3vHe Koju naHcupajy npecpetade, a
yBe3aHu Cy ca pagapoM.

OcHoBHa MyHMUMja cacToju ce of npecpetada Mongoose 1, WecT koMmaga
no naHcepy ca gometom og 5 go 20 m. lNpecpeTtad uma ,nameTHN” ynarbad u
HaBOAHO je ecbmkacaH y ynotpedu npoTnB HEBONEHMX 1 BONEHUX MPOTUBTEHKOB-
CKMX pakeTa, a uurbeBe oHecnocobrbaBa parmeHTaunoHnm edektom. Komna-
Huja Denel pa3ssuna je mHoro Behu npecpetay nog HasmBom Mongoose 3 koju
uma gomet go 300 m. 3a pasnuky og npeTxogHuka, Mongoose 3 uma manu ak-
TUBHW pafiapcku Tparady u Moxe mMaHeBpucaTtu. 3a oBaj Behu 1 MHOro cBecTtpa-
HWjU NPOJEKTUI HABOAWM Ce Aa MOXe MopasvuTU BENUKM 6poj pasHUX NPOTUBTEH-
KOBCKUX MpOjeKkTuna, ykrbydyjyhn knHetudke npojektune, pakete n 6ombe Ba-
30yx-3emrba.

Cuctem LEDS/Mongoose ncnpobaH je Ha MHOrMMm Bo3unvMa, anu je 3a ca-
4a, NpemMa pacnosnioxneum nogauuma, npogat camo cuctem soft kill (LEDS 50).
TpeHyTHO je KOMMNaHWja BeoMa aKkTUBHa Ha MHOWjCKOM TPXULUTY Y MOKyLUajy npo-
Aaje CBOjux cuctema.

TpxvwTe cuctema akTuBHe ogbpaHe je y HapacTakwy, anu u Beoma 3aTBo-
peHo, na je Telwko gohu OO nNpaBux nogartaka O HUXOBUM TEXHUYKUM MOryhHO-
ctuma. PasBoj cy 3anodvene Pycuja u W3paen, a cBe je Bue gpxaBa Koje
030MrbHO pasmuLsbajy 0 HabaBum cucTeMa akTuBHe ogbpaHe Tmna soft kill nnm
hard kill c 0631pom Ha BpNo pacnpocTpakeHy NPeThY OKMOMHUM BO3UMMA.

Oparan M. Byukosuh (Dragan M. Vuckovic),

e-mail: draganvuckovic@kbcnet.rs,
ORCID iD: "= http://orcid.org/0000-0003-1620-5601
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No3nB N YNYTCTBO AYTOPUMA
NPUMMALWEHNE U MHCTPYKUWW ONA ABTOPOB PABOT
CALL FOR PAPERS AND INSTRUCTIONS FOR AUTHORS

NO3uB N YNYTCTBO AYTOPUMA O HAYUHY NPUNPEME YJTAHKA

YnyTCcTBO ayTopuma O Ha4yMHy Npunpeme YnaHka 3a objaBrouBarse y BojHomexHuy-
KOM efniacHuUKy ypaheHo je Ha ocHOBY AkTa O ypehuBaky HaydHux Yaconuca, MuHucTap-
CTBa 3a HayKy M TexHomnowku passoj Penybnuke Cpbuje, esmgeHumonn 6poj 110-00-
17/2009-01, og 09. 07. 2009. roauHe. MNMprmMeHa oBor AKTa NPBEHCTBEHO CIYXW yHanpe-
hewy kBanuTeTa gomahmx Yaconvca v HUXOBOT NOTNYHW]Er yKibyyYnBama y mefiyHapoa-
HW CUCTEM pas3MeHe Hay4yHWX MHopmMaLmja. 3acHOBaHO je Ha MefyHapooHWM cTaHaap-
avma ISO 4, ISO 8, ISO 18, ISO 215, ISO 214, ISO 18, ISO 690, ISO 690-2, ISO 999 n
ISO 5122, ogHocHo ogrosapajyhum gomahum ctaHgapguma.

BojHoTtexHunuku rnacHuk / Vojnotehnicki glasnik / Military Technical Courier
(BTr.M0.ynp.cp6, www.vtg.mod.gov.rs, ISSN 0042-8469 — wtamnaHo nsgamwe, e-ISSN
2217-4753 — online, UDC 623+355/359) jecte MynTuAMCLUUNIMHAPHN HAy4YHW 4aconuc
MuHuctapcTBa onbpaHe Penybnuke Cpbuje, koju 06jaBrbyje HayvyHe U CTpPy4YHe 4YnaHke,
Kao n TexHuuke MHdopmaumje O CaBpeMEHVM CUCTEMMMA Haopyxawa U CaBpeMEHUM
BOjHMM TexHonorujama. Yaconuc npaTtv jedUHCTBEHY UHTEPBUOOBCKY TEXHWUYKY MOAPLLKY
Bojcke Ha npuHUMNY NOrMCTUYKE CUCTeMCKe NoapLuke, 0b6nacTv OCHOBHUX, MPUMEHEHNX
1 pPa3BOjHUX UCTPaXmBarsa, Kao M NPoM3BOAHY M ynoTpeby cpeacTaBa Haopyxaka U Boj-
He onpeMme, Te oOcCTana Teopujcka W MNpakTMyHa QJocTurHyha koja [JonpuHoce
ycaBpluaBary CBUX MPUNagHWKa cprcke, pervoHanHe v meflyHapogHe akagemcke
3ajegHuue, a nocebHo npunagHuka MuHnctapcTea ogopaHe n Bojcke Cpbuije.

MuvHucTapcTBO NpocBeTe, Hayke M TexXHOMoLwkor passoja Penybnvke Cpbuje, ca-
rnacHo oanyum u3 ynaHa 27. ctas 1. Tauka 4), a no npnbaBrbLEHOM MULLIIbEHY U3 YnaHa
25. ctaB 1. Tayka 5) 3akoHa 0 Hay4yHouCTpaxuBa4dkoj genatHoctu (,CnyxbeHn rmacHuk
PC”, 6p. 110/05, 50/06-ncnp. n 18/10), ytBpauno je kateropmsauujy BojHoTexHuukor rna-
CHuKa, 3a 2014. roguHy:

3a 06N1acT TEXHOIOLLKM pPas3Boj:

— Ha NMCTU Yaconuca 3a MaTepujane u xemmjcke TexHornoruje:

kaTeropuja Bogehu Hay4yHu Yaconuc HaumoHanHor 3Ha4vaja (M51),

— Ha NIMCTU Yaconuca 3a eneKTPOHMUKY, TerleKoOMyHuKaumje U MHopmaumnoHe
TexHonoruje:

KaTeropuvja Hay4YHu Yaconuc HaumoHarnHor 3Ha4vaja (M52),

— Ha NMCTK Yaconuca 3a MalIMHCTBO:

KaTeropuvja Hay4YHu 4aconuc HaumoHarnHor 3Ha4vaja (M52),

3a 0bnact oCHOBHa UCTpaxuBaHa:

— Ha NMCTU Yaconuca 3a MaTeMaTuKy, padyHapcKke Hayke U MeXaHUKy:

KaTeropuja Hay4yHu Yaconuc HaumoHarnHor 3Ha4vaja (M52).

YcBojeHe nucte gomahux yaconuca 3a 2013. roauMHy mMory ce BugeTu Ha cajty Boj-
HOTEXHWYKOr rmacHuka, cTpaHuua Kateropmsauuja yaconumca.

HetarbHuje nHdpopmaumje mory ce npoHahu 1 Ha cajty MuHmucTapctea npocserte,
Hayke 1 TexHonoLkor passoja Penybnuke Cpbuje.

Mopaum o kateropmusaumju mory ce npatuth u Ha cajty KOBCOH-a (KoH3opuujym
6ubnunoteka Cpbuje 3a objeanHeHy HabaBky).
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KaTteropunsauuja 4yaconuca nsspLueHa je npema [paBUNHUKY O NOCTYMKY U HAYMHY
BpedHOBaka M KBAHTUTATMBHOM MCKasuBamy Hay4YHOMCTPaXXMBa4ykMX pesyntata ucrpa-
XuBauya, Koju je mponucao HaunoHanHu caBeT 3a Hay4yHW 1 TEXHONOLKK pa3Boj (Cnyxbe-
H¥ rnacHuk PC, 6poj 38/2008).

Y cknagy ca OBUM MPaBUITHUKOM M TaberioM 0 BPCTU W KBaHTUMMKaLMU MHAMBUOYaANHNX
Hay4YHoMCTpaxuBaykux pesynTara (y cactasy lNpasunHuka), objasrseHn pag y BojHoTexHUYKOM
rmacHVKy BpeaHyje ce ca 2 6oga (kateropuja M51) n 1,5 6og (kateropuja M52).

Yaconuc ce npatu y koHTekcTy Cpnckor uutaTtHor nigekca — CLnngekc (6asa no-
Jartaka gomahux Hay4yHMx Yaconuca) u Pyckor nigekca HayyHor umtupara (PUHLL). Mo-
OBPrHyT je cTanHoM BpegHoBakwy (MOHWUTOPWMHIY) Yy 3aBMCHOCTW Of YTULAjHOCTU
(vmnakTa) y camum 6asama u, nocpegHo, y mefyHapogHum (Thompson Reuters) uutat-
HUM uHAekcMMa. [leTarbu O MHOEKCUpawy MOry ce BuAeTM Ha cajTy BojHoTexHuukor
rmacHuka, ctpaHuua NHgekcupawe yaconuca.

BojHoTexHuukn rnacHuk omoryhaBa u npumetyje Creative Commons (CC
BY) ogpenbe o aytopckum npaBuma. [letarbu 0 ayTOpPCKUM MpasvMa Mory ce BUAETU Ha
cajTy Yaconuca, cTpaHuua AyTopcka npaBa U NonMTMKa caMoapxuBupama.

PapoBu ce npepajy nyTem OHNajH cucTeMa 3a €ernekTpoHCcKo ypehuBawe ASEE-
STANT, koju je passuo LieHTap 3a eBanyauujy y obpasoBary 1 Hayum (LLEOH).

MpucTyn u pernctpaumja 3a cepBuC BpLUE Ce Ha cajTy www.vtg.mod.gov.rs, npeko
ctpanmue ASEESTANT unun CUMHOEKC, ogHOCHO ANPEKTHO Ha MUHKY

aseestant.ceon.rs/index.php/vtg.

[eTtarbHO ynyTCTBO O peructpauuju 1 npuvjaBuM 3a CepBUC Hamnasu ce Ha cajTy
www.vtg.mod.gov.rs, cTpaHuua YnyTtctBO 3a e-Yp: EnekTtpoHcko ypehuBawe —
ASEESTANT.

MoTpebHo je oa ce cBu ayTopu Koju NoAHOCE pykonuc 3a objaBrbmBame y BojHOTEXHNY-
KOM rnacHuky pernctpyjy y permctap ORCID (Open Researcher and Contributor ID), npema
yNyTCTBY Ha CTpaHuuy cajta Pernctpaumja 3a gobuvjare ORCID noeHtTndmkaumoHe wudpe.

BojHOTexHMYKM rnacHuK objaBrbyje YnaHke Ha CPrCKOM, €HrfecKoM, PYCKOM, He-
Ma4koM unu cppaHuyckom jeauky (arial, cpncka hupunuua unu cprcka naTtuHuiua, Benuyn-
Ha crosa 11 pt, npopea Single).

Moctynak npunpeme, nucaka W ypefuBamwa uynaHka Tpeba Aa Oyae y carmacHocTu
caWzjaBom o etuykom noctynawy (http://www.vtg.mod.gov.rs/izjava-o-etickom-
postupanju.html).

UnaHak Tpeba Aa cagpxun caxeTak ca KIbyYHWM peyuma, yBOA, paspagy, 3akiby-
Yak, nuTepaTypy 1 pe3nMe ca Kiby4HUM peyMma Ha eHrneckom jesuky (6es Hymepauwje
Hacnosa u nogHacnosa). Obum uynaHka Tpeba ga Gyae oko jegHor aytopckor Tabaka
(16 ctpanuua cdopmata A4 ca npopegom Single), a HajsuLle 24 cTpaHuLe.

UnaHak Tpeba Aa 6yae HanucaH Ha obpacuy 3a mucake 4YnaHKka, Koju ce y enek-
TPOHCKOj hopMM MOXe Npey3eTn ca cajtTa Ha cTpaHuum Obpasal 3a nucame YnaHka.

Hacnos

Hacnos Tpe6a ga ogpakaBa TeMy 4naHka. Y MHTepecy je yaconuca v aytopa ga ce
KOPWCTE peyn NpuknagHe 3a UHAEKCHpare U npeTpaxvBakbe. AKO TakBMX pevn Hema y
HacrnoBy, NOXeJsbHO je Aa ce npugoda v nogHacnos. Hacnos Tpeba aa 6yae npeeeaeH u
Ha eHrMecKn jesnk.

OBW HacnoBu UCMNNCYjy Ce Ucnpe caxeTka Ha ogrosapajyhem jesuky.
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Tekyhu HacnoB

Tekyhu HacnoB ce ucnucyje ca cTpaHe cBake CTpaHuLe YnaHka pagu nakwe vaeH-
Tudmkaumje, nocebHo konuja YnaHaka y enekTpoHckom obnuky. Cagpxu npesvme U MHU-
umjan MMeHa ayTopa (ako aytopa uma BuLle, NpeocTanu ce o3Hayaeajy ca et al.“ unn ,m
ap.“), Hacnose paga u Yaconuca u konauujy (roavHa, BOyMeH, CBeCka, NoveTHa U 3aBp-
WHa cTpaHuua). Hacnosu yaconuca v YnaHka mMory ce gatu y ckpaheHomM obnuky.

Ume ayTopa

Hasogm ce nyHo ume 1 npesume (CBMX) ayTopa. Beoma je noxersHo Aa ce HaBedy
n cpefrsa crnosa aytopa. MimeHa n npesvmeHa gomahux aytopa yBek ce UCNUCYjy y opu-
rMHanHoM obnuky (ca CprckUM OujakpUTUHKMM 3HaKOBMMA), HE3aBUCHO Of je3unka Ha Ko-
jeM je HanucaH pag.

HasuB yctaHoBe ayTopa (achmnujauuja)

HaBoau ce nyH (3BaHW4HU) Ha3MB M CeauvLUTe YCTAHOBE Y KOjoj je ayTop 3arnocreH,
a eBeHTyasnHo ¥ Ha3uB yCTaHOBE Y KOjoj je ayTop 06aBMo nCTpaxmsame. Y COXeHUM op-
raHvsaumjama HaBogu ce yKynHa xujepapxuja (Hnp. YHuBep3uTeT ogbpaHe y Beorpaay,
BojHa akapgemuja, Kategpa npupogHo-matematuykux Hayka). bap jegHa opranusauuja y
Xujepapxuju Mopa GuTK NpaBHO nuue. AKO ayTopa MMa BULUE, @ HEKUM MOTUYY U3 UCTe
ycTaHoBe, Mopa ce, N0CeOHMM 03HaKama Wnu Ha APYrn HauuH, HasHa4YMTK U3 Koje of Ha-
BeJeHMX YyCTaHOBa NOTUYE CBaKU of HaBedeHux aytopa. Adunujaumja ce ncnucyje Herno-
CpeaHOo HaKoH MMeHa ayTopa. PyHKUMja 1 3Bake ayTopa ce He HaBoae.

KoHTakT nogauu
Agpeca unu e-agpeca CBMX ayTopa Aaje ce Ha NpBOj CTPaHWULM YnaHKa.

KaTeropuja (Tvn) unaHka

Kateropusauuja unaHaka obaBe3sa je ypeoHuWwTBa u of nocebHe je BaxHocTu. Ka-
Teropujy YnaHka Mory npegnaratv peLeH3eHT 1 YnaHoBW YpPeaHWLITBA, OAHOCHO ypea-
HUUM pybpuka, anv oAroBOPHOCT 3a KaTeropmaaunjy CHOCKM UCKIbYYUBO MMaBHU ypeaHUK.

UnaHuu y yaconucuma ce pasBpcTaBajy y cnegehe kareropuje:

HayuyHu unaHum:

1. opyrmHanaH Hay4Hu pag (pag y KojemM ce usHoce NpeTxogHo HeobjaBrbuBaHu pe-
3ynTaTh CONCTBEHNX UCTPaXMBaHma HayYHUM METOAOM);

2. npernefHu pag (paa Koju cagpXu opuruHanaH, AeTarbaH U KpUTUYKU NprKas nc-
TpaxwuBaykor npobrnema vnu nogapyyja y kojem je aytop ocTBapuo ogpefeHn AonpuHoc,
BMOJBMB HA OCHOBY ayTouuTara);

3. KpaTKO UM NPeTxodHO caornwTerwe (OpUrMHanHW Hay4YHu pag nyHor dopmaTa,
anu mawer obuma nnm NpenUMMUHapHOr KapakTepay);

4. Hay4yHa KpWTWKa, OQHOCHO MornemMuka (pacnpaea Ha ogpefieHy HayyHy Temy, 3a-
CHOBaHa UCKIbY4YMBO Ha Hay4YHO] apryMmeHTaLuuju) n ocBpTu.

M3y3eTHo, y Hekum obnactvma, Hay4HW pad y 4aconucy Moxe umatn obnvk moHorpad-
CKe CTyauje, Kao 1 KpUTUYKOTr U3fara HayyHe rpafe (ucTtopujcko-apxmBcke, nekcmkorpadcke,
6rubnuorpadpcke, Npernega nogartaka u cn.) — 4oTag HenosHaTe UM HeJOBOMbHO MPUCTyNaY-
He 3a Hay4Ha UCTpaxuBaH:a.

PapoBsu knacudukoBaHu Kao Hay4HM Mopajy umaTtu 6ap ABe NO3NTUBHE peLieH3uje.

Ako ce y vYaconucy o6GjaBrbyjy ¥ NpUIo3n BaHHay4YHOr KapakTepa, Hay4yHW YnaHuu
TpeGa fa Gyay rpynucaHm 1 jacHoO U3ABOjeHU Y NPBOM Jeny CBeckKe.
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CTpyyHM unaHuym:

1. CTPYYHM pag (Npuior y KojeM ce Hyde UCKYCTBa KopucHa 3a yHanpehere npode-
CUOHarHe npakce, anuv Koja HICY HYyXKHO 3aCHOBaHa Ha Hay4HOM meTofay);

2. nHdopmaTMBHU NpUnor (YBOAHUK, KOMEHTap U1 c1.);

3. npukas (krbure, padyHapckor nporpama, cnyyaja, HayqHor gorafaja, n cn.).

Jesuk paga

Jesnk paga moxe GUTK CPMCKW, EHINECKN UNW APYrv je3nK Koju ce Kopuctu y mehy-
HapoAHOj KOMyHUKaLuuju y ogpefheHoj Hay4Hoj obnacTu (pycku, HeMadku unu ppaHLyckn).

TekcT Mopa BuTK jeandkn n CTUNCKU JoTepaH, cucTemaTnsoBaH, 6e3 ckpaheHuua
(ocum ctaHpgapaHux). Cee usnyke BenumuMHe mMopajy outun nspaxeHe y MefyHapoaHom
cuctemy MepHux jeamHuua — Sl. Pegocnen obpasaua (dopmyna) o3Hayasa ce pegHuM
6pojeBuma, ca gecHe CTpaHe y OKpyrivMMm 3arpagama.

CaxeTak (ancTpakT) u pesume

CaxeTak (ancTpakT) jecTe kpaTak MHOPMaTUBaH NpMKa3 cagpxaja YnaHka Koju un-
Taouy omoryhaBa ga 6p30 1 Ta4HO OLEHW HeroBy peneBaHTHOCT. Y MHTepecy je ypeaHu-
WTaBa 1 ayTopa da caxeTak cagpXu TepMUHE KOju Ce YeCTO KOpUCTe 3a MHAEKCUpaHEe 1
npeTpary 4naHaka. CactaBHu AenoBuM caxeTka Cy LUuib UCTpaxnBaka, MeToau, pesynTa-
TV 1 3akrbyyak. Caxertak Tpeba ga nma og 100 go 250 peun n Tpeba ga ce Hanasu nsme-
Ry 3arnaema (Hacnos, MMeHa ayTopa 1 Ap.) U KibYYHUX pPeyn, HaKOH KOjUX Crieam TeKCT
YnaHka. AKO je paj HamMcaH Ha CPrCKOM (PYyCKOM, HEMa4koM uin dpaHLyCKOM) je3nKy
MOXerbHO je Aa ce, NopeA caxeTka Ha CPrCKOM (PYyCKOM, HEMAYKOM UNK dpaHLyCKoM),
Aaje n caxeTak y NPOLUMPEHOM OBMMKY Ha E€HrMecKoM je3uky — Kao T3B. pe3umMe (sum-
mary). OBakaB pe3ume Tpeba fa Gyae Ha kpajy unaHka, HakoH oferbka JiutepaTtypa. Ba-
XHO je Aa pe3unme Byae y CTPYKTypupaHoMm 06Ky, a herosa ayuHa moxe 6utn go 1/10
OYXVHE YnaHka (ONWMpHWjK je o4 caXeTka ca noyeTka unaHka). MNoyeTak oBor pesmmea
MOXe BUTK NpeBefeHn caxeTak (Ca noyeTka YnaHka), a 3aTum Tpeba aa cnefe npesege-
HW FMaBHW HaCNOBW, MOOHACMOBM M OCHOBE 3aKkiby4ka YrnaHka (nuTepaTtypa ce He npeBo-
an). MotpebHo je Aa ce y CTPYKTYpUpaHOM pe3nmey npeseae v Aeo TeKcTa Ucrnog Hacrno-
Ba ¥ nogHacnosa, Boaehu pavyHa ga oH 6yge nponopunoHanaH HUXOBOj BENUYMHM, a
Aa ogpaxaBsa CylWTWHY. HakoH pe3umea Ha eHrfeckoM jesuky (MpoLUMpeHor caxeTka) 4o-
Aaje ce HEeroB NPeBOA Ha CPNckoMm, Aa 6u pedakumja n3spLuMna NpoBepy U NeKTypy.

KrbyuHe peun

KrbyyHe peun cy TepmuHuM unu dpase Koje agekBaTHO npeacTaBrbajy caapxaj
YnaHka 3a notpebe uHAeKcUpama 1 npeTpaxuearba. Tpeba nx gogersnsatun ocnamajyhu
ce Ha Heku mehyHapogHu n3Bop (NMOMUC, PEYHKK UMK Te3aypyc) Koju je Hajlumpe npuxea-
heH unu yHyTap gate Hay4He obnactu. 3a HNp. HayKy yonwiTe, TO je iMcTa Kiby4YHuX pe-
un Web of Science. Bpoj kibyyHux peun He moxe 6utn Behm og 10, a y mHTepecy je
ypeoHvLWTBa 1 ayTopa Aa y4ecTarnocT wuxoBe ynoTpebe 6yae wrto Beha. KrbyuHe peun
Oajy ce Ha je3nKy Ha KOjeM je HanMcaH YnaHak (CaXkeTak) U Ha EeHrMeckoM je3uky. Y unaH-
Ky Ce MULLY HenocpeaHO HAaKOH CaXkeTka, OQHOCHO HaKOH pesnmea.

Cnctem ASEESTANT y Ty cBpXxy kopucTu crneumjanny anatky KWASS: aytomatcko
eKkcTpaxoBame KIby4YHUX peyds U3 AUCUMnInHapHuX Tesaypyca/pedHuka no nsbopy u py-
TUHE 3a HMX0B 0gabup, Tj. NpuxsaTake OAHOCHO oAbauvBake Of CTpaHe ayTopa wu/unm
ypeaHuka.
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[AaTym npuxBaTama YnaHka

Jatym kaga je ypeOHWULITBO NPUMWIO YraHak, AaTyMm Kaja je ypeOHWLUTBO KOHa4YHO
NpyXxBaTUIo YnaHak 3a objaBrbmBarse, Kao 1 AaTymu kaga cy y MeflyBpeMeHy JocTaBIbe-
He eBeHTyarlHe UcnpaBKe pyKonvca HaBode Ce XPOHOSOLWKMM peaoCcefoM, Ha CTanHoOM
MeCTY, M0 NpaBuIy Ha Kpajy YnaHka.

3axBanHuua

Hasue 1 6poj npojekTa, OAHOCHO HA3MB Nporpama y OKBMPY Kojer je YnaHak HacTao,
Kao M Ha3uB MHCTUTYUMje Koja je pnHaHCupana npojekaTt unm nporpam, HaBoau ce y no-
cebHOj HaNnoMeHM Ha CTarnHoOM MecCTY, Mo NpaBuIy Npu AHY NpBEe CTPaHe YnaHka.

MpeTxoaHe Bep3uje papa

AKO je unaHak y NpeTXoAHOj Bep3nju 6o nsnoxeH Ha cKyny y Buay ycMeHor caon-
WwTera (Nog UCTUM WM CAMYHUM HacnoBOM), ModaTak o Tome Tpeba Aa Oyae HaBedeH y
nocebHOj HanomMeHu, Mo NpasBuny Npu AHy NpBe CcTpaHe unaHka. Pag koju je Beh obja-

BIbEH Y HEKOM Yaconucy He Moxe ce 06jaBuTi y BojHOTEXHWYKOM rmacHuKy (npelutamna-
TW), HU NOZ CMIUYHMM HACINOBOM U U3MEHEHOM OBIIUKY.

TaGenapHu u rpaduykn npukasm

MoxerbHO je Aa HacroBu CBUX MpuKasa, a no MoryhcTBy M TeKCTyanHu cagpxaj,
Oyay 4atv ABOje3NYHO, Ha je3nKy paga M Ha eHrMEeCKOM je3UKy.

Tabene ce nuLy Ha MUCTU HAYMH Kao M TEKCT, @ O3Ha4aBajy ce pegHum HpojeBuma
ca ropwe cTpaHe. PoTtorpaduje n LpTexmn Tpeba ga byay jacHu, npernegHy 1 NOrogHu 3a
penpoaykuujy. Liptexe Tpeba pagutn y nporpamy word unu corel. dotorpachmje n upte-
e Tpeba NoCTaBNTU Ha XKerbeHO MECTO Y TEKCTY.

3a cnvke n rpadnkoHe He CMe Ce KOPUCTUTM CHUMakK ca eKkpaHa padyHapa
nporpamMa 3a npukynrbake nogaraka. ¥ caMom TeKCTy YnaHka npenopy4yje ce ynotpeba
cnuka n rpadpmkoHa HenocpedHo U3 Mporpama 3a aHanuay nogaTaka (kao wTo cy Excel,
Matlab, Origin, SigmaPlot u gpyru).

HaBohemne (unTnpame) y TekcTy
HauymH nosvBana Ha M3BOpE Y OKBMPY YnaHka mopa 6uTtn jegHoobpasaH.

BojHOTEXHMYKN rNacHUK 3a pedepeHumparse (LMTuparwe u HaBofhekwe nutepartype)
npumetsyje XapBapacku cuctem pedepeHLmn, OAHOCHO XapBapAcku NPUPYYHUK 3a CTUM
(Harvard Referencing System, Harvard Style Manual). Y camom TekcTy, y 06U4HUM 3a-
rpagama, Ha MecTy Ha KOjeM ce BpLUM MO3uBake, OQHOCHO LMTUpake nutepaTtype Ha-
OpojaHe Ha Kpajy unaHka, obaBe3HO y 0OMYHOj 3arpagu HanucaTtu npesvMe LUuTupaHor
ayTopa, roavHy m3gawa nybnvkauuje n3 Koje umtmpaTe WU, eBeHTyarnHo, 6poj cTpaHuua.
Hnp. (Petrovi¢, 2012, pp.10-12).

[JeTarbHo ynyTCTBO O Ha4MHy LUMTUPaka, ca NpMMepumMa, 4aTo je Ha CTpaHuuu caj-
Ta YNyTCTBO 3a XapBapAcku Npupy4vHuk 3a ctun. MNoTpebHo je ga ce nosuBake Ha nuTe-
paTypy y TEKCTY ypaau y ckragy ca NoMeHYTUM ynyTCTBOM.

Cuctem ASEESTANT y cBpxy KOHTporne HaBohewa (uutupamwa) y TEKCTY KOPUCTU
cneunjanHy anatky CiteMatcher: oTkpuBawe U30CTaBIbEHWX LMTaTa y TEKCTY paja u y
nonucy pedepeHum.

HanomeHe (¢pycHoTe)
HanomeHe ce gajy npu gHy cTpaHe Ha KOjoj Ce Hamnasu TEeKCT Ha Koju ce OAHOCe.
Mory cagpxatu mMawe BaxHe AeTarbe, JOMNyHCKa objalltkera, Ha3Hake o KopuwheHum
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13BopvMa (Ha npumMep, Hay4Hoj rpafun, npypy4yHuLMMa), anu He mory 6uTn 3ameHa 3a Luu-
TUpaHy nuTepartypy.

Ilucra pecpepeHumn (nuTepartypa)

LintupaHa nutepatypa obyxsata, no npasuny, 6ubnuorpadcke m3sope (4naHke,
MoHorpadwmje 1 cn.) 1 Aaje ce UCKIbYYMBO Y 3acebHOM oferbKy YnaHka, y Buay nmicTe pe-
epeHumn. PedepeHLe ce He NpeBoae Ha je3nk paga v Habpajajy ce y nocebHOM oaerbky
Ha Kpajy unaHka.

BOjHOTEXHMYKM MMACHWK, Kao Ha4YuH MUcnuca nutepaTtype, Npumemyje XapsBapacku
cuctem pedepeHun, ofHOCHO XapBapAcku npupyyHuk 3a ctun (Harvard Referencing
System, Harvard Style Manual).

Jlntepatypa ce obaBe3HO nuile Ha NaTMHWYHOM NUCMy M Habpaja no abeuenHom
pepocneay, Hasogehu Hajnpe npesvmera aytopa, 6e3 Hymepauumje.

[eTarbHO ynyTCTBO O HauMHy nonuca pedepeHuM, ca npuMmepuma, AaTo je Ha
CTpaHMuM cajTa YnyTCcTBO 3a XapBapAcku NpupyqHUK 3a ctun. [NoTpebHo je ga ce nonuc
nuTepaType Ha Kpajy YnaHka ypagu y cknagy ca NnoMeHyTUM ynyTCTBOM.

HecTtangapgHo, HeNoTNyHO MW HedocnegHO HaBohewe nuTepatype y cuctemMmma
BpeaHoBawa 4aconmca cMmatpa ce 4OBOJbHUM pa3noromM 3a ocrnopaBale Hay4dHor ctaTy-
Ca Yyaconuca.

Cnctem ASEESTANT y cBpxy KOHTpOMe npaBuiHOr ucnuca nucte pedepeHumn Ko-
pucTtu cneumjanHy anatky RefFormatter: koHTpona obnuvkoBawa pedepeHun y cknagy ca
XapBapAckum NpupyYHUKOM 3a CTUI.

MponpaTtHo nucmo (camo 3a aytope u3 Peny6nuke Cpbuje un no nocebHom
3axTeBy ypeaHuka)

Mopen ynaHka gocTaerba ce NponpaTHO NMCMO Yy Kojem Tpeba ncrahu o Kojoj BpcTr
unaHka ce pagu, Koju cy rpaduyku npunosun (potorpacumje n LpPTEXN) OPUTMHATIHK, a KO-
jn nosajmrbeHu.

Y nponpaTHOM MUCMYy HaBoAe Ce U Nnofauu aytopa: MMe, cpeahe CIoBo, npesvme,
Y¥H, 3Bakbe, e-Maun, agpeca nocnogasua (BI1), kyhHa agpeca, TenedoH Ha pagHOM Me-
cTy n kyhHu (MoOGWNHW) TenedoH, pavyH n HasmeB GaHke, CO MecTa cTaHoBawa, Opoj
nnyHe kapte n JMB rpahaHa.

CBu pagoBu Noanexy CTPY4HOj peLeH3uju.

Cnuncak peueH3eHata BojHOTEXHMYKOr rnacHuka MOXe ce BUOETW Ha CTpaHuum
cajta Cnucak peueHseHaTa. [lpouec peueH3vpawa objawkeH je Ha cTpaHuum
cajTa PeLeH3eHTCKM nocTynak.

Appeca pepakuuje:

BojHOTEXHMYKM rNACHWK,

Bpahe Jyrosuha 19, [lom Bojcke Cpbuje,

11000 Beorpag.

E-mail: vojnotehnicki.glasnik@mod.gov.rs.
YpeaHuk
Mp Hebojwa Mahewa, gunn. nHx.
nebojsa.gacesa@mod.gov.rs

http://orcid.org/0000-0003-3217-6513
Ten.: BojHu 23-720 (011/3201-720),
011/3241-311, 064/8080-118
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NPUMALLUEHUE U UHCTPYKLIMA ONA ABTOPOB O NMOPAOKE NMOArOTOBKU
CTATbU

MHCTpyKuust Ans aBTOpOB O MopsiAke NMOArOTOBKU CTaTbM K ONyOnyMKOBaHUIO B XXyp-
Hane «BoeHHO-TeXHMYECKNIA BECTHUK» pa3paboTaHa B COOTBETCTBUM C AKTOM O pefaKTu-
pOBaHMU Hay4HbIX >XypHanoB MuWHWCTEPCTBa Hayku U TEXHONOrMYEecKoro passutusi Pe-
cny6nukn Cepbus, Ne 110-00-17/2009-01 ot 09.07.2009 r. NpumeHeHnem atoro AkTa, B
nepeyto odepefpb, 06ecne4ymBaeTCcs COBEPLUEHCTBOBAHME KayeCcTBa OTEHECTBEHHbIX XYyp-
HanoB 1 ux 6onee NONHOroO BKMIOYEHNS B MEXAYHapPOAHY0 cucteMy obmeHa Hay4YHOW WH-
dopmaumein. IHCTpyKUMS COOTBETCTBYET MexayHapoaHbiM cTaHgaptam I1SO 4, I1ISO 8,
ISO 18, ISO 215, ISO 214, ISO 18, ISO 690, ISO 690-2, ISO 999, ISO 5122 u cooTBeT-
CTBYIOLLMM OTEYECTBEHHBIM CTaHAApTaM.

BoeHHo-TexHMuYeckun BecTHuK (Vojnotehnicki glasnik / Military Technical Co-
urier), BTr.mo.ynp.cp6, www.vtg.mod.gov.rs/index-ru.html, ISSN 0042-8469 — neyaTtHoe -
nsaaHue, e-ISSN  2217-4753 -  online, UDK  623+355/359, aBnseTcs
MYNbTUANCUMMNMHAPHBIM  Hay4HbIM >KypHanom MuHucTepcTBa 060poHbI Pecnybnunkm
Cepbusi, KoTOpbIi NyGNMKyeT HayyHble W npodpeccuoHanbHble CcTaTbM, a Takke
TEXHUYECKYIO MH(OPMALIMIO O COBPEMEHHbIX CUCTEMAx BOOPYKEHUSI M COBPEMEHHbIX
BOEHHbIX TexHororusx. XXypHan cnegut 3a eOuHOW MEXBOWCKOBOW TeXHWYEeCKOW
NOAAEPXKKOW BOOPYKEHHbLIX CUIT, OCHOBAHHOW Ha MPWHLMNAX CUCTEMHOW NOTUCTUKMK, 3a
NPVKNagHbiMM U MHHOBALMOHHBIMW Hay4YHbIMW UCCIefoBaHUsIMW, B TOM 4ucne, B
obnacTtu nponsBoacTBa BOEHHOrO 000pPYAOBaHMSA M CPEACTB BOOPYXKEHUS], U 3a NPOYUMMU
TEOPETMYECKMMUM U MPaKTUYECKMMU  OOCTWIKEHMSIMKU,  KOTOpble  CMOCOOCTBYHOT
npogeccroHanbLHOMYy COBEPLUEHCTBOBaHMIO NpeacTaBuTene cepbckoro, perMoHansHoro
M MeXZyHapodHOro  akagemuyeckoro coobuiecTtBa, W OCOGEHHO  cryKalux
MuHunctepcTBa O6opoHbl U BoopyxeHHbix cun Pecnybnvku Cepbus.

MwuHucTepcTBO 06pa3oBaHMs, HaykM U TexHonormyeckoro passutms Pecnyonuvkn Cep-
Ous, cornacHo peLleHuto no cT. 27 abs3au 1, NyHKT 4 1 Mo NonNy4YeHHOMY TOFKOBaHUIO CT. 25
ab3al 1 nyHKT 5 3akoHa 0 Hay4HO-UccregoBaTenbekon aeaTensHocTU (,CnyXO6eHu rmacHuK
PC", Ne 110/05, ytBepxawmrno kateropusauuio BoeHHo-TexHn4eckoro BectHuka 3a 2014 roa;:

Kateropuu B 06rnacTtv TEXHOMOrMYECKoro pa3suTus:

— O6nactb MaTepuanoB U XMMUYECKOW TeXHOSOTUM:
BEAYLLMIA HAaYYHbIV XXypHan HaluMoHansHoro aHaveHus (M51),

— O6nacTb 3NeKTPOHMUKU, TeNIeKOMMYHUKaLMA U MHPOPMALIMOHHbIX TEXHOJO-
MW Hay4HbIN XXypHaN HaUMOHanbLHOro 3HadyeHnsi (M52),

— O6nactTb MeXaHUKM:

HayYHbIV XXypHan HauMoHanbHoro 3HaveHuns (M52).

KaTeropun B 06nactn 0OCHOBHbIX UCCNeAOBaHWIA:

— O6nacTb MaTeMaTuKa, KOMNbIOTEPHbIE HAayKN, TEXHUYECKUE HaYKW:

Hay4HbIV XXypHan HaunoHanbHoro 3HavyeHusa (M52).

MHdopmaumio oTHocutensHo kateropmsaumm 3a 2013 rog MOXHO NOCMOTPETHL Ha
CcTpaHuue canta BoeHHO-TexXHNYeckoro BeCTHVKa KaTteropmaaumsa BeCTHUKA.

Bonee nogpobHyto nHdopMaLmio MOXHO NpoynTaTe Ha cante MuHucTepctea obpa-
30BaHWs, Haykun N TexHonornyeckoro passutusa Pecnybnmkm Cepbus.

MHdopmaumio o kateropmsaumm MoxHoO nocmotpeTb U Ha cante KOBCOH-a (Kon-
copunym bubnunotek Pecnybnukm Cepbusa no Bonpocam o6beanHeHns 3aKkynok).

KaTteropusaumsa BecTHuka npoBefeHa cornacHo [lonoxeHnio o nopsiake m cnocobe

KaTeropvsauum Hay4HO-MCCriefoBaTeNbCkMxX pesynbTaTos, yTBEpXAeHHOMY HaumoHanbHbIM
KOMWUTETOM MO Hayke 1 TexHonorusim (Cnyx6enn rmacHuk PC, Ne 38/2008).
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B cooTBeTCTBMM C BbiweyKka3aHHbIM [lonoxeHnem n Tabnmykon ¢ nokasatensiMmu
Knaccudpmkauum 1 KateropyMsauum MHOMBUAYaANbHbIX HAaYYHO-UCCHEeLoBaTENbCKUX pe-
3ynbTaToB (ABNSIOLWENCAS HeoTbemnemon uvactbio [lonoxenusi), pabota, onyGnuko-
BaHHas B BOEHHO-TEXHWYECKOM BECTHUKE, OLIEHMBAETCs Creaytolmm crocobom: 2 6anna
(kateropusa M51) n 1,5 6annos (kateropusa M52).

XKypHan cootsetcTByeT crtaHgaptam Cepbekoro umtatHoro uHgekca — SCindeks
(ba3a OaHHbIX OTEYECTBEHHbIX Hay4HbIX >XypHanoB), a Takke Poccuinckoro unHaekca
Hay4Horo umtupoBaHusa (PUHL). XypHan nocTosiHHO oueHMBaeTcss (MOHWUTOPWHE) B
3aBMCUMOCTM OT YNCIIEHHOIO MoKa3aTens BaXKHOCTM HAay4YHOro XXypHana B caMmux 6asax, B
T.4. ONOCPEAOBaAHHO B MEXAYHapOAHbIX LMTaTHbIX nHaekcax (Thompson Reuters).

C vHdopmaLueit 06 MHAEKCMPOBAHUM MOXHO O3HaKOMUTHLCSI Ha CTpaHuue cainTta
XypHana «/HoekcupoBaHue BECTHUKAY.

«BoeHHo-TexHU4Yeckui BECTHUK» obecneuynBaeT yuTaTensm BO3MO-
XKHOCTb OTKPbITOTO [OCTyMa, B COOTBETCTBMM C MOMOXEHMAMU 0O aBTOpcKuMX npa-
Bax, yTBepxaeHHbIMK Creative Commons (CC BY). C UHCTpyKLUuen 06 aBTOPCKUX npaBax
MOXHO 03HaKOMWUTLCS Ha CTpaHule ABTOpPCKUe NMpaBa U NoNIMTUKa camoapxuBupoBa-
HUA, Nnepenas no ceolnke http://www.vtg.mod.gov.rs/index-ru.html.

Pa6otbl npepctaBngaTcsa nytem online cuctemMon e-Yp: OneKkTpoHHoe wsaa-
TensctBo ASEESTANT, 3anyweHHoe LieHTpom noaaepkuBatoLLmMm passuTue obpasoBaHus
1 Haykm (LLEOH).

lMpaBa poctyna u peructpaums B cucTeme OMOPMNAITCA N0 agpecy
http://www.vtg.mod.gov.rs/index-ru.html, yepes ctpanuuy «ASEESTANT» nnmn «CUWNH-
IOEKC» (aseestant.ceon.rs/index.php/vtg).

C VHCTpYyKUMen no perucTpaumm n npaBy 4OCTYNa MOXHO O3HAKOMUTBCH NO agpecy
http://www.vtg.mod.gov.rs/index-ru.html, Ha cTpaHuue «NHCTpyKUMA No e-Yp: SneKTpoH-
Hoe uagatensctBo ASEESTANT».

Bce aBTOpbI, NPeAoCTaBnSAoLLME CBOU PYKOMCKU Ha NyGnvKaLmio B pedakumio XXypHana
«BOEHHO-TEXHNYECKNIA BECTHUKY» LOMKHbI NpoiTh peructpaumio B peectpe ORCID (Open
Researcher and Contributor ID), B COOTBETCTBUM C WHCTPYKUMEW HaA CTpaHuue cau-
Ta Peructpaums B peectpe ORCID ans npuceoeHust naeHTUOUKaLMOHHOIO Koaa.

BOEHHO-TEXHWUYECKNIA BECTHMK BbINyckaeT cTaTby Ha cepbCKOM, PYCCKOM, aHrmuii-
CKOM, HEMELIKOM Mnun cppaHLy3ckom Asbikax (Arial, wpudT 11 pt, npoben Single).

lMpouecc NoaroToBkK, HAaNMCaHWSA U PEAAKTUPOBAHMWS CTaTbi AOIMKEH OCYLLECTBNATHCA
B COOTBETCTBUM C NpMHLMNaMn dtuyeckoro kogekca (http://www.vtg.mod.gov.rs/etichyeskiy-
kodyeks.html).

CraTtba JomkHa cogepXaTb CIOKET C KIoYeBbIMY CrioBaMu, BBeAeHWe, pa3paboTky,
BbIBO/bI, CMNCOK MCMOMNb30BaHHOW NMTepaTypbl U pe3toMe C KIHoUYeBbIMM CMOBaMK Ha aH-
rIMnckoMm si3blke (6e3 Hymepauum 3aronoBKOB U NoA3aronoBkoB). ObbeM cTaTbu He 4on-
XXeH npeBblWwaTh oAunH aBTopckui nuct (16 ctpanuy dopmarta A4 ¢ npobenom Single).

CraTtba gomkHa OblTb HanMcaHa Ha obpasue HanucaHus cTaTbu, KOTOPbIN MOXHO
ckavaTtb Ha cTpaHuue canTa «[1paBuna n obpaseL, cocTaBneHns ctatbm».

3aronoBok

3aronoBok AOMKeH oTpaxaTb TeMmy crtaTbu. MIHTepechl xypHana u aBTopa COCTOSIT
B MCMOMb30BaHMN CroB, YAOOHbIX ANs nHAeKkcaumm n noucka. Ecnu takme cnosa He co-
[AepXaHbl B 3arofioBke, TO xenaTenbHo 4o0aBUTb U No43aronoBoK. 3aronoBoK AOMMKeH O-
bITb MepeBEeAEH Ha aHrMUNCKUIN A3bIK. OTW 3aronoBKW NULLYTCH nepen CloXKeTammn Ha Coo-
TBETCTBYIOLLIEM HA3bIKE.
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Tekywum 3aronoBoK

TeKyLMIn 3arofloBOK MULLIETCS B TUTYNE KaXXAOW CTPaHWLbl CTaTbM C LENbo ynpo-
LeHns naeHTnduKaumMm, B NepPBO oYepean KOMuIn ctaTben B 3MekTpoHHoM Buae. Co-
nepxut B cebe hamunuio 1 nHMumMan uMeHn asTopa (B cryyYae ecrnv aBTOPOB HECKOMbLKO,
ocTanbHble 0603HavatoTcs ¢ «et al.» unu «u gp.»), 3aronoskn paboTbl 1 XypHana (rog, -
o6bem, TeTpadb, Ha4YanbHas 1 3aknioYUTENbHAs CTpaHMua). 3aronoBKM XXypHana 1 cTaTbu
MOTYT NPVBOAMTLCS B COKPALLEHHOM BUAE.

®PUO aBTOpa

MpuBogdaTca nonHas damunns n nonHoe ums (Bcex) aBTopoB. O4veHb xenaTensHo,
4yT06bI GbINKN NpUBEAEHbI N cpeaHne GykBbl aBTOPOB. PamMUIMA N UMS OTEHECTBEHHbIX
aBTOPOB BCerga MnuLIyTCcs B OpUrMHanbHOM Buae (C cepbckumn AMakpuTM4eCcKUMy 3Haka-
MW), HE3aBNCMMO OT A3blKa, Ha KOTOPOM paboTa HanucaHa.

HanmeHoBaHue yupexaeHusa aBTopa (addunmauus)

MpuBognTcs nonHoe (oduumanbHOe) HauMeHOBaHME U MECTOHAXOXOEeHME YUYpex-
[OeHusl, B KOTOPOM paboTaeT aBTOp, a TakKe HaUMEHOBaHWE y4pexaeHusl, B KOTOPOM
aBToOp MpoBen uccregoBaHve. B criydae CnoXHbIX opraHusauui npveoguTca obias
nepapxmsa (Hanp. YHuBepcuteT obopoHsl B . benrpage, BoeHHas akagemus, Kacdegpa
BOEHHbIX 3NEKTPOHHBIX cuctem). o kpaiHen mepe, OAHa U3 3TUX OpraHu3auui B nepap-
XMW JOIMKHa MMETb CTaTyC puanydeckoro nuua. B cnyyae ecnu aBTopoB HECKOSBKO, U -
ecnu HekoTopble paboTalT B OOAHOM YYPEXAEHUW, HY>XHO OTAENbHbIMU 0003HaYeHNAMU
VAN KakuM-HWOyAb ApyrMM crnocobom ykasaTb B KakOM W3 MPUBEAEHHbIX YyUYpexaeHWn
paboTaeT Kaxabli U3 NpuBeAeHHbIX aBTopoB. Addununaumsa nuweTtcs HenocpeacTBEHHO
nocne ®N0 aBTopa. [JoMmKHOCTb U KBanudmKkaLms no 06pa3oBaHWI0 HE YKa3biBaKOTCS.

KoHTakTHble AaHHble
MMoyToBLI agpec W/vnu ANEeKTPOHHBIN agpec aBTOPOB YyKa3blBalOTCS Ha NepBOM
CTpaHuLpbl CTaTbW.

Kareropus (Tun) ctratbu

KaTteropusauusa ctatbein sBnsetca 06583aHHOCTbIO pedakuum n umeet ocoboe 3Ha-
YeHue. KaTeropuio ctatbn MOryT npeanaratb peueH3eHTbl U YneHbl pejakumm, T.e. pe-
AakTopbl pyOpuWK, HO OTBETCTBEHHOCTb 3a KaTeropmsauuio HeceT UCKIIOYUTENbHO rnaBs-
HbIn peaakTop. CTaTby B XypHanax pacnpeaensioTcs no creayoLwmM KaTeropnsam:

HayuHble cTaTtbu:

1. opurmHaneHas Hay4yHas paboTa (paboTa, B KOTOPOW NPMBOASITCS PaHbLUE Heony-
6nukoBaHHble pe3ynbTaTbl COOCTBEHHbIX UCCIIEA0BaHNIA HayYHbIM METOA0M);

2. HarnsigHasa pabota (paboTa, cogepxallas opurMHanbHblv, AeTanbHbIN U KPUTK-
Yeckuin 0630p mMccnedoBaTenbCKkon nNpobnembl M o6nacT, B KOTOPbIA aBTOpP BHEC
onpeferneHHbI BKNag, BUAUMBIA Ha OCHOBE aBToumTar);

3. KpaTKaa unu npegsapuTensHas MHgopmaumnsa (opurMHanbHas HayyHas paboTa
NonHoro popmara, HoO MeHbLUEro o6beMa Unu nmetoLLasn nNpeaBapuTeNbHbIA XapakTep);

4. Hay4yHas KpUTUKa, T.e. Nonemuvka (AUCKYCCUs Ha ONpeaerieHHYI0 HayyHYo Temy,
060CHOBaHHas UCKIIOYMTENBHO Ha Hay4YHOWN aprymeHTaumn) u 6ernsle 0630pbl.

OpHako, B HeKOTOpbIX 06nacTax HayvyHas paboTa B KypHane MoxeT uMeTb hopMy
MOHOrpadMyecKkon CTyamu, a TaKkke KpMTUYECKOro U3daHnsa Hay4yHoro matepwana (McTo-
pYIKO-apXMBHOrO, Nnekcukorpaduyeckoro, Gubnmorpaduyeckoro, ob3opa AaHHbIX U T.M.) —
[0 Tex nop HeM3BeCTHOro MW HeJOCTaTOMHO AOCTYMHOrO Af1s1 HAay4YHbIX UCCeL0BaHuN.
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Pa6oTbl, knaccupuumpoBaHHble B KA4eCTBE Hay4YHbIX, AOMKHbI UMETb, MO MEHbLUEN Me-
pe, OABe NOMOXUTENbHbIE PELEH3NN.

B cny4yae ecnn B XypHane obbaABnATCA U NpUNoOXeHna, He nmveruimne Hay‘-leIVl
XapakTep, Hay4Hble CTaTbn OOJDKHbI ObITb crpynnmpoBaHbl U YETKO BblAesieHbl B nepBoﬁ
4YacTu TeTpaan.

lMpodheccroHanbHble cTaTbi:

1. npodeccuroHanbHas paboTa (NPUNOXeEHWUsi, B KOTOPbIX MpeafiaratloTcs onbiThl,
nonesHble Ans COBEPLUEHCTBOBAHUS NPOEeCCUOHANBHOM NPaKTUKK, HO KOTOPbIE HE JOIK-
Hbl B 06s13aTeNbHOM nopsiake ObITb 060CHOBAHbLI HAa HAY4YHOM MeToae);

2. VHhopMaTMBHOE NpunoxeHue (NepeioBasi CTaTbsl, KOMMEHTAPWIA U T.1M.);
3. peLeH3ust (KHUM, KOMMbIOTEPHOM NPOrpaMMbl, Cryyasl, Hay4HOro coBbITUS U T.1.).

A3blk paboTbl

PaboTta moxeT ObITb HanMcaHa Ha cepbCKOM, aHrMMNCKOM UNN APYrom si3bike, Uc-
Nonb3yemMoM B MeXAyHapOAHOW KOMMYHMKaLMKN B onpedeneHHon Hay4yHown obnactu (pyc-
CKMI, HEMELIKUI nnn dopaHLly3CKuit).

TekcT fomkeH OblTb B NMHIBUCTUYECKOM U CTUIUCTUHECKOM CMbICNE YNOPSA0YEH,
cucTemaTtunavpoBaH, 6e3 cokpalleHuii (3a UCKMNoYeHnemM ctaHaapTHbIX). Bee dusnyeckne
Benn4nHbl OOIMKHbI COOTBETCTBOBATb Me>|<,quapo,qH017| cuctemMe eguHUL, U3MepeHna —
CW. OyepepHocTb opmyn ob6o3HavaeTcsi NOPSAKOBLIMU HOMEPaMK, C MPaBON CTOPOHLI
B KPYrIbIX CKOBKax.

CroxeT (abcTpakT) u pestome

CioxeT (abcTpakT) sBnseTcs KpaTkuM MHGOPMaTUBHLIM 0030pOM coaepXaHus CT-
aTbu, obecneynBaoLLMM YUTATENH OLICTPO M TOYHO OLIEEHUTL Er0 PENEBaHTHOCTL. B MHT-
epecax pefakumv 1 aBTOpOB, YTOOLI CHOXKET cofepkarn TEPMUHbI, YacTO MCMONb3yeMble
ONst MHOEKCUPOBaHUS 1 noucka ctatberl. COCTaBHbIMM YaCTSAMU CHOXKETa SIBNSTCS Lenb
nccnenoBaHus, MeTodbl U 3akntodeHue. B cioxete gomkHo 6biTe oT 100 go 250 cnos, n
OOMKEH HaxoauTcs mexay Tutynamu (3aronosok, PO aBTOpoB M Ap.) U KMOYEBLIMA
croBamMu, 3a KOTOPbIMU criedyeT TekCT ctatbu. Ecnu paboTta HanucaHa Ha cepbckom
(pycckom, HemMeLKOM unn cppaHLy3cKoM) si3biKe, XenaTernbHO, YToObl KpoMe CcroxeTa Ha
cepbckom (pycckom, HEMELKOM unu dpaHLy3ckoM) Obinl NpefocTaBneH U CHOXKET B p-
acCLUMPEHHOM BUAE Ha aHrmMMACKOM si3blke — B Ka4yecTBe T.H. pe3toMe (summary). Takoi
pes3loMe JOMKEH HaxoAWUTLCA B KOHLUE cTaTbM, nocne pasgena flutepatypa. BaxHo, YT-
06bl pe3tome BbINo B CTPYKTYPUPOBaAHHOM BUAE, U €ro AnuHa MOXET coctasnsTte Ao 1/10 a-
TNHbI cTaTby (OHO Bornee 0BLIMPHO, Yem CIOXET 13 Havana craTtbu). Hayanom gaHHoro pesto-
Me MOXET ObITb NepeBedeHHbIN CIOXKET (M3 Hayana ctaTbM), a 3aTeM AOIMKHbI CriegoBaThb
nepeBefeHHbIE TMaBHbIe 3arofioBKW, MOA3ArofioBKM M OCHOBbI 3aKIIOYEHMSA CTaTbu (Nu-
TepaTypa He nepeBoauTCcH). B CTpyKTypupOBaHHOM pe3ioMe HYXXHO NnepeBecT 4acTb
TeKcTa Mo 3arofloBKOM U 3arofloBKOM, NPMHUMAasi BO BHUMaHWe, YTobbl oHa Gbina npo-
nopumoHanbHa Ux pa3Mepy 1 B TO e BPEMS OTpaxana CyTb.

KnioyeBble cnoBa

KnioueBbIMM crioBamMmn ABNSAOTCA TEPMWMHbI MW dopasbl, agekBaTHO MpeacTa-
BMSIOLLME COAEpXKaHune cTaTbn, Heobxoanmoe Ans MHAeKCcMpoBaHusa 1 noucka. x Hago
npuCyxaaTb, ONMPasiCb NP 3TOM Ha KakoW-TO MeXAyHapOoAHbIA UCTOYHUK (perncTp, cro-
Bapb, Te3aypyc), Hambornee npuemnemMbln BHYTPU AAHHOW HayyHoW obnactu. Yucno k-
MOYeBbIX CMOB He MOXeT npesbiwaTh 10, a B MHTepecax peaakumm n aBTopos, YTOObI UX
YyacToTa 6bina Kak MoxHo 6onblie. KnoyeBble cnoBa JaloTcs Ha A3bIKe, HA KOTOPOM H-
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anuncaHa cTtatbs (CIOXKET), U Ha aHrmMNUCKOM f43blke. B cTatbe OHM nuMwWyTCA Hemno-
CpeaCTBEHHO Nocre CIoXeTa, T.e. Nocne pestome.

Mporpamma ASSESTANT npenoctaBnsieT BO3MOXHOCTb MCMOMb30BaHNUsSI cepBuca
KWASS: aBToMaTnyeckoe OUKCUPOBaHUE KIIOYEBLIX CIIOB M3 UCTOYHMKOB/CoBapew no
BbIOOpY, T.€., KOTOpble aBTOp/pedakTop BOCMPUHUMAET UMK HET.

[aTta nony4yeHus ctatbun

[aTa, Korga pefdakuusi nonyyuna craTtbio, AaTta, Korga pedakuusi OKOHYaTemnbHO
npuHAna ctaTbio Ana onybnukoBaHUs, a Takke AaThbl, Korga 3a UCTEKLUWUA nepuog obinu
npefocTaBneHbl 3BEHTyalnbHble WCMPaBMNeHUs PYKOMUCK, MPUBOASATCA B XPOHOIO-
r’MYeckoM MopsiAKe, Ha NOCTOSIHHOM MecCTe, KaK MpaBuIio, B KOHLE CTaTbM.

BbipaxeHue 6narogapHocTH

HavmeHoBaHMe M HOMEp NpOeKTa, T.e. Ha3BaHWe NpPorpammbl, B KOTOPOW CTaTbs
BO3HVKMA, KaKk 1 HAUMEHOBaHWe y4peXaeHusi, KoTopoe (hMHAHCUPOBAIOo NPOEKT UK MPo-
rpaMmy, NpuBOASITCA B OTAENbHOM MPUMEYaHWM Ha MOCTOSHHOM MecTe, Kak MpaBuno,
BHW3Y NEepBON CTpaHWULbl CTaTbU.

MNpeabigywme Bepcumn paboThbi

B cnyyae ecnu ctatbs B npeabiaylien Bepcun Gbina nanoxeHa B YCTHOM obpalie-
HWUW (NOA, OOVHAKOBLIM UITN NMOXOXUM Ha3BaHWeM), cBefeHne 06 3ToM JOMKHO ObITb yKa-
3aHO B OTAENbHOM MpUMEYaHUN, Kak NPaBuio, BHU3Y NEPBON CTpaHuLbl cTaTbu. PaboTa,
KOTOpas yxke onybnvkoBaHa B HEKOTOPOM M3 XXypHarioB, He MOXeT ObiTb onybnvkoBaHa B
BoeHHO-TeXHUYECKOM BeCTHMKa (MepenedartaHa), HU nog MNOXOXWM Ha3BaHWEM, HU -
U3MEHEeHHOM Buae.

Ta6bnu4yHoe 1 rpadmuyeckoe npeacraBrieHne

XenatenbHo, 4Tobbl Ha3BaHMSA BCEX NPeACTaBreHUN (Mo BO3MOXHOCTU U TeKcTya-
nbHOE cofepxaHue) bblny npeacTaBneHbl Ha ABYX A3blkax (Ha A3blke paboTbl U Ha aH-
ravnckom). Tabnuubl NULWYTCA TakuM ke crnocobom Kak U TeKCT M obosHayarTcs no-
PSIOKOBLIMU HOMEpaMmn C BEPXHeN CTOPOHbl. PoTorpadum U pUCYHKU AOIMKHbI ObiTb MO-
HSITHbI, HarMsAA4Hbl U yaooOHble AN penpogykumn. PucyHkM Hago genatb B nporpammax
Word nnu corel. ®oTtorpacdumn 1 pucyHkn Hago NocTaBuTb Ha ernaemoe MecTo B TeKCTe.

Ona cosgaHusa m3obpaxeHuin M rpaduKoB UCMOMb30BaHWE (PYHKLUUU CHUMKA C
3KpaHa (CKpuHLIOTa) He Jonyckaetcs. B camMoM TekcTe cTaTbu peKkoMeHayeTcs
npuMeHeHne usobpaxeHui u rpacuko, obpaboTaHHbIX TakMMW NporpammMamu, Kak:
Excel, Matlab, Origin, SigmaPlot u np.

CcbInku (ULMTUPOBaHME) B TEKCTe
OdhopmrieHre CCbINMOK Ha MCTOYHUKM B pamKkax CTaTbM AOIMKHO ObiTb ogHOOGpa-
3HbIM.

BoeHHO-TeXHWYeCKniA BECTHUK Ans 0popMIeHNs CCbINOK, UUTaT U Cnmcka UCnosb-
30BaHHOW nuTepaTypbl Monb3yeTcs rapsapackon cuctemon (Harvard Referencing
System, Harvard Style Manual). B TekcTe B ckobkax npuBoguTcsa haMmunms ULMTMpyemMoro
aBTopa (Unu damunusa NepBoro aBTopa, €Criv aBTOPOB HECKOSbKO), rod M3gaHus u no
HeobxogumocTn Homep cTpaHuubl. Hanpumep: (Metposuy, 2010., nn. 10-20). PekomeH-
Aauum o cnocobe LMTMPOBaHMA pasMelleHbl Ha cTpaHuue canta «HCTpyKums no menon-
b30BaHWo "apsapackoro cTunsy». MNpn oPopMIIEHNN CCbINOK, LMTaT KU CrMcka NcnonbL3osa-
HHOW NuTepaTypbl HEOOXOAMMO NPUAEPXKNBATECH YCTAHOBIIEHHBIX HOPM.

Mporpamma ASEESTANT npegoctaBnsieT npy LMTUPOBaHMN BO3MOXHOCTb MCMOSb30Ba-
Hua cepsuca CiteMatcher: dukcmpoBaHme nponyLLeHHbIX LyTaT B paboTe 1 Crivicke nuteparypsl.
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MpumeyaHus (cHoCKuM)

MprMeyaHus ykasbliBaloTCH BHWU3Y CTPaHULbl, HA KOTOPOW Haxo4MTCs TEKCT, K KOTo-
pbIM OHM OTHOCATCA. MOryT cogepxaTb MeHee BaXHble AeTanu, AONoNHUTeNbHble 06bs-
CHeHwusl, ykaszaHus 06 MCMoNb30BaHHbIX UCTOYHMKAX (Hamp. Hay4HOM MaTtepuarne, crnpa-
BOYHMKaX), HO He MOryT OblTb 3aMeHON ANs LMTUPOBaHHOW NTepaTypbl.

INuct pedbepeHunn (nutepartypa)

LinTnpoBaHHOM NnTEpaTypor OXBayeHbl, Kak npasuro, bubnuorpaduyeckme NcTou-
HWKK (cTaTby, MOHOrpadumM 1 T.N.) N OHa NPEACTaBNSAETCA UCKIIOYUTENBHO B OTAEIbHOM
pasgene ctatbun, B Buge nucra pedepeHunii. PedepeHunn He nepeBogaTcs Ha A3bIK
paboThl.

BoOeHHO-TeXHNYeCKnin BECTHWK ANs 0POPMIIEHNSA CNUCKA UCMOMbL30BaHHON nuTepa-
Typbl NpUMeHsieT rapBapackyto cuctemy (Harvard Style Manual). B cnucke nutepatypsl
WCTOYHMKM JaloTcs B andaBnTHOM MOPSAKE aBTOPOB MU pedakTopoB. PekomeHgauum o
crnocobe LUTMPOBaHMA pa3MeLleHbl Ha CTpaHuue canTta «WHCTpyKuMs no UCnonb3o-
BaHuo Mapsapackoro ctunga». MNpu odopmneHun cnucka MCnonb3oBaHHOW NuUTepaTypbl
HeobXxoAnMO NpMAEpPKMBaTLCA YCTAaHOBNEHHbBIX HOPM.

Mporpamma ASEESTANT npu ocdopmneHun cnucka nutepaTtypbl npegoctaBnseT
BO3MOXHOCTb Mcnonb3oBaHus cepeuca RefFormatter: koHTponb odopmnenns cnucka
nMTepaTypbl B COOTBETCTBMM CO CTaHAapTamu FapBapackoro ctunsi.

HecraHpgapTHoe, HenonHoe W HenocrnegoBaTeflbHOe MpuWBeAeHue NuTepaTypbl B
cucTemMax OLEHKM XypHana cyuTaeTcsl AOCTaTOYHOM MPUYMHOW AN OcnapuBaHus Ha-
YYHOrO cTaTyca XypHana.

Bce pa601'b| noanexart cneu. peueH3npoBaHUIO.

Cnncok peueH3eHTOB BOEHHO-TEXHMYECKOro BEeCTHMKA MOXHO MOCMOTPETb Ha
cTpaHuue canta Cnucok peLieH3eHToB. Mpouecc peLeH3npoBaHnsa OnNncaH Ha cTpaHuue
canTta NpaBuna peLeH3npoBaHus.

MouToBbIV agpec pegakuun:
«BojHOTEXHUYKM rNACHUKY,
11000 Beorpap, Yn. bpahe Jyrosuha 19
E-mail:vojnotehnicki.glasnik@mod.gov.rs.
PEOAKTOP
KaHgmpat TexHudecknx Hayk Hebolwa Nayewa
nebojsa.gacesa@mod.gov.rs
http://orcid.org/0000-0003-3217-6513
Ten: +381 11 3241 311, +381 64 80 80 118
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CALL FOR PAPERS AND ARTICLE FORMATTING INSTRUCTIONS

The instructions to authors about the article preparation for publication in the Mili-
tary Technical Courier are based on the Act on scientific journal editing of the Ministry of
Science and Technological Development of the Republic of Serbia, No 110-00-17/2009-
01 of 9" July 2009. This Act aims at improving the quality of national journals and raising
the level of their compliance with the international system of scientific information exchan-
ge. It is based on international standards ISO 4, ISO 8, ISO 18, ISO 215, ISO 214, ISO
18, 1ISO 690, ISO 690-2, ISO 999 and ISO 5122 and their national equivalents.

The Military Technical Courier / Vojnotehnicki glasnik (www.vtg.mod.gov.rs/index-e.html,
BTr.MO.ynp.cp6, ISSN 0042-8469 — print issue, e-ISSN 2217-4753 — online, UDC
623+355/359) is a multidisciplinary scientific journal of the Ministry of Defence of the
Republic of Serbia. It publishes scientific and professional papers as well as technical
data on modern weapon systems and military technologies. The journal covers inter-
service technical support to the Army on the principle of logistic system support;
fundamental, applied and development research; production and use of weapons and
military equipment as well as other theoretical and practical achievements leading to
professional development of all members of Serbian, regional and international academic
communities, members of the Ministry of Defence and the Army of Serbia in particular.

Pursuant to the decision given in Article 27, paragraph 1, point 4, and in accordance
with the acquired opinion given in Article 25, paragraph 1, point 5 of the Act on Scientific
and Research Activities (Official Gazette of the Republic of Serbia, No 110/05, 50/06-cor
and 18/10), the Ministry of Education, Science and Technological Development of the
Republic of Serbia classified the Military Technlcal Courier for the year 2014

in the field technological development:

- on the list of periodicals for materials and chemical technology,

category: leading scientific periodical of national interest (M51),

—on the list of periodicals for electronics, telecommunications and IT,

category: scientific periodical of national interest (M52),

- on the list of periodicals for mechanical engineering,

category: scientific periodical of national interest (M52),

in the field fundamental research:

— on the list of periodicals for mathematics, computer sciences and mechanics,

category: scientific periodical of national interest (M52).

The approved lists of national periodicals for the year 2013 can be viewed on the
website of the Military Technical Courier, page Journal categorization.

More detailed information can be found on the website of the Ministry of Education,
Science and Technological Development of the Republic of Serbia.

The information on the categorization can be also found on the website of KOBSON
(Consortium of Libraries of Serbia for Unified Acquisition).

The periodical is categorized in compliance with the Regulations on the procedure
and method of evaluation and quantitative formulation of scientific and research results of
researchers, stipulated by the National Council for Scientific and Technological Develop-
ment (Official Gazette of RS, No 38/2008). More detailed information can be found on the
website of the Ministry of Education, Science and Technological Development.

In accordance with the Regulations and the table about types and quantification of
individual scientific and research results (as a part of the Regulations), a paper published
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in the Military Technical Courier scores 2 (two) points (category M51) and 1,5 (one and a
half) point (category M52).

The journal is in the Serbian Citation Index — SC index (data base of national
scientific journals), in the Russian Science Citation Index (RSCI)and is constantly
monitored depending on the impact within the bases themselves and indirectly in the
international (e.g. Thompson Reuters) citation indexes. More detailed information can be
viewed on the website of the Military Technical Courier, page Journal indexing.

Military Technical Courier enables open access and applies the Creative Commons
Attribution (CC BY) licence provisions on copyright. The copyright details can be found on
the Copyright notice and Self-archiving policy page of the journal's website.

Manuscripts are submitted online, through the electronic editing system
ASEESTANT, developed by the Center for Evaluation in Education and Science — CEON.

The access and the registration are through the Military Technical Courier
site http://www.vtg.mod.gov.rs/index-e.html, on the page ASEESTANT or the page
SCINDEKS or directly through the link (aseestant.ceon.rs/index.php/vtg).

The detailed instructions about the registration for the service are on the website
http://www.vtg.mod.gov.rs/index-e.html, on the page Instructions for e-Ur: Electronic
Editing - ASEESTANT.

All authors submitting a manuscript for publishing in the Military Technical Courier
should register for an ORCID ID following the instructions on the web page Registration
for an ORCID identifier.

The Military Technical Courier publishes articles in Serbian, English, Russian,
German or French, using Arial and a font size of 11pt with Single Spacing.

The procedures of article preparation, writing and editing should be in accordance
with the Publication ethics statement (http://www.vtg.mod.gov.rs/publication-ethics-
statement.html).

The article should contain the abstract with keywords, introduction, body,
conclusion, references and the summary in English language (without heading and
subheading enumeration). The article length should not exceed 24 pages of A4 paper
format.

The article should be formatted following the instructions in the Article Form which
can be downloaded from website page Article form.
Title

The title should be informative. It is in both Journal’'s and author’s best interest to
use terms suitable for indexing and word search. If there are no such terms in the title, the
author is strongly advised to add a subtitle. The title should be given in English as well.

The titles precede the abstract and the summary in an appropriate language.

Letterhead title

The letterhead title is given at a top of each page for easier identification of article
copies in an electronic form in particular. It contains the author’s surname and first name
initial (for multiple authors add “et al”), article title, journal title and collation (year, volume,
issue, first and last page). The journal and article titles can be given in a shortened form.

Author’s name

Full name(s) of author(s) should be used. It is advisable to give the middle initial.
Names are given in their original form (with diacritic signs if in Serbian).
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Author’s affiliation

The full official name and seat of the author’s affiliation is given, possibly with the
name of the institution where the research was carried out. For organizations with
complex structures, give the whole hierarchy (for example, University of Defence in
Belgrade, Military Academy, Department for Military Electronic Systems). At least one
organization in the hierarchy must be a legal entity. When some of multiple authors have
the same affiliation, it must be clearly stated, by special signs or in other way, which
department exactly they are affiliated with. The affiliation follows the author's name. The
function and title are not given.

Contact details

The postal addresses or the e-mail addresses of the authors are given in the first page.

Type of articles

Classification of articles is a duty of the editorial staff and is of special importance.
Referees and the members of the editorial staff, or section editors, can propose a
category, but the editor-in-chief has the sole responsibility for their classification.

Journal articles are classified as follows:

Scientific articles:

1. Original scientific paper (giving the previously unpublished results of the author’s
own research based on scientific methods);

2. Survey paper (giving an original, detailed and critical view of a research problem
or an area to which the author has made a contribution visible through his self-citation);

3. Short or preliminary communication (original scientific paper of full format but of a
smaller extent or of a preliminary character);

4. Scientific critique or forum (discussion on a particular scientific topic, based
exclusively on scientific argumentation) and commentaries.

Exceptionally, in particular areas, a scientific paper in the Journal can be in a form
of a monograph or a critical edition of scientific data (historical, archival, lexicographic,
bibliographic, data survey, etc.) which were unknown or hardly accessible for scientific
research.

Papers classified as scientific must have at least two positive reviews.

If the journal contains non-scientific contributions as well, the section with scientific
papers should be clearly denoted in the first part of the Journal.

Professional articles:

1. Professional paper (contribution offering experience useful for improvement of
professional practice but not necessarily based on scientific methods);

2. Informative contribution (editorial, commentary, etc.);

3. Review (of a book, software, case study, scientific event, etc.)

Language

The article can be in Serbian, English or other language used in international
communication in a particular scientific field (Russian, German or French).

The grammar and style of the article should be of good quality. The systematized
text should be without abbreviations (except standard ones). All measurements must be
in Sl units. The sequence of formulae is denoted in Arabic numerals in parentheses on
the right-hand side.
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Abstract and summary

An abstract is a concise informative presentation of the article content for fast and
accurate evaluation of its relevance. It is both in the Editorial Office’s and the author’s
best interest for an abstract to contain terms often used for indexing and article search.
The abstract describes the purpose of the study and the methods, outlines the findings
and state the conclusions. A 100- to 250- word abstract should be placed between the
titte and the keywords with the body text to follow. Besides an abstract in Serbian
(Russian, German or French), articles in Serbian (Russian, German or French) are
advised to have a summary in English, at the end of the article, after the Reference list.
The summary should be structured and long up to 1/10 of the article length (it is more
extensive than the abstract). It can start with the translated Serbian (Russian, German or
French) abstract from the beginning of the article with translated main headings,
subheadings and major conclusions to follow (Reference list is not translated). The
structured summary should also contain the proportional informative parts of the text
below the headings and subheadings.

Keywords

Keywords are terms or phrases showing adequately the article content for indexing
and search purposes. They should be allocated heaving in mind widely accepted
international sources (index, dictionary or thesaurus), such as the Web of Science
keyword list for science in general. The higher their usage frequency is, the better. Up to
10 keywords immediately follow the abstract and the summary, in respective languages.

For this purpose, the ASEESTANT system uses a special tool KWASS for the
automatic extraction of key words from disciplinary thesauruses/dictionaries by choice
and the routine for their selection, i.e. acceptance or rejection by author and/or editor.

Article acceptance date

The date of the reception of the article, the dates of submitted corrections in the
manuscript (optional) and the date when the Editorial Board accepted the article for
publication are all given in a chronological order at the end of the article.

Acknowledgements

The name and the number of the project or programme within which the article was
realised is given in a separate note at the bottom of the first page together with the name
of the institution which financially supported the project or programme.

Article preliminary version

If an article preliminary version has appeared previously at a meeting in a form of
an oral presentation (under the same or similar title), this should be stated in a separate
note at the bottom of the first page. An article published previously cannot be published in
the Military Technical Courier even under a similar title or in a changed form.

Tables and illustrations

All the captions should be in the original language as well as in English, together
with the texts in illustrations if possible. Tables are typed in the same style as the text and
are denoted by Arabic numerals at the top. Photographs and drawings, placed
appropriately in the text, should be clear, precise and suitable for reproduction. Drawings
should be created in Word or Corel.

For figures and graphs, proper data plot is recommended i.e. using
a data analysis program such as Excel, Matlab, Origin, SigmaPlot, etc. It
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is not recommended to use a screen capture of a data acquisition program
as a figure or a graph.

Citation in the text

Citation in the text must be uniform. The Military Technical Courier applies the
Harvard Referencing System given in the Harvard Style Manual. When citing sources
within your paper, i.e. for in-text references of the works listed at the end of the paper,
place the year of publication of the work in parentheses and optionally the number of the
page(s) after the author's name, e.g. (Petrovic, 2012, pp.10-12). A detailed guide on
citing, with examples, can be found on Military Technical Courier website on the page
Instructions for Harvard Style Manual. In-text citations should follow its guidelines.

For checking in-text citations, the ASESESTANT system uses a special tool
CiteWatcher to find out quotes left out within papers and in reference lists.

Footnotes

Footnotes are given at the bottom of the page with the text they refer to. They can
contain less relevant details, additional explanations or used sources (e.g. scientific
material, manuals). They cannot replace the cited literature.

Reference list (Literature)

The cited literature encompasses bibliographic sources such as articles and
monographs and is given in a separate section in a form of a reference list.

References are not translated to the language of the article.

In compiling the reference list and bibliography, the Military Technical Courier
applies the Harvard System — Harvard Style Manual. All bibliography items should be
listed alphabetically by author's name, without numeration. A detailed guide for listing
references, with examples, can be found on Military Technical Courier website on the
page Instructions for Harvard Style Manual. Reference lists at the end of papers should
follow its guidelines.

In journal evaluation systems, non-standard, insufficient or inconsequent citation is
considered to be a sufficient cause for denying the scientific status to a journal.

All articles are peer reviewed.

The list of referees of the Military Technical Courier can be viewed at website
page List of referees. The article review process is described on the Peer Review
Process page of the website.

Address of the Editorial Office:

Vojnotehnicki glasnik/Military Technical Courier,
Brace Jugovi¢a 19, Dom Vojske Srbije,

11000 Beograd,

Republic of Serbia.

E-mail: vojnotehnicki.glasnik@mod.gov.rs.

Editor

Nebojsa GaceSa MSc

nebojsa.gacesa@mod.gov.rs
http://orcid.org/0000-0003-3217-6513

tel.: +381 11 3241 311, +381 64 80 80 118
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OBABELWTEHA CAPAOHNLMA N YATAOLIMMA
COOBLLEHWA ANA NAPTHEPOB V1 YATATENEN
INFORMATIONS FOR CONTRIBUTORS AND READERS

HoBu ypefjuBaukm ono6op BojHOTEXHMYKOr rmacHuKa

Ha ocHoBy unaHa 23. ctaB 2. 3akoHa 0 ApaBHoj ynpasw (,Cnyx6eHu rnacHuk PC*,
6poj 79/05, 101/07, 95/10 n 99/14) n Tauke 3. Oanyke o cTaTycy BOjHMX Yaconuca y
MuHucTapcTBy oabpaHe, nHT. 6p. 53-10 og 24. mapTta 2006. rognHe, MMHUCTap onbpaHe
OoHeo je paHa 27. 02. 2017. roguHe Oanyky o nMeHoBawy ypehusaukor ogbopa
BojHoTexHuykor rnacHuka (MHT. 6p. 29-23).

Ypehuauku og6op je UMeHOBaH 3a Nepuos Of ABE roauHe.

Buwe getarba Moxe ce BMOETM Ha CajTy yaconuca:

http://www.vtg.mod.gov.rs/uredjivacki-odbor.html.

HoBbI coBeT pefakTtopoB

B cooTtBeTCcTBMM C CT. 23, ab3au, 2 3akoHa O rocy4apCTBEHHOM ynpaBrieHnn
(“Cnyx6eHun rmacHuk PC”, Ne 79/05, 101/07, 95/10 n 99/14) n nyHkta 3 MNMpukasa o
cTaTyce BOEHHbIX XypHarnoB B MyuHncTtepcTBe 060poHbl, BHYTpeHHUI Homep 53-10 ot 24.
3. 2006r. MuHmMcTpoM 060pOoHbI NpUHATO PelweHne Ne 29-23 ot 27.02.2017r. o
Ha3HadyeHun CoBeTa peakTopoB XypHana ,BoeHHO-TeXHUYECKUIN BECTHUK".

Cpok gencrema maHgaToB HblHelHero CoBeTa pegakTopoB COCTaBNAET ABa roga.

[na 6onee nogpoOHOro 03HAaKOMMEHUS, MOCETUTE CalT XypHana:

http://www.vtg.mod.gov.rs/sovet-redaktorov.html.

The new Editorial Board of the Military Technical Courier

Pursuant to Article 23 paragraph 2 of the Law on State Administration (Official
Gazette of RS No 79/05, 101/07, 95/10 and 99/14) and point 3 of the Decision on the
status of military periodicals in the Ministry of Defence, int. No 53-10 of 24th March 2006,
the Minister of Defence passed the Decision on the appointment of editorial board of the
Military Technical Courier (int. No 29-23) on 27th February 2017.

The Editorial Board is appointed for the period of two years.

More details can be seen on the journal website:

http://www.vtg.mod.gov.rs/editorial-board.html.
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