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— Mpodbeccop a-p XKenbko hxypoid, Benmpaackuin yHueepcuTeT, AnexTpoTexHieckin doakynsTeT, < htip:/orcid.org/0000-0002-6076-442X,
— [-p Hukona IN. Xerapau, Cepbekas akapemvis usobpertatenei 1 ysenbix, . benrpag, @ http://orcid.org/0000-0002-1766-8184,
—Mpodheccop a-p Anekca 3eiiak, YrueepcuteT B r. Hosu Cap, dakynbTeT TexHuyeckux Hayk, < http://orcid.org/0000-0001-5114-2867,
— [-p Byxuua M. oBaHoBMY, YnusepcuteT Ong JomuHuon, r. Hopdpork, wr. Buprunus, CLUA, ©http://orcid.org/0000-0002-8626-903X,
— Mpodeccop a-p BpaHko KosaueBuy, Benrpaackuilt yHUBEPCUTET, DNEKTPOTEXHUYECKUIA hakynbTeT,
http://orcid.org/0000-0001-9334-9639,
— [O-p Cans 1. Kopuua, YHuBepenteT «YHUoH — Hukona Tecnay, r. Benrpag, ©http://orcid.org/0000-0002-7915-9430,
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— [1-p Bacunuin M. MaroBwy, LieHTp ropenws, cbopa u xpaHeHnsi yrnepoaa, YHusepeuteT KpaHdung,
r. Kpandunga, Benvkobputanus, ©http://orcid.org/0000-0002-8377-7717,
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Abstract:

Introduction/purpose: This paper illustrates the existence of a generic Green’s
function for a boundary value problem of arbitrary order that appears in many
phenomena of heat convection, e.g. in the atmosphere, in the oceans, and on
the Sun'’s surface.

Methods: A fixed point theorem in the Leray—Schauder form has been used to
establish the existence of a fixed point in the problem.

Results: The existence of a solution has been shown for an arbitrary order of the
problem. Some practical examples are proposed.

Conclusions: The boundary problem has a solution for an arbitrary order n.

Key words: fixed point, boundary value problem, Leray—Schauder fixed point
theorem.
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The problem

We consider the generic differential equation of order 2n, n > 1, with the
boundary conditions:

Yy (@) =x(z, y(x),y" (x))
y(0) =y (0) = ... =y™(0) = (1)
Yy (1) =y (1) = .. =y Y1) = 0.

This kind of equations occurs, for instance, when studying the problem of
the beginning of thermal instability in horizontal layers of fluid heated from
below. This kind of phenomena could be observed in convection patterns
in several situations, for instance, in the atmosphere, in the oceans, when
considering the coupling with a strong electromagnetic field, or on the Sun’s
surface (Chandrasekhar, 1961). This work will extend the results of (Fabi-
ano et al, 2020), (Ahmad & Ntouyas, 2012) and (Ma, 2000) to an equation
of a generic order 2n.

Introduce the Green’s functions G;(z, s,n) and G, (z, s, n) of problem (1)
where G;(z, s,n) is defined for 0 < x < s < 1 and G, (x, s,n) is defined for
0<s<z<1,(x,8) = Gz, s n);(xs)€0,1] x[0,1], Gy, € C*" over R
such that solve the following equation:

o 2n
<8x> Gir(z,s,n) =0(s —x). (2)
The complete Green’s function is thus obtained by the linear combination
of the above two,

G(x,s,n) =0(s —x)Gy(x,s8,n) + 0(x — s)G,(z,s,n) , (3)
0 is the Heaviside step function. Given the inhomogeneous problem solved
by x — f(z),z €[0,1], f € C over R,
P (z) =f (@)
y20) =y (0) = ... =4 (©0) =0 (4)
Y1) =y D(1) ==y () =0,

<

the Green’s function provides solution to (4) in the integral form

1
y(z) :/0 G(z,s,n)f(s)ds . (5)
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The functions G, (x, s,n) are multivariate polynomials in two variables
x and s of the order 2n — 1 to be sought in the form

n

Gi(x,s,n) =Y _c(k,n)zh1s?F (6)
k=1
and .
Gr(z,s,n) = Zc(k:,n)sk_lx2n_k (7)
k=1

where the coefficient c(k, n) is clearly given in combinatoric terms, £ < n.
Imposing boundary conditions (4) to the Green'’s function, we obtain that

. =...= <8ax> Gi(x,s,n)
and

(&c) Gr(x,s,n) e T <aﬂ?> G’F(xwgvn)

So, we could infer the following results.

For G,(z, s,n) the powers of x range from n to 2n — 1, while for the
powers of s we have the range from 0 to n — 1. For G,.(z, s,n) we find the
same situation when swapping s with «. Therefore, the coefficient c(k, n)
has to be symmetric under this exchange.

We conclude that the coefficient c¢(k,n) of both functions G, (x, s,n) is
given by:

G1(0,5,n) = (i) Gi(, s,n) =0 (8)

=0

x=1 =1

_(=DF f2n—1Y (—1)k
clk,n) = (2n1)!(k:1> T k—Dl2n k) (10)

Notice that |c(k,n)| < 1 for all k,n. This observation will be useful in the
sequel.

The resulting Green’s function G(z, s, n) and its x derivatives are contin-
uous up to order 2n — 2, and present the discontinuity in —1 at order 2n — 1,
because of the Dirac’s § function.

The above discussion concludes the proof of the following lemma:

LEMMA 1. Let z — y(z),z € [0,1] be a function of class C*" in R, let
(z,y,2) = x(x,y,2);2 € [0,1], (y, 2) € R? be a function of class C in R and
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let x be a function of class C' inR. Then the Green'’s function of the problem
(4) obeying to equation (2) is given by formulas (3), (6), (7), and (10).

Another property of these Green’s functions is their homogeneity. In
fact, under the scaling transformation (z, s) — (ax, as) for a > 0 one has

Gir(azx,as,n) = 042”*1G17T(x, s,m),

thatis, G, (z, s,n) is homogeneous of degree 2n — 1.

Solution

In this section, we will provide the main result of this work: the solution
of the problem in (1) for a generic n .
Define the integral operator T as follows:

T 1
Ty(x) ::/0 Gr(x,s,n)f(s)der/ Gi(z,s,n)f(s)ds. (11)

According to Lemma 1, this operator provides a solution of problem (4) for
a generic order n provided that it has a fixed point.

We shall make use of the following theorem of (Bekri & Benaicha, 2018)
and (Shanmugam et al, 2019), the Leray—Schauder form of the fixed point
theorem appears in (Isac, 2006), (Deimling, 1985) and (Zvyagin & Bara-
novskii, 2010):

THEOREM 1. Let (E,|| - ||) be a Banach space, let U C E be an open
bounded subset for which 0 € U and let Y : U — E be a completely
continuous operator. Then only one of the following possibilities is true:

1. Y possesses a fixed point z € U

2. there exist an element x € OU and a real number \ > 1 such that
Tr = Az

Therefore, in order to establish the existence of a solution it is necessary
to prove that our integral operator T possesses a fixed point. The following
two theorems are devoted to this problem.

THEOREM 2. Let x — y(x),z € [0,1] be a function of class C*" in R, let
(z,y,2) = x(z,y,2);z €[0,1],(y, 2) € R? be a function of the class C in R
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and |x(z,0,0)| # 0. Suppose that there exist three nonnegative functions
x — (u(z),v(z),w()) € LY0,1] such that

X(, 9, 2)] < u(@)lyl + v(@)|2] + w(@).

Define the kernel

and suppose that

1
A= /0 Kn(s)[u(s) +v(s)]ds < 1.

Then the problem (1) has at least one nontrivial solution x — &(x),z € [0, 1]
of class C*" in RR.

Proof. Define the constant
1
B:/ Kn(s)w(s)ds.
0

From our hypothesis A < 1 and w(s) > 0. Observe that C,,(s) > 0 for
all s € [0,1]. As |x(z,y, 2)| < u(z)|ly| + v(x)|2| + w(x), forall z € [0,1] and
(y, 2) € R? and according to the fact that x(z, 0,0) # 0 forall = € [0, 1], there
exist an interval [a, b] C [0, 1] such that max,c(q 4 [x(z,0,0)| > 0. Therefore,
|x(x,0,0)| > 0 and also w(z) > 0, for some z € [a,b] C [0, 1]. This implies
the inequality fol Kn(s)w(s)ds > f; Kn(s)w(s)ds > 0. We conclude that
A<1land B >0.

Define L := B(1 — A)~! which is positive by construction, and the set
U={yeE:||y|| <L} Assumethaty € OU and XA > 1. As Ty = \y, then
AL = Mly|| = [|Ty|| = max,cp,1) [(Ty)(x)|. Adopting the simplified notation
dp = |x(s,y(s),y"(s)|ds we have:

AL = max |(Ty)(z)| < {/0 Gr(m,s,n)du+/xl Gl(x,s,n)d,u} -

z€]0,1]
n

T 1
Zc(kz,n) {/O Sk_1$2n_kdu+/ xk—ISZn—de} <

k=1
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n

T 1
c(k,n) max {/ k_lx%_kdu—i—/ xk_lsQ”_kdu} =
z€[0,1] T
n 1 1
Zc(k;,n) {/ sFdp —|—/ sgn_kdu} =
P 0 0

1
" clk,n) { / (T 52”—k>du} <
zn:{/ol(sk_l—l—s% FVd } %:l/ stdp = /IC du. (12)

k=1

k=1

k=1

from our hypothesis, |x(z,0,0)| has an upper bound for all € [0, 1]. So,
one has

1
/ A ($)]X(5.0,0)|ds < / Kn(s) [u(s) y(3)] + v(5)]y"(5)] +w(s)] ds <

/ (5 [als) s oo >|+v<s>;g[3§]|y”<s>\+w<s>}dss

/ lcn( )[ ( )‘y( )‘oo‘i‘v(s)‘y”(s)yoo_Fw(s)] ds <
/ Kn(s) [u(s)llyll + v(s)l[yl] + w(s)] ds =

/fc 9+ (s )Hlyllds+/ Kn(s)(s)ds =
Allyl|+B=AL+B. (13)

Using equation (12), we obtain the bound AL < AL + B which implies that

B B
< —_— = _— ]_
)\_A+L A+B(1—A)*1 ,
which contradicts the hypothesis for which A > 1, that is point (2) of Theo-
rem 2.1 is ruled out, while point (1) is fulfilled. Therefore, we conclude that
there exists at least a nontrivial solution &(z) of problem (1). O

Up to this point, we have established the existence of a solution for the
boundary value problem. In the following theorem, we show some param-
eter dependent bounds that actually lead to the existence of a solution.
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THEOREM 3. Let (z,y, 2) — x(z,y,2);2 € [0,1],(y,2) € R2, x is of class
C in R and |x(z,0,0)| # 0. Suppose that there exist three nonnegative
functions x — (u(x),v(z),w(z)) € L0, 1] such that

X (@, v, 2)| < u(@)|y| + v(z)|z] + w(z).

Define

k=1

and suppose that either one of the following conditions holds:
1. There exists a constant ¢ > —2 such that

Y4
S
,0<s<1,

) +008) < S T T T — et 2 =

where

¥(2) d [logI'(z)] and T'(z):= /000 e tt*Ldt.

= 72
2. There exists a constant m > —1 such that

m? +m
1—(m?+m)B(m,2n+1)

u(s) +v(s) < (1=9)™, 0<s<1,

where
L(m)I'(2n+1)

B(m,2n+1) = Tentmt D)

3. There exists a constant a > 1 such that

Uol(U(S) +v(8))“dsr < - (ﬁ)
/01 Kon(s)[u(s) + v(s)]ds < 1.

Then problem (1) has at least one nontrivial solution x — &(z),x € [0, 1] of
class C?" in R.

and
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Proof. In order to prove this theorem, one has to show that the integral
operator (11) has A < 1, A being defined in Theorem 2.
To prove point 1, we proceed as follows:

'k d ! ou(s)s'ds —
/0 n(8)[u(s) + v(s)] S<¢(2 Iy By Sy S / n(s)stds =

2n—1

1 (k+0)
d —
D@+ +1) -l +2) Z/ 5=
1 2n—1 1 B
Y(2n+L+1) (0 +2) &~ k+0+1

1

[¢(2n+f+1)—¢(5+2)]'¢(2n+€+1)*¢(f+2)

=1, (14)

and when ¢ > —2, one has

1
> 0.
YE2n+L+1) —(L+2)
For point 2, we have
1 m?+m !
1-5)"ds =
/0 Kn(s)[u(s)+v(s)]ds < T 2+ m)B(m, 2n+1)/ Kn(s)(1—s)"ds
2n—1
m? +m ma.
1—(m?24+m)B(m,2n+1) Z/ (1= s)"ds =
2n—1
m? +m
1—(m?2+4+m)B(m,2n+1) Zﬂkm
m? +m 1
. — 2 =1 1
1—(m2+m)5(m,2n+1)] [m2+m Blm, 2n + >] - (19
and when m > —1, one has
m?+m

> 0.

1—(m2+m)B(m,2n+1)

In the case of point 3, we make use of Holder inequality for which
Js1f(s)g(s)lds < (fq|f(s)|*ds) Ya ([ 1g(s)|Pds) l/b, whenever f and g are
measurable functions on the domain S'and 1/a + 1/b = 1. We have
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Examples

Example 1
Consider the problem for a genericn > 1

YO () =T 2oV 4 =Wy et
2 8 [(y")° +2]
) 17
y©(0) =y (0) = ...y (0) =0 "
y" (1) =y (1) = ..y D (1) = 0.

This problem satisfies all requirements of Theorem 2. In fact, one has

a « 4

(x,y,2) = T2 v 1 nay %
x(z,y, 5V S F10
together with
(03 (0% 2
u(e) = 5 o) = o w(z) = s

For a generic « > 0, following Theorem 3, hypothesis 1, we have that
(u(z),v(x),w(z)) € L'[0,1] are nonnegative functions. Moreover,

IX(@,y, 2)| < u(@)lyl + v(@)|z] + w(z)

for all z € [0, 1] and for all (y, 2) € R.
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Setting a = ¢ one has to consider the inequality

1
Y2n+L+1) — (0 +2)

—1|zt>0 (18)

for all z € [0,1]. In the parameter space («, ¢,n), the above inequality is
satisfied, for instance, for the case a = ¢ = n, whenever

1<n<12. (19)

In this case, the existence of a nontrivial solution ¢(z) € C?7[0,1] is
guaranteed for problem (17).

Example 2
Consider the problem for a genericn > 1

y) (z) :i(l —x)%ycosy + 3i2(1 — )% tanh y” + cosh x
yO0) =y (0) = ... =y (0) = 0 (20)
Y (1) =y (1) = L=y D) =0

This problem satisfies all requirements of Theorem 2. In fact, one has

1 1
x(z,y,2) = 1(1 —x)%cosy + 3—2(1 — )%z tanh z + cosh z

together with

, w(z) = coshz.

For a generic a > 0, from hypothesis 2 of Theorem 3, we have that
(u(z),v(z),w(z)) € L0, 1] are nonnegative functions. Moreover,

IX(@,y, 2)| < @)yl + v(@)]2] + w(z)

for all z € [0, 1] and for all (y, 2) € R.
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Setting a = m, one has to investigate the following inequality:

m? +m
1—(m2+m)B(m,2n+1)

“1-1—2)™ >0 (21)

for all € [0, 1]. In the parameter space («, m,n), the above inequality is
satisfied, for instance, for the case a = m = n, whenever

n>1. (22)

In this case, the existence of a nontrivial solution &(z) € C?M[0,1] is
guaranteed for problem (20).

Example 3
Consider the problem for a genericn > 1

« 3

@) () =L Y hy+ S ()20 4 oo
Yy =g g by ) e 23
y(0) =y (0) = ...y (0) =0 ~
y (1) =y (1) = ..y =0,

This problem satisfies all requirements of Theorem 2. In this example,

« 3 «

x(@,y,2) = %yfﬁ tanhy + %z%** +e”+3
together with
o a
U(ﬂj) = %7 ’U(LI}) — %, U)(,CC) = eF + 3.

For a generic a > 0, following assumption 3 of Theorem 3, we have that
(u(z),v(x),w(z)) € L'[0,1] are nonnegative functions. Moreover,

IX(@,y, 2)] < @)yl + v(@)]2] + w(z)

forall z € [0,1] and (y, z) € R2.
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We have
u(z) +v(x) = 2%,

that leads to the relation

( ! ) S (24)
aa+1 2m—1 (L) 3
k=1 kb+1
Setting a = b = 2, inequality (24) becomes:
(1>2§ S
2a +1 2"—1< 1 )5 C(§>§)_C(§a2n+§)
k=1 2k+1
where
= 1
((sq) =Y
—~(k+q)

is the Hurwitz zeta function, defined for s # 1 and ®(¢) > 0. In our problem,
it is always well defined since ¢ > 0 and s = 1/2.

In the parameter space («,n), setting a = n, for instance one obtains
that inequality (25) is satisfied whenever

1<n<T. (26)
Letting o = n? we obtain that inequality (25) is satisfied whenever
n > 1. (27)

For the above choice of parameters, the existence of a nontrivial solution
&(x) € C*]0,1] is guaranteed for problem (23).
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@ He3aBUCMMBbIV UccnegoBaTens, . Pum, NTanusi, koppecnoHAeHT,
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PYBPUKA TPHTWU: 27.00.00 MATEMATUKA:

27.29.19 KpaeBble 3agaum w 3agadn Ha
cobCTBEHHbIE 3HayeHus ans
06GbIKHOBEHHbIX AnddepeHLmanbHbIX
YpPaBHEHUI N CUCTEM ypaBHEHUN,

27.29.21 AnanuTtu4yeckas Teopus
06GbIKHOBEHHbIX AnddepeHLmanbHbIX
YPaBHEHU N CUCTEM ypaBHEHUN,

27.39.00 ®yHKUMOHaNbHbBIN aHan13

BWL CTATbW: opurmHanbHas Hay4Has ctaTbs

Pesrome:

BeedeHue/uenb: B daHHOU cmambe rpusedeHo cyujecmeosa-
Hue npousesodsuiel ¢pyHkyuu lpuHa Ona peweHus Kpaeeol 3a-
dayu rnpou3eosibHO20 ropsidka, Komopasi acmpevyaemcsi 60 MHO-
2UX 5I8M1eHUSIX Mernsioeoll KOHBEKLUU KakK 8 amMocghepe, 8 OKe-
aHax, mak u Ha rnoeepxHocmu CosnHua.

Memookl: B cmambe npumeHeHa meopema Hernoo08UXHOU moy-
ku Jlepe - LLlaydepa, ¢ uenbio nodmeepx0eHusi CyuecmeosaHusi
HernodsuxHol moyku 8 daHHoU 3adaqe.

Pesynbmamei: [JokazaHo cywiecmeosaHue peleHusl o rnpous-
80/IbHOMY MopPsiOKy U rpednazaromcsi HeKOmopble npakmuye-
CKU€ rpumepsbl.

Bbigo0bl: Kpaesas 3adada umeem peuleHue o rnpou3eoribHOMY
n-My MopsoKy.

Knrouesbie crioga: HernodsuxxHasi moyka, Kpaesasi 3adadya, meo-
pema flepe — lllaydepa o0 Hernod8uUXXHOU MoYKe.

PELLEHE MPOBINEMA NTPAHNYHE BPEOHOCTW OMWTEN
PEOA KOJE KOPUCTW TEOPEMY HEMNOKPETHE TAYKE
TUMA LERAY-SCHAUDER

Hukona ®abuaHo?, Baxud MNapeaHex®
@ HesaBWCHW UcTpaxueay, Pum, Utanuwja, ayTop 3a npenucky,

5 Wcnamcku yHusepanTeT Asapa, Oferbere 3a MaTeMaTuky,
OrpaHak M'nax-E-MNxap6, MNnan-E-MNxap6,
Wcnamcka Peny6nuka UpaH

OBJIACT: maTemaTtuka
BPCTA UJTAHKA: opurmHanHu Hay4Hu pag,
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Caxxemak:

Yeod/uurs: Y pady ce rnipukasyje nocmojare 2eHepuyke [puHo-
ge ¢byHKyuje 3a rpobrem spaHu4YHe 8pedHOCMU MPOU380SbHO2
peda Koju ce jasrba KOO MHO2UX 10jaga KOH8eKUuUje morisiome y,
Ha npumep, ammMmocghepu, okeaHUMa U Ha rnogpwuHu CyHuya.

Memode: Kopucmu ce meopema HerNnokpemHe madyke murna
Leray-Schauder kako 6u ce ymepOusio nocmojaH-e HernokpemHe
mayke y HageOeHoM rpobremy.

Pesynmamu: [Npuka3aHo je pewere 3a npoussosbaH ped npo-
briema. lNpednoxeHuU cy HEKU rnpakmuy4HU rnpumepu.

Bakrbyyak: paHu4HU pobreM uma pewere 3a MPou38osbHU
n-mu peo.

KrbyyHe peyu: HerlokpemHa madka, npobrem epaHu4yHe 8pedHo-
cmu, meopema HerokpemHe mayke muna Leray-Schauder.
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Abstract:

Introduction/purpose: This article establishes several new contractive conditions
in the context of so-called F-metric spaces. The main purpose was to generalize,
extend, improve, complement, unify and enrich the already published results in
the existing literature. We used only the property (F1) of Wardowski as well as
one well-known lemma for the proof that Picard sequence is an F-Cauchy in the
framework of F-metric space.

Methods: Fixed point metric theory methods were used.

Results: New results are enunciated concerning the F-contraction of two map-
pings S and T in the context of F—complete F-metric spaces.

Conclusions: The obtained results represent sharp and significant improvements
of some recently published ones. At the end of the paper, an example is given,
claiming that the results presented in this paper are proper generalizations of
recent developments.

Key words: F-metric space, F'-contraction, fixed point.

Introduction and preliminaries

It is exactly one hundred years since S. Banach (Banach, 1922) proved
the famous principle of contraction in his doctoral dissertation. Since then,
many researchers have been trying to generalize that significant result in
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many directions. In one direction, new classes of metric spaces were cre-
ated and the renowned results were extended to these spaces. Among
them, b-metric and F-metric spaces stand out. The former ones were in-
troduced by Bakhtin (Bakhtin, 1989) and Czerwik (Czerwik, 1993) and the
latter were recently introduced by Jleli and Samet (Jleli & Samet, 2018).
Not that these two cases of spaces are intangible. Namely, there is a b-
metric space that is not F-metric, and vie versa, there is an F-metric that
is not b-metric. Note that convergence, Cauchyness and completeness
of both types of spaces are defined for ordinary metric spaces. Also, it is
worth mentioning that b-metric and F-metric do not have to be continuous
functions with two variables as is the case with ordinary metric. In both
types of spaces, a convergent sequence is a Cauchy and it has a unique
limit. This is what they have in common with ordinary metric spaces. The
continuity of mapping in both classes of spaces is sequential, i.e., the same
as in ordinary metric spaces. Let us now list the definitions of each of the
mentioned types of spaces. For more new details on F-metric spaces and
new developments in the metric fixed point theory, one can see some note-
worthy papers (Asif et al, 2019), (Aydi et al, 2019), (Derouiche & Ramoul,
2020), (Jahangir et al, 2021), (Kirk & Shazad, 2014), (Mitrovi¢ et al, 2019),
(Salem et al, 2020), (Som et al, 2020), (Vujakovi¢ et al, 2020), (Vujakovi¢
& Radenovi¢, 2020), (Younis et al, 2019a), (Younis et al, 2019b).

Definition 1. ((Bakhtin, 1989), (Czerwik, 1993)) Let X be a nonempty set
and s > 1 be a given real number. A function d, : X x X — [0,400) is
said to be a b-metric with the coefficient s if for all x,y, z € X the following
conditions are satisfied:

(dpl) dp (z,y) =0ifand only if x = y
(dp2) dy (7, y) = dp (y, )
(dp3) dp (z,y) < s[dp (z,2) + dp (2,9)].

Let F be the set of functions f : (0,+00) — (—o0,+00) satisfying the
following conditions:

F1) f is non-decreasing,
F>) For every sequence {t,,} C (0,+0oc0), we have

nEI—&I-loo t, = 0 if and only if nngf (tp) = —00.
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Definition 2. (Jleli & Samet, 2018) Let X be a (nonempty) set. A function
dr : X x X — [0,400) is called a F-metric on X if there exists (f,«) €
F x [0,+00) such that for all z,y € X the following conditions hold:

(drl) dr (z,y) =0ifand only if x = y.

(dr2) dF (z,y) = dF (y, 7).

(dr3) Forevery N € N, N > 2 and for every {ui}fvzl C X with (ug,uy) =
(x,y), we have

N-1
dr (z,y) > 0yields f (dr (z,y)) < f (Z dr (Uz‘,ui—&-l)) +a.
=1

In this case, the pair (X, dr) is called a F—metric space.

Wardowski (Wardowski, 2012) considered a nonlinear function F :
(0, +00) — (—o0, +00) with the following characteristics:

(F1) F is strictly increasing.

(F2) F3) above.

(F3) There exists [ € (0,1) such that lim;_,o+ t'F () = 0.

Wardowski (Wardowski, 2012) called the mapping T : X — X, defined
on a metric space (X,d), an F—contraction if there exist = > 0 and F
satisfying (F1)-(F3) such that

T+ F(d(Tz,Ty)) < F(d(x,y)) whenever d (Tx,Ty) > 0.

The authors in (Asif et al, 2019) take B =
{F :(0,400) = (—00,+00) : F satisfies F;) and F3)}.

In 2019, A. Asif et al., (Asif et al, 2019) formulated and proved the
fixed-point and common fixed-point results for single-valued Reich-type
and Kannan-type F-contractions in the setting of 7-metric spaces:

Theorem 1. Suppose (f,a) € Bx[0,+00) and (X,dr) is an F—complete
F-metric space. Let S,T : X — X be self-mappings. Suppose there exist
F € F and 7 > 0 such that

T+ F(dr (Sz,Ty)) < F(a-dr (z,y) +b-dr (z,5z) + c-dr (y,Ty)) (1)
fora,b,c € [0,.+4 oo) such that a + b+ c < 1 with
min {d}' (S.’L’,Ty) 7d.7: (x,y) 7d.7: (.’IJ, Sl‘) ad]: (y7Ty)} > Oa

forall (z,y) € X x X. Then S and T have at most one common fixed point
in X.
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Corollary 1. Suppose (f,a) € Bx[0,+o0) and (X, dr) is an F—complete F-
metric space Let S,T : X — X be self-mappings. Suppose that k € [0, 1),
there exist F' € F and T > 0 such that

T (S0,70) < F (§ (e (050) 4 dr (7)) (2

with min {dr (Sz,Ty) ,dr (x,y),dr (z,Sz),dr (y,Ty)} > 0, for all (z,y) €
X x X. Then S and T have at most one common fixed point in X.

By replacing S with 7', the authors obtained the following result for single
mapping.

Corollary 2. Suppose (f,a) € Bx|[0,+o0) and (X, dr) is an F—complete F -
metric space Let T : X — X be self-mapping. Suppose that for k € [0, 1),
there exist F' € F and T > 0 such that

P F (@ T) < F (5 @ To +drTy)) @)

with min {dr (Tx,Ty),dr (z,Tx) ,dr (y,Ty)} > 0, for all (z,y) € X x X.
Then T have at most one fixed point in X.

Definition 3. Let (X, dr) be an F—complete F-metric space and S, T : X —
X be self-mappings. Suppose thata+ b+ ¢ < 1fora,b,c € [0,+00). Then
the mapping T is called a Reich-type F-contraction on B (zo,r) C X if there
exist F € F and T > 0 such that for all x,y € B (z¢,r)

T+ F(dr (Sz,Ty)) < F(a-dr (z,y) +b-dr (z,5c) +c-dr (y,Ty)). (4)

Theorem 2. Suppose (f,a) € Bx[0,+00) and (X,dr) is an F—complete
F-metric space. Let T be a Reich-type F-contraction on B (zg,r) C X.
Suppose that for xy € X and r > 0, the following conditions are satisfied:

(@) B (zg,r) is F—closed,

(b) dr (xg,x1) < (1 =X)r,forzy € X and \ = ‘f—fg,

(c) There exist 0 < e < r such that f ((1 — A*™1)r) < f () — a, where
k € N.
Then S and T have at most one common fixed point in B (zg, 7).

Taking S = T in Theorem 2, the authors in ((Asif et al, 2019), Corollary

3.) obtained the following result for single mappings.
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Corollary 3. Suppose (f,«a) € Bx|[0,+00), (F,7) € Bx (0,+00),(X,dr) is
an F—complete F-metric space and T : X — X is a self-mapping. Sup-
pose that a + b+ ¢ < 1 for a,b,c € [0,+00). Suppose that for xo € X and
r > 0, the following conditions are satisfied:

(@) B (xo,r) is F—closed,

(b)7+F (dr (Sz,Ty)) < F(a-dr (z,y) +b-dr (z,Sz) +c-dr (y, Ty))for
all z,y € B (zo,7),

(€) dr (vo,21) < (1 = A)r, forz; € X and A = &2,

(c) There exist 0 < e < r such that f ((1 — A1) r) < f(e) — a, where
keN.
Then T has at most one fixed point in B (zg,r) .

Corollary 4. Suppose (f,«) € Bx[0,+00),(F,7) € Bx (0,+00),(X,dr) is
an F—complete F-metric space. Let S,T : X — X be a self-mappings
and k € [0,1). Suppose that for xo € X and r > 0, the following conditions
are satisfied:

(@) B (zo,r) is F—closed,

(b) 7+F (dr (Sz,Ty)) < F(a-dr (z,y) +b-dr (z,Sx) + c-dr (y,Ty))for
all x,y € B (xg,r),

(€) dr (zo,21) < (1 — A)r, forz; € X and A = £,

(c) There exist 0 < e < r such that f ((1 — A*1)r) < f () — a, where
ke N.
Then S and T have at most one common fixed point in B (zg,7) .

Further in the same paper ((Asif et al, 2019), Definitions 6, 8, Theorem
5, Corollary 5.), the authors gave the following:

Definition 4. Let (X, dr) be a metric space. Let CB (X) be the family of all
non-empty closed and bounded subsetsof X. Let H : CB (X)xCB (X) —
[0,+00) be a function defined by

H (A, B) = max {supD (x, B),supD (y, A)} , (5)
€A yeDB

where D (z,B) = inf{dr(x,y):y € B}. Then H defines a metric on
CB (X) called the Hausdorff-Pompeiu metric induced by dr.
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Definition 5. Let (X,dr) be an F-metric space. Suppose F' € B and H :
CB(X) x CB(X) — [0,4+00) be the Hausdorff-Pompeiu metric function
defined in Definition 2. A mapping T : X — CB (X) is known as a set-
valued Reich-type contraction if there is some T > 0 such that

2r+ F(H (Tz,Ty)) < F(a-dr(z,y) +b-dr (z,Sz) +c-dr (y,Ty)) (6)
for (z,y) € X x X and a,b, c € [0,+00) such thata+ b+ ¢ < 1.

Theorem 3. Let (X,dr) be an F—complete F-metric space and (f,«) €
Bx[0,+00). If the mapping T : X — CB(X) is a set-valued Reich-type
F-contraction such that F is right continuous, then T' has a fixed point in X.

Corollary 5. Suppose (f,a) € Bx[0,4+00) and (X,dr) is an F—complete
F-metric space. LetT : X — CB (X) be a Reich-type F—contraction such
that F' is right continuous. Suppose that for k € [0, 1), there exist F € B
and T > 0 such that

PP () < F (S 0T < dr 0 T)) ()

with min{H (Tx,Ty) ,dr (z,Tx),dr (y,Ty)} > 0 forall (z,y) € X x X.
Then T has a fixed point in X.

In the sequel, we will use the following two results:

Lemma 1. ((Mitrovic et al, 2019), Lemma 1.) Let (X, d,) (resp. (X,dr) be a
b-metric (resp. F—metric) space and {x,,}'> the sequence in it such that

dp (Tny Tnt1) < A= dp (Tp—1,2n) (reSp. dr (Tn, Tn+1) < A dF (Tn-1,75)),

(8)
for all n € N, where X € [0,1). Then {x,,}'> is a d,—Cauchy sequence in
(X,dyp) (resp.dz—Cauchy sequence in (X,dr)).

Lemma 2. Let {zni1},envioy = {T%ntnenugoy = {720} wenuioy » T0%0 =
xo be a Picard sequence in F-metric space inducing by mapping T : X —
X and initial point xo € X. If dr (xn,pn+1) < dF (xp—1,2y)) foralln € N
then x,, # x., whenever n # m.
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Proof. Let x,, = x,, for some n,m € Nwithn < m. Then z,.1 = Tx, =
Txy, = xme1- Further, we get

d]: (.’L‘n,.’L'n+1> = d]: (mm,xm+1) < d]: (xm_l,a:m) < ... < d]: (:L'n,.Tn_;,_l),

which is a contradiction. O

Some improved results

Firstly, since F' : (0,400) — (—o0,+00) it follows that (1) is possible
only if dr (Sz,Ty) > 0 where z,y € X. Also, the condition (F1) yields
that a - dr (xz,y) + b - dr (x,Sz) + ¢ - dr (y,Ty) > 0 for all z,y € X for
which dr (Sz,Ty) > 0. This means that at least of a, b, ¢ € [0, +00) must be
distinct of 0. Now we can improve the formulation of Theorem 1 and all its
corollaries from (Asif et al, 2019) and give new proofs as the following.

Theorem 4. Suppose (f,a) € B x [0,+00) and (X, dr) is an F—complete
F—metric space. Let S,T : X — X be self mappings. Suppose there exist
a strictly increasing function F : (0, +o00) — (—o0, +00) and T > 0 such that
dr (Sz,Ty) > 0 yields

T4+ F (dr (S2,Ty)) < F (a- dg (v,y) +b- dr (2, 50) + c- dr (5. Ty)) , (9)

fora,b,c € [0,+00) such that a® +b*> +c2 >0anda+b+c < 1.
Then S and T have at most one common fixed point in X, if at least one of
the mappings S or T is continuous.

Proof. Already, we first eliminate the function F. Indeed, from (9) if
dr (Sz,Ty) > 0 follows

dr (Sz,Ty) <a-dr (z,y) +b-dr (z,5%) + c-dr (y,Ty),  (10)

where a,b,c € [0,+00), a®> +b* + ¢ > 0and a + b+ ¢ < 1. Further, we give
the proof in several steps:

The step 1.

The point 7 is a fixed of S if and only if it is a fixed pointof . Let ST ==
and Tz # 7. Putting z = y = 7 in (10) we get

dr (,7T7) = dr (S7,T7) < a-dr (T,Z) + b - dr (T,ST) + c- dr (T, TT)
=a-0+b-0+c-dr(z,TT),

i.e., (1—¢)dr(z,T7) < 0. Since, ¢ € [0,1) we obtain the contradiction.
Therefore, T7 = 7.
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Conversely, let 7 = Tz and Sz # 7. In this case, we get
dr (%,f) =dr (%,TT) <a-dr (T,f) +b-dr (z,5%) +c-dr (T,7)

=a-04+b-dr(z,5T)+c-0,

i.e., (1-0b)dr (Sz,z) < 0 which is a contradiction, because b € [0,1).
Hence, it follows that Sz = .

The step 2.

The uniqueness of a possible common fixed point for S and T

Let T ## 7 be two common fixed points for S and T. Then putting in (10)
x =7 and y =7 we get:

d]:(SE)Ty) < (Id]:(f,y)—f—bd]:(f,Sf)'i‘Cd]:(y,Ty),

i.e., (1 —a)-dr(z,7) < 0. Which is a contradiction with  # 7. This means
that a possible common fixed point for S and T is unique.

The step 3.

In this step, we shall prove the existence of at least one common fixed
point of S and T.

Therefore, suppose that xg is an arbitrary point and define a sequence
{zn} by

Tont1 = STo, aNd w240 = T'Top41,

forn € NU{0} . Itisclearthat dr (x2n+1, Z2n+2) > 0and dr (xon+3, Tant2) >
0 for all n € NU {0} . Now, by (10) we further get (x = z2y,,y = z2p+1)

dr (Tan+1, Ton+2) < a-dr (Ton, Tont1)+b-dr (Ton, Tont1)+c-dr (Tont1, Tont2) ,

i.e., d]: (x2n+1,x2n+2) < k- d]: (-T2n7552n+1) where k = % S [O, 1). And
similar dr (xon+3, Tont2) < k - dr (ran+2, Ton+1) - Hence, for all n € N we
have

dr (xnyxn—&-l) <k-dr <$n—1,xn) <dFr ($n—17xn) .

According to Lemmas 9 and 10, we have that the sequence {xz,} is a
dr—Cauchy in an F—complete F-metric space (X, dr) and z,, # x,,, when-
ever n # m. This further means that there is (unique) z* € X such that
T, — ¥ as n — +oo.

Firstly, let S be continuous. Then z9,+1 = Sx2, — Sz* = z* since
in each F—metric space the subsequence of each convergent sequence
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converges to the unique limit. Now, we will prove that also Tz* = z*.
Indeed, if Tz* # x* then by using (10) with x = y = z* we get

dr (2", Tz*) = dr (Sz*,Tz") < a-dr (2%, 2" )+b-dr (x*, Sz™)+c-dr (2, Tz")

=a-dr (2%, 2%)+b-dF (x*, Sx™)+c-dr (", Tz*) = a-0+b-0+c-dr (x*, Tz") .

Finally, we obtain that (1 —¢) - dr (z*,Tx*) < 0 which is a contradiction
because we suppose dr (z*, Tx*) # 0.

If the mapping T is continuous, the proof is similar.
The theorem is completely proved. [J

Remark 1. Our Theorem 11 generalizes, improves, complements and uni-
fies the corresponding Theorem 3 from (Asif et al, 2019) in several direc-
tions. First of all, it is worth to notice that some parts of the proof for The-
orem 3 are doubtful. Namely, the authors in their proof use that F-metric
dr is a continuous function with two variables (dr (z,,yn) — dr (x,y) if
dr (zn,x) — 0 and dr (yn,y) — 0), which is not case. Also, it is clear
that the function F' in their Theorem 3 and in both Corollaries 1 and 2 is
superfluous.

The next two corollaries follows from our Theorem 11.

Corollary 6. Suppose (f,a) € B x [0,+00) and (X, dr) is an F—complete
F—metric space. Let S, T : X — X be self mappings. Suppose there exist
strictly increasing function F : (0, +0c0) — (—o0,+00) and 7 > 0 such that
dr (Sz,Ty) > 0 yields

T+ F(dr (Sz,Ty)) < F (S (dF (z,Sz) + cdF (%Ty))) , (1)

fork € [0,1).
By replacing S with T, we get the following result for single mapping:

Corollary 7. Suppose (f,a) € B x [0,+00) and (X, dr) is an F—complete
F—metric space. LetT : X — X be self mapping. Suppose there exist
strictly increasing function F : (0, +0c0) — (—o0,+00) and 7 > 0 such that
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dr (Tz,Ty) > 0 yields

T4+ F(dr(Tz,Ty)) < F (l; (dr (x,Tx) 4+ cdr (y,Ty))> , (12)

fork € 10,1).
Then T has at most one fixed point in X, if it is continuous.

Remark 2. Now we give the following Important Notice:

It is useful to note that the other results from (Asif et al, 2019) can be
repaired and supplemented in the same or similar way. It should also be
said that the results on Hausdorff-Pompeiu metric given in (Asif et al, 2019)
are dubious. This will be discussed in another of our papers.

The immediate consequences of our Theorem 11 are the following new
contractive conditions that complement the ones given in (Collaco & Silva,
1997), (Rhoades, 1977) for usual metric spaces. For more contractive con-
ditions in the framework of metric spaces see (Ciri¢, 2003), (Consentino &
Vetro, 2014), (Dey et al, 2019), (Karapinar, et al), (Piri & Kumam, 2014),
(Salem et al, 2020), (Wardowski & Dung, 2014). In the sequel we will obtain
several new contractive conditions in the framework of 7—metric spaces.

Corollary 8. Suppose (f,a) € B x [0,+00) and (X, dr) is an F—complete
F—metric space. Let S, T : X — X be self mappings. Suppose there exist
71 > 0 such that dr (Sx,Ty) > 0 yields

71 +dr (Sz,Ty) <a-dr(z,y)+b-dr(z,Sx)+c-dr (y,Ty), (13)

for a,b,c € [0,+00) such thata® +b>+ 2 >0anda+b+c < 1.
Then S and T have at most one common fixed point in X, if one of the
mappings S or T is continuous.

Corollary 9. Suppose (f,a) € B x [0,+00) and (X, dr) is an F—complete
F—metric space. Let S, T : X — X be self mappings. Suppose there exist
T9 > 0 such that dz (Sz,Ty) > 0 yields

7o +dr (Sz,Ty) < a-dr(z,y), (14)

fora €10,1) .
Then S and T have at most one common fixed point in X, if one of the
mappings S or T is continuous.
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Corollary 10. Suppose (f,«) € B x [0,+00) and (X, dr) is an F—complete
F—metric space. Let S, T : X — X be self mappings. Suppose there exist
73 > 0 such that dr (Sz,Ty) > 0 yields

3 +dr (Sz,Ty) <b-dr(zx,Sx)+c-dr(y,Ty), (15)

for b, c € [0,+00) such that b> + ¢ > 0and b+ c < 1.
Then S and T have at most one common fixed point in X, if one of the
mappings S or T is continuous.

Corollary 11. Suppose (f,«) € B x [0,+00) and (X, dr) is an F—complete
F—metric space. Let S, T : X — X be self mappings. Suppose there exist
T4 > 0 such that dg (Sz,Ty) > 0 yields

1 1
< _
dr (Sa,Ty) = b-dr (a,52) +c-dr (y, Ty)

Ty — (16)
for b, c € [0,+00) such that b> + ¢ > 0and b+ c < 1.

Then S and T have at most one common fixed point in X, if one of the
mappings S or T is continuous.

Corollary 12. Suppose (f,«) € B x [0,+0o0) and (X, dr) is an F—complete
F—metric space. Let S, T : X — X be self mappings. Suppose there exist
75 > 0 such that dr (Sx,Ty) > 0 yields

1

Ty) < —
Tdr (0 TY) < — S T e dr (0. T9)

E d]" (quTy>

forb,c € [0,+00) such thatb?> + ¢ > 0and b+ c < 1.
Then S and T have at most one common fixed point in X, if at least one of
the mappings S or T is continuous.

Corollary 13. Suppose (f,«) € B x [0, +00) and (X, dr) is an F—complete
F—metric space. Let S, T : X — X be self mappings. Suppose there exist
T¢ > 0 such that dr (Sz,Ty) > 0 yields

1 1

* 1 —exp (dr (Sz,Ty)) == 1—exp(b-dr(x,Sx)+c-dr (y,Ty)()178)

T6
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for b, c € [0,+00) such that b> +c2 > 0and b+ c < 1.
Then S and T have at most one common fixed point in X, if one of the
mappings S or T is continuous.

Proof. As each of the functions F; (r) = r, i = 1,3, Fy(r) = -1, F5(r) =
—L 4 Fs(r) = #p(r) is strictly increasing on (0, +00) , the proof imme-
diately follows by our Theorem 11 and their corollaries. [

Example 1. Finally, we give the following simple example that support our
Theorem 11 with S = T. Suppose that X = {2n + 1:n € N} . Define the
dr—metric given by the following

Oifz =y
d]: (.’I/',y) = { e|z—y‘ if © # y.

Let F(r)=—e"and T : X — X is defined by

[ 3ifne{1,2}
T(an){ 2 —1ifn > 3.

It is clear that dr is a F—metric and F is strictly increasing on (0, +o00) . All
the conditions of Theorem 11 are satisfied. Indeed, putting in equation (9)
b=c=0,wegetforz#y:

e, e Tz=Tyl > . e l*=vl Taking z = 2n + 1,y = 2m + 1,n # m we
further obtain e~127=2ml > ¢ . ¢=127=27| Since n # m this means that there
exists a € [0, 1) such that (9) holds true, i.e., T" has a unique fixed point in
X ={2n+1:n € N}, which is x = 3. Note that lim,_, o F' (r) = —1, then
Theorem 3 from (Asif et al, 2019) is not applicable here. This shows that
our results are proper generalizations of the ones from (Asif et al, 2019).

Conclusion

In this article, we obtained several new contractive conditions in the
framework of F—metric spaces. Our results improve, extend, complement,
generalize, and unify various recent developments in the context of 7 —met-
ric spaces. An example shows that the main results of (Asif et al, 2019) are
not applicable in our case. We think that this is a useful contribution in the
framework of F'-contraction introduced by D. Wardowski.
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MEPECMOTP U YNYYILEHNE HEKOTOPbIX HOBbIX
PE3YNLTATOB B F-METPUYECKMX NMPOCTPAHCTBAX

3opaH [1. Mutposuy?®, Mydacup Woynuc®, Murnoe [l. Paosuy®
@ YHuBepcuTeT B I. BaHs-Jlyka, aneKkTpoTexHUYeckuii hakynesTer,
r. bansa-Ilyka, Pecnybnvka Cep6ckas, bocHusa n MepuerosuHa,
KOppecnoHAeHT
6 YH/UBEpPCUTETCKUIA TeXHonorm4eckuin MHetutyT PITIB,
Kadpeapa npuknagHom matematuku, r. bxonan, M., Nngusa
® KparyeBaukuii yHUBEPCUTET, MALLMHOCTPOUTENbHBIV haKynbTerT,
r. Kpaneso, Pecnybnuka Cepbus
PYBPUKA TPHTWU: 27.00.00 MATEMATUKA:
27.25.17 MeTpuyeckasn Teopust yHKLUNA,
27.33.00 NHTerpaneHble ypaBHEHUS,
27.39.29 TMpubnmkeHHble MeToabl
(PYHKLMOHANbLHOro aHanmaa
BWL CTATbW: opurmHanbHas Hay4Hasi cTaTbsi

Pesome:

BeedeHue/uerns: B 0danHOU cmambe ycmaHaenueaemcsi
HECKOJIbKO HOBbIX CXUMarowux ycrioeuli 8 KOHMeKcme mak
Ha3sbigaeMbix F-mempuyveckux npocmpaHcme. OcHogHas uersb
cmambu 3akndaemcss 8 0600WeHuUU, pacwupeHuU, yy4-
weHuu, OornorHeHuu, o0bbeduHeHuu paHee orybnuKo8aHHbIX
pesynbmamos 8 cyujecmsyrowel numepamype. Mbi ucnosns-
308asu mornbko ceolicmeo (F1) Bapdoeckozo, a makxe OOHY
Xopowo u3secmHyro riemMmy 055 dokazameribemea moao, 4mo
nocnedosamenbHocmb [lukapa moxdecmeeHHa F-Kowu e
pamkax F-mempuyeckoz20 npocmpaHcmea.

Memoobl: B cmambe npumeHeHbl Memodbl Mempu4yeckol meo-
puu Herod8UXXHOU MOYKU.

Pesynbmamei:  CchbopmynuposaHbl Ho8ble pesyrnbmambl 0 F-
cxxamuu d8yx omobpaxeruli S u T 8 koHmekcme F-ronHbix F-
MempuYecKux npocmpaHcmes.

Bbi1800bi: [NosyyeHHbie pe3yribmambl 3Ha4UMmeribHO YilyHYUeHb!
10 CPaBHEHUIO C HEKOMOPbLIMU HEOABHO Oy 6IUKOB8aHHbLIMU pe-
synbmamamu. B 3aknrodeHuu npusodumcsi npumep, Ookasbi-
sarowuli, Ymo pesynibmamsl, npedcmasrieHHble 8 daHHOU cma-
mebe, 6515 mces coomeememeyruwum 0bobuweHuem HedasHUX
pesynbmamos.

Knroueenle cnoga: F-mempuyeckoe npocmpaHcmeo, F-cxxamue,
HernodsuXXHasi mouyka.
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PEBM3NJA N NMOBOJbLUAHE HEKMX HOBUX PESYITTATA Y
F-METPUYKM MNMPOCTOPUMA

3opan [1. Mutposuh?, Mydacup Joyunc®, Munoje [1. PajoBuh®
@ Yuueep3auteT y Bamsoj Nyuu, ENekTpoTexHnYKku cakynTer,
Bara Jlyka, Penybnuka Cpncka, BocHa n XepuerosuHa,
ayTop 3a Npenucky
5 YHVBep3anTeTCKN UHCTUTYT 3a TexHonorujy - PITIB,
Operbene 3a npumekeHy Mmatematuky, bonan, M. I, NHawvja
® YHuBep3auTeT y Kparyjesuy, MalumHcku chakynTer,
KparbeBo, Penybnuka Cpbuja

OBNACT: matemaTtuka
BPCTA YJTIAHKA: opurnHanHu HayyHu pag

Caxemak:

Yeod/uurb: Oeaj pad ycriocmaesba HEKO/TUKO HOBUX KOHMPaK-
MUBHUX yC/108a y KOHMEKCMY mako38aHux JF-MempuyKux rpo-
cmopa. [nasHu yusb je eeHeparnu3ayuja, npowuperse, nobosb-
ware, OonyHa u objedur-er-e eeh dobujeHux pesynmama y
nocmojehoj numepamypu. KopuwheHo je camo ceojcmeo (F})
Bapdosckoe, kao u jedHa dobpo nosHama fiema 3a 0oka3s 0a je
lNukapoe HU3 F-Kowujes y okeupy F-MempuykKoz rnpocmopa.

Memode: KopuwheHe cy memode mempuyke meopuje ¢huKCHe
mauke.

Pesynmamu: O6jasrbeHu cy Ho8U pesynmamu y ee3u ca
F-KoHmpakyujama 3a 0ea ripecriukasarba y OKsupy JF-
KOMIMiemHux F-MempuyKux rnpocmopa.

Bakmwyuak: [JobujeHu pedynmamu npedcmasrbajy 3HaqajHa ro-
bosrbwarka, Kao U rnpasy eeHepanusayujy Hekux HedasHo obja-
8/bEHUX pe3ynimama, Wmo rokasyje npumep HaseOeH Ha Kpajy
paoda.

KrbyyHe peyu: F-Mempudku npocmop, F-koHmpakuuja, QpukcHa
madka.
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Abstract:

Introduction/purpose: The paper presents a model for the selection of a
route for the transport of hazardous materials using fuzzy logic
systems, as a type of artificial intelligence systems. The system
presented in the paper is a system for assistance in the decision-
making process of the traffic service authorities when choosing one of
several possible routes on a particular path when ftransporting
hazardous materials.

Methods: The route evaluation is performed on the basis of five criteria.
Each input variable is represented by three membership functions, and
the output variable is defined by five membership functions. All rules in
a fuzzy logic system are determined by applying the method of weight
premise aggregation (ATPP), which allows the formation of a database
based on experience and intuition. Based on the number of input
variables and the number of their membership functions, the basic
base of 243 rules is defined. Three experts from the Ministry of
Defense were interviewed to determine the weighting coefficients of
the membership functions, and the values of the coefficients were
determined using the Full Consistency Method (FUCOM).
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Results: A user program which enables the practical application of this
model has been created for the developed fuzzy logic system.

Conclusion: The user platform was developed in the Matlab 2008b
software package.

Key words: Fuzzy logic, Fuzzy set, ATPP, FUCOM, hazardous
materials, Matlab.

Introduction

When managing the transport of hazardous materials (hazmat),
special attention is paid to mitigate the negative consequences of
transport, especially those that affect the safety of the population and the
environment. One of the main problems of transport management is the
selection of a route for the transport of hazmat, due to the harmfulness
and possible consequences of accidental situations. With the
development of technology, there is an increasing application of modern
software systems based on artificial intelligence in solving the problem of
transporting hazmat. Artificial intelligence offers possibilities for the
development of automatic control systems, route optimization systems,
as well as decision support systems. Although this technology has been
present for some time, the possibility of its application in the transport of
hazmat has not been fully researched.

The Ministry of Defense and the Serbian Armed Forces have not yet
developed a model based on artificial intelligence that solves the
problems of hazmat routing. The paper presents a model for the
selection of a route for the transport of hazardous materials using fuzzy
logic systems, as a type of artificial intelligence systems. The system
presented in the paper is a system for assistance in the decision-making
process of the traffic service authorities when choosing one of several
possible routes on a particular path when transporting hazmat. The
evaluation of the route is performed on the basis of five criteria, which
are: the length of the route, the exposure of the population, the impact on
the environment, the reaction speed of rescue services, and the
probability of a traffic accident. These criteria were defined after a
literature analysis and the interviews with experts from the Ministry of
Defense. After entering the value of the input criteria in the user form,
calculation and evaluation are performed. A preference to the entered
route is given as an output from the fuzzy system.

The presented model was tested during the selection of a route for
the transport of motor fuel. Three routes were considered for a given
distance. After the calculation and evaluation of individual routes, the
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values of the output variables of the fuzzy system were obtained in the
user form and the preference for a route was obtained in the form of a
numerical value and a linguistic descriptor (Kayapinar Kaya, 2020).
Based on the system output values for each route, the ranking and
selection of the route with the highest preference value was performed. A
user program has been created for the developed fuzzy logic system,
which enables the practical application of this model. The user platform
was developed in the Matlab 2008b software package.

The rest of the paper is structured throughout several other sections.
In the second section, there is a review of the literature related to the
problems of hazmat transport and routing. The third section presents the
development of a new fuzzy logic system for hazmat routing. The fourth
section is a case study presenting the problem in detail and the fuzzy
logic system to solve it. Finally, there are concluding considerations with
further research suggestions moving in several different directions.

Literature review

A large number of authors deal with the problems of transport and
routing of hazmat. Solutions to these problems are widely used in civilian
structures, using modern software and information systems as decision-
making support. Despite a good basis, due to more frequent transport of
hazmat, explosives, propellants, etc., they have not found a wider
application in the military system. The most common methods and
criteria used in solving such problems are described below.

According to StarCevi¢ and Gosi¢ (2014), the first step in managing
the transport of hazmat is to determine the dangerous substance being
transported and the consequences it has on the population and the
environment. Then, it is important to determine the amount of dangerous
goods transported, as well as the flows of dangerous goods between its
source and destination, based on which the load of dangerous goods can
be carried out and restrictions that may affect the choice of transport
route (physical restrictions, ecological zones, restrictions within the
framework of legal regulations, etc.). In the next phase, alternatives and
criteria for route selection are defined, on the basis of which those that
meet all previously set requirements are selected from the set of roads
that serve sources and destinations. After defining the potential route and
sections within it for the transport of oil and oil derivatives, the risk
assessment process is carried out for each of the sections separately.
The parameters for the analysis were divided into two groups. The first
group includes: road category, geometric characteristics of the road,
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access control, existence of level crossings, condition of the road, size of
the traffic flow, participation of trucks in the traffic flow, congestion in the
traffic flow, and traffic accidents. The second group of parameters
consists of: population density, land use, population response to the
incident situation, environmental impact, road drainage system, response
time of rescue services (ambulance, fire and police), speed limit, and
climatic influences (weather conditions). Depending on the probability of
occurrence and the consequences of incident situations, risk assessment
is performed by forming a risk matrix for each section and comparing the
risk with the allowed values. If the risk degree on all sections is satisfying,
the transport can be performed by the chosen route.

In order to establish a more precise method for determining possible
risks on certain sections, various dispersive models are used. The
concentration level can be calculated as a function of distance and the
measured weather (climate change) parameters can be used in the GPM
(Gausian plume model) and the GIS (Geographic Information System). In
their paper, Zhang et al. (2000) applied an approach from the aspect of
expected consequences. Risk is defined as a consequence of possible
side effects (injuries, diseases, death) and effects on the population. As
the risk factor for each section on the network must be calculated for the
transport of hazmat, the use of the GPM (instead of the length of the
section) as a factor is used to determine the point and degree of pollution
spreading. In order to simplify the method, rasterization is performed
using a GIS system where a certain space is transformed into a mosaic
network of rectangles, or pixels. The network is organized in the form of
layers (maps), where each of them represents a certain characteristic so
that each pixel on each layer represents the same location. Each pixel
has its own number of rows and columns, transferred to the Cartesian
coordinate system, x = column x cell size (pixels) and y = row x cell size.
Using the coordinate system, the distance and the direction are
calculated.

According to Milovanovi¢ et al. (2012), the method for determining
the optimal route for the transport of hazmat consists of eleven steps and
can be applied to all groups of hazardous substances except for the
substances from the seventh group (radioactive substances). The first
step involves defining the type of hazardous substance, the
characteristics of the hazard, and the zone of influence of hazardous
substances. Then, the total amount of hazardous material being
transported is defined as well as the amount at the source. The third step
includes determining the source and the destination, followed by the
formation of the initial-final matrix of vehicle movement and then
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determining the load of roads with hazmat. The next step includes the
analysis of the established restrictions, both legal and ecological
(ecological zones, sensitive natural areas), after which alternatives,
acceptable routes, continuity of routes, alternative routes and slowdowns
that may occur on the selected routes are defined. The seventh step of
the method is to define the criteria for choosing the optimal route. The
basic criteria used was the existing source and destination locations, the
roads most commonly used to transport hazmat, the use of roads
reserved for the movement of trucks, the minimization of the transport
route between the source and the destination, and the reduction of
potentially endangered areas. The next step is to define the parameters
for the risk analysis which include the parameters of the impact of the
possibility of the occurrence of an incident situation and the parameters
of the impact of the extent of the consequences of the incident situation.
The last three steps are to define the impact of each parameter on the
basis of expert monitoring, to implement a method for determining the
optimal route as well as to identify, correct, and approve the route.

Frank et al. (2000) presented risk mitigation by selecting specific
routes and elimination by using the SDSS (Spatial Decision Support
System). The cycling system is the coverage of real roads on the
territories of the target countries, as well as a multitude of loading and
unloading points (laid and civilian points). The system is designed for
route selection over long distances. In order to minimize costs and travel
time, long-distance transportation should be done by highways, which
means passing through populated areas and high exposure of the
population to risk. Settlements can be avoided by using slower and
bypass roads. Using the SDSS, several alternative transport routes are
generated based on one optimizing criterion. The most commonly used
approach is a combination of several criteria and their transformation into
one criterion. This criterion is usually a linear function of the risk to the
population, distance, travel time and the probability of an incident
situation. Another approach is the choice of routes with multiple goals,
where by minimizing travel time and exposing the population to risk, a
larger number of routes are obtained, which include a large number of
bypass routes suitable for practical application. Nevertheless, this
approach is considered impractical. Another approach is to minimize one
cost attribute while limiting the sum of other cost attributes. For example,
travel time, as a direct cause of final costs, is minimized while other
attributes - population exposure, distance, possibility, and consequences
of the incident - are constant.
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In their paper, Barilla et al. (2009) discussed the problem of
integration of different sources of risk, different hazards and different
elements exposed to risk and their sensitivity. The method is based on
the application of a multi-criteria and multi-attribute analysis. Factors
related to the economic problems of hazmat transport are considered to
ensure the economic sustainability of transport, while human factors and
natural hazards are taken as risk factors, and the population and facilities
will be considered as elements exposed to risk. The applied model
determines a possible risk on each route and, based on the set criteria, it
selects a route with minimal risk. The criteria considered in this method
are: minimization of travel time, transport route, risk to the population,
risk to the urban environment, and risks related to natural hazards. As a
product of this methodology, various solutions are obtained, representing
a specific tool for decision-making support.

Using MOMR (Multiple Objective Mathematical Programming),
Castillo (2004) estimated different and conflicting goals in order to
calculate the optimal route for the transport of hazmat regarding the
optimizing criterion. The optimizing criterion is flexible and depends on
who participates in the decision making and its requirements. The
objectives used as route optimization criteria are to minimize travel time,
transport route, population risk, urban risk, and natural hazards.

Pamucar et al. (2016) combine adaptive neural networks (ANFIS -
Adaptive Neuro Fuzzy Inference System) and the Dijkstra's algorithm as
a method for calculating the optimal route for the transport of hazmat
through urban areas. In the first phase of the ANFIS-D method, a
transport network is formed in the urban area and the input criteria are
defined on the basis of which the values of branches in the network are
determined. The criteria taken to define the value of branches in the
network are: speed of response of emergency services, risk associated
with environmental impact, risk of traffic accidents, consequences of
traffic accidents, risk associated with infrastructure facilities, and risk of
terrorist attacks. To define the values of the branches in the network, an
adaptive neural network is formed where the input data are the
previously listed criteria. In the second phase, the initial fuzzy logic
system is constructed and the adaptive neural network is trained using
the Atrtificial Bee Colony (ABC), where the value of a specific branch in
the network is obtained as an output. The algorithm is repeated until
each branch in the network is assigned a value. After determining the
value of the branches using the Dijkstra algorithm, the optimal route for
the transport of dangerous goods is determined.
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In his paper, Milovanovi¢ (2012) considers the problems in the
selection of routes for the transport of hazmat from the aspect of the
analysis of individual and social risk, as well as the levels of absolute and
specific risks. A specific risk is derived quantity that estimates the
percentage of damage of a certain element exposed to risk that can be
expected in an incident situation, while an absolute risk is a quantification
of a specific risk expressed as the product of the specific risk value and
the element exposed to risk. The individual risk degree means the rate of
suffering of an individual, as a member of the social community, who is
constantly exposed to hazmat on an annual basis. Social risk is defined
as the cumulative value of the probability of an accident with several
casualties in the zone of hazmat influence. Based on the research and
the methods applied in Italy, the USA and the Netherlands, the author
improves these methods through 11 steps. The first five steps include the
first phase of risk management, hazard identification, and consequence
analysis. They include determining the hazmat type, determining the
hazmat quantity, determining the source and the destination points, and
forming a matrix of original target movements of vehicles, determining
the load on the road network restrictions. The sixth and seventh steps
include defining alternatives for the analysis (which are acceptable routes,
continuity of the route, alternative routes, possible delays during transport)
and defining the criteria for route selection. After these two steps, routes
are obtained that meet all the requirements and needs for the transport of
hazmat. However, the obtained routes must be checked from the aspect
of the allowed degree of risk. Risk assessment is performed by defining
the parameters for risk analysis (the parameters that affect the probability
of an incident situation and the parameters related to the size of the
consequences) and then it is necessary to connect each parameter with
the size of the risk and determine its weighting factor.The size of weight
factors was determined by surveying experts in the field of transport of
hazmat, who stated the degree of the influence of the parameters on the
choice of a route for transport of dangerous goods on a scale from 0 to 4,
where 0 represents a value where a parameter has no influence on route
selection and 4 represents a parameter that has a critical impact. After
the above, a risk assessment is performed for each of the sections of the
selected routes, where by comparing the obtained values with the
allowed level of risk, a decision is made whether the observed section is
suitable for transport of hazmat or not. This comparison of values for
each section on a particular route leaves the possibility of defining
alternative sections that would connect the previous and the next section
between which there was a section that is not acceptable in terms of risk
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level or mitigate the consequences or reduce the posibility of incident in
order to reduce risk. Thus, the section will re-enter the process of
considering eligibility for the transport of hazmat. Based on the previous
review of the literature that considers different methods for selection and
optimization of the route for transport of hazmat, it was determined that
the authors used different criteria. Based on that, the criteria used in this
research were defined. The most commonly used criteria in selecting the
optimal route for the transport of dangerous goods are shown in Table 1.

Table 1 — The most commonly used criteria for selecting a route for the transport of
hazardous materials
Tabnuua 1 — Haubonee yacmo ucrnonb3yemble Kpumepuu 8bibopa Mapwpyma
r1epeso3KuU onacHbIX 2py308
Tabena 1 — Hajuewhe kopuwheHu kpumepujymu 3a odabup onmumarHe pyme 3a
mpaHcrnopm onacHo2 mepema

Criteria

References Problem/ Method

Time of travel
Transportation route
Inpact on the
population
Environmental inpact
Speed of response of
rescue services

'The probability of an
accident

(Starcevi¢ & Gosic,

+
+
+

2014)

Risk Analysis

(Pamucar et al,
2016)

Adaptive Neural
Networks and
Dykstra’s Algorithm

(Frank et al, 2000)

Spatial Decision
Support System

(Zografus &
Adroutsopoulos,
2008)

Decision Support
System

(Zografus &
Adroutsopoulos,
2008)

Bicriteria Method

(Pradhanaga et al,
2010)

Ant Colony Method
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Locating Methods
(2I6%%r;elll etal, + + + + Risk Analysis
Use of GIS Risk
(Zhang et al, 2000) + + Assessment
Systems
(2|\6I|1Ic5\)/anowc etal, + + + Risk Analysis
(Milovanovic, 2012) | + + Rick Menagment
(Z\Ji\?l\:gCi(c)':wgoﬁ 0) + + Routing Problem
Planning the rout
(Leonardi, 2008) + + for the transport of
hazardous
materials
(Barilla et al, 2009) | + + + Rick analysis
Optimization of the
rout for the
(Castillo, 2004) + + + transport of
hazardous
materials
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In this research, a fuzzy logic system was used to create a model for
the selection of a route for the transport of hazmat in the Ministry of
Defense and the Serbian Armed Forces (SAF), as one of the models of
artificial intelligence, because it is the basis for decision making in a
dynamic environment. The analysis of the literature showed that there is
no software based on artificial intelligence that is used to select a route
for the transport of dangerous goods in the Ministry of Defense and the
SAF. Based on the analysis of the literature and the interviewing of
experts from the Ministry of Defense, the criteria that represent the input
variables in the software based on artificial intelligence are defined. The
criteria and their descriptions are presented in Table 2.

Table 2 — Defined criteria for the selection of a route for the transport of hazardous
materials in the Ministry of Defence and Serbian Armed Forces
Tabnuua 2 — Ymeep>0eHHble Kpumepuu ebibopa Mapuwipyma Orisi nepe8o3KU ornacHbIX
epy308 8 MuHucmepcmee 060pOHbI U 800PYXEHHbIX cunnax Cepbuu.
Tabena 2 — [JechuHucaHu Kpumepujymu 3a usbop pyme 3a mpaHcriopm ornacHoe
mepema y MuHucmapcmesy odbpare u Bojcyu Cpbuje

Criterion

Description

1 Route length

The distance (expressed in km) that the vehicle travels
when transporting hazardous materials

Impact/Exposure of the
population

Degree of the impact of the consequences of incident
situations on the population.

364




Criterion Description
3 Environmental impact Degree of the impact of the consequences of incident
situations on the environment.
Speed of response of The time during which city services (fire services,

4 rescue services emergency services and police) react in case of
(ambulance, firefighters, incidents. The average response time is taken as the
police) input parameter.

The impact of road sections on which due to the

5 Probability of a traffic characteristics of the section (terrain configuration,

accident traffic density, railway crossings, traffic quality, enemy
action, etc.) exists an increased risk of a traffic
accident.

Fuzzy logic system

Fuzzy logic is used to model complex systems in which it is difficult
to determine the interdependence between individual elements of the
system by applying other methods. The creator of fuzzy logic is
considered to be Lotfi Zadeh (Zadeh, 1975a, 1975b, 1975c), who in 1973
first spoke about the use of mathematical tools to represent spoken
language and human knowledge by introducing the terms fuzzy rule and
linguistic variable into the theory of automatic control. Fuzzy logic itself is
based on the theory of fuzzy sets that were introduced with the basic
goal of representing and modeling uncertainty in linguistics in a
mathematically formalized way. Unlike classical sets where an element
either belongs or does not belong to a defined set, a fuzzy set is a set of
elements with similar characteristics, where the membership of an
element can be any real number in the interval [0.1]. The main difference
between these two types of sets is that classical sets always have a
unique membership function, while for a fuzzy set there are infinitely
many different membership functions by which it can be described.

Fuzzy relations are used to represent the conection between
elements that are valid to some degree. In the case of binary relations,
e.g. "<" (Less), two elements can either satisfy or not satisfy the relation
(Precup et al, 2020). In relations that are not binary (which is often the
case), for example: there is a weak connection, there is a middle
connection, there is a close connection, the strength of the relation is
expressed by expressions that show gradualness. The fuzzy relation
between the elements is satisfied to a certain extent, which is expressed
as a number from the interval [0.1].
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One of the basic rules of fuzzy logic is fuzzy composition, where the
composition of two fuzzy relations gives a new relation. The composition
must satisfy transitivity, associativity, and symmetry. A fuzzy statement
contains linguistic values, and the truth of the statement is a number from
the interval [0.1] (Veskovi¢ et al, 2020).

Fuzzy reasoning does not contradict the rules of logical reasoning,
but it cannot use them in their original form, because the result of logical
reasoning is only a part of possible conclusions when using fuzzy sets
and fuzzy variables. The complex rule of reasoning was proposed by
Zadeh (Zadeh, 1965) and it symbolically reads:

Premise: x is A

Condition: xRy

Conclusion: y is B

X Ry means that x and y are connected by a fuzzy relation R (x, y). If we
denote "x is A" by the fuzzy set A, then the meaning of "y is B" can be
calculated as (Kushwaha et al, 2020):

B =AR (1)

which represents the composition of the fuzzy set and a fuzzy relation.

The rules used in the fuzzy system, obtained on the basis of expert
knowledge, can be expressed using a certain number of linguistic rules in
spoken or artificial language words and serve as a link between the
inputs and outputs of the fuzzy system. All rules consist of two parts: the
IF part which represents the input state and the fuzzy proposition
represents the premise, and the THEN part which represents the output
state and the fuzzy proposition represents the conclusion. The if-then
rules are interrelated with the expression else. In addition to this
conjunction, they also can be connected by the conjunction and. There
are two ways to define the rules that differ in that part. The first way is the
classic rule format proposed by Zadeh, and the second rule format was
proposed by Takagi and Sugeno.

The classic rule format:

Rule: IF<fuzzy statement>THEN<fuzzy statement

where the fuzzy statement may be an atomic statement or a complex
statement, e.g.

Ifxis A, then zis C

IfxisAandyis Bthenzis C

If x is not A then zis Cand vis D

366



The Tagaki-Sugeno rule format:

Unlike the classic format, the Takagi-Sugeno format contains a fuzzy
statement only in the IF part of the rule, and the THEN part is defined by
a function whose arguments are input fuzzy variables. A special case is
when a constant is used instead of a function, e.g.

If xis A then z is f(x)
If xis A else yis B then z is fy(x,y)
If x is not A then zis f;(x) and vis 12

More than one rule needs to be defined to describe a particular fuzzy
system. These rules are executed in parallel, connected by an operator
else (union), so the execution of n parallel rules can be expressed using
the fuzzy relation:

R = Uk=1 Ry ()

where R, refers to the k-th rule.

When the classical implication fuzzy system is used, only true
variables are considered, while untruths are not considered. In the case
of using the Takagi-Sugeno format, the implication is already defined in
the THEN part (function or constant).

A number of rules for defining a fuzzy system in which words
describe the solution to a problem is called a rule base or expert rules. In
reality, the input variables are usually represented by a number, and the
output value is obtained in the numerical form. Since the given system is
described verbally (qualitatively) through production rules, first, numerical
values are converted (fuzzyfied) by applying a fuzzy logical operation.
After that, they are processed by the mechanism of approximate
reasoning in the fuzzy system through the phases of aggregation,
activation, and accumulation, and the numerical output value is obtained
by the process of defuzzyfication.

Aggregation is a phase in which certain values of the membership
function are added to the measured numerical value, i.e. it is a process
by which it is determined with which degree of confidence (truth level) an
input numerical value belongs to a given fuzzy set. In the case where
there is only one input, aggregation is equivalent to fuzzyfication.

Activation is the conclusion drawn in the THEN part of the rule.
There are two methods of activation, MIN (minimum) and PROD (product)
methods. The MIN method performs truncation, while the PROD method
performs scaling, proportional reduction of the conclusion.

In the process of accumulation, all activated conclusions are
accumulated. Accumulation is usually realized through two methods:
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MAX and SUM. By applying the MAX method, the final shape is obtained
as the union of two fuzzy sets, while by applying the SUM method the final
contours are obtained as the algebraic sum of the contours obtained by
the activation process. If the obtained sum is greater than one, then it is
normalized to the value of one. When the type of approximate reasoning
mechanism is specified, then it is the MIN-MAX or PROD-SUM method.

Defuzzyfication is the operation of converting the resulting fuzzy set
into a real number. Just as fuzzy systems can be divided into two groups,
so can defuzzyfication methods be divided into Mamdani and Sugeno (or
Takagi-Sugeno). Since mathematical defuzzyfication is represented as
mapping a vector (value of a linguistic variable) into a real number, there
is a reduction of information. Information reduction occurs because
different values of a linguistic variable can be mapped to the same
converted real number. Therefore, it is necessary to be very careful when
choosing a method for defuzzyfication, because there is no method that
is optimal for all cases.

The analysis of input-output mappings is performed in order to
notice the influence of the choice of membership functions and their
arrangement on the shape of the output, the set of possible solutions
(Badi et al, 2019). The dependence of one output on another one can be
shown by a graph of the function, and its analysis helps in selecting the
membership function and forming rules. The shape of the curve on the
graph can be controlled to some extent by manipulating the membership
functions.

Modeling a fuzzy logic system for route selection for
transport of dangerous goods

Based on the described concept, the basis is created to model the
system of interdependence of input criteria as a complex fuzzy system
for the selection of a route for the transport of hazardous materials. It
goes through several phases in order to reach the final solution, which in
general modeling represents system design, optimization and application.
In the fuzzy model, the stages gone through to reach a final solution can
be defined as:

— Problem analysis,

— Defining linguistic variables,

— Selection of membership functions,

— Forming a database of rules,

— Selection of inference and defasing methods, and
— Application of a fuzzy model.
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Problem analysis

A detailed analysis of the problem, when modeling a fuzzy logic
system, is performed to determine the number of variables and their
interdependence. In case the problem is complex, the system can be
divided into several smaller subsystems, the goal and purpose of each
subsystem is determined, after which the way of connecting these
subsystems and the priorities between them are determined.

Defining liguistic variables

As previously explained, linguistic variables take values from spoken
language or are artificially synthesized and represented by fuzzy sets. It
is pointed out that the designed fuzzy system contains five linguistic
variables, as follows:

— Route length,

— Exposure of the population,

— Environmental impact,

— Response speed of rescue services, and
— Probability of a traffic accident,

including the output linguistic variable Route preference.

The values of the input variables include the intervals listed in the
table.

Table 3 — Intervals of input and uotput linguistic varialbes
Tabnuua 3 — MlHmepearnbl 880da U 8bi800a NIUH28UCMUYECKUX MEPEeMEHHbIX
Tabena 3 — lHmepsanu ynasHuUx u usnasHe JlUH28UCMUYKEe MPOMEHIbUBE

L . Interval
Input linguistic variables
from to
Route length 0 300
Exposure of the population 1 10
Environmental impact 1 10
Response speed of rescue services 1 10
Probability of a traffic accident 1 10
Int I
Output linguistic variable nerva
from to
Route preference 0 100
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Once the linguistic variables have been defined, the number and
type of membership functions need to be determined for all input and
output variables. The higher the number of membership functions, the
higher is the number of rules, which can make it difficult to set up the
system, so it is advisable to start with the smallest number of functions, in
accordance with the nature of the variable. Reducing the number of
functions must not be done to the harm of the quality of the description of
the variable. Based on that, it was decided that in the model each input
variable (route length, population exposure, environmental impact, speed
of response of rescue services and probability of an accident) has three
membership functions, and the output variable (route preference) five
membership functions. The linguistic values of all input variables are
Small, Medium and Large, while the values of the output linguistic
variable are Very Small, Small, Medium, Large, and Very Large.

A larger number of linguistic values were not needed since it is a
decision support system, so it does not require enormous precision. With
three linguistic values, a satisfactory gradual change in output values
was achieved, which limits the number of rules to 243 and enters the
domain that the expert can control.

Selection of a membership functions

An important phase in modeling a fuzzy logic system is the choice of
membership functions and their arrangement on the membership interval.
In the initial phase of system design, triangular functions were chosen as
membership functions. However, their adjustment does not provide
sufficient system sensitivity. Therefore, Gaussian bells functions were
used in the system as they well describe the input and output variables
and allow for satisfactory system sensitivity. Figures 1 and 2 show the
membership functions of the input and output variables.

The values of the membership functions of the input variables are
shown in Table 4, where the first number in the interval represents the
left and right distributions of the Gaussian curve along the abscissa, and
the second number represents the value at which the Gaussian curve
reaches the maximum.
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Figure 1 — Membership functions of the input variables
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Figure 2 — Membership functions of the output variable
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Crniuka 2 — ®@yHKkyuje npunadHocmu usnasHe npoMeHsbuse
Table 4 — Values of the mambership functions of the input varables
Tabnuua 4 — SHadyeHus1 pyHKYUL MpuHadnexHocmu 8xX00HbIX NepeMeHHbIX
Tabena 4 — BpedHocmu ¢hyHKuuja npunadHocmu ynasHUX npoMeHbUSUX

Membership

function/ input Small Medium Large

value

Route length (61.2,70.35) (51,151.2) (51, 281.8)
Exposure ofthe | (4 65 1 g03) (1.53 , 5.09) (1.54, 8.844)
population

Environmental (1.74,2.301) (141, 5.348) (1.51,8.977)
impact

Reaction speed of (153, 1.52) (1.53 , 5.447) (1.52, 7.335)
rescue services

Probability ofa | 4 53 335 (153, 4.977) (1.53 , 9.135)

traffic accident

Forming a database of rules

Linguistic rules are constructed as a link between inputs and outputs.
In complex systems, one of the major problems is the lack of a standard
and systematic method for transforming expert knowledge or experience
into fuzzy rules (Pamuéar & Cirovié, 2013), (Jovanovié et al, 2014).
Another problem is the lack of a universal method for determining the
optimal number of rules, given that many factors influence such a
decision, and this is important for the speed of the system.

The expert domain is primarily entered through production rules.
Initially, it is important that for each combination of input values of
linguistic variables, the expert suggests an appropriate output value
(Cirovi¢ et al, 2014). As the system has five input linguistic variables (n=5)
with three linguistic values each (M=3), they can be combined in the
database with a total of M" = 3° = 243 rules.

All rules for the fuzzy logic system are determined by applying the
aggregation weight premise rules method (ATPP), Bozani¢ and Pamucar
(2014). There are many methods for constructing a rule base of a fuzzy
logic system from a known set of numerical values, but the ATPP method
allows the creation of a rule base based on experience and intuition. The
steps of the ATPP methods are as folows:

Step 1: Determination of the weight coefficients of the membership
functions of the input variables.
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For the weight coefficients of the membership functions, the
condition applies:

m ow = gy, 3)

where:
W(X,)(j) - weight coefficient of the membership function, j =1, ..., m, (m total
number of membership functions),

gx~ weight coefficient of the input variable i= 1, ..., n.

Most often, wy,” is determined based on the subjective assessment
of the expert modeling a fuzzy logic system. However, in addition to
subjective assessment, the weight coefficient of the membership function
can be determined by group decision-making and the aggregation of
experts. The distribution of the weight coefficients of the membership
functions should reflect reality as much as possible. In this particular
case, W(X,)") was determined by interviewing experts and applying the
FUCOM (Full Consistency Method) method (Pamucar et al, 2018),
(Bozanic et al, 2019), (Fazlollahtabar et al, 2019), (Puska et al, 2019),
(Erceg & Mularifovié, 2019), (Durmié, 2019), (Nenadié, 2019), (Zizovi¢ &
Pamucar, 2019), (Bozanic et al, 2020), (Durmi¢ et al, 2020). Three
experts were interviewed, and the results of the calculation of the weight
coefficients are shown in Table 5. Lingo software was used to solve this
problem and for the calculation.

Expert 1- min ¢

~

w; Wy Wsg
——2| <eg ——1.5| <egl|l—- 1.33| <e¢
Wy Ws W3
W3 W Wy
——1.25|S£, ——3| <eg ——2|S£
wy We ws
w
V1167 <6
41
5
ZW]' = 1,Wj = O,Vj
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Expert 2- min ¢

w w w
= _13 Ss,—l—l Ss,—z—l <ce¢
Wy 1) w3
W3 Ws wq
——16|<¢g|——-13|<¢g|——-1|<c¢
Wy w, ws
W
——16|<c¢
Wy
5
ij—l,wj>0,\7’]
\ j=1

Expert 3- min ¢

(|Ws Wy Wy
—=2|<¢g|——-15|<¢|——-167|< ¢
W1 Wy W»
W» Ws |41
——14|<¢g|[—-3|<e|——-25[<¢
W3 Wy W2
Wy
——233[<¢
W3
5
ij =1,w; =20,Vj
\ j=1
Table 5 — Weight coefficients of the input variables
Tabnuua 5 — Becosble k03aghebuyueHmbl 8XOOHbIX MEPEeMEHHbIX
Tabena 5 — TexXuHcku KoeguyujeHmu yrasHux rnpoMeHbUsux
Criteria Weight coefficient w w? w
Ki 0.1734 0.173 | 0.1 0.05
(route length) ' ' ’ '
K2
(exposure of the 0.2442 0.244 0.17 0.08
population)
Ks
(environmental 0.1261 0.126 0.085 0.03
impact)

374




Criteria Weight coefficient wl w? w
K4

(reaction speed of 0.1664 0.08 0.11 0.166
rescue services)

Ks

(probability of a traffic | 0.2898 0.289 0.18 0.05

accident)

Step 2: Generate an initial "incomplete" rule base with the maximum

number of combinations

N input (X)) variables and the output variable (Y) are described with
different numbers of the membership functions. Starting from that, it is
necessary to determine the maximum number of rules, i.e. the maximum
number of combinations (¢) by which the membership functions can be
combined. The initial rule base contains only the premises (the IF part of
the rule) or the combinations of all membership functions of the input
variables of the fuzzy logical system (x). The initial "incomplete" base of
the R rule is displayed in the form of a matrix as:

XX,

(0)] (1)

R x X

(2) (1)

R:RZ X Xy

RC xl(m) x;m)

X

n

xD

n

x(Z)

n

xi’”)

(4)

Step 3: Generating a "complete" rule base by assigning appropriate
conclusions (y”) to premises (x{’). Generating a complete rule base
begins with the formation of a matrix R 'in which combinations of input
pairs are replaced by weighting coefficients (w?).

(1) (1) (1)

X X, X3
(2) (2) (2)
X le X3
- (3) (3) (3)
R - le WX2 WX}
W(m) (m) W(m)

X Xy X3

(1)

Aﬂ

w?

xﬂ

W(3)

xﬂ

W(m)

X”

After forming the matrix R ', the elements of the matrix are summed

in rows:

375

MiloSevi¢, T. et al, Model for selecting a route for the transport of hazardous materials using a fuzzy logic system, pp.355-390



@VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2021, Vol. 69, Issue 2

wy =X, wd yty*t ey, v (6)
where y* represents the upper limit of the confidence interval [y, y'] of
the output variable Y. After this, it is necessary to determine the degree

of belonging of the real number w; to the membership function ¥y of the
output variable Y.

y(r) = maX(Wy n #y(r)) (7)

Step 4: Optimization of the number of rules, elimination of redundant
rules.

When generating the rule base, each pair of the membership
functions (x”) of the input variables (X)) is associated with the
corresponding membership function (y”) of the output variable (Y). After
defining the rule base, redundant rules that unnecessarily burden the
system are eliminated. Elimination is performed when there are two or
more rules that have similar or the same combination of the membership
functions of the input / output variables. In this case, what is left is a rule
whose sum of weight coefficients of the membership functions, contained
in the rule, is higher.

R = max) W,EQ ,i=1,2,...,n (8)

where w” represents the weight coefficient of the membership
functions contained in the rule R.

If we mark:

A — route length,

B — exsposure of the population,

C — environmental inpact,

D - response speed of rescue services,
E — probability of a traffic accident, and
F — route preference,

then the role example is:

IF (A is Large) AND (B is Small) AND (C is Medium) AND (D is Medium)
AND (E is Small) THEN (F is Large).
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Selection of inference and defasing methods

The most commonly used methods for direct inference are MIN-MAX
and PROD-SUM (Mamdani method). In the initial phase of system
development, the MIN-MAX method was used. This method is a common
choice when it is not important to manage the entire confidence interval
of the output variable. However, a large number of system simulations
have shown that the MIN-MAX method is unsuitable. One of the basic
requirements was to achieve a satisfactory level of system sensitivity,
which means that with certain small changes in the input, the output from
the fuzzy system must also have small changes, which could not be
achieved by applying the MIN-MAX method. Figures 3 and 4 show the
graphical representations of the solution according to the MIN-MAX
method in the form of the interdependence of the solution and two input
variables.

Route preference
B B B & B B
Routhe preference

w g 9 om u

B
&

Route lenght = B8 8 Exbosure of the
E population

g

Route preference

SRR ARSI
RO
RS e ';:-‘-‘-

Route preference

100

paile] . ¢ 8
4 Route lenght Probability of traffic 1" 0 Route lenght
rescue services accident

Reaction speed of 2 2 300

Figure 3 — Interdependence of the solution and two input variables by the MIN-MAX method
Puc. 3 — Baaumo3zagucumocms peuwleHus1 U 08yX 8XOOHbIX NepeMeHHbIX C
ucnionb3osaHuem memoda MIN-MAX
Crnuka 3 — Mehy3asucHocm pewerba u 08e yra3He npoMeHs/buUse MpuMeHoM mMemode
MIN-MAX
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The Matlab 2008b software package was used to construct the fuzzy
logic system.

Routh preference
g

Enviranmental inpact ® @ 1 "Exposure of the population

Figure 4 — Interdependence of the solution and two input variables by the MIN-MAX method
Puc. 4 — Bzaumosagucumocmb peweHusi U 08yxX 8X0OHbIX MEPEMEHHbIX C
ucrnonb3osaHuem memoda MIN-MAX
Cnuka 4 — MefjysasucHocm peuwera u dge yna3He rpoMeHsrbuge npuMeHom memode
MIN-MAX

It can be seen from the figure that the system obtained using the
MIN-MAX method is very insensitive. The insensitivity of the system is
represented by the plateaus on the figures.

The settings could not achieve the desired shape, and even if the
desired shape was obtained, it would be valid only for certain values of
the input variables.

By changing the parameters, the surface would look even less
acceptable, and thus the system would be even less sensitive. In order to
increase the sensitivity of the system, the PROD-SUM method of direct
inference was used, as the best offered by the Matlab software package.

Figures 5 and 6 graphically show a set of possible solutions of the
input variables using the PROD-SUM method.
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Figure 5 — Interdependence of the solution and two input variables by the PROD-SUM
method
Puc. 5 — Bzaumosagucumocmb peweHuss U 08yx 8X00HbIX epeMeHHbIX C
ucrnionb3ogaHuem memoda PROD-SUM
Cnuka 5 — MefjysasucHocm pewera u 08e yna3He rnpoMeH/bU8e MPpUMEHOM Memode
PROD-SUM

Route preference

» LB
Environmental inpact ¥ 1 10 Exposure of the population

Figure 6 — Interdependence of the solution and two input variables by the PROD-SUM method
Puc. 6 — B3aumo3sagucuMocmb pewieHuss U 08yX 8XOOHbIX MEPEMEHHbIX C
ucnonb3oeaHuem memoda PROD-SUM
Cnuka 6 — MefjysasucHocm pewera u 08e yrna3He rnpoMeH/bU8e NpuUMeHoOM Memode
PROD-SUM
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The reasoning process in a fuzzy logic system takes place by the
fuzzyfication of the values of the input variables at the very beginning. In
the fuzzyfication process, the membership functions defined for the input
variables are applied to the actual value of the input variable to determine
the degree of affiliation for the premise of each of the rules in the
database. For example, if the Route Length is described by the linguistic
descriptor Low, Exposure of the Population described as Medium,
Environmental Impact as Medium, Response Speed of Rescue Services
as Medium, and Probability of a Traffic Accident described as High. After
obtaining these values, the expert system performs the analysis in
accordance with the previously defined limits, which represent the
membership functions of individual variables. Each variable consists of
several fuzzy sets and the purpose of fazzyfication is to determine which
fuzzy set "belongs" to each input variable and to represent this affiliation
with numerical values in the interval [0,1].

After the fuzzyfication of the input values, the analysis of these
values is performed as well as their comparison with the sets of values of
the premise of the rule from the rule base. In the case of this system, all
rules were activated when entering values. By activating the rules,
intermediate solutions are obtained. The union of fuzzy sets is applied to
the obtained intermediate results, and on that occasion the resulting
fuzzy set is obtained.

The method of the center of gravity (COG) was chosen for the
method of defuzzyfication. In the case of a discrete confidence interval,
defuzzyfication is calculated according to:

— Z:%ll ”(xi)'xi (9)
where
u;i-fuzzy set obtained after the accumulation phase;

n - the number of discretization levels of the specified fuzzy set per

X; - i-th discrete value; and
U(x;)- fuzzyfied value of x;

Application of the fuzzy system

The application of the system is one of the components in the
system life cycle. The model should be applied and, if necessary, certain
corrections, changes and improvements should be made again, which is
relatively easy in a fuzzy system.
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A user program has been created for the developed fuzzy logic
system, which enables the practical application of this model. The user
platform was developed in the Matlab 2008b software package. Entering
"PP" in the command line of the Matlab software package starts the
program for selecting the route for the transport of hazardous materials.
The user form is shown in Figure 7.

Evaluation of the route for transport of hazardous materials

Run program End program

Teodora Milosevic, 1415t class
Department of Logistic, Tratfic and Transpart module
Belgrade, 2020,

) - X

Figure 7 — User form of the developed program for the selection of a route for transport of
hazmat
Puc. 7 — Nonb3o0eamernsckas gpopma rpoepammei 0718 8bibopa ornmumarabHo20
Mmapuwipyma rnepeeosKu ornacHbIX epy308
Cniuka 7 — KopucHuuka ¢hopma ripoepama 3a u3bop onmumarHe pyme 3a mpaHcriopm
ornacHoe mepema

Pressing the "Pokreni program" (run program) button opens a fuzzy
logic model in which the user enters the desired values of the input
variables. The value of the criterion "Route length" has an interval
[0,300], while the values of other criteria can be selected from the
interval [1,10]. The values can be entered by typing or moving the slider
keys. By pressing the “Pokreni” (Run) button, the calculation is
performed. The output from the fuzzy system is shown in the lower part
as a numerical and linguistic value of the preference according to the
entered route.
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B preferencija - X

Input val

RUN

END

- = - - -

Route length Exposure of the Envir impact speed of Probability of a
population rescue Services traffic accident

Output val Teodora Miosevic, 1415t class

. Department of Logistic, Tratfic and Transport mociule
Preference Humerical value of preference Bislgrade 2020

Figure 8 — Fuzzy logic model for enetering the input values and displaying the output
value
Puc. 8 — Moderb 0nisi 8so0a 8xX00HbIX 3HaYeHUl 8 cucmeMy U 0mobpaxeHus 8bIX0OHbIX
3Ha4eHul u3 cucmembl He4emkol JI02UKU.
Crniuka 8 — Moden 3a yHoweHe yna3Hux epedHocmu y cucmem U rpuka3s usnasHux
epedHocmu u3 fuzzy noauykoe cucmema.

The designed model was tested during the selection of a route for
the transport of fuel. Three transport routes were considered and they
represent alternatives.

Tabel 6 shows the values of the input variables in the fuzzy logic
system for each route. The values were determined based on a
subjective assessment of the model designer.

After entering the input parameters into the fuzzy logic system, the
calculation and evaluation of the mentioned alternatives is performed.
The results of the calculation, i.e. the output values of the fuzzy logic
system are shown in Table 7.
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Table 6 — Input values of the selected routes
Tabnuua 6 — BxodHble 3HavyeHuUs1 8bIbpaHHbIX Mapuwpymos
Tabena 6 — YnasHe apedHocmu pasmampaHux pyma

Reaction Probability of
Route Exposure of Environmental speed of e
length (km) | the population | impact rescue a trgfflc
. accident
services
A1 255 8 7 8 7
A2 181 5.5 5 6 6
A3 181 6.4 6 5 3.6

Table 7 — Numerical and linguistic values of the selected routes after the calculation
Tabnuya 7 — Yucriosble u nuHe8UCMUYECKUE 3Ha4YeHUs paccMampueaeMbiX Maplipymos
rnocre pacyema
Tabena 7 — Hymepuuke u nuHegucmuYke 8pedHoOCmu pasmampaHux pyma HakoH

rpopayyHa

Alternatives Route Preference —
Numerical value Linguistic value

A1l 31.25 Very small

A2 60.75 Medium

A3 65.36 Large

After evaluating the alternatives, it was found that the highest
preference was given to alternative 3. The ranking of the alternatives can
be displayed as A3> A2> A1.

This model expands the theoretical framework of knowledge in the
field of choosing the route for the transport of hazmat. The existing
problem is considered with a new methodology, which creates a basis for
further theoretical and practical upgrades.

Conclusion

The paper presents a new model for the selection of a route for the
transport of hazardous materials using fuzzy logic systems. Fuzzy logic
systems belong to a group of models based on artificial intelligence
which can be applied as a decision support in the decision-making
process of the traffic service authorities in the Ministry of Defense and
the Serbian Armed Forces. In the research listed in the literature, there
are various models for the selection and optimization of the route for the
transport of dangerous goods, which aim to reduce the risk of occurrence
and reduction of the consequences of accident situations.

After analyzing the literature and interviewing experts from the
Ministry of Defense, the authors defined five criteria which represented
the input values of the fuzzy system. The selected criteria are: (1) The
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length of the route, which represents the distance the vehicle travels
carrying hazmat; (2) Exposure of the population, i.e. the degree of impact
of the consequences of the incident situation on the population; (3)
Impact on the environment, which represents the degree of impact of the
consequences of the incident situation on the environment; (4) Speed of
response of rescue services, i.e. average time for which city services (fire
service, ambulance service, and police) react in case of an incident, and
(5) Probability of a traffic accident, i.e. the impact of road sections where
due to the characteristics and conditions on the road there is a probability
of a traffic accident. In addition to the mentioned criteria that represent
the input variables, the output variable of the fuzzy system is defined and
presented as the Route Preference.

Each input variable is represented by three membership functions,
and the output variable is defined by five membership functions. Since
one of the basic requirements when modeling the system was the
existence of a certain degree of sensitivity of the system, Gaussian bell
functions were used as functions for the input and output variables. All
rules in a fuzzy logic system are determined by applying the method of
weight premise aggregation (ATPP), which allows the formation of a
database based on experience and intuition. Based on the number of
input variables and the number of their membership functions, the basic
base of 243 rules is defined. Three experts from the Ministry of Defense
were interviewed to determine the weighting coefficients of the
membership functions, and the values of the coefficients were
determined using the FUCOM method. In order to increase the sensitivity
of the system, the PROD-SUM method of direct inference was used. The
system itself was tested on the choice of route for the transport of motor
fuel. One of the advantages of using this system is that the system is
adaptive, which is reflected in the ability to configure the base of fuzzy
rules. Fuzzy inference rules are essential for managing the transport of
hazmat, due to the descriptive approach and the heuristic solution of the
problem. Due to the application of the fuzzy logic model, the limitations of
conventional evaluation methods are overcome. The solution obtained by
applying the fuzzy logic model is obtained on the basis of simple
aggregation of criteria values. Also, this system is implemented as a user
program within the Matlab software package. As such, it is suitable for
application in a dynamic environment and real-time decision making. The
described system leaves room for further research that should move in
the direction of identifying additional parameters that may affect the
choice of a route for the transport of dangerous goods and the
implementation of additional decision criteria in the presented model.
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MOZLE/b BbIEOPA MAPLIPYTA MEPEBO3KN OMNACHbBIX M'PY30B
C NCIMNONb3OBAHNEM CUCTEMbI HEHETKOU NOI KU

Teodopa [I. Munowesuy?®, [JpazaH C. Mamy4ap®, KoppecnoHAeHT,

lpaceHdxum L-laTTep/J,)Kldﬁ

@ YunsepcuteT 06opoHs! B 1. Benrpag, BoenHas akagemus,
[enaptameHT norucTtuku, r. benrpag, Pecnybnuka Cepbus

o UHCTuTyT nixeHepumn MCKV, [lenapTaMeHT MaLLMHOCTPOEHUS,
r. Xospax, 3anagHasi beHranus, Pecny6nuka NHans

PYBPUKA TPHTW: 27.00.00 MATEMATUKA:

27.47.00 MaTtemaTtuyeckast KWbepHeTUKa;

27.47.19 ViccnepgoBaHue onepauui

73.00.00 TPAHCIIOPT:

73.01.00 O6Lme BONpOCHI TPAHCMNOPTa;

73.01.77 MeToapl uccneagoBaHns U MO4ENUPOBaHUS.
MaTtemaTunyeckne n knbepHeTnyeckne MeToabl

80.00.00 MPOYNE OTPACITIN SKOHOMUKMU:

81.88.00 MaTepuanbHO-TEXHNYECKOE CHAbXeHNE.
JlorncTtuka
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B[O CTATbW: opurmHanbHas HayyYHas ctatbsl

Pe3some:

BeedeHue/yenb: B daHHOU cmambe npedcmasneHa mModerb ebibopa
Mapuwpyma nepesosKU OMacHbIX 2py308 C UCMOb308aHUEM CUCMEM
Heyemkol Jl02UKU, KaK pasHOBUOHOCMU CUCMEM UCKYCCMBEHHO20
uHmennekma. lNpedcmasneHHass 8 cmambse cucmema rpedcmassisiem
coboli  cucmemy  noOOepKKU  MPaHCrIoOPMHO-102UCMUYEeCKUM
opaaHu3auyusiM 8 npouecce MpUHSMUs peweHul npu ebibope 00HO20
U3 HECKOMbKUX B03MOXHbIX Mapuwpymoe rpu nepeso3ke onacHbIX
epy3o08.

MemoOdbi: OueHka mapuwpyma 8bIMoIHAEeMCs M0 MNsImu Kpumepusim.
Kaxdasi exo0Hasi riepemeHHass rnpedcmaeneHa mpems OyHKUUsSMU
npuHadnexHocmu, a 8bIXOOHasi nepemMeHHasi onpedensemcs Mnsmsio
yHKyusmu npuHadnexHocmu. Bce npasuna e cucmeme Heyemkou
J102uKU ornpedensiomcs fymem rnpuMeHeHUss Memoda agpeauposaHusi
8ecogo20 moeapa (ATPP), komopsbil noseosisiem co3dampb basy
OaHHbIX Ha oOcHoge onbima u uHmyuyuu. OcHoeblgasicb Ha
Komuyecmee 8X00HbIX [epPeMEeHHbIX U Korudecmee ux QyHKyuU
npuHadnexHocmu, onpedesisemcsi ocHogHasi 6a3a, ekodarwas 243
npasuna. [ns onpedeneHus 8ecosbix KoaghchuyueHmos yHKUUl
npuHadnexHocmu  ObII0O  OMPOWEHO  mpu  3Kcriepma U3
MuHucmepcmea 060pOHbI, a 3HadyeHusi KoaghguyueHmos 6binu
onpedesieHbl C OMOWbIO Memoda [oJIHOU coenacosaHHOCMU
(FUCOM).

Pesynbmamei: [ns paspabomaHHOU cucmembl Hedyemkou J1i02uKku
cosdaHa rofib3o8amersibckasi npozpamma, rnoseossowas
npakmuyeckoe rpumMeHeHue amol mooesnu.

Bbieodbi: lNonb3osamernbckas nnamgopma paspabomaHa 8 pamkax
npoepamMmHoz20 nakema Matlab 2008b.

Knroyesbie crioga: Heyemkasi yio2uka, Hedemkoe MHoxecmeo, ATPP,
FUCOM, onacHsle epy3bl, Matlab.

MOOEN 3A U3BEOP PYTE 3A TPAHCIMOPT OMNACHOIr TEPETA
NPUMEHOM FUZZY JTOIT'M4YKOIr CUCTEMA

Teodopa [I. Munowesuh?, [Jpaza+ C. Mamyyap®, ayTop 3a npenucky,
lNpaceHyum Yatepuu

@ YunsepsuteT onbpare y beorpapay, BojHa akagemuja, Kategpa noructuke,
Beorpag, Penybnuka Cpbuja

6 MHCTUTYT 3a uHxerwepctBo MCKV, Opgerbere 3a MalnHCTBO,
XoBpax, 3anagHu bedran, Penybnuka UHgunja

OBJIACT: matematuka, caobpahaj, noructuka
BPCTA YJIAHKA: opurvHanHm HayyYHu pag,
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Caxxemak:

Yeod/yurs: lNpedcmaesrbeH je moden 3a u3bop pyme 3a mpaHcriopm
ornacHoez mepema rnpuMeHoMm fuzzy noeudkux cucmema, Kao spcme
cucmema gewmaydke uHmenueeHyuje. Cucmem rpedcmassbeH y pady
rnomaxxe opzaaHy caobpahajHe cnyxbe npu usbopy jedHe 00 HEKOMUKO
Mmoeyhux pyma 3a mpaHcrnopm onacHo2 mepema.

Memode: [llpouyeHa pyme epwu ce Ha OCHO8Yy fnem Kpumepujyma.
Ceaka ynasHa npomeHsbuga rnpedcmasrbeHa je ca mpu ¢hyHKyuje
npunadHocmu, a usnasHa rpomeHsrbuga dechuHucaHa je ca nem mux
¢yHkyuja. Cea npasuna y fuzzy nosudkom cucmemy o0pehyjy ce
npumeHoM Memode azpezauyuje mexuHa npemuca npasuna (ATIIM),
Koja omozyhasa ¢hopmuparbe 6ase npasusa 3acHo8aHe Ha UCKycmey
U uHmyuuuju. Ha ocHosy 6poja ynasHux npoMeHs/bUBUX U 6poja
HUuxosux yHKuuja npunadHocmu decbuHucaHa je ocHoeHa 6asa 00
243 npasuna. lHmepsjyucaHa cy mpu ekcriepma u3 MuHucmapcmea
00bpaHe Kako 6u ce ymepdunu mnoHdepucaHu KoeguyujeHmu
¢yHKyuja npunadHocmu, a Huxoee epedHocmu odpeheHe cy
memodom rnomnyHe KoHaucmeHmHocmu (FUCOM,).

Pesynmamu: 3a passujeHu fuzzy mnoa2u4yku cucmem CMEOpPEeH je
KOPUCHUYKU rpozgpaM Koju omozyhasa rnpakmuyHy rpumMeHy 0802
moderna.

3akmbyyak: KopucHuyka nnamgbopMma paseujeHa je y npoepamMCcKom
nakemy Matlab 2008b.

KrbyuHe pedu: fuzzy noeuka, fuzzy ckyn, ATPP, FUCOM, onacHe
mamepuje, Matlab.
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Abstract:

Introduction/purpose: A fundamental theoretical explanation is given for
the fact that in subnanosecond vacuum diodes there exists a group of
electrons with kinetic energies much higher than the applied voltage
(multiplied by the value of the elementary charge) QU pax.

Methods: A mathematical method is used based on the numerical solution
of the Viasov-Poisson differential equations system for one-dimensional
vacuum diodes of various designs.

Results: It is shown in detail that the so-called "anomalous" electrons
appear in the transient time domain characterizing the processes of
establishing current flow in vacuum diodes.

Conclusion: It has been convincingly shown that the presence of
“anomalous” electrons is not associated with either the diode design or the
presence of additional current carriers. In vacuum diodes with a
subnanosecond leading edge of the voltage pulse, the excess of energy
over QU ,.x can be over 20%.

Key words: numerical simulation, vacuum electronics, vacuum
breakdown.

Introduction

The electrodynamic effects of space-charge limited flows are
associated with many interesting phenomena appearing in various fields
of applied electrodynamics and electronics. Generally, the space-charge
limits (SCL) can be observed in a fairly generalized two-electrode system
(diode) to which a certain voltage is applied. By increasing the charges
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injection into the diode, we neglect the electric potential near the
emission region bringing the electric field near the zero value. This
tendency limits the maximum current that can be carried through the
diode.

In the beginning, the SCL effect was studied for the simplest case of
a planar one-dimensional vacuum diode (Child, 1911), (Langmuir, 1913).
It is known as Child's law

, de, (2q U”
Jer = 9°\/; o (1)

where U — the applied voltage, D — the interelectrode distance, g and m —
the electron charge and mass, respectively, and g, — the vacuum
dielectric permittivity.

Although Child’s law involves many rough assumptions, it gives a
good theoretical framework for understanding the SCL phenomenon and
its operating limits. Regarding Child’s law, in order to obtain the SCL
current value (1), it was assumed that in a planar diode there are only
electrons with zero initial velocities. Another important peculiarity of
Child’s law is that the system was assumed to be in a steady state.

To extend the applicability of Child’s law, many theoretical and
experimental research studies have been done. The problem of
oversimplification was connected to zero initial by accurately taking into
the account thermal electron velocities (Langmuir, 1923), (Jaffé, 1944).
The extension of a single-species consideration to Child’s law showed
that adding positive ions weakens the SCL effects (Lin, 2005). Various
investigations have been also carried out in order to relax the assumption
of one-dimensionality. In this direction, even nontrivial two- and three-
dimensional cases were treated by using both analytical and numerical
computational approaches (Rokhlenko & Lebowitz, 2007), (Koh et al,
2005).

Overcoming the steady-state assumption is much more difficult from
the theoretical point of view. This takes place because the study of diode
transient processes requires non-stationary theoretical models or Particle
in cell simulations (PIC). In the beginning of the computational physics era,
the PIC method allowed studying a large number of transient processes
(Birdsall & Langdon, 1991), including SCL-associated problems for
vacuum electronics (Ragan-Kelley et al, 2009), (Griswold et al, 2012).
Later, some serious disadvantages of the PIC approach were discovered
(Kozhevnikov et al, 2016), (Kozhevnikov et al, 2017), imposing certain
restrictions to the solutions of fundamental problems.
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A classical planar vacuum diode and Child's law are nowadays
connected with the investigations of high-voltage nanosecond and
subnanosecond electronics. As a result, new effects have been discovered
experimentally in nanosecond high-current pulsed vacuum electronic
diodes. One of them is the effect of fast electron appearance with kinetic
energies &> qU.x greater than the maximum voltage value U, being
applied to the vacuum diode (multiplied by an elementary charge q). Such
electrons are called electrons having “anomalously high” energies
(“anomalous” electrons).

Energy distribution function (a.u.)

100 200 300 400 500
Electron kinetic energy (keV)
Figure 1 — Experimentally reconstructed fast electron spectrum in the vacuum diode
Puc. 1 — BoccmaHoerneHHbIl 3KcriepuMeHmarbHbIl criekmp 6bI1cmpbiX 371€KMpPOHO8
8aKyymMHo20 duolda

Cnuka 1 — EkcriepuMeHmarnHo pekoHcmpyucaHu criekmap 6p3ux eniekKmpoHa y
8aKyyMckoj duoou

Let us consider one of striking experimental examples in which this
effect of the appearance of electrons with anomalous energies is observed
(Kozyrev et al, 2010). In this experimental paper, a RADAN-220
nanosecond high-voltage generator was attached to an IMAZ-150E
vacuum diode in a simple circuit with 20 Q ballast impedance. The voltage
pulse waveform was a trapezium having an amplitude of 250 kV with a
total pulse duration equal to 2ns and the 0.5 ns risetime. We
reconstructed an energy spectrum by using the Tikhonov regularization
routine (Kozyrev et al, 2010) thus obtaining two spectral groups of
electrons. This could be seen in Figure 1. The main group represents the
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majority of low-energy electrons with the mean energy values continuously
decreasing to ~ 200 keV. The second group is an ensemble of high-energy
(“anomalous”) electrons with the mean energy maximum around 220 keV
and with a long “distribution tail” stretching to ~320 keV. Such “anomalous”
distributions arise in multiple experiments considering vacuum diodes of
different configurations where ultra-short pulses have been applied to
them.

Explaining the physical nature of this phenomenon within the
framework of the simplified SCL theories is impossible due to their
stationarity — "anomalous" electrons do not appear in steady-state current
flow regimes. Some theoretical aspects of unsteady current flows in planar
vacuum diodes have been studied early (Kadish et al, 1985). Namely,
simplified transient models show the existence of relaxation oscillations
during the current establishing in the diode. The amplitude of the first
oscillation period can be ~ 2.75 times greater than the steady-state current
value(1). Nevertheless, simplified unsteady current flow theories do not
provide the spectral composition of an electron beam reaching the anode.

Here we propose an accurate simulation performed by using the
fundamental principles of physical kinetics based on a direct (numerical)
solution of the kinetic Vlasov-Poisson system of equations. We show
that, in vacuum diodes, the “anomalous” electrons appearance is
provoked by the restricted duration of the voltage pulse front. Electrons
with “anomalously” high energies are neither a consequence of the
cathode plasma existence nor connected to the geometrical peculiarities
of diode construction.

Kinetic theoretical model

As already mentioned above, the theoretical consideration of
transient processes in a vacuum diode is based on the solution of a
nonstationary kinetic equation, more precisely, the Vlasov-Poisson
system of equations for a one-dimensional gap

o, p _gE g9
8t my(p,) ox " Op,

%0 9] g, 520 @
ox’ & 2 ox

where f — the electron distribution function, x — the coordinate, t — time , ¢
- the electrostatic potential, E, — a component of the electrostatic field,
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and y — the relativistic factor. It should be mentioned that a planar one-
dimensional vacuum diode is considered here. That is done intentionally
in order to get rid of probable geometrical pecularities affecting the
current flow in the Child's vacuum diode.

One-dimensionality significantly simplifies the problem because
Poisson’s equation in (2) can be solved in quadratures, so the exact
solution is represented as follows

where U(t) — the anode potential.

The boundary and initial conditions for the Vlasov equation have
been chosen according to those in previous papers (Kozhevnikov et al,
2016, Kozhevnikov et al, 2017). The numerical simulation starts with an
empty gap (i.e. f=0). In the cathode, we maintain the electron emission
where the electron distribution function is assumed to be Maxwellian.

The solution of the Vlasov equation has been obtained using the
numerical so-called semi-Lagrangian methods. In order to perform the
numerical solution accurately, the cubic spline interpolation scheme
(Cheng & Knorr, 1976) was used. To validate the numerical solution, the
PIC4 high-precision numerical scheme was also used (Umeda et al,
2012). Both numerical schemes were implemented on the uniform
5,000 by 10,000 elements phase space grid to provide a high accuracy of
numerical computations. On the basis of the result of the joint numerical
solution procedure for the Vlasov-Poisson system of equations (2), we
obtain the electron distribution function f(x, p,, ) and compute the
collector (anode) current density for each simulation time-step

Prmax

J'(f)=—% | 7(]7;x)f(x=D»pxaf)dp, (4)

~ Pmax

where pmax is the largest available momentum in the computational
scheme. All numerical integrals, e.g. (4), have been computed using the
Simpson integration rule. Also, the seven-point Savitzky-Golay filtering
(Savitzky & Golay, 1964) was used to perform smoothing of the anode
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voltage waveform front edge. The numerical algorithm was implemented
in the Mathworks MATLAB system using the computation functionality of
the Nvidia CUDA GPU graphics subsystem.

Results of the numerical simulation

Let us consider a planar vacuum diode having the following
parameters: D = 1 cm and U, = 2 kV. It turns to be nonrelativistic, so
one can assume the relativistic factor to be y ~ 1. At the cathode, we
take an average electron density to be around ~1.5-10"® m™ and thermal
spread ~1 eV. For these values, the emission current value is much
higher than Child’s value (1), so the cathode can be assumed to have
unrestricted emission capability.

In the following plot (Figure 2), we compare three diode current
density time profiles given for different values of risetime. For the same
Umax, we take the quasi-stationary risetime value ~1 ns, i.e. compared
to the simulation end time (5 ns), as well as subnanosecond risetime
value ~0.1 ns and the intermediate value ~0.5 ns. We can easily notice
that the current density profiles significantly differ. Long (quasi-stationary)
risetime leads to a slow growth of a collector current to the value equal to
Child’s law (1). We get a completely contrasting situation if the risetime is
much less than one nanosecond. In this case, the emergence of
relaxation oscillations can be seen in the transition region. The maximum
amplitude of relaxation oscillations significantly exceeds the Child's value
(1). In all three cases of the calculation presented in Figure 2, the diode
(collector) current finally reaches the values equal to (1). Also, there is a
time delay between t = 0 and the time point of non-zero collector current.
This time delay determines an instant from which the electron beam
reaches the anode (collector).

After reaching the anode, relaxation oscillations of the current begin.
It can be noted that the higher their amplitude is, the faster the anode
potential changes, i.e. risetime. The increased nonstationarity in the
transition region leads to the fact that in the gap there are space charge
oscillations. They are associated with a sharp decrease in the charge in
the gap when the beam reaches the anode and with a subsequent
increase in the current extraction from the cathode. Further on, the
process goes in waves up to the moment of a steady current flow.
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Figure 2 — Time profiles of the diode current density given at various risetimes
Puc. 2 — BpemeHHble npoguiu naomHocmu moka 0uoda rpu pasnuyHbiX 8pemMeHax
HapacmaHusi
Cnuka 2 — BpemeHcku npogpunu eycmuHe cmpyje duode y paznudumum epeMmeHumMa
pacma

A more particular case of the formation of a sharp surge in the
collector current in a planar vacuum diode with an "instantaneous" supply
of the anode potential has already been considered in the literature
(Kadish et al, 1985). However, due to the use of the simplified transition
region theory, the authors of early works did not clarify the velocity
distribution of electrons, which "deliver" the maximum amplitude of
relaxation oscillations of the collector current density to the anode. Our
theoretical model is based on the use of the evolution of the electron
distribution function; therefore, it allows one to fix instantaneous velocity
distributions at any spatial point.

Figures 3, 4 and 5 show the density plots of the electron distribution
function at times that approximately correspond to those time points at
which (for risetime ~0.1 ns) the maxima of collector current density
relaxation oscillations are formed. The highest collector current is
achieved at t = 0.7 ns (Figure 3), the next point of the oscillation period
corresponds to t = 1.5 ns (Figure 4). In Figure 5, the phase portrait of the
distribution function is shown, corresponding to the diode current steady
state at t=4ns, where the relaxation oscillations are completely
damped.
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Figure 3 — Electron distribution function density plot at 0.7 ns
Puc. 3 — Npagpuk nnomHocmu ¢hyHkyuu pacrnpedeneHus anekmpoHos npu 0.7 Hc
Cnuka 3 — 'pacbukoH eycmuHe ¢byHKkyuje pacriodene enekmpoHa Ha 0,7 HC
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Figure 4 — Electron distribution function density plot at 1.5 ns

Puc. 4 — Npagpuk nnomHocmu hyHKyUU pacrpedesieHusi 3neKmpoHos npu 1.5 He
Cnuka 4 — 'pacbukoH eycmuHe ¢hyHKUuje pacriodesne efiekmpoHa Ha 1,5 He
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Figure 5 — Electron distribution function density plot at 4 ns (steady-state current flow
regime)
Puc. 5 — Npagpuk nnomHocmu yHKYUU pacrpedesieHuUsi 371eKMPOHO8 npu 4 HC (pexum
ycmaHo8u8wWea0csi MOKONpomeKaHusi)
Cnuka 5 — 'pagbukoH eycmuHe ¢hyHKyuje pacriodene efekmpoHa Ha 4 HC (cmayuoHapHU
mok cmpyje)

Three figures above demonstrate the essence of the physical effect
discovered by various researchers in series of experimental studies. In a
nonstationary rapidly changing electromagnetic field, the transport of
charged particle beams (for example, an electron beam in a planar
vacuum diode) is always affected by space charge oscillations. This
effect is interrelated with the acceleration of charges to kinetic energies
exceeding the value of the instantaneously "applied voltage" (multiplied
by elementary charge). Such phenomena are typical for physical
situations where charged particles interact with an electric field of the
"traveling wave" type (Kozyrev et al, 2018).

In Figure 3, the average value of the energy of the electron beam
arriving at the anode is 3 keV with the maximum amplitude of the anode
potential equal to 2.5kV. This excess of the anode potential is
about 20 %. The theory convincingly indicates that it is the "anomalous"
electrons that form the peak of the collector current’s relaxation
oscillations in the diode operating in the subnanosecond mode. For a
diode with a prolonged (over 1 ns) risetime, the phase portrait of the
distribution function does not contain an "anomalous" energy component
and is similar to a stationary current flow (in Figure 5). The integral
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spectrum of the beam, i.e. of the electrons falling on the collector will be
mainly represented by the 2.5 keV maximum, since the relative fraction
of "anomalous" electrons for a diode operating in a steady-state current
flow mode is negligible.
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Figure 6 — Electron distribution function density plot at 0.5 ns for the axially-symmetric
vacuum diode
Puc. 6 — Npagpuk nnomHocmu ¢hyHKYUU pacrpedeneHuUsi 371IeKmMpoHo8 8
ocecuMmempu4yHoM eaKyymMHom Ouode ripu 0.5 He
Cnuka 6 — 'paghukoH 2ycmuHe hyHKUuje pacrioderie efiekmpoHa y 0CHOCUMEMpPUYHOJ
8akyymckoj duodu Ha 0,5 HC

The planar diode was deliberately taken in order to demonstrate that
the appearance of "anomalous" electrons is not related to the
peculiarities of the diode geometry. Most often, experimental diodes are
a cathode with a small radius of curvature and a relatively "flat" anode.
Because of this fact, the existence of "anomalous" electrons was
mistakenly associated with the fact that the electric field strength near the
cathode is much stronger than the near-anode one.

In fact, the presence of spatial non-uniformities leads to an increase
in the relative fraction of electrons with "anomalous" energies. In order to
demonstrate this effect, a simulation of an axisymmetric vacuum diode
was performed. The design of the electrodes consisted of two coaxial
cylinders (the cathode is inside). The interelectrode gap was 1 cm, the
cathode radius was 1 mm, and the anode was 11 mm. The amplitude of
the anode voltage was chosen to be similar - 2.5 kV. The voltage rise
time was 0.1 ns. With these parameters, as in the previous case,
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relaxation oscillations of the collector current were observed. The
maximum amplitude of the oscillations occurred at a time instant of
0.5 ns. At a given time, the electron distribution function density plot is
given in Figure 6. It can be seen that, at this time point, the average
energy of the electron beam is 3.4 keV, which is 36 % higher than the
voltage across the diode.

Conclusions

In this paper, we have convincingly shown that "anomalous"
electrons (with kinetic energies &> qU,..x) always arise in the transient
mode of a vacuum diode. Modeling convincingly shows that the source of
these "anomalous" electrons in vacuum diodes is not connected with any
specific diode design, alternative cathode emission mechanism, or the
presence of other charge carriers in the gap (for example, positive ions).
The reason for the appearance of "anomalous" electrons is directly
related to the process of buildup of relaxation oscillations of the space
charge; the more intense it is, the shorter risetime the anode voltage
pulse has.
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PUBNHECKAA NMPUPOOA «AHOMAJIbHBLIX» SNIEKTPOHOB B
CUJTIbHOTOYHbIX BAKYYMHbIX ONOOAX

Bacunut FO. KoxeBHMKOB, koppecnoaeHT, AHOpel B. Koabipes

MHCTUTYT CUNBbHOTOYHON 3NEKTPOHMKK, JTabopaTopusi TeopeTU4ecKkon
dusuku, r. Tomck, Poccuiickas depepauus

PYBPUKA TPHTW: 29.00.00 PUN3NKA:

29.27.00 ®unsumka nnasmsbl;

29.27.47 YuncneHHble MeToabl B hn3nke nnasmbl
BWO CTATbW: opurmHanbHasa HayyHas ctaTbsl

Pesome:

BeedeHue/uenb: [Haemcsi ¢yHOameHmMaribHoe meopemuyeckKoe
0bbsiCHEHUE mOoMy hakmy, 4mo 8 CyOHaHOCEeKYHOHbIX 8aKyyMHbIX
duodax cywecmeyem epynna SMeKMPOHO8 C KUHemu4eckoul
SHepauel, HaMHO20 npesbiuarwel PUIoXeHHOoe Harnps»KeHue
(YMHOXXeHHOe Ha 8enluduHy anemeHmapHo20 3apsi0a) QU yayx.

Memodbi: Ucrionb3yemcess Mamemamudeckull Memo0d, OCHO8aHHbIU Ha
YUC/IEHHOM pelweHuUU cucmembl OughghepeHyuanbHbIX ypasHeHUU
Bniacosa-llyaccoHa Orisi 0OHOMEPHbIX 8aKyyMHbIX OU0O08 pasfu4yHoU
KOHCMpyKyUU.

Pesynbmamesi:  [1oOpobHO rokasaHO, 4YmMO maK Ha3bleaemble
«aHOMaJslbHbIE» 3JIEKMPOHbI MOSBIISAIOMCS 8 NNepPexo0HOU 8pPeMeHHOU
obracmu, xapakmepu3yrouwiel npoyecchl ycmaHOo8/1eHUs NpomeKaHusi
moka 8 8aKyyMHOM Ouo0de.

Bbigo0dbi: YbeOumernbHO MoKa3aHO, 4mo Hanuque «aHOMarlbHbIX»
3/1eKIMPOHO8 HE C85I3aHO HU C KOHCmpykyuel 0uoda, HU C Hanu4duem
dononiHUmMernbHbIX Hocumernel moka. B eakyymHbix Ouodax c
Cyb6HaHOCEKYHOHbIM repeGHUM (POHMOM UMMYybCa HarpsKeHUs
npesbiweHue sHepauu Had qU ., Moxem cocmaensame bornee 20%.

Knoyesble  criosa:  yucrieHHoe — ModenuposaHue, — 8aKyymHasi
3M1eKMpPOHUKa, 8aKyyMHbIU rpobod.
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PUBNYKA TMPNPOJA ,AHOMAJIHNX” ENEKTPOHA Y BUCOKO-
BAKYYMCKMM OVUOOAMA

Bacunuj J. KoxxeBHuKoB, ayTop 3a npenucky, AHOpej B. Kosnpes

MHCTUTYT BUCOKe CTpyje, JNlabopaTopuja 3a TeopujcKy oU3nky,
Tomck, Pycka ®egepauumja

OBNACT: dumsmka nnasme
BPCTA YJIAHKA: opurnHanHu Hay4Hu pag

Caxxemak:

Y80d/yusrb: Pad Oaje 0OCHOBHO mMeopujcKo objawrere YubeHuue 0a y
cybHaHoceKyHOHUM 8aKyymckum duodama rnocmoju epyrna enekmpoHa
ca KUHemu4ykoM eHepaujom MHo20 eehom 00 rpuMer-eHo2 HarloHa
(MomMHoOXeHoe ca enemMeHmapHuUM HaenekmpucareMm) QU pay.

Memode: [lpumer-eHa je Mamemamuyka Memoda 3acHoeaHa Ha
HYMepu4ykoM peuwery cucmema OugepeHyujanHux jeOHaqyuHa
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Abstract:

Introduction/purpose: The paper introduces a reduced latency stack decoding
algorithm of polar codes, inspired by the bidirectional stack decoding of
convolutional codes and based on the folding technique.

Methods: The stack decoding algorithm (also known as stack search) that is
useful for decoding tree codes, the list decoding technique introduced by Peter
Elias and the folding technique for polar codes which is used to reduce the
latency of the decoding algorithm. The simulation was done using the Monte
Carlo procedure.

Results: A new polar code decoding algorithm, suitable for parallel
implementation, is developed and the simulation results are presented.

Conclusions: Polar codes are a class of capacity achieving codes that have
been adopted as the main coding scheme for control channels in 5G New
Radio. The main decoding algorithm for polar codes is the successive
cancellation decoder. This algorithm performs well at large blocklengths with a
low complexity, but has very low reliability at short and medium blocklengths.
Several decoding algorithms have been proposed in order to improve the
error correcting performance of polar codes. The successive cancellation
list decoder, in conjunction with a cyclic redundancy check, provides very
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good error-correction performance, but at the cost of a high implementation
complexity.  The successive cancellation stack decoder provides similar
error-correction performance at a lower complexity. Future machine-type and
ultra reliable low latency communication applications require high-speed low
latency decoding algorithms with good error correcting performance. In this
paper, we propose a novel decoding algorithm, inspired by the bidirectional stack
decoding of classical convolutional codes, with reduced latency that achieves
similar performance as the classical successive cancellation list and successive
cancellation stack decoding algorithms. The results are presented analytically
and verified by simulation.

Key words: polar codes, successive cancellation, stack and list decoding,
folding.

Introduction

Context and motivation. Polar codes, introduced in (Arikan, 2009),
are the first class of codes with an explicit construction and a low
complexity encoding and decoding that provably achieve the symmetric
capacity of a binary input discrete memoryless channel (bi-DMC). The
standard decoding algorithm for polar codes is the successive cancellation
decoding (SCD). Although the SCD has good error correcting performance
for large blocklengths and is an important procedure for proving the
capacity achieving property of polar codes, it underperforms for short and
medium blocklengths. Several new decoding algorithms are developed to
correct this. The most important algorithms in this category are definitely
the successive cancellation list decoding (SCLD), introduced in (Tal &
Vardy, 2015) and improved in (Balatsoukas-Stimming et al., 2015) and
(Hashemi et al., 2016), the successive cancellation stack decoding (SCSD)
introduced in (Niu, K. & Chen, K., 2012a) and improved in (Xiang et al.,
2019), (Aurora et al., 2018), (Xiang et al., 2020) and the belief propagation
decoding (BPD) (Arikan, 2008), (Arikan, 2010). Cyclic redundancy check
(CRC) aided polar codes, coupled with the SCLD or the SCSD (Niu &
Chen, 2012b), (Li et al., 2012) have been proposed to further improve
the error correcting performance of polar codes for practical applications.
Other research direction deals with reducing the latency of the decoding
algorithm. The simplified successive cancellation algorithm (SSCD) was
proposed in (Alamdar-Yazdi & Kschischang, 2011) and further improved in
(Sarkis et al., 2014), (Hanif & Ardakani, 2017). The main idea of the SSCD
is to identify small constituent codes that can efficiently be decoded. The
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four common constituent codes usually considered are the rate-0 code,
the repetition code, the rate-1 code, and the single parity check code. The
reduced latency SCLD was presented in (Li et al., 2013) and an efficient
implementation of the SCSD was proposed in (Aurora et al., 2018). One
way of reducing latency is to exploit the recursive nature of polar codes.
This approach known as folding, was introduced in (Kahraman et al., 2013).
Several decoding algorithms based on the folding technique were proposed
in (Kahraman et al., 2014a), (Kahraman et al., 2014b), (Vangala et al.,
2014a), (Vangala et al., 2014b), (Huang et al., 2018). A reduced latency
implementation of the SCSD was given in (Xiang et al., 2020).

Polar codes have been adopted as the main coding scheme for control
and physical broadcast channels in the enhanced mobile broadband
(eMBB) and the ultra reliable low latency communications (URLLC) service
categories, defined in the fifth generation (5G) wireless communications
standard (-3rd Generation Partnership Project., 2016), (Won & Ahn, 2020),
(Hashemi et al., 2020). It is well known that the CRC aided (2048, 1024)
polar codes with list decoding can outperform LDPC and Turbo codes of
the same length (Li et al., 2012). Although polar codes have good error
correcting performance, the decoding latency still remains an important
research topic (Hashemi et al., 2020). In this work, we focus on improving
the decoding latency of the SCSD algorithm.

Contribution. In this paper, we present a novel low latency decoding
algorithm that is constructed by applying the folding technique to the
SCSD algorithm. The new decoding algorithm is in part inspired by the
bidirectional decoding of convolutional codes (Senk & Radivojac, 1997)
where the channel output is divided into two parts and each part is
processed in parallel, while an inner component code is used to combine
the results. We name this new decoding algorithm the bidirectional stack
decoding (BSD). To the best of our knowledge, no such algorithms has
ever been presented. We also show that the reduced latency decoding
algorithm presented in (Xiang et al., 2020) can also be constructed by
applying the folding technique to the classical SCSD algorithm. This
reduced latency SCSD can be used as a component decoder of our
algorithm, presented here.

Paper organization. The remainder of the paper is composed of
four sections. The section System model introduces the polar codes and
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gives a brief overview of the SCD, the SCLD and the SCSD algorithms.
The section Bidirectional stack decoding algorithm describes the new
decoding algorithm introduced in this paper. The next section presents
the Simulation results. The section Conclusion gives an overview of the
future work and concludes the paper.

Notation. Throughout the paper, uppercase letters represent random
variables, lowercase letters represent realizations of the corresponding
random variables, uppercase bold letters represent random vectors, and
lowercase bold letters represent their realization. The i-th component
of a vector x is denoted z;. P]-| represents the probability of an event,
E[-] represents the mean of a random variable and Var[-] represents the
variance of a random variable. Cursive uppercase letters represent sets,
and A" represents the set of all N-tuples of a set .A. The cardinality of
A is denoted |.A|. Sometimes a set will be defined only by its elements,
i.e {ay,as,...an}. Givenaset A= {aj,as,...,ax}and an N-dimensional
vector x, such that N > K, we define anew vector x 4 = [z4,, Za,, - - -, Tay |-
Other notation is introduced as it is used.

System model

In this paper, we consider only binary polar codes constructed by the
Arikan kernel (Arikan, 2009)

r= ). (1)

as they are most often used in practical applications. Given a vector u =
[uo, u1], we define u - F, = & = [z, z1]. A useful graphical representation
of this multiplication is given in Fig. 1. Note that u = a:FQ‘1 = xF, can be
represented by the same logical circuit in Fig. 1, by treating values x4 and
x1 as the input, and ug and u; as the output. The Kronecker product of the
matrix F, with itself is defined as

1000
R 0Kl |1 100

FQ@FQ‘L-FQ 1-F2]_ 1010 @
1111

Given N = 2™, we define an N-dimensional polar transform as Fy =
Fz?@’m = F§W_1®F2. A logical circuit representation of a higher-order matrix
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can be recursively constructed from smaller order circuits as shown in Fig.
2 for the case of the matrix in eq. (2).

The polar code C : (N, K,.A) is a linear block code of length N and
dimension K defined by a set of indices A C {0,1..., N — 1}, such that
|A| = K. The generator matrix of the code C is given by G = Fy 4, which
consists only of the rows of F)y specified by the values in A. Encoding can
be defined as

i-G==w. (3)

Alternatively, we can define an N-dimensional vector u, such that u 4 = <,
and u 4. bits are said to be frozen and set to some predefined value (usually
all zeros) which is known both by the encoder and the decoder. This is
useful as we can now use a logical circuit (as the one given in Fig. 1 and
Fig. 2) to define the encoding and decoding. There are many methods for
constructing the set A (Vangala et al., 2015). In this paper, we used the
method based on Bhattacharyya bound approximation proposed in (Arikan,
2009).

(t+1) (t)
A A
Uo m Zo IBE)()t-&-l) + Bgt)
1
. i )\gt+ ) - )‘(1t)
1 ) S B

Figure 1 — Polar code unit circuit.
Encoding circuit (left) and decoding circuit (right).
Puc 1 — Cxema 6r10ka nosisipHo20 Koda.
Cxema koduposaHusi (criesa) u cxema dekoduposaHusi (cripasa).
Cnuka 1 — OCHOBHO KOJ10 nosiapHoe Koda.
Korno 3a kodogars-e (11€80) u K010 3a OeKodo8aH-€ (OeCHO).

Successive cancellation decoding

Let X be a random codeword, and C = ¢(X), where ¢(-) represents
the BPSK mapping, defined as ¢(z) = 1 — 2z. C is transmitted over an
additive white Gaussian channel (AWGN), and the channel output ¥ =
C + W is received. W represents the AWGN noise vector with mean 0
and variance o?. Lety be a specific channel output, then XA = i—% represents
the log-likelihood ratio (LLR) vector.
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Figure 2 — Recursive construction of a 4-dimentional polar transform from two
unit circuits
Puc 2 - PekypcusHoe nocmpoeHue 4-mepHo20 MossipHoO20 npeobpasosaHusi u3
08yx €0UHUYHbIX CXeM
Crniuka 2 — Pekyps3usHa KoHCmpykyuja 4-0uMeH3UoHarHe rosapHe
mpaHcghopmayuje cnaja-em 08a OCHOBHa Koria

The decoding factor graph can be constructed from the encoding circuit
by replacing all summation blocks with check nodes and all junctions with
variable nodes (Fig. 1) (Forney, 2001).

The SCD decoding algorithm works by passing the LLR values along
such a defined factor graph from right to left, and hard decisions (3 values)
from left to right. When an updated LLR value reaches the end of the
decoding circuit, a hard decision is made and propagated in the other
direction. The SCD decoding procedure for the case of N = 2 is shown in
Fig. 1. The update rules in Fig. 1 are given by:

t+1 _ f()\(()t), \ t))
6Ot+1 :h( t+1
1)
A(t‘f' :g()\(t) )\(t), [()t))’

61t+1 h()\(t+1)), (4)

Bét) _ ﬁ0t+1 4 BEt-&-l))
ﬁgt) _ ﬁ£t+1)’
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where the functions f(-), g(-) and h(-) are defined as

f(Xo, A1) = sign(Ag) sign(Ar) min(|Agl, |A1]),
9(Xo, A1, B) = (=1)7 - Xo + Ay,

0 A>0 ©
h(A):{1 A<0

The high-level description of the SCD algorithm for N = 2™, m > 1 is
given in Alg. 1 (Vangala et al., 2015). Let A €¢ RN*™+1 and B € F)*™+1,
be two matrices for storing the calculated LLR and hard estimate values,
respectively. Each column of the matrix A (B) corresponds to a given level
(numerated from left to right) in the decoding factor graph. At the beginning
of the algorithm, the first column of the matrix A is set to the channel LLRs
(A). Furthermore, let ¢(-) represent the standard bit reversal function. For
an efficient implementation of the SCD algorithm, see (Aurora & Gross,
2018).

Algorithm 1: SCD algorithm
Input : A\, N, A
Output: 8
Initialize A and B;
AiVOZ)\Z‘Z‘:O,...N—l;
fori=0,... N -1do

b= ((i);
recursively calculate Ay ,,;
if b € A° then
‘ Bb,m = 01
else
‘ Bb,m = h(Ab,m);
end
recursively propagate By ,,;
end

Bi=Bimi=0,...N —1;
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Successive cancellation list and stack decoding

The main drawback of the SCD algorithm is the fact that once the
algorithm makes a hard decision, that decision is never again revisited, and
an error can easily propagate. The list and stack algorithms were proposed
to fix this problem. Let s; = (A, B, PM?, i) represent the current state of the
decoder. The matrices A and B are the same as before and i represents
the index of the last decoded bit. PM* represents the path metric at the
time i and it is calculated as (Balatsoukas-Stimming et al., 2015)

PAME — {PM’:} Be(iym = hM(A¢@iym)
PM"™" + [Aciymls  Begym # h(Aeiym) (6)
PM~'=0

The SCLD algorithm works by keeping a list of states. At each time step,
all states in the list are expanded. Every time a decision is made, the other
decision is also considered and a new element is added to the list. If the
list size is greater than some predefined size L, the list is sorted according
to the path metric and only the best L are kept. The SCSD algorithm works
in a similar manner, but instead of a list of states, a stack of states is kept
and at each step only the best (top) state is considered. As the SCSD
is an important component of the BSD, the high level description of the
SCSD algorithm is given in Alg. 2. For a description of the SCLD, see
(Balatsoukas-Stimming et al., 2015). In Alg. 2 the function top(-) returns
the top of the stack. The matrix B is calculated by flipping a single bit in B,
while the P is the path metric of this changed state. We assume the stack
is sorted in the descending order of the path metric, so that the best path
is at the top of the stack. If the stack size is greater than some predefined
size L, then the worst path is discarded. For an efficient implementation of
the SCSD, see (Aurora & Gross, 2018), (Xiang et al., 2020).

Bidirectional stack decoding algorithm

Let Z = {0,1,...N/2 — 1} and J = {N/2,...N — 1} be two
non-overlapping index sets. Furthermore, let £ C {0,1,... N — 1} be the
set of all even numbers lower than N, and O C {0,1,... N — 1} be the set
of all odd numbers lower than N. Using the recursive structure of polar
codes, we can write (Kahraman et al., 2013)
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Algorithm 2: SCSD algorithm

Input : A\, N, A

Output: 8

Initialize A and B and create an empty stack s;
Add the state (A, B, 0, —1) to the stack s;

(A, B,i, PM) = s.top();

while i < N do

b="((i+1);

recursively calculate Ay ,,;

if b € A° then

Bb,m =0;

i =14+ 1 and update PM using eq. (6);
recursively propagate By, ,,;

else

§b,m - h(Ab,m),

Bb,m = Bb,m @1,

i =14+ 1 and update PM and PM using eq. (6);
recursively propagate By, and By, ,,;
Add the state (A, B, i, PM) to the stack s;
end

recursively propagate By ,,;

sort and prune s ;

(A, B,i, PM) = s.top();

end

BZ:BLm’L:O,N*L

Fv O

2

Fv Fx

2

r=u-Fy=[ur,uy|-

(7)

M)

It follows that

x7 = (urduy)- Fy
’ (8)

Ty =Ug-" F%
This operation is called the basic folding and it splits the original code
into two polar codes of the length % A folded decoding factor graph
corresponding to a polar code of the length N = 8 is shown in Fig. 3. This

413

Minja, A. et al, Bidirectional stack decoding of polar codes, pp.405—425



E‘ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2021, Vol. 69, Issue 2

decoder consists of two polar codes of the length N = 4 that can work in
parallel, and a combination phase that is used to reconcile the upper and
lower decoder. The upper and lower decoders are usually implemented
as a SCD, while the choice of the combination decoder may vary. If the
combination decoder is also a SCD, then the error performance would
be equal to that of a classical SCD algorithm. Usually, the combination
phase is implemented as a maximum likelihood (ML) decoder (Vangala
et al., 2014b), (Li et al., 2014), a list decoder (Li et al., 2014) or a stack
decoder (Xiang et al., 2020). The upper and lower decoders can be folded
again in order to further reduce latency (Xiang et al., 2020). The multiple
folding technique consists of applying the same operation several times
(Kahraman et al., 2013), (Kahraman et al., 2014b).

Figure 3 — Folded decoding factor graph for the polar codes of the length N = 8.
Puc 3 - 'pagh ceepmoyHo20 koda 0518 0eKkoOupo8aHUSsI rosisiPHbIX K008 ArTUHOU

N =8.
Cnuka 3 — pag casujeHoz chakmopa 3a dekodosare rnosiapHUx kKodosa AyKUHe
N =8.

Note that a similar folding operation can be obtained by splitting the
even and odd code bits into two parts and applying the polar transform in
the opposite direction.

We =g Do (9)

wo = T

This operation splits the code into two polar codes of half the length,
similarly as before. An example of this operation is shown in Fig. 4 for

414



the case of a polar code of the length N = 8.

’wg:’u,g~Fﬂ
’ (10)
wo =up - Fy

By combining equations (9) and (10), we get

e =ucg - Fxn Dup - Fx
2 2

(11)

o =up - Fn
2

The same procedure can be applied to we and wep to construct multiple
folds.

R e e
3= T Lo —sr
-t é -+ g
3 -{=H=—+] s
R ~}ar
8= T &
I Rk e el s e B
2 -{=H=F—=] o

Figure 4 — Folded operation splits a polar code of the length N = 8 into two
overlapping polar codes of the length N = 4.
Puc 4 — Onepauyusi ceepmku desium ronsipHbil ko0 dnuHol N = 8 Ha dea
repeKkpbIsaroUXCs MOIAPHbIX KoOa OnuHol N = 4.
Cnuka 4 — Casujar-e denu ronapHu ko0 OyxuHe N = 8 Ha dea yYewbaHa
rnonapHa koda dyxuHe N = 4.

The new SCSD algorithm based on the odd-even folding is presented in

Alg. 3. Let SCSD¢ and SCSDy represent the SCSD decoder of the even
polar code and the odd polar code, respectively. Note that the reduced
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latency SCSD decoder, presented in (Xiang et al., 2020), can be used as a
component decoder in our algorithm. Let ENCO¢ represents the encoder
of the even polar code. The described decoding algorithm performs slightly
worse than the classical SCSD algorithm. The reason for this is the fact that
we keep only the best surviving state of the SCSD¢ decoder and discard
all the rest. In order to improve performance, we modify the component
SCSD algorithm to return a list of D best candidate states. This can easily
be implemented by popping the best state and rerunning the SCSD with
a modified stack. The decoder output is selected amongst all D? paths
based on the combined path metric or by checking the CRC. As D does
not need to be very large, an ML decision can also be applied.

Algorithm 3: Bidirectional stack decoding algorithm

Input : AN

Output: 3

Initialize  as

fori=0,2,4,...N —1do
| e = f(Ni Aig1);

end

B = SCSD¢(a);

w = ENCO¢(8¢);

fori=10,2,4,... N —1do
| e = g(Ni, Aig1, wip2);

end

Bo = SCSDo(a);

Simulation results

As we are primarily interested in URLLC applications, we consider
the polar codes of rate 0.5 and block lengths 128 and 256. Although we
present results only for short blocklengths, the proposed algorithm can be
applied to polar codes of any length. The codes were constructed using
the Bhattacharyya bound approximation method, and the simulation was
done using the Monte Carlo method for different values of E; /N, ranging
from —1.6d B to 3.9d B with a step of 0.5dB. All simulations were run until a
relative precision of § = 0.05 was reached.
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Figure 5 — BER of the (128, 64) polar code using the BSD, SCD, SCLD and
SCSD algorithms.

Puc 5 - BER kpusas nonsipHo2o koda (128, 64) ¢ ucrionb3oe8aHuemM aneopummos
BSD, SCD, SCLD u SCSD.
Cnuka 5 — BER kpusa (128, 64) nonapHoe koda npumeHom BSD, SCD, SCLD u
SCSD aneopumma.

The SCLD algorithm was run with a list size of L = 32, while the
SCSD algorithm was run with a stack of size . = 100. In the case of the
bidirectional stack algorithm, the component SCSD algorithms were run
with a stack of size I = 32, and they both returned a list of D = 4 candidate
states. Out of D? = 16 possible candidates, we select the ML one. Fig. 5
shows the bit error rate (BER) as a function of E}, /N, for different decoders
in the case of the (128, 64) polar code.
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Figure 6 — FER of the (128, 64) polar code using the BSD, SCD, SCLD and SCSD
algorithms.

Puc 6 - FER kpusas nosnspHo20 koda (128,64) ¢ ucrionb3oeaHuem anzopummos
BSD, SCD, SCLD u SCSD.
Cnuka 6 — FER kpusea (128, 64) nonapHoe koda npumeHom BSD, SCD, SCLD u
SCSD aneopumma.

100 —=

1071

1072

FER

1073

10—4 | | | | |

Ep/No

Figure 7 — FER of the (256, 128) polar code using the BSD, SCD, SCLD and
SCSD algorithms.
Puc 7 - FER kpusas nonsipHo20 koda (256, 128) ¢ ucrnonb3oeaHuem
anzopummos BSD, SCD, SCLD u SCSD.
Cnuka 7 — FER kpusa (256, 128) nonapHoe koda npumeHom BSD, SCD, SCLD u
SCSD aneopumma.
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Fig. 6 shows the frame error rate (FER) as a function of E,/N, for
different decoders in the case of the (128, 64) polar code. The FER of the
(256, 128) polar code is shown in Fig. 7.

Based on these results, we see that the new BSD algorithm has the
same error rate as the original SCSD algorithm. The speed of the proposed
algorithm is higher than that of the original SCSD algorithm because of the
smaller stack size and the fact that the algorithm is split into two parts,
where each one is a SCSD of half the length of the original code.

Conclusion

In this paper, we presented a novel bidirectional stack decoding
algorithm based on the folding technique. It was shown that the proposed
algorithm has the same error performance as the existing algorithms.
Future research will deal with further improving the bidirectional algorithm.
The folding procedure is a powerful technique that can be used to construct
a wide range of hybrid decoders. Different combinations of decoders could
give better results - which is something that needs to be investigated. It is
possible to further improve the proposed algorithm by applying the folding
operation multiple times. The use of multiple CRC codes can also improve
the performance of the decoder. An efficient hardware implementation of
the proposed algorithm will also be developed.
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OekoduposaHusi.  ModenuposaHue npPo8oduUSIOCL Memodom
MoHme-Kaprio.

Pesynbmambi: PaspabomaH Ho8bIl anzopumm 0ekoouposaHust
ronsipHbIX ~ KOOO08, nooxolawud  Onss naparsniesbHo20
eHedpeHuss. B cmambe npedcmasneHbl cpasHUMENbHbIU
aHanu3 HOB020 aflzopumma €  cyuwlecmsyowumu U
pesynbmamsl MOOeupPo8aHUs.

Bbigodbl:  [londpHble K0Obl — 3mMO Kracc Ko0o8, Komopbil
docmuzaem rpomnyckHou criocobHocmu KaHaros,
ucrnonb3yeMblli 8 Kayecmee OCHOBHOU CXeMbl KOOUpOBaHUSs
Ona kaHanos ynpaseneHus 8 5G New Radio.  OcHO8HbIM
anzopummom OekoduposaHusl MOMSPHbIX KOOO8 s8risiemcs
rnocriedogamersibHoe OekoduposaHue criucka ommeH
(aHen. Successive cancellation decoding - SCD). [aHHbIl
aneopummMm  omsu4aemcsi  npocmomod U OMIUYHbIMU
Xxapakmepucmukamu OmHOCUMesibHO ONUHHbIX K0008, HO
OH HeHaldeXeH OMHOCUMESIbHO KOPOMKUX U CPelGHUX KOOO8.
B OQaHHOU ces3u nipednasatomcsi HECKObKO an2opummos
dekoOuposaHusi, C Uenblo YyHWeHUs Xapakmepucmuk
nonspHbix kodos. NocnedosamernibHoe OeKoOUpPO8aHUE CriucKa
OMMEH 8 coYemaHuu C UUKIUYeCKUM U30bImMOYHbIM KOOOM
obecrieyusaem mo4Hoe ucripassieHue owuboK, HO 3a cdem
8bICOKOU crioxkHocmu eHedpeHusi. Cmekosoe OekodupoesaHue
ommMmeH obecrniequeaem  aHaslO2UYHYO  MOYHOCMb  MpU
ucrnpasneHuu owuboK, HO npu MeHbwel CrIoXHOCMU
8HEOPEHUS. lMomumo ebicokol HadexHocmu, HO8ble
MPUIOXeHUs1 8 KpUmuU4YeCcKux cumyauusix mpebyrom HebonbLux
3a0epxxeK, MoamomMmy HeobxodumMo MUHUMU3UPOBaMb 6peMsi
pabomsbi dekodepa. B OaHHOU cmambe npednazaemcs
HoebIl  anzopummM  O8yHarpas/ieHHo20  0eKoOupo8aHus,
KomopbIl obecrieyusaem 3Ha4UMesIbHO MEHbW Y 3a0ePXKY U
aHasi02u4yHy0 Ha0exXHOCMb, KakK Yy Hausly4ylwux Cyu,ecmeayouux
aneopummos. B cmambe npedcmaeneH cpasHumersnbHbil
aHasu3 HOB8020 ajizopumma C CyuwecmsyruwumMu, a makxe
pe3yrnbmambl MOOeIUPO8aHUS.

Knroyesble criosa:  nonsipHble KoObl, rocredosamesibHoe
dekoduposaHue, cmekogoe dexkoduposaHue, OekoduposaHue
criucka ommeH, ceepmka.
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OBNACT: TenekoMyHukaumje, payyHapcke Hayke
BPCTA YJTAHKA: opyrnHanHu Hay4Hu pag
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Caxemak:

Yeod/yurb: Pad yeodu Hosu anzopumam 3a O0ekodogosar-e
rosapHux Kodoga ca CMah€EeHUM KalukbeHeM Koju je
UHcrnupucaH 6udupeKyUuoHUM cmeK OeKoO008aH-eM KiaCU4YHUX
KOHBOMYyUUOHUX K0O0Ba, a 3aCHOBaH je Ha MEeXHUUU casujarba
(eHe. folding).

Memode: Cmek aneopumma (nosHam u Kao cmek npempaaa)
rnoeodaH je 3a OekodosaH-e Kodoga ca cmpykmypoMm cmabna,
Oekodep ca nucmom. Osa mexHuka caseujarba, Kojy je
yeeo [Memap Enuac, kopucmu ce 3a CMarmUgar-e KalWltera
anzopumama 3a Oekodosarse. Cumynayuje cy paheHe
npumeHom rnocmynka MoHme Kaprio.

Pesynmamu: Pa3sgujeH je Hoeu anzopumam 3a Oekodogar-e
rnofmapHux Kodosa Koju je noeoGaH 3a rnaparsnesiHy
umrnnemMeHmauujy. Hoeu aneopumam yropeheH je ca
nocmojehum, a pesynmamu cumynayuje cy npuxkasaHu.

Bakwyuak: [lNonapHu kodoesu cy knaca kodosa Koja docmuxxe
Kanayumem KaHana, U yceojeHa je 3a Ko0o8are KOHMPOIHUX
kaHana y 5G Hogsom padujy. [nasHu anzopumam dekodosara
3a ronapHe KoOo8e jecme CeKBeHUujaiHU anzopumam - ma3s.
Oekodep ca CyKUeCcusHUM rMoHUWMmasarmemMm (eHa. Successive
cancellation decoding - SCD). Oesaj anzopumam uma HUCKY
KomriniekcHocm u 00nu4He nepghopmaHce y criyydajy kodoea ca
8€e/1UKOM OY)KUHOM, asiu U 8ps10 Masly rnoy30aHocm Ha Kpamkum
u cpedrum OyxkuHama. pednoXeHO je HEeKOIUKO anzopumama
3a Oekodogar-e Kako 6u ce nobosrbwane rnepgpopmaHce
nonapHux kodosa. J[lekodep ca UCMOM U CYyKUECUBHUM
rnoHuwmasareM (eHa. Successive cancellation list decoding
- SCLD), 3ajedHo ca YUKIUYKUM KOOOM 3a rposepy epelwiaka

424



(eHe. Cyclic redundancy check - CRC), npyxa seeoma dobpe
rnepghopmMaHce rpu ucripassbarby epewaka, anu o UueHy
gesiuKe KoMryieKkcHocmu umrnemeHmauuje. Cmek dekodep ca
CyKUEecUsHUM rMoHUwWmMmasarmeM (eHe. Successive cancellation
stack decoding - SCSD) npyxa cnudHe nepgopmaHce o
numary eeposamHohe 2pewke npu HUXOj KOMIMIIEKCHOCMU.
lNoped Hucke seposamHohe epelwike, Hoge arnnukauuje 3a pad
y KpUMUYHUM cumyayujama 3axmeeajy U Masio Kalwrere, rna
je nompebHo cmamumu gpeme pada Oekodepa. Y pady je
npeodnoxeH Ho8U BUAUPEKUUOHU anizopumam 3a 0ekodosarse,
Koju rnocmuxe 3HamHO MaH-€ KalWH-eHe y3 rnpubnuxHo ucmy
rnoysdaHocm Kao U Hajbosbu nocmojehu anzopummu. Hoeu
aneopumam je yrnopeheH ca nocmojehum anzopummuma, a
pesynmamu cuMmyrnayuje cy rnpuxkasaHu.

KrbyyHe peyu: nonapHu ko0osu, cekeeHyujaHu dekodep, cmak
Odexkodosar-e u ekodep ca fIuCMoM, casujarbe.
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Abstract:

Introduction/purpose: For the construction of functional mobile radio
communication systems today, the trunking systems of digital mobile radio
communications are almost exclusively used, the main representative of
which is the system with the application of TETRA standards. This article
describes the beginnings and historical development of this standard, with
the activities of ETSI and TETRA MoU in the fight for the availability and
harmonization of the frequency spectrum.

Methods: A description of relevant issues of the origin and development of
the TETRA 1 standard is given as well as the analysis of the characteristic
moments of the innovated TETRA 2 standard.

Results: This article describes the beginnings and historical development
of this standard, with the activities of ETSI and TETRA MoU in the fight for
the availability and harmonization of the frequency spectrum. It also
systematize the use of the key TETRA systems in the world and shows its
share in the world market by sectors, emphasizing the dilemma of its
further development at the crossroads after 25 years of existence. Also, a
basic overview of the TETRA 1 standard is given while the basic elements
and the principle of its application are described. The innovated TETRA 2
standard and the improvements achieved in the way of data transmission
are described in more detail; the process of interoperability certification
and, in connection with that, the entry of TETRA into the North American
market is emphasized. The parameters selected for advanced data
transfer according to the TETRA 2-TEDS standard are presented and
analyzed, together with an overview of some limitations during practical
application.
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Conclusion: In the conclusion, the current moment of TETRA is analyzed
with a focus on its future after 25 years of development, emohasizing a
possibility of modernizing and improving the TETRA network of the
Ministry of the Interior of Serbia for the needs of the MoD and the Serbian
Armed Forces.

Key words: mobile radio communications-MR, public mobile radio
communication system-PAMR, professional mobile radio
communication system-PMR, area-interface-Al, digital trunking system
of mobile radio communications-TETRA, TETRA enhanced data
service-TEDS, European telecommunications standardization institute-
ETSI.

Introduction

The earliest beginnings of TETRA (Terrestrial Trunked Radio) date
back to 1989, when four leading European companies for the production
of mobile radio equipment: Ericsson, Motorola Solutions, Nokia and
Philips, began work on the development of digital trunking systems for
mobile radio communications, called MDTRS (Mobile Digital Trunked
Radio System). During the same year, work began in North America on
the development of a new, accompanying Standard for Interoperable
Digital Mobile Radio Communications for Voice Transmission, now
known as P25 (Project 25). While the development of the P25 standard
was the responsibility of the North American public-safety community
(NAPsC), TETRA was developed under the auspices of the European
Telecommunications Standards Institute (ETSI), supported by many
manufacturers and equipment vendors, system users and, of course,
regulatory bodies. (Ové&innikov et al, 2000), (Svrzi¢ & Cosovié, 2002a),
(Swan, 2015)

From the very beginning, the development of TETRA was a
cornerstone for establishing a new standard for UHF (Ulfra High
Frequency) mobile radio communication MR (Mobile Radio), with unique
recommendations. Thus, during 1993, the support of the manufacturers
of equipment for Functional Mobile Radio Communications Systems-
PMR (Professional Mobile Radio) significantly improved and the way was
paved for the emergence of a strong and solidary association of sellers of
this type of equipment. This enabled the TETRA MoU (TETRA
Memorandum of Understanding) to be formed and put into operation in
December 1994, uniting the then most important manufacturers and
sellers of PMR equipment. As a united organization of producers and
sellers, the TETRA MoU association played a very important role not only
for the permanent development of TETRA but also for maintaining
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interoperability, for creating new market opportunities, as well as for fight
against fierce competition which, uderstandably, advocated other
standards and technologies. (Svrzi¢ & Cosovi¢, 2002a), (Swan, 2015)

The MDTRS standard grew into a standard called TETRA (Trans-
European Trunked RAdio) in 1991, which was only an approximate
interpretation of the current name of the TETRA standard. Namely, as
ambitions on a global level were immediately tied to the standard, the
acronym "TETRA" is today interpreted as a natural abbreviation derived
from the word TErrestrial Trunked Radio. An important date in the
emergence of TETRA is December 1995, when ETSI adopted and
approved the new TETRA V + D radio interface-TAl (TETRA Voice plus
Data Air interface), as a complete European Telecommunications
Standard-ETS for integrated transmission speech and signal data, ETSI
EN 300 392-2, although TETRA even then showed its undisguised
ambitions for application in the entire world market (ETSI, 2001). In
contrast, it is believed that TETRA was not a standard associated with
the then existing Public Access Mobile Radio System (PAMR) from the
beginning, nor was PAMR part of TETRA. Namely, TETRA V + D has
proven to be a flexible standard for digital mobile radio communication
systems whose infrastructure is formed by switching elements, a number
of base and many mobile radio stations as a highly redundant and
flexible system for all requirements, making it ideal for regular business
and functional mobile radio communications, as well as for mobile radio
communications in conditions of critical situations for public safety. The
standard includes the necessary recommendations-specifications (type:
ETSI EN 300 xxx) for group, broadband and emergency calls, then for
quick access to the system (which is usually shorter than 300 ms), for
Trunking Mode Operation-TMO and Direct Mode Operation-DMO type of
work, for different levels of application of information encryption, for
telephony with participants from functional networks with PABX and from
public networks-PSTN (including full duplex) and support for smooth
operation of checkpoints (Control -management and dispatch centers)
(Swan, 2015).

At the time of the TETRA V + D standard, the data transfer rate in it
was relatively low and comparable to the data transfer rate of other
technologies, which is no longer valid today, but it should be noted that
the TETRA standard already offered a powerful system of Status
Messages-StM and Short Written Messages-SDM, as well as a special
data package related to the execution of special tasks in the field in
critical situations. The entire industry which surrounded TETRA was
already determined at that time not to allow the new standard to be
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undermined and its strengthening to be hindered. Therefore, the
European Regulatory Organization for Safety and Protection of People at
Work formed a special working group of experts, with the task of
clarifying to potential clients at the (very) beginning of the existing (and
turned out to be false) beliefs about the alleged danger to OSH work by
pulsed radiation of mobile TETRA terminals. Namely, the entire world
industry of mobile radio communications today is very serious and
comprehensive in approaching the solution of issues in the field of OSH,
so it invests significant funds for that. In that respect, everything about
TETRA, in relation to them, does not differ at all. Therefore, the RF
(Radio Frequency) sensitive work environment was protected from the
very beginning by a novelty, which is characterized by TETRA terminals,
and which is called Transmit Inhibit Mode (TMI). It enables users of the
TETRA terminal to perform their duty unhindered in environments where
sensitive medical equipment is present (in healthcare centres and
hospitals) or electronic measuring equipment in laboratories and in the
field (instruments, speedometers, breathalyzers, etc.), all without
interfering with the operation of the equipment or compromising the
accuracy of the obtained measurement results (Swan, 2015).

Frequency spectrum allocation for TETRA

The availability and harmonization of the frequency spectrum, that
is, the spectral efficiency, was one of the key moments for the worldwide
success of the TETRA standard. Namely, an open MR standard, which
implies that equipment from different manufacturers, can be used in a
single radio network, must offer the system owner, on the one hand,
sufficient spectral efficiency, with the possibility of choosing equipment
from different manufacturers, and at the same time, on the other hand,
enable the achievement of reasonable economy on the existing scale in
order to maintain a broadly competitive world market of sellers.
Therefore, immediately, i.e. in the early 1990s, work began on defining
the adjusted bandwidth for MDTRS, which was managed by the
European Radiocommunications Office-ERO from the Community of
European  Conference @ of Postal and  Telecommunications
Administrations-CEPT. In addition, in the middle of the same year,
primarily thanks to consultations with NATO and their cooperation, as
well as the cooperation of some other radio spectrum users in Europe,
within the frequency range 380 to 400MHz, which is strictly intended for
users in security public services for the needs of TETRA in Europe, two
new subbands of frequencies of 5MHz (380-385 / 390-395MHz) were

429

Svrzié. S., 25 years of TETRA technology and standards for contemporary digital trunking systems of professional mobile radio communications, pp.426-460



E* VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2021, Vol. 69, Issue 2

defined, which is 200 communication radio channels with a width of
25kHz.

The mentioned work within CEPT also gave positive results, as for
the needs of using TETRA in various commercial services in Europe,
four more subbands of frequencies in parts of the spectrum 410-430 /
450-470MHz were defined (which is another 800 radio channels 25kHz
wide) and 870-876 / 915-921MHz (which is an additional 240 radio
channels 25kHz wide). In addition, the mentioned parts of the spectrum,
380-395 MHz and 410-430 MHz, which are designated as the basic
band, together with the newly allocated auxiliary band 870-876MHz, have
also become widely available for use by TETRA in other regions of the
world (meaning those outside Europe). Despite initial concerns, whether
such a specific radio spectrum width will be sufficient for the frequency
plan, and whether it will allow the required density of TETRA network
elements, necessary for good radio coverage and adjusted capacity of
communication channels, to be implemented in the field, improved
technical the RF characteristics of the third generation TETRA terminals
have allowed mobile participants to operate successfully on the
combined broadband configuration of both parts of the basic band, i.e.
from 380 to 430MHz. This means that since then, by combining the basic
spectral bands 380-400MHz and 410-430MHz, it has been possible to
provide additional radio coverage and increase the capacity of
communication channels, wherever necessary (of course, if spectrum is
available).

It should be noted that TETRA has already unequivocally proven its
pronounced spectral efficiency in this area, as it has enabled, from the
very beginning, a large number of national networks operating today to
function simultaneously and successfully, using only the basic part of the
spectrum (380 up to 400MHz) that is, without the use of assigned TETRA
supplementary radio spectrum bands. (Svrzi¢ & Cosovi¢, 2002a, 2002b),
(Swan, 2015)

The most famous realized TETRA systems in the
world and an overview of the world TETRA market

The Autonomous Island of Jersey, located in the English Channel,
was the country where, in June 1996, the world's first TETRA network
was activated, and then several test systems were set up across Europe
over the next few years. At the same time, after the approval for the use
of TETRA in large national networks had been obtained, the planning
and procurement of TETRA systems for the support of functional mobile
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radio communications in the public security sector began. Based on that,
by the end of 2000, in 21 different countries of the world, the construction
of 32 TETRA networks of different levels had already been completed or
was being completed. The first major European achievements in the
application of TETRA for the construction of mobile radio
communications include the following realized projects:

« the national network “PSRCP / AIRWARE” in Great Britain, for the
construction of which a contract was signed in 1977, but the works were
completed and the system was put into operation in 2001,

* the national network “VIRVE” in Finland, whose planning began in
1995, construction work began in 1998, and operational use at the
national level began in 2002,

 the national network "ASTRID" in Belgium, whose planning and
construction lasted from 1995 to 2002, when it was introduced into
operational use at the national level,

« the national network “C2000” in the Netherlands, whose
construction works started in 1999, and the complete infrastructure was
completed and the system established at the national level in 2004, and

* the national network “BD-BOS” in Germany, for the construction of
which an extensive research was started in 2007 and which was
supposed to be intended for the police exclusively. This network was
completed only a few years ago and today is the largest TETRA network
in the world.

From today's point of view in the modern world, TETRA serves
almost every segment of the global PMR market and is present on all
continents. The global percentage of TETRA users by social and
economic sectors is shown in the diagram in Figure 1. The diagram
shows that the largest part of the global TETRA market of 33% is
intended for Public Security Sector, in which TETRA began to be used
initially. Across Europe and the Middle East, there are significant national
TETRA networks for the needs of Security Services, which regularly
operate in emergency and critical situations, as well as for the needs of
Rapid Response Organizations. In that sense, the key aspect of TETRA
is that it allows the system owner in regular radio communications full
autonomy of work, and that when acting in emergency and crisis
situations, it provides full interoperability between different services and
agencies. The second largest world TETRA market share, with a 24%
share, covers the owners of PMR from the Transport Sector. This part of
the TETRA market is growing fastest today, especially in systems for fast
and mass transport of people and goods, as well as in large ports and
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airports, which account for an additional 5% share. It should be noted
that the pioneering projects for the implementation of TETRA in the USA
were located within this sector, which started only after the long-awaited
(until September 2012) approval of the FCC (Federal Communications
Commission) for its smooth implementation on the North American
continent. (Swan, 2015)

Ports and
Airports
5%

Transport
24%
Utilities
9%
Business and

Commerce
8%

Extraction
(Mining)
7%

Government

PAMR Military 901

(Operator) 1%
4%

Source: TETRA + Critical Communications Association

Figure 1 — Overview of the percentage share of TETRA users in the world PMR market
(Swan, 2015)
Puc. 1 — O630p npouyeHmHou donu rons3oeamernel TETRA Ha muposom pbiHke PMR
(Swan, 2015)
Cnuka 1 - lNpuka3 npoyeHmyarnHoe ydena kopucHuka TETRA Ha ceemckom mpxxuwmy
PMR (Swan, 2015)

The great success of TETRA, as well as its high percentage share in
the world PMR market, has attracted a large number of equipment
manufacturers, followed by application developers, as well as suppliers
of peripherals and services. For these reasons, the TETRA market
continues to grow permanently. For example, in 2013, IHS announced
that a total of 600,000 sets of new TETRA terminals were being delivered
to the global market, which is a significant number for a part of almost 3.2
million TETRA terminals already in operation in the world. A GSMA
source stated that this number of approximately 4 million mobile
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terminals in various TETRA networks in 2015 realized a colossal 6.5
billion active connections. The analysis of the existing TETRA market
over time shows that, from year to year, there has been a steady
increase in the number of activated TETRA terminals in the world of 8%,
which today results in approximately 6 million terminals worldwide (Swan,
2015). In addition, the results of the analysis of the global distribution of
implemented TETRA 1 systems up to the first half of the 2000s are
impressive, primarily for the needs of functional users, but (in some
cases) for public system operators as well, as shown in Figure 2 (ETSI,
2004).
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Figure 2 — Overview of the implemented TETRA Systems in the world up to the first half
of the 2000s (ETSI, 2004)
Puc. 2 — O630p sHedpeHHbIx cucmem TETRA e mupe do nepeoli nonoguHsl 2000-x
20008 (ETSI, 2004)
Cnuka 2 — Npeaned peanu3osaHux cucmema TETRA y caemy do npee nonosuHe 2000-
mux (ETSI, 2004)

It can be seen from the figure that, in Serbia's neighboring countries,

significant capacities of the TETRA 1 system were already built at that
time, as follows:
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» for the Hungarian National Police,

« for the Government of Romania,

« for the national police and the Croatian power industry,

« for the Italian National Police, and

« for a set of utility companies (electricity, gas, water) in Austria.

At that time, Serbia was also considering the construction of modern
mobile radio connections based on the principle of digital trunking
according to the TETRA 1 standard. This primarily referred to the Oil
Industry of Serbia (NIS), which already in the mid-1990s wanted to
replace its outdated and insufficiently functional, analog and conventional
system of mobile radio communications. In that sense, in order to build a
completely new functional system of digital telecommunications, during
2001 and early 2002, NIS conducted a comprehensive market research
of Analog Trangig Systems Standard MPT-1327 (Svrzié & Cosovié,
2000) and Digital Trangig Systems Standard TETRA 1. Based on the
comparative analyses and the obtained results as well as on the a priori
determined positions of the NIS management on the need to favor digital
connections, in March 2002, within the "Study of NIS Radio Connection
M-21 (part-V)" the "Preliminary design for construction NIS mobile radio
communication system in digital trunking technology ” was prepared with
the Technical Solution, which favoured Rohde & Schwarz "ACCESSNET-
T" TETRAV + D network (Rohde & Schwarz, 1999b) for the coverage of
the territory of the Republic of Serbia (primarily in the areas where
business activities of NIS were performed). (Jorgi¢ & Svrzi¢, 2002)

As for the Serbian Armed Foces (SAF), the then decision-makers of
the General Staff-Directorate for Telecommunications took the position
that such a system was too comfortable and expensive for independent
construction in the army, since it is primarily intended for public security
and safety services, and created to operate in crises. Therefore, the
Ministry of the Interior of Serbia (their expert telecommunications service)
was entrusted to conduct a market research program and procurement of
equipment, on the basis of which (in the second half of the 2000s) works
began on the construction of the National TETRA network type
"DIMETRA/System Release 6.2" Motorola (Motorola Solutions, 2008). Of
course, today the MoD and the SAF are regular participants in that
network, with a large number of handheld and car mobile radios, and with
the contribution to its infrastructure of 2 built fixed base radio stations (in
constant use) and a couple of mobile base radio stations (for temporary
use), but with little authority for its own, i.e. autonomous operational
modeling or control (Krsti¢ & Marjanovi¢ Jakovljevi¢, 2018).
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A crossroads for TETRA after 25 years of experience

In November 2011, the existing TETRA MoU Association changed
its name to TETRA + Critical Communications Association-TCCA to
demonstrate its focus on broadband digital mobile radio communications
for professional users. In fact, the Critical Communications Broadband
Group (CCBG) then paved the way for the development and adoption of
a global common standard for mobile broadband, as well as a solution for
all those users who operate on a daily basis performing dangerous tasks,
or regular activities in critical environments. The CCBG is a group that
brings together users from a wide range of technologies, markets and
territories, working together to further develop a global and unique
standard for broadband mobile radio communications. At the same time,
the group that develops TETRA within ETSI changed the previously
existing name Technical Committee-TC to the new name TETRA and
Developed Mobile Radio Communications for Crisis Situations-TCCE
(TETRA and Critical Communications Evolution), which is still today
valid. It turned out that that moment was actually a crossroads both for
the TETRA standard itself and for TCCA. Figure 3 shows the course of
the complete development of TETRA, from the initial agreement of the
manufacturers in 1989 for the development and production of MDTRS to
the mentioned moment of the creation of TCCA in November 2011.

However, nowadays there are still such PMR holders for whom, due
to the narrow frequency spectrum assigned to them, broadband
transmission of radio information is simply uneconomical or completely
unacceptable. In this regard, regardless of the fact that TETRA is,
realistically speaking, the first and most sought-after technology of today
for such purposes, there is no doubt that it, as such, will meet strong
opposition and competition in the future. That is why the TETRA standard
still needs a strong and focused association which will successfully
defend the interests of suppliers of network infrastructure equipment,
mobile radio terminals, peripherals, and software applications in the
market. On the other hand, it has been proven many times that TETRA
works very successfully and reliably with other mobile radio
communications networks (which operate according to different
standards and technologies), and especially with the networks of public
mobile radio communications operators. The possibility, that is, the
permission for the modern 4G LTE network (Long Term Evolution), which
is primarily intended for very fast packet data transmission (Gospi¢ et al,
2010), in terms of complementarity, to coincide with TETRA was
obtained ten years ago, and this was done much earlier for the North
American standard P25.
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Figure 3 — Overview of the TETRA development line (Swan, 2015)
Puc. 3 — O630p nuHuu pazsumusi TETRA (Swan, 2015)
Cnuka 3 — lNpuka3s nuHuje passoja TETRA (Swan, 2015)
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Now the only question is whether, at some point, the mentioned
modern 4G LTE network (or the most modern and "controversial" 5G
Global System Mobile-GSM network), which normally supports
simultaneous voice transmission and very fast data transmission for
public mobile radio communications (in critical situations as well), will
become a direct competitor to TETRA in terms of functional user
support? What this chapter will look like in the book of TETRA's historical
development cannot yet be predicted with certainty, but it seems to be
already anticipated that, with certain limitations, TETRA will successfully
cope with such an opportunity and competition of this kind. (Swan, 2015)

The basis of TETRA technology

Today, TETRA is the most modern open standard for Functional
digital trunking systems of mobile radio communications which consists
of a series of specifications developed by the European Institute of
Telecommunications Standards-ETSI (Svrzic & Cosovié, 2002b).
Basically, TETRA is intended as a standard for owners and users of
Functional digital mobile trunking radio communication systems in the
field of national and public security (police, gendarmerie, army, fire
service, ambulance service), large companies engaged in energy
distribution (electricity, oil and gas industry), transport companies
(airports, railways, ports, road transport), service providers and, finally,
public mobile telephony operators with integrated data transmission. As a
complete digital system of mobile trunking radio connections, modern
TETRA systems are characterized not only by exceptional efficiency in
using available frequency spectrum but also by high quality processing,
transmission and switching of speech and data signals, pronounced
security of system access and information transmission with crypto
protection services and modes of operation, and a wide range of basic
and ancillary services (ETSI, 2009). All this contributes to the fact that
these mobile radio communication systems are highly professional,
efficient and flexible for different applications, enabling solid coexistence
with still existing analog trunking and conventional functional and public
mobile radio communication systems, and that today they are, as such,
the most promising and most interesting for owners and users of
functional communication systems, and even (in some circumstances) for
network operators and providers of public mobile telephony services
(Ovchinnikov et al, 2000), (Svrzié & Cosovi¢, 2002a, 2002b).

Mobile radio communication trunking systems, analogue and digital,
are in fact UHF mobile radio systems that perform automatic switching of
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available Communication Radio Channels (CCh) of Base Radio Stations
(BS), for interconnection of mobile participants, as well as for connection
of mobile participants with other participants. One of these CCs must be
used as a Management Channel (MCh). Through this channel, calls are
registered by mobile and other participants, status messages are
transmitted and the order of connection requests is assigned. Namely, as
soon as the request for establishing a connection arrives, one of the free
CCh (channels from the capacity of the respective BS, in whose service
zone the participant who sent the request for establishing a connection
is) is assigned to participants in connection with exclusive use, for mutual
communication. In cases when, during the established connection, new
calls for establishing connections via the same BS arrive on the system,
they are assigned the remaining, not occupied, CCh for the connection,
until the full utilization of the Communication Channels capacity on the
respective BS. If all channels are busy, new connection requests are
queued (these requests are queued), and as soon as one of the busy
channels is released, the system assigns it to the first participant on the
queue. This means that in the trunking system of mobile-radio
connections, the call for connection is sent only once because, in case of
impossibility for current connection, that call will be placed on the waiting
list and will be processed later in the order and priority that the participant
has (Ovchinnikov et al, 2000), (Svrzié & Cosovi¢, 2002a). Figure 4 block
diagram shows the general principle of the organization of digital trunking
system of mobile radio communications with the TETRA 1 standard
(Rohde & Schwartz, 1999a), (ETSI, 2019).

Trunking mobile radio communication systems belong to the class of
mobile radio communication systems which are, above all, oriented to the
formation of various functional and corporate radio networks, which
provide for the active application of mobile users in separate speech
groups, formed for some permanent or temporary assignment. It is clear
that such systems are mainly used by the police, specialized social
security and protection services, companies engaged in land and air
transport, large producers and distributors of all types of energy (oil, gas,
electricity, etc.) in different countries, as well as the military, in order to
provide functional connections between mobile radio participants, mobile
radio participants and fixed radio participants, as well as mobile radio
participants with participants of public telephone-PSTN and ISDN and
functional telephone networks-PABX (Ovchinnikov et al, 2000), (Svrzi¢ &
Cosovié, 2002a), (ETSI, 2004). In connection with the above, Figure 5
shows different possibilities for connecting to a TETRA network.
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Figure 4 — Block diagram and the general principle of organizing the digital trunking
system of mobile radio links TETRA 1 (Rohde & Schwartz, 1999a)

Puc. 4 — briok-cxema u obwull NpUHUUN op2aHu3ayuu yugpoeoll mpaHKuHa080U
cucmembi MobusibHol paduocesasu TETRA 1 (Rohde & Schwartz, 1999a)
Cnuka 4 — briok-wema u onwmu ApUHYUN opaaHu3osara 0usumasnHog mpaHKuHe
cucmema mobunHux paduo-eesa TETRA 1 (Rohde & Schwartz, 1999a)
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Figure 5 — Overview of different connectivity options in TETRA networks (ETSI, 2004)
Puc. 5 — 0630p pasnu4Hbix 8apuaHmMos rnodkmoyeHusi K cemu TETRA (ETSI, 2004)
Cnuka 5 — lNpuka3 pasnudumux mo2yhHocmu 3a nogesusarse y TETRA mpexe (ETSI, 2004)
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Second generation of TETRA, data transmission
development, improved interoperability and penetration
on the North American market

Improving standards

Fewer than five years passed since its inception, and back in 1999,
the members of the ETSI TETRA project, which included both users and
manufacturers within the then TETRA Technical Committee (TC) and the
TETRA Association (TA), recognized the need for the necessary
generational advancement of the existing standard, tentatively called
TETRA 1, in several areas. Although the number of these areas was
initially wide, significant developments in the telecommunications
industry, combined with changes in market needs, led to ETSI deciding in
September 2000 to start activities to improve the existing standard
towards the second-generation TETRA. As a result of these activities, a
document was published at the end of 2005 defining the areas, services
and characteristics of the TETRA 1 standard envisaged for treatment and
improvements through the new TETRA 2 standard (Swan, 2015). Thus,
according to the new TETRA 2 standard, special attention is paid to
achieving improvements in the following areas:

* increase connection range in TMO mode,

* use of AMR (Adaptive Multiple Rate) voice CODEC,

 use of mixed excitation, with line prediction, excited voice CODEC
MELPe (Mix Exitation Line Prediction), and

* introduction of an advanced part of the High-Speed Data standard,
called TETRA Enhanced Data Service-TEDS. (Nouri, 2016)

Increasing the connection range in TMO mode was the need for the
innovated TETRA to be able to operate outside the existing 58 km range
limits, which was a limitation imposed by the TDMA network
infrastructure, related to synchronization transmission. This was primarily
a requirement of the user organization (system owner) to enable efficient
air-ground-air (A-G-A) communications, while working on TMO in the
relevant network infrastructure. Therefore, the necessary modifications of
the "burst" on both links ("up-link" and "down-link") were defined, as well
as the shortening of the time for their realization, thus making the TMO
connection range for AGA communications applications in network
increase to 83 km. Of course, since the DMO mode in the TETRA
network has no connection range limitation (in terms of TDMA
infrastructure), because the synchronization in this mode is realized at
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the beginning of each of transmission sessions, it was not a topic in this
case when innovating the standard.

The use of AMR's multi-purpose adaptive voice CODEC, which only
works with an A/D conversion rate of 4.75 kb/s, was stopped by TC at the
very beginning because the completion of innovations for the Al radio
interface was delayed, and to which AMR actually needs to adapt. The
explanation was to wait until a real market need for its implementation is
clearly established.

The use of mixed excitation, with linear prediction, of the induced
voice CODEC MELPe, which is standardized by NATO (called STANAG
4591) for use in their military communications, was introduced to improve
the TETRA standard primarily due to the low bit rate for A/D conversion
of only 2,400 b/s, followed by high resistance to high levels background
noise and due to acceptable voice encoding / decoding performance.
Since it was clear from the very beginning that there is a great suitability
for the use of TETRA in military communications, TC made a study of the
technical feasibility of applying voice CODEC MELPe to TETRA, from the
framework that resulted in:

* possibility of working with government systems and other state
institutions (without working in tandem),

* possibility of suppressing high levels of noise and noise from the
environment,

* possibility of enhanced RF coverage using spare bits available for
direct error correction of FEC (forward correction) in transmitted
information, and

* possibility of integrated (V + D) use of spare bits available for Data.

However, when emphasizing all the above benefits, it should be
noted that the very technique of implementing voice CODEC MELPe in
TETRA contributes to increasing the delay in voice transmission in "end
to end" communications, which is understandably a disadvantage.
Therefore, the completion of the TETRA 2 standard with voice CODEC
MELPe depended on the outcome of the relationship between these
benefits and on the increase of the cost of its implementation, compared
to the costs that existed until then using the current ACELP voice
CODEC. (Nouri, 2016)

The introduction of an advanced standard for High-Speed Data
transmission-TEDS had its prehistory, since at the beginning, in fact, two
different ways of developing data transmission according to the TETRA 2
standard were planned (and took place):
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1. TETRA Advancet Packet Service - TAPS, which is based on the
evolution of GRPS/EDGE standards, and thus was focused mainly on the
PAMR market (for public communications), and

2. TETRA Enhanced Data Service - TEDS, which implied a slightly
different appearance of the standard, in terms of data transfer speed, and
was aimed at the entire TETRA market (across all sectors). In addition, it
envisaged full compatibility with TETRA V + D (TETRA 1) and easy
migration of equipment from TETRA V + D to TEDS, as well as flexible
use of the existing frequency spectrum allocated for use in PMR of
different holders.

The decision on that issue was postponed for some time, but it was
finally made, after the consensus on the WG4 EPT working group
reached on July 4, 2002. The concept of TEDS won, as a route preferred
by the world's six largest manufacturers of TETRA equipment (with five
different technologies) and by most of the functional users of PMR.
However, the new standard was not reached easily, but through
painstaking debates over the choice of one of these initially offered-
proposed options of 5 technologies (6 different manufacturers).
Therefore, there were many failed attempts to reach a consensus on this
issue, so that the development of the standard lasted for the next 4
years, so the amended TETRA 2 standard was not officially published
until 2006 (Swan, 2015), (Nouri, 2016), (Dewaele, 2016).

Since then, until today, several significant improvements have been
made within the new TETRA 2 standard, including: High Speed Data
(HSD) and the selection and standardization of additional CODECs for
speech digitization. In addition, the following were realized: the evolution
of the TETRA SIM card, achieving interoperability, and even roaming,
between TETRA 2 and public GSM, as well as the transition from 2.5G /
3G network, while maintaining broad compatibility with the first
generation of all types of TETRA 1 devices and the full integration of their
features into the new generation of TETRA 2 devices (Swan, 2015),
(Nouri, 2016).

In this regard, it should be noted that all these improvements did not
immediately and simultaneously come to life in practice, but it was crucial
to recognize in time the need for the standard to evolve, especially in
terms of increasing data rates (over 10 times). Of course, such an
evolution could not go hand in hand with other PAMRs, from GSM to
GPRS, EDGE, UMTS / 3G, all the way to the state-of-the-art super-fast
LTE data transmission system. For example, some well-versed in this
technology claim that the emergence of a new model for HSD, i.e. TEDS,
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in the historical development of the TETRA standard, was actually its
new, second beginning. Indeed, for such a (until then) successful
standard, the speed with which potential users-owners of the PMR
system recognized all the qualities of TEDS was initially disappointing.
This is confirmed by the fact that immediately after its appearance, at the
beginning of December 2006, TEDS was accepted and implemented
only in the national network of mobile radio communications in Norway,
called "NODNET", and for the needs of public security of that country.
Only a little later, during 2010, the innovated TEDS standard began to be
applied in other national TETRA networks. Specifically, it was within the
Finnish TETRA network of operators "VIRVE", in which it was first tested
in the same year, and then the operational implementation of TETRA
TEDS began. (Swan, 2015)

Development of data transmission applications

When it comes to the domain of data transmission application, the
recent history of the standard shows that TETRA is primarily a successful
standard in the domain of data transmission for Short Message and
Status Messaging Systems. Namely, it is known that there is a whole
special "industry" that writes software applications intended for user
radio terminals and the operator of the TETRA terminal. These
applications enable efficient machine-machine transfer of various
important information and Data from the field to the control centers in real
time In particular, the sector of companies engaged in the transport of
people and goods has realized that TETRA is, in this respect, very
efficient and highly efficient, for example, in the subways of large,
densely populated world capitals such as Hong Kong, Singapore and
London. This was also understood by large bus transport systems, such
as the one in Barcelona. Finally, this was realized very early on by
companies operating a number of large airports around the world.

Wih the evolution of the displays of the participating mobile radio
terminals, with more and more options, as well as with the evolution of
the processing power of terminals themselves, the developers are
constantly making better and more complex software applications for
them. In addition, for certain interest groups of users, the use of the
Peripheral Equipment Interface-PElI has been introduced into the
common standard, enabling the functioning of a wide range of supported
peripherals, as well as the monitoring and control of SCADA process
management data reception where there is no requirement for special
information protection and where a relatively low data rate is sufficient.
This occurs, for example, in mining, in oil and gas pipelines, or in the
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distribution of electricity and water. The location information, where the
terminal user is located, is by far the most used TETRA application,
directly related to Data transmission, which is why most TETRA terminals
are equipped with the GPS (Global Position System). Of course, the
transmission of the mentioned location information is one of the main
features of TETRA, whether it is a systematic monitoring or updating of
MS locations in the "Home Register", precise determination of the
location of the operator in a critical situation, or determination of the
terminal location where the alarm is activated for some reason. Finally,
GPS data also enables local distribution of accurate time, as well as
accurate time stamping of status and short text messages, thus
supporting one of the newer features of TETRA on the market: the
production of high-resolution photographs with accurate time stamping.
This capability makes the TETRA terminal more than a communication
device. The photographs taken in this way are stored and stored at the
terminal itself, in safe and isolated conditions, and can be switched from
the built-in memory card to another medium if needed (Swan, 2015).

However, the first years of TETRA's existence showed why in the
beginning it was necessary to very carefully advertise the possibilities of
the standard in the field of application of data transmission. Namely,
although the claims that TETRA 1 can successfully support a data
transfer rate of 28.8kb/s - at a time when public GSM could support a
transfer rate of only 9.6 kb/s - were incorporated into many business
offers, it turned out that in practice it was still unsustainable for some
time. Indeed, the first packet data transmissions with a base speed of 7.2
kb/s, which used one "time slot", i.e. one Communication Channel, from
the basic TETRA 1 TDM frame, were not operational until 2000.

Higher-speed packet transmissions (14.4 - 28.8 kbit / sec), i.e. those
that use multiple time slots (2.3 or all 4), became operational only in 2005
(Swan, 2015). Of course, with the improvement of standards with the
advent of TEDS, user data rates have increased many times, so they
vary from 30 kb/s (for 25 kHz wide RF radio channel) to a maximum of
500 kb/s (for 150 kHz wide RF radio channel). (Nouri, 2016)

Improving interoperability

Interoperability and its positive certification tests are the essence of
any open standard. In the TETRA standard, this is obtained through the
interoperability certification regime, which is a strictly controlled process
performed by an independent certification body. This process was
defined by the TETRA MoU Association, and the first certificates were
obtained in 1999 for TETRA products of four large manufacturing
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companies, which are still key in the market of TETRA technology:
Marconi (now SELEX), Motorola (now Motorola Solutions), Nokia (now
Airbus Defence and Space) and SIMOCO (former Philips Telecom).
Since then, more than 750 interoperability certificates have been issued,
but each has a different combination of TETRA radio network
infrastructure and radio terminals themselves. (Swan, 2015)

TETRA in North America as well

How the new TETRA 2 standard managed to enter the North
American PMR market is an interesting story. With much drama, the
Federal Communications Commission-FCC allowed TETRA to be
implemented in the United States no sooner than April 2011, except for
some PMR users in the public security sector, whose assigned spectrum
was then under reconfiguration. When the FCC completed the final
change in the frequency spectrum in September 2012, it issued licenses
for the unrestricted use of TETRA technology and for public safety mobile
radio communications in critical situations for the parts of the spectrum
450-470 MHz and 809-824/854-869 MHz. After that, the following
situation prevailed in the North American PMR market: “TETRA has
clearly become a valuable option for all those owners of functional mobile
radio systems (licensees for the use of frequencies), whose basic
requirements are that such systems must have high spectral efficiency.
In addition, it has become clear that TETRA offers much more effective
protection from of neighboring radio channels, compared to all other
PMR systems currently operating in LRM bands.”

In many ways, the opportune moment for TETRA standards to enter
the North American market proved to be a very good opportunity for the
already existing set of finished products (mobile terminals and
infrastructure devices), together with their accompanying and peripheral
equipment, as well as for a large number of already proven applications
which, as such, could all together be immediately offered to the market.
This further proved to be quite true, because some large TETRA systems
have been implemented throughout the United States today, primarily in
the segment of transport and services, and it can be said with certainty
that there will be many more of them in other organizational and
government structures in the future. (Swan, 2015)
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Data transmission according to the TETRA 2 standard

When it was decided within ETSI to improve the TETRA 1 standard,
especially in the framework of the TETRA data transmission part, the
following reasons were primarily specified and taken into account:

» due to very rapid changes in the world of telecommunications, it
was necessary to provide assistance to the entire TETRA community in
the development of broadband and multimedia services;

* the introduction of an innovated-more modern standard actually
extends the life cycle of TETRA technology as a whole;

* by introducing an innovated standard, the existing users - owners
of TETRA V + D networks (TETRA 1) are supported for the smooth
implementation of “up-grade” on these networks;

* the introduction of the innovated standard enables uninterrupted
operation of TETRA with new public mobile telephony networks
(2.5G/3G);

+ the new standard actually ensures the future of the existing and
security of new investments to TETRA system holders; and

* by applying this standard, which includes HSD, many benefits of
new technologies are realized.

After that, the Commission No. 28 of EPT TETRA adopted a revised
terms of reference for the innovated TETRA 2 standard, which included
the implementation of the already partially mentioned requirements:

- support for packet data transmission at higher speeds, which are
up to 10 times higher than that allowed by the TETRA 1 standard
(TETRA V + D and TETRA PDO);

- selection and standardization of additional-new CODECs, for even
more effective realization of digitalization of speech signals;

- new improvements in the part of the standard related to the TETRA
radio interface;

- improving interoperability and enabling roaming with GSM and
2.5G/3G networks of public mobile radio links;

- development of the TETRA SIM card into a new, TETRA U-SIM
card,;

- spatial expansion of operational operability (connection range) in
TETRA networks, with minimum requirements for the introduction of new
BS or for a new expansion of the spectrum; and

- enabling full compatibility and integration of technologies between
the innovated TETRA 2 and the existing TETRA 1 standard and the
necessary migration. (Nouri, 2016)
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For the realization of the thus defined TETRA 2 standard, as stated
earlier, out of the two proposed different paths of development (two
different concepts called TAPS and TEDS), the concept of TEDS
prevailed, which was based on the initial solutions of 5 different
technologies of six manufacturing companies. According to the adopted
concept, in practice, new-heterogeneous TETRA structures were
created, whose integration into the system of public radio networks of
mobile telephony 3G was realized in the way shown in Figure 6.

Shortly after the release of the innovated TETRA 2 standard, several
different user requirements were reconciled, which slowly led to better
adaptation to changing market conditions, as well as to resolving some of
the problems that had led to "conflicts" in the earlier standard. Therefore,
the TETRA 2 User Workshop (together with the WG71 EPT) was able to
achieve the following practical results:

* most data transmission applications in previously built TETRA 1
systems could now be raised to the level of speeds of 50-80 kb/s;

+ at the edges of the BS coverage zones, a data transfer rate of at
least 50 kb/s was now provided;

+ it is possible to develop adaptive technologies and technologies for
high data transmission speeds in order to ensure the investments of the
system owner in the long run;

* integrated high-speed voice and data transmission is achieved,
where (if required) speech transmission must be given priority;

* it was agreed that mobile handheld terminals will be made with a
power of 1TW while mobile transport devices will have a power of 3W; and

* it was agreed that all technological processes be revised in
accordance with the above practical results. (Nouri, 2016)

In addition to the above compromise reached between 6 global
equipment manufacturers, WG4 EPT has raised some other unresolved
issues from the standard, namely:

* resolving all remaining unresolved issues in the domain of the
physical layer of the protocol;

* resolving the issue of the highest network layer protocol; and

* resolving the issue of adaptive use of resource systems.

Of course, care was taken to use, as much as possible, the existing
quality solutions from the TETRA V + D specification, in order to ensure
the necessary compatibility between the earlier TETRA 1 and the
modernized version of the TETRA 2 standard (for example: within TEDS,
a solution is adopted for the use of the Common Management Channel,
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which is identical to the solution of the Management Channel at TETRA
V + D). (Nouri, 2016)
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Figure 6 — Presentation of the formation of heterogeneous TETRA structure in the era of
3G network (Nouri, 2016)
Puc. 6 — lNpe3zeHmayus popmuposaHusi cemepoeeHHol cmpykmypbl TETRA & aroxy
cemel 3G (Nouri, 2016)
Cnuka 6 — lpuka3 Hacmarka xemepoaeHe TETRA cmpykmype y epu 3G mpexe (Nouri,
2016)

Selected parameters from the framework of TEDS
technology

TEDS is part of the new TETRA 2 high-speed packet data standard,
which uses different RF radio channel widths for different data rates, with
flexible use of the assigned frequency spectrum in the PMR of different
system holders. This TETRA 2 standard is fully compatible with TETRA
1, and provides the ability to easily migrate from TETRA V + D to TEDS.
It is optimized for efficient use of the part of the radio frequency spectrum
assigned for use to the holders of functional mobile radio communication
systems and is designed for all applications from the TETRA market
segment. TEDS uses a platform with several radio frequency carriers on
which TDMA is organized. In doing so, an adaptive selection of several
offered types and types of modulation and coding was adopted, all in
accordance with the current conditions for propagation prevailing in the
air and (of course) in accordance with the possible desired data signal
transmission rate. (Nouri, 2016)
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Regarding data signal modulation, within TEDS, 5 types were
selected from the framework of 2 types of digital modulations (QAM and
DPSK), as follows:

* 4QAM, to achieve stable and efficient links, even on the edges of
BS zones, where radio coverage is not of the highest quality;

* 16QAM, for medium data transfer;

* 64QAM, for high speed data transmission;

» /4 DQPSK, for the Official Control Channel for TETRA V + D and
TEDS; and

» 11/8 D8PSK, at the beginning of the migration of previously built
TETRA 1 systems into new systems (or parts of systems) with TEDS,
and when a modest increase in data transfer speed is achieved.

Regarding channel coding, it should be said that within TEDS,
optimized coding in the channel is applied, which is in accordance with
the recommendation of STF 179 (Specialist Task Forces). In addition,
TEDS defines 4 different frequency range widths around the radio carrier
(RF radio channels), which is directly related to the required data rate,
namely:

* 25 kHz,

* 50 kHz,

* 100 kHz, and

* 150 kHz. (Nouri, 2016).

Table 1 shows the ratio of possible-estimated packet data rates in
(kb/s), depending on the selected width of the RF radio channel, and with
a strictly defined application of the type and type of signal modulation, on
the connecting path at the improved "down-link ”. From the presented
Table, it follows that user data signal flow rates in the range of 10-500
kb/s can be expected by applying adaptive selection of type and type of
modulation, adjusted RF channel width and realization of coding
according to currently existing conditions for radio wave propagation.

These estimates of numerical values of flow rates are valid for the
moments when the permission for synchronization and transmission of
"pilot symbol" (according to the system protocol) has been given, and
after the realized channel coding, and transmission of headers and
functions of lower (channel) system protocol level. (Nouri, 2016)
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Table 1 — Ratio of possible-estimated packet data rates (in kb/s), depending on the
selected width of the RF radio channel and the type of signal modulation
Tabnuya 1 — CoOTHOLLEHME BO3MOXHbIX PACYETHBIX CKOPOCTEN Nepefaym naketa
AaHHbIX (B Kb / €), B 3aBUCMMOCTY OT BblOpaHHOM WnpuHbl PY paguokaHana v
NpUMEHSIEMOro Buaa MoaynsumMm curHana
Tabena 1 — O0Hoc mMozyhux-npouereHux 6p3uHa nakemckoe rpeHoca nodamaka (y
kb/s), y 3asucHocmu 00 o0abpaHe wupuHe P® paduo-kaHana u npumMereHo2 murna
modynauyuje cusHana

TYPE OF Type of channel (frequency spectrum width)
MODULATION 25kHz 50kHz 100kHz 150kHz
1m/4-DQPSK 15.6 kb/s
11/4-D8PSK 24.3 kb/s
4-QAM 11 kb/s 27 kb/s 58 kb/s 90 kb/s
16-QAM 22 kb/s 54 kb/s 116 kb/s 179 kb/s
64-QAM (r=1/2) 33 kb/s 80 kb/s 175 kb/s 269 kb/s
64-QAM (r=2/3) 44 kb/s 107 kb/s 233 kb/s 359 kb/s
64-QAM (r=1) 66 kb/s 160 kb/s 249 kb/s 538 kb/s

NOTE: All channels use 4 slots

The flow rate estimation, in the enhanced link, is actually based on
the use of the MAC-U-BLCK PDU sub-levels of the system protocol, for
“up-link”, and the MAC-D-BLCK PDU, for “down-link”, without permission
for merging multiple “slots”. The PILOT SYMBOL method, within TEDS,
is used to assess the quality of data transmission according to the
displayed flow rates, through some of the thus formed Communication
channels with permission to use all 4 "time slots "on one radio carrier.
Such estimates of flow rates and transmission quality enable TEDS to
transmit up to 8 multimedia applications with defined QoS for real-time
transmission class applications, such as voice, image and video
transmission, telemetry signal transmission and others, and all with
prescribed characteristics for the selection of flow rate, delay, priority and
reliability.

Due to the fact that the new standard maximizes the possibility of
reusing the stacks of the TETRA 1 protocol and its TDMA infrastructure,
in practice the processes of evolution and migration from TETRA 1 to
TETRA 2 have been greatly facilitated, i.e. to the TEDS standard. In this
way, support is given for the smooth operation of "isolated radio cells"
within the heterogeneous network infrastructure, which will occur when
certain parts based on TEDS are implemented in the network. In
addition, it also means that within the resulting heterogeneous
infrastructure “TETRA 1-TEDS-TERA1” networks normally continue to
use existing TETRA 1 BS, as there is no systemic conditionality for the
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procurement of new ones. As for the essential principle of operation, as
mentioned, the concept of TDMA has been retained, but now the
duration of the "time slot" in the basic TEDS TDM frame is different,
depending on the selected bandwidth (i.e. the selected baud rate data).
Thus, the duration of the basic time slot (i.e. the Communication chennel)
is now:

* 14.167 ms, when using 25 kHz (or possibly 50 kHz) radio channel
width on the selected radio frequency carrier, where a low level of digital
signal modulation speed is realized; and

+ 7.08 ms, when using 100 kHz (or possibly 150 kHz) radio channel
width on the selected radio frequency carrier, achieving a high level of
digital signal modulation speed. (Nouri, 2016)

Within the innovated standard, it has also been adopted that in
adaptively selected quaternary digital signal amplitude modulation (i.e.,
XQAM type), each QAM carrier consists of several QAM subcarriers,
around which the basic frequency bands of the 3.125 kHz speech signal
are formed. Thus, for example, in a radio channel with a width of 25 kHz,
a total of 8 QAM subcarriers are realized, each with its basic frequency
band of 3.125 kHz. In radio channels with a width of 50, 100 and 150
kHz, a relatively larger number of QAM subcarriers is realized, so data
transfer speeds from 30 to 350 kb/s can be realized in reality. Finally, in
this standard it is adopted and realized that the higher levels of the
system protocol from the framework of TETRA V + D are fully compatible
with the system protocol TEDS.

As for the support provided by the STF, part of ETSI, for the
implementation of the TEDS standard, it consists of the following
contributions:

» optimized coding in the radio channel is defined and carrier
repetition is enabled;

* an adapted TETRA 2-TEDS protocol has been defined, which
refers to higher levels of the protocol - without a physical layer;

» the adaptive TEDS (Link Control) Control Channel has been
defined; and

* the use of multimedia services is defined.

In this way, the innovated TETRA standard with TEDS created the
conditions which enabled its implementation in the field (in practical
mobile radio trunking systems) to achieve fully completed results of
providing quality advanced services for the integration of voice
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transmission and fast data transmission (“voice” and “data” services), as
follows:

« within the mobile radio transmission (group, individual, priority calls
and emergency call according to TMO, as well as realization of DMO),

« within mobile telephony (full duplex voice transmission), and

 within high-speed mobile data transmission (transmission of SM
and SDTS messages, packet-switched data transmission, circuit-
switched data transmission). (Nouri, 2016)

Of course, it would be correct to present the existing limitations of
TEDS application in practice, especially in the part of the dependence of
the desired data rate on the selected width of the Communication Radio
Channel and the distance of the mobile radio terminal from BS, which is
systematized in the (Dewaele, 2016).

Conclusion

Due to a very pronounced quality of service it offers, the introduction
of a single frequency plan, the possibility of organizing a large number of
Communication-Traffic and Management channels, as well as the
introduction of high-level communications protection, and thus its great
prospects, the standard for Digital Tranning Mobile Radio
Communications has gained high references in just a few years of its
existence. After 25 years of its existence, it is safe to say that the TETRA
standard has become the most accepted in the world, not only for
functional, but partly for public mobile radio communication systems
(Svrzié & Cosovié, 2002b). In the development and implementation of
this standard so far in a large number of small and large digital trunking
networks of mobile radio communications, it turned out that, compared to
other systems of digital trunking mobile radio communications, it is the
most suitable and very much needed for application in the Sector of
public safety and security, the Transport Sector, the Commercial
Services Sector, the Industry, Electricity and Mining Sector, the
Government Organizations Sector and local governments and, finally, the
military (Svrzi¢ & Cosovié¢, 2002a, 2002b). Therefore, the total number of
TETRA terminals operated to date has exceeded the number of 6 million
sets, expressing their permanent annual growth of 8% (Swan, 2015).

In this regard, it is important to remember that (based on the
Memorandum of Cooperation and Understanding of the MoU from 1994)
TETRA as an open standard was first accepted, and to this day
continuously supported, by most of the world's leading manufacturers of
Analog trunking systems mobile radio communication. Since then, the
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number of manufacturers-supporters of TETRA has been constantly
increasing from year to year, so that the list of manufacturers of
equipment for mobile radio communication systems according to the
TETRA standard is very long today.

In fact, the real expansion of the TETRA standard occurred in early
1999, when Europe's largest public mobile radio operator Dolphin
Telecom Plc decided to start building a National public TETRA mobile
radio system in the UK and France, and then very soon afterwards in
Germany and Belgium. At the First World Annual TETRA Congress held
in Berlin in 1998, the marketing director of that operator, Mr. Mark Riley,
stated that the infrastructure of an impressive number of 655 Base Radio
Stations had been planned for the National TETRA system of public
mobile radio communications in Great Britain. According to the project,
they were supposed to provide coverage of 95% of the total population in
Great Britain by the end of 2001. A total of about 200,000 terminal
devices (10,000 mobile radios for installation in vehicles and 790,000
portable radio devices) had been ordered for work in the networks of that
system. Unfortunately, due to business failures in general (not related to
TETRA networks) this large European public mobile operator of radio
communications had to go bankrupt, so all its built TETRA networks were
excluded from operational work by the end of 2002 (Swan, 2015).

At that time, many owners of functional systems also took steps to
replace their existing systems of Analog trunking of mobile radio
connections, that is, to build new modern systems of Digital mobile radio
communications according to the TETRA standard. Today, the following
realized projects are considered to be the main achievements of TETRA
application in Functional systems of mobile radio communications:
National Network "PSRCP/AIRWARE" in Great Britain, which was put
into operation in 2001, then National Network "VIRVE" in Finland, whose
operational use began in 2002, followed by the National Network
"ASTRID" in Belgium, put into operation by 2002, the National Network
"C2000" in the Netherlands, established in 2004 and, most recently, the
National Network "BD -BOS "in Germany, which was completed only a
few years ago and which today represents the largest TETRA network in
the world.

In terms of the future of mobile radio communications in general, it
should be noted once again that the application of digital technology has
enabled integration between UHF mobile radio communications systems
of the second generation, primarily their services, which was the basic
direction of further development to new mobile radio third generation
systems, such as:
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1) UMTS (Universal Mobile Telecommunications Services), which is
a universal mobile telecommunications system, within which satellite
communications are supported, all with a set of diverse and flexible
services, and

2) DAWS (Digital Advanced Wireless Services), which is a
supplement to UMTS for the transition to the fourth generation of mobile
systems (developed on the basis of TETRA PDO) in order to provide
data transmission speeds above 2 Mb/s, that is, up to ATM speeds of
155 Mb/s (Asynchronous Transfer Mode), i.e. transfer speeds above
those provided by UMTS.

Note that the second generation systems include: TETRA systems,
Global System Mobile Communications-GSM, then DECT (Digital
Enhanced Cordeless Telecommunications), and ERMES (European
Radio MEssaging System).

In this way, TETRA systems were provided with a prominent role
through the third generation of mobile radio communication systems. The
permission was obtained that the most modern 4G LTE network (for
now), optimized for packet data transmission of high speeds and low
delays, in terms of complementarity, coincides with TETRA, which
speaks of the remarkable perspective of TETRA and its bright future
(Swan, 2015).

Finally, it should be noted that the construction of large systems
according to the TETRA standard is an extremely expensive investment
which can only be made by government and state organizations, the
richest companies or large operators. Namely, previous experiences and
calculations show that the value per connection of the TETRA system
generally ranges between 1,000 and 1,300 US $. Therefore, smaller
owners of the System of Functional Mobile Radio Communications in
Serbia are about to look for a solution for the construction of such a
system for their needs in a joint investment with large economic entities
(EPS, NIS, ZS, JKP and others), with which they will form virtual TETRA
radio networks for their needs within the already built integrated TETRA
system. In that sense, in their virtual TETRA network, they can then
realize a special, closed numbering, and even a special application of
cryptosecurity and other ways to protect the confidentiality of information
(Svrzi¢ & Cosovié, 2002a), (ETSI, 2009).

When it comes to the part of the TETRA V + D network
"DIMETRA/System Release 6.2", which works for the needs of the MoD
and the Serbian Armed Forces within the National TETRA network of the
Ministry of Interior, the solution should also be sought in joint activities
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with the Ministry of Interior on software modernization of the network as a
whole, say, in version “DIMETRA/System Release 8.1”, gradually raising
the hardware level of the infrastructure according to the TEDS
specification (Motorola Solutions, 2013). Reaching that level and the
purchase of necessary licenses will create a possibility for the MoD and
the SAF, within the territorially and infrastructurally unique TETRA
network with the Ministry of Interior, to form its own virtual functional
network, with its numbering, its cryptographic protection by type “End to
end ”, with its connecting path capacities and IP connection to the Military
Internet (Intranet VS) and, most importantly, its Center for Autonomous
Administration, Management and Supervision (Motorola Solutions, 2016),
(ETSI, 2019), (Motorola Solutions, 2020). In addition to contributing to the
infrastructure of the single network, by introducing several new BSs
(where in practice it has been shown that there is no quality radio
coverage for the SAF), by expanding the capacity of traffic channels by
adapting BS MTS-2 to MTS-4 (where practice has shown that existing
capacity is unsatisfactory), and with additional successive procurement of
modern TETRA radio terminals of all types (manual, transport, fixed),
coupled with various peripherals and line terminals for high-speed data
transmission (HSD) and multi media, it could then be an operational and
functional high-efficiency UHF mobile radio network. Such a TETRA
network could (of course) in peacetime, both in regular and critical and
emergency situations, provide exceptional comfort to members of the
MoD and the Serbian Armed Forces for the implementation of the most
complex tasks in the field, training grounds, airports, barracks, command
facilities and operational centers, on the move, on the march, and even in
the city center itself.
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25 JIET TEXHONOIN TETRA U CTAHOAPTA COBPEMEHHBIX
LUNOPOBbLIX TPAHKWHIOBbIX CUCTEM NMPO®ECCUOHATBHOU
MOBUIbHOW PAONOCBA3N

CnadxaH M. Cp3uny
00O “Tecna cucremun’, r. benrpaga, Pecnybnuka Cepbus

PYBPUKA TPHTIW: 49.00.00 CBA3b:
49.33.00 CeTu u y3nbl CBA3Y;
49.33.29 CeTtun cBA3UN

BWO CTATbW: opuruHansHas Hay4Has ctaTbs

Peswome:

BeedeHue/uenb: Ce200Hsi 0Onis  nocmpoeHusi  ¢hyHKUUOHasIbHbIX
cucmem MObUIbHOU paduocesasu MpPakmMuyYecKu UCKIYUMes1bHO
ucronb3yrmcsi mpaHKUHeo8ble cucmeMbl yugpposol MobusrbHOU
paduocesidu, OCHOBHbIMU rpedcmasumernisiMu KOmopbIX SI8/ISH0MCs
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cucmemsbl ¢ npumeHeHuem cmaHdapmoe TETRA. B daHHol cmambe
ornucelealomecsi  UCMOKU U UCmopuyeckoe pa3sumue  3moeo
cmaHOapma, a makxe dessmensHocmb ETSI u TETRA MoU e 6opbbe
3a docmyrnHocmb U 2apMOHU3ayuto paduo4acmomHoe2o criekmpa.

MemoOdbi: B cmambe oceeueHbl 8aXHbIe 80MPOCHI O MPOUCXOXOeHUU
u paszsumuu cmaHOapma TETRA 1, a makxe aHa/iu3 xapakmepHbIX
MoMeHmMo8 0bHos1eHHo20 cmaHdapma TETRA 2.

Pesynbsmamel: B 0daHHOU cmambe oOnucChbi8alMcs UCMOKU U
ucmopuyeckoe  pa3gumue 3moe0 cmaHOapma, a makxe
OessmenbHocmb ETSI u TETRA MoU e bopbbe 3a docmynHocmb U
eapMoHu3ayuro paduo4acmomHoego criekmpa. B cmambee ripusedeHo
cucmemMamu3upogaHHoe Ucrofb308aHue Kdesbix cucmem TETRA 8
mupe ¢ ob3opom ez20 donu Ha MUPOBOM pbIHKE 10 CeKmopam, a
makxe oceewaemcsi oOunemMma 8 €853U C €20 OanbHelwum
passumuemM, Haxo0sIWeMcs Ha rnepekpecmke rocne 25 nem ceoezo
cywiecmeosaHusi. B cmambe makxe npueedeH b6a3o8bili 0630p
cmaHOapma TETRA 1 u onucaHbl OCHOBHbIe 3ieMeHMbI U MpUHUUnsI
e20 npumeHeHusi. bonee nodpobHo onuckigaromcsi 06HOB/EHHbIU
cmaHOapm TETRA 2 u yny4dweHus, kacarouwjuecs criocoba nepedayu
OaHHbIX; 0coboe eHuUMaHue ydenissemcsi fpouyeccy cepmucbukayuu
yHKYyUOHanbHoU coemecmumocmu U 8bixody TETRA Ha pbIHOK
CesepHol Amepuku. [lapamempsbl, 8bibpaHHbie Onisi pacwWupeHHOU
nepedayu OaHHbIX 8 coomeemcmeuu co cmaHdapmom TETRA 2-
TEDS, npedcmasneHbl U npoaHanu3uposaHbl Hapsidy € 0630pom
HeKomopbIx o2paHuYyeHul npu npPakmu4yecKoM rnpuMeHeHuU.

Bbig0o0dbi: B 3akno4YeHUU KOMMEHMUPYemCcs Hacmosiwee MofoxeHue
cospemeHHol cucmembl TETRA u ananusupyemcsi ee b6ydywee
rnocne 25-nemHux  paspabomok, nodyepkueasi 803MOXHOCMb
modepHu3sauyuu u yny4dweHuss cemu TETRA dns Hyxd MuHucmepcmea
eHympeHHuUx Oen Pecriybriuku Cepbusi, a makxe MuHucmepcmea
060pOoHbI U BoopysxeHHbIx cun Pecrniybnuku Cepbusi.

Kntouesnle crniosa: moburnbHas paduocessb-MR, cucmema moburbHoU
paduocesisu  obuwjeeo nonb3oeaHus-PAMR, npogheccuoHanbHas
cucmema MobunbHoU  paduocsesasu-PMR,  paduo-uHmepgbelic-Al,
uughposass mpaHKuHzosas cucmema mobusnbHol paduocesisu TETRA,
TETRA pacwupeHHasi cryxba nepedayu OaHHbIX-TEDS,
Esponietickuti  uHcmumym o cmaHOapmu3ayuu 8 obracmu
menekoMmyHukayul-ETSI.

458




25 TOONHA TETPA TEXHONOIMJE N CTAHOAPOA 3A
CABPEMEHE TPAHKVHIT CUCTEME ®YHKLUMNOHANHNX
ANTUTANTHNX MOBUINHUX PAONO-KOMYHUKALINJA

Cnahax M. Cep3uh
Tecna cuctemu g.o.0., beorpag, Penybnuka Cp6uja

OBJIACT: TenekomyHuKauuje
BPCTA UJIAHKA: opyruHanHu Hay4Hu pag
Caxemak:

YBo0/uurb: 3a usepadry byHKUUOHasIHUX cucmema MOobusnHUx paduo-
KOMyHUKauuja OaHaC ce 20moe0 UCK/by4Uu80 Kopucme OAQuaumarHu
cucmemu mpaHKuH2 MObUnHUX paduo-KOMyHUKauuja, 4uju je anasHu
npedcmasHuk cucmem ca npumeHom TETRA cmaHdapda. Y pady ce
Hasode OKOIHOCMU HacmaHkKa U UCMmOpUjCKU pa38oj moa cmaHOapda, ca
akmuseHocmuma ETSI u TETRA MoU y 6opbu 3a OocmyriHocm u
XapMOHU3auyujy ¢bpekeeHyujcKoe criekmpa.

Memode: Onucyje ce passoj TETRA 1 cmaHOapla u aHanusupajy
Kapakmepucmu4yHU MomeHmu uHosupaHoz TETRA 2 cmardapda.

Pesynmamu: Haeode ce okonHocmu HacmaHka U UCIMOPUJCKU pa3eoj
cmaHOapla (ca akmueHocmuma ETSI u TETRA MoU y 6opbu 3a
docmynHocm U XapMOHU3auujy  (DPeKBeHUujckoe  criekmpa).
Cucmemamus3osaHa je ynompeba krbyqyHUx TETRA cucmema y ceemy,
fpukasaH je HUX08 y0eo Ha CEEeMCKOM MmpXuwmy Mo pecopuma, a
Haeodu ce u dusiema y 8e3uU C HUX08UM OasbUM pa3eojeM HakoH 25
e2o0uHa nocmojarka. Takohe, npedcmaerbeH je OCHOBHU cmaHOapd
TETRA 1, orucyjy ce He208uU OCHOBHU efleMeHmu U NpUHYUNU rnpumeHe.
UrosupaHu cmaHdapd TETRA 2 u noborblarka rnocmuaHyma y HaqyuHy
rpeHoca roGamaka OemarsbHuje Cy orucaHa, HaenawieH je rnocmyrnak
cepmucpukayuje uHmeponepaburHocmu U, ¢ mMuM y 8e3u, ynasak
TETRA Ha cegepHoaMepuydko mpxuwime. AHanusupaHu cy napamempu
o0abpaHu 3a HanpedHu rpeHoc nodamaka npema TETRA 2-TEDS
cmaHOaply, a HaeedeHa Cy U HeKka OgpaHU4YeH-a MOKOM MpaKmu4yHe
rpuMeHe.

Bakrbyyqak: AHanusupaH je caspemeHu mpeHymak TETRA u npuka3aHa
rnepcriekmuea 0802 cmaHOapda. WcmakHyma je  moeyhHocm
modepHu3ayuje u yHarnpehewa TETRA wpexe MYll-a Cpbuje 3a
nompebe MO u Bojcke Cpbuje.

KrbyuHe pedu: mobunHe paduo-komyHukauyuje-MR, cucmem jagHuXx
MoburnHux paduo-komyHukayuja-PAMR, sistem funkcionalnih mobilnih
radio-komunikacija-PMR, paduo-unmepapejc-Al, digitalni  tranking
sistem mobilnih radio-komunikacija-TETRA, yHanpeheHu TETRA
cmaHOapd-TEDS, Eeponcku uHcmumym 3a cmaHOapdusauujy y
mernekomyHukayujama-ETSI.
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Abstract:

Introduction/purpose: The paper provides a review of recent research in
the field of GPS and ADS-B spoofing. Systems that rely on satellite
positioning technology can be targeted by spoofing in order to generate
incorrect positioning/timing, which is accomplished by inserting false
signals into the "victim's" receiver. Attackers try to insert false positioning
information into systems that, for example, provide navigation of airplanes
or drones for the purpose of hijacking or distracting security/safety in
airspace surveillance. New concepts of navigation and ATC will thus be
necessary.

Methods: Using a scientific approach, the paper gives an evaluation of
GPS and ADS-B spoofing/antispoofing and how spoofing affects the cyber
security of aviation systems.

Results: Based on the methodological analysis used, the importance of
studying spoofing/anti-spoofing in aviation is shown.

Conclusion: Although spoofing in aviation is only a potential threat, its
technical feasibility is realistic and its potential is considerable; it becomes
more flexible and cheaper due to very rapid advancement of SDR
technologies. The real risk, in the time to come, are potential spoofing
attacks that could occur from the air, using drones. However, aircraft
systems are not exposed to spoofing without any defense; receivers can
detect it by applying various anti-spufing techniques. Also, pilots are able
fo detect and solve problems at every stage of the flight. However, due to
a possibility of more sophisticated spoofing attacks, international
organizations such as ICAQ are proactively working to increase GPS and
ADS-B systems robustness on spoofing.

Key words: ADS-B, aviation, GPS, radio-frequency interference,
spoofing, antispoofing.
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Introduction

The modern aerospace system relies heavily on the use of a number
of wireless technologies necessary for the safe and secure operation of
this very complex system. Thus, communication between air traffic
controllers (ATC) and pilots is realized via VHF (30-300 MHz) radio
frequency (RF) channels. The use of the ADS-B (Automatic Dependent
Surveillance-Broadcast) wireless communication protocol or the GNSS
(Global Navigation Satellite System), as an integral part of the ADS-B,
allows the broadcasting of status data (aircraft position, speed, call sign,
etc.), while Primary Surveillance Radar and Secondary Surveillance
Radar allow locating aircraft and provide relevant information to air traffic
controllers. The TCAS (Traffic Alert and Collision Avoidance System),
independent of the air traffic control system, enables the detection and
warning of potential collisions of aircraft with other aircraft in the air. In
addition to the possibility of verbal communication, aircraft usually have
the ACARS system (Aircraft Communications, Addressing and Reporting
System) which uses RF communication channels, enabling the sending
of automated messages in both directions, by aircraft as well as aircraft
and other aircraft entities. Also, many radio navigation systems, such as
the GPS (Global Position System), the VOR (VHF Omnidirectional Radio
Range), the DME (Distance Measuring Equipment) and the ILS
(Instrument Landing System), play key roles in different phases of aircraft
flight.

Systems based on satellite positioning techniques, such as the GPS
and the ADS-B, can be the target of various attacks, including the so-
called spoofing attacks — a sophisticated form of RF interference (RFI)
which makes the receiver believe it is at a false location. During a
spoofing attack, a radio transmitter, a SDR (Software Defined Radio) for
example, located nearby, sends fake GPS signals (which mimic authentic
satellite signals, but with higher power and different time delay compared
to authentic signals) into the target receiver. Thus, "a cheap SDR can
make a smartphone believe it's on Mount Everest” (Simsky, 2019).

Regarded as a "hoax”, "trick”, or "deceive” in the IT world, the term,
spoof/spoofing has also been used in the aviation field, in recent studies.
Related to the structure of the GPS signal (it is public and unlike military
GPS signal, this is not encrypted/authenticated), it would not be
difficult/expensive for an adversary to build a system that creates signals
that would appear to a receiver to be from GPS satellites. Transmitting
these false signals to receivers may cause them to lock onto the false
signals instead of the authentic satellite signals. Thus, in 2001, the U.S.
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Department of Transportation assessed the U.S. transportation
infrastructure’s vulnerability to civil GPS disruption (John A. Volpe
National Transportation Systems Center, 2001). Their report known as
the Volpe report, considers civil GPS spoofing, a dangerous type of
intentional interference whereby a GPS receiver is fooled into tracking
counterfeit GPS signals. Spoofing is more sinister than intentional
jamming because the targeted receiver cannot detect a spoofing attack
and therefore cannot warn users that its navigation solution is
untrustworthy. Moreover, even if not fully successful, spoofing usually will
inject hazardously misleading information and create significant PVT
(Position, Velocity, Time) errors. Ever since, civil GPS receivers remain
as vulnerable as ever to this threat.

Recent efforts to modernize ATC have mandated the gradual
replacement of the existing analogue radar system with a next-
generation (NextGen) digital one. Part of this NextGen system is the
ADS-B standard. The ADS-B aims at improving aviation safety by
enabling aircraft to broadcast navigation information. However, the
current ADS-B standard does not provide mechanisms for verifying the
integrity of navigation broadcasts. Consequently, the ADS-B system is
extremely vulnerable to various spoofing attacks (Schéafer et al, 2013).
Therefore, concerns about its safety will continue to increase with the
development of ATC and the further popularization and application of the
ADS-B.

It should be emphasized that, unlike spoofing attacks from the
ground, potential attacks that could be carried out from the air (the
attacker is in the air) are still insufficiently investigated (Costin &
Francillon, 2012), but they represent a real threat. These attacks can be
realized with the use of drones, i.e. UAV (Unmanned Aerial Vehicle), and
special attention must be paid to this type of potential attacks. Because
of all this, the OpenSky Network research project collects ADS-B reports
and makes them available for security/safety analysis and development
of spoofing attack detection concepts, as well as locating spoofing
devices/sources.

Also, the increasing use of UAV/drones and the GPS for their
navigation makes these systems interesting targets for the purpose of
hijacking or distracting safety/security in airspace surveillance. Thus, the
normal navigation performance of drones may be limited due to natural
signal noise or intentional RFI, jamming and spoofing. In particular, as for
the spoofing of GPS, military GPS signals are encrypted and thus cannot
be changed (Spilker et al, 1996), but civiian GPS signals are
unencrypted/unauthenticated, and thus a user can arbitrarily generate or
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change signals. Namely, by using arbitrarily manipulated signals, it is
possible to make a UAV target deviate from the existing path and lead
the UAV to a target point designated by the spoofer. In recent years, the
Federal Aviation Administration (FAA) announced a plan that the
entrance of civilian UAV into the airspace of the US would be permitted
by September 2015, and Amazon has been trying to implement a
delivery system using drones. In this situation, spoofing could be a
serious problem for the operation of UAV. In a hypothetical combat
situation, manipulating the enemy's GPS receiver would mean taking
control of the drone or devices that rely on GPS positioning. For
example, in 2018, Russia accused the US of spoofing a drone and
redirecting it to attack a Russian air base in Syria (Simsky, 2019). Also, in
the last few years, numerous spoofing incidents have been recorded in
the seas near the Russian border, and it is assumed that the drones
were "transported" to nearby airports. This type of spoofing may have
been a defense mechanism for landing spy drones. Namely, most semi-
professional UAV on the market have a built-in geo-fencing mechanism,
which automatically lowers them to the ground if they approach airports
or other areas with restrictive access.

Modernization and strengthening of aircraft systems through
improvements and innovations in design, technology and efficiency is
opposed by fragility in the field of cyber security. Cyber security threats
are not only an assumption, but some have been realized. An overview
of published cyber incidents and potential vulnerabilities of aircraft
systems observed by aviation organizations and researchers/hacker
community (from 1997 to 2019) is given in the paper (Kozovi¢ &
Durdevi¢, 2019). For example, the weaknesses of the ATC system, by
introducing a “ghost-plane” into a flight control system, by mimicking the
ADS-B signal, by using low-cost technology devices, and software, have
been pointed out (Costin & Francillon, 2012). Then, it was shown that
radio navigation systems such as the GPS and the ILS (Sathaye et al,
2019) are susceptible to spoofing attacks, and that by spoofing TCAS
messages, false messages can create resolution advisories, which
forces pilots to resort to collision avoidance maneuvers.

In addition, until recently, the attitude of civil aviation regarding
GNSS spoofing was simple (Berz, 2018): "This is not our problem", and
this issue was considered to be within the scope of military structures.
However, as more attention is paid to common RFI, the approach to
spoofing is changing, which was partly initiated by the incident at
Hanover Airport in 2010 (Steindl et al, 2013), and which was caused by
the interference of GPS repeaters and thus inadequate positioning of the
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GNSS system. Today, it is known that there is a whole range of
intermediate stages of spoofing, from incorrectly tuned repeaters, all the
way to what a skilled, but unreasonable person could do by using cheap
and widely available spoofing devices.

Although different parts of the aircraft system are exposed to
various attacks, and potentially to spoofing, there are certain security
solutions and protocols while different working groups, conferences and
organizations, such as ICAO (International Civil Aviation Organization),
RTCA (Radio Technical Commission for Aeronautics) and EUROCAE
(European Organization for Civil Aviation Equipment), continuously
analyze and monitor the development of effective antispoofing detection
methods, as well as their integration into flight control, communication
and navigation systems. For example, RTCA has set as a goal for next-
generation aeronautical equipment, increasing the security of GNSS to
risks in the presence of threats, including spoofing. Current directions in
solving spoofing by RTCA and EUROCAE primarily relate to the
introduction of new requirements for the detection of spoofing GNSS
systems, which allows the use of alternative navigation equipment,
without significant safety risks (Hegarty et al, 2018).

GPS: beckground and spoofing overview

GPS: a fundamental concept

The Global Positioning System (GPS) is satellite navigation, i.e.
constellation of satellites that emit RF waves in order to accurately
determine the position on/near the Earth's surface. They were first used
for military purposes (since 1950s), and later (in 1980s) they were made
available for wide, civilian use. A common term for different types of
globally used satellite navigation systems is GNSS, such as GPS (USA),
GLONASS (Russia), BEIDOW (China), etc. GNSS is a system that gives
pilots, as well as aircraft systems, precise information about the position
of the aircraft, as well as the reference time.

Although the GPS is the only fully operational GNSS "first
generation", GLONASS, which covers Russia and neighboring countries,
is also available, while Europe is developing a "second generation”
GNSS, called the Galileo program, which in 2003 was also signed by
China. Today, in addition to GNSS, there are several additional satellite
systems, generically called Space Based Augmentation Systems (SBAS)
(Sabatini et al, 2017), because they emit additional signals that a
particular receiver can decode and use (along with global GNSS signals)
in order to improve positioning performance.

465

Kozovi¢, D. et al, Spoofing in aviation: security threats on GPS and ADS-B systems, pp.461-485



@ VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2021, Vol. 69, Issue 2

The GPS consists of three segments: space’, control?> and user.
The GPS uses satellite transmitters whose locations L}

(coordinates, (xis, y> and zis) are known (Tippenhauer et al, 2011). Each

transmitter is equipped with a very precise synchronized clock for
measuring the exact system time, t° and emits a navigation signal s;i(t),
(low auto- / cross-correlation) which contains timestamps and deviations
of the satellite from the predicted trajectory. The signal is transmitted at
speed c.

A receiver V, located at the coordinates L (to be determined) and
using an omnidirectional antenna, will receive the combined signal of all
satellites in the range:

S

L’ -L
g(L,t):ZAsi t—y +n(L,t) (1)

where A, is the attenuation that the signal is undergoing on its way from
L toL, ‘Lf’ —~ L‘ denotes the Euclidean distance between L} and L, and

n(L, t) is background noise.

Due to the properties of the signals sj(t), the receiver can
separate the individual terms of sum (equation 1) and extract the relative
spreading code phase, the satellite ID, and data content using a replica
of the used spreading code. Given the data and relative phase offsets,
-y

the receiver can identify the time delay for each satellite, i.e.

‘ranges” d. =L’ —L, from where, knowing the positions of the

transmitter, L7, one can find the 3-dimensional position, L of the

receiver.

However, the receiver clock is delayed, i.e. has a time offset, ¢
relative to the exact system time, t°, so that the receiver gives
"pseudoranges”:

' GPS satellites are called NAVSTAR (Navigation Satellite Timing and Ranging).

2 Control Center (the main checkpoint is Shriver Military Base, Colorado) checks the
satellite condition, position, speed and altitude. The precise trajectory of the satellite is
updated on average every 4 hours and the data on the updated orbits are sent to the
satellites via terrestrial radio antennas.
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By measuring the distance from each satellite (at least four) and
solving the system of nonlinear equations (2) for both L and &, precise
data (position and time) are obtained and then used used for navigation,
positioning and accurate time distribution.

Today, GNSS receivers are very cheap and compact devices, and
are widely used in various systems (e.g. SCADA), in mobile phones and
in many widely used products. The GNSS design allows three basic
messages to be broadcasted, namely:

—  positioning, velocity and time signal,

—  precise ephemeris data, which determine the exact location of an
individual satellite,

— an almanac, which determines the locations and orbits of all
satellites in the constellation, together with information on the status
of the selected tracking satellite.

All types of GNSS satellites broadcast on at least 2 bands: on the
frequency L1-encrypted military code, the so-called P(Y) and
unencrypted civil code (C/A), as well as frequency L2 (repeat P(Y) code).
So, all satellites broadcast on 2 frequencies: 1575.42 MHz and 1227.6
MHz. As the GPS uses a wide range of techniques, the so-called multiple
code-sharing approach, low-pass message data is encoded by a high-
level pseudo-random sequence which is different for each satellite. Thus,
the receiver can distinguish signals (PRN codes) coming from different
satellites and message data is transmitted at a speed of 50 bit/s.

Two different encodings are used (Fig. 1) (Warner & Johnston,
2002), i.e. two PRN codes: Coarse/Acquisition (C/A) code (so-called gold
code) on 1.023 MHz and precision (P(Y)) on 10.23 MHz. The signals are
modulated to a carrier signal, L1 and L2, by the binary phase shift keying
method which encodes 1 bit per phase shift (Betz, 2002). Carrier L1 is
modulated with both C/A and P codes, while L2 is modulated only with P
code; the C/A code is public and used by civilian GPS receivers, while
the P code can be encrypted, and is only available to military equipment
with the appropriate description key. Each L1 signal is composed of a
navigation message which provides detailed data on the ephemeris (orbit
data) of the satellite.

ICAO and EUROCAE are developing standards for the next
generation of GNSS in civil aviation (Hegarty et al, 2015) and promoting
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a discussion on the evolution of the role of the GNSS in aviation, while
encouraging the necessary technical and technological development
(Berz, 2018). Thus, ICAO has published a version (for verification and
validation) of the concept of operations for the use of the Dual-Frequency
Multi-Constellation (DFMC) GNSS in aviation (ICAO, 2018), the final
version of which should be completed by 2022, while the Minimum
Operational Performance Standard (MOPS) for GPS and Galileo on the
frequency bands L1/E1 and L5/ E5a, is in the process of defining. The
DFMC GNSS is expected to replace the current single-frequency GPS
L1-C/A in future civil aviation regulations. Other evolutionary concepts
involving the prominence use of the GNSS include the following systems:
Advanced Receiver Autonomous Integrity Monitoring (ARAIM), Airbone
Separation Assurance System (ASAS) (SkyBrary, 2020) and Multi-
dimensional trajectory management (Enea & Porretta, 2012).

L1 Carrier 1575.42 MHz

'Y
C/A Code 1.023 MHz

Nav/System Data 50 Hz

— ek Ll B

P Code 10.23 MHz

® mixer
@ combiner

L2 Carrier 1227.6 MHz

¥
W“WWMWM—)QQ-) L2 military only signal

Figure 1 — Structure of a GPS signal (Warner & Johnston, 2002, p.20)
Puc. 1 — Cmpykmypa cueHana GPS (Warner & Johnston, 2002, p.20)
Cnuka 1 — Cmpyxkmypa [TIC cueHana (Warner & Johnston, 2002, p.20)

GPS spoofing basics

GNSS vulnerabilities (Morales-Ferre et al, 2020) in connection with
RFI cause concern and special attention in the field of aviation, i.e.
incidents of disappearance of GPS signals in civilian aircraft (especially
in areas with political tensions, e.g., Southeast Mediterranean, Black
Sea—Caspian Sea axes and Mideast-Canada and the USA via North
Pole through Russian airspace) or nearby airports. The reasons for this
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can be different, such as solar storms, military exercises, etc., but also
intentionally provoked RFI, i.e. jamming (EUROCONTROL, 2019). Near
airports, uninformed personal privacy devices could also be the cause of
GPS jamming. Consequently, jamming can be considered as a realistic
and threatening kind of interference. On the other hand, spoofing is a
more subtle and potentially even more dangerous threat, where an
ensemble of counterfeit GNSS-like signals are injected into a victim
receiver with the purpose of inducing a wrong positioning or timing
provision of measure (Nicola et al, 2020). Hence, a much more subtle
and dangerous form of a GNSS threat is spoofing, in which false signals
are inserted/planted into the “victim’s” receiver for the purpose of
mispositioning or timing.

Although GNSS spoofing is a potential threat (there are still a few
confirmed reports of their exploitation in civil aviation), the technical
feasibility of spoofing is realistic, and its potential is great. A noticeable
difference between legitimate satellite signals and a spoofing signal can
be a discrepancy in time, signal direction, intensity, Doppler shift, or the
magnitude of the signal-to-noise ratio. However, most receivers are not
equipped to detect these differences. Research in this area (Horton &
Ranganathan, 2018) shows that almost every device that uses a civilian
GPS signal is vulnerable to spoofing, and the application of spoofing
becomes more flexible and cheaper due to the very rapid progress of
SDR technologies.

The case of interference at Hanover Airport (in 2010), is an example
of real “unintentional” spoofing (Steindl et al, 2013), which shows that the
detection/immediate warning of GNSS spoofing is a necessary
countermeasure to ensure airport safety and security. Namely, a plane
which was located near the threshold of the runway of Hanover Airport,
and whose aircraft systems functioned according to the repertoire signals
for testing the avionics of business planes in the hangar near the
threshold of the runway, had the wrong GPS position during the taxiing
and takeoff phase. This scenario, although simple, can be used as a
starting point for testing a GNSS receiver or any hardware that depends
on precise positioning or time data provided by the receiver. Then, during
the FAA's installation of a new GPS-based aircraft landing system at
Newark International Airport in 2010, it was observed that ground-based
GPS receivers (used to assist GPS receivers on the approaching aircraft)
also had several interruptions, almost every day. Also, it was previously
reported to the FAA (July, 2003) that the switched-on mobile phone
simultaneously affected the operation of three different aircraft GPS
receivers, causing a complete signal loss; all three GPS receivers used
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three different antennas, installed on a small plane, and a mobile phone
was turned on (without making the call), during the incident, as well as
subsequent testing (Nguyen, 2004).

The use of the GNSS in aircraft landing and take-off procedures
causes the aircraft system to be vulnerable to spoofing. Most commercial
aircraft still primarily use the ILS, but there is also a noticeable increase
in interest in using the fully automatic landing system, the GBAS (Ground
Based Augmentation System), especially in Europe and Russia.
However, the introduction of this system, as an international standard,
has been slowed down due to the fact that the GBAS system is not
authenticated and can be spoofed. As most GNSS receivers used for the
GBAS are positioned on the ground (airports), the height of each aircraft
can be spoofed, which can potentially lead to an accident. Also,
interfering (accidentally or intentionally) with the aircraft's GNSS receiver
in approach or departure would be relatively simple and could lead to
significant loss of life.

The use of AGC (Automatic Gain Control) to amplify the GNSS
signal, which compensates for the strength of the fluctuating signal, also
leads to the vulnerability of the receiver to spoofing (Borowski et al,
2012). It is also very important to consider that the receiver does not
have the ability to determine where the signal is coming from (from a
locally generated false or legitimate source) since the receiver antenna is
usually located at one point in space: if the receiver is not protected, the
spoofing signal can be inputed directly via the spoofing source. Or, if the
spoofer knows the exact location of the target receiver, then the spoofer
signals can be superimposed on the authentic signals. Alternatively,
stronger asynchronous signals can be used, but this way of spoofing is
effective only when the receiver is in the initial phase of operation
(reception) or in case it is "forcibly unlocked" by an interfering signal.

There are different forms of GPS signal spoofing, and they can be
classified in different ways, such as according to the level of
complexation (Humphreys et al, 2008), to simplified, intermediate and
sophisticated, or based on their characteristics, to synchronized
(spoofing attack in which the false signal is synchronized with authentic
GNSS signals) and unsynchronized.

Thus, in the simplest form of spoofing attacks, the receiver (in
tracking mode) can receive a false signal when it loses the reception of
the signal from the satellite, so that it can be "locked", i.e. swished to the
mode of receiving the spoofing signal. The signals are usually not
synchronized with the original signals, which allows the use of simple
commercial (COTS) components. Detection of this type of spoofing is
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relatively simple — the lack of signal synchronization would cause a
sudden jump in output signals related to the position of the receiver and
time. Also, if the spoofing signals are high, then the monitoring receiver
could potentially detect increased activity in the GNSS frequency bands.
In a medium-strength (intermediate) spoofing attack, a kind of GNSS
simulator is used to produce counterfeit GNSS signals, but they are
synchronized with GNSS signals coming from the satellite. Such an
attack includes the known location (and path) of the "attacked" receiver,
relative to the receiver antenna, to ensure that the false, pseudo-signal
band is "aligned" with the authentic codes at the position of the attacked
receiver. When the receiver is in the tracking mode, and at the beginning
of the attack, the false signals are well enough aligned with the authentic
ones, so that the spoofer can take control by gradually increasing the
power and successively adjusting the signal. Detection on the target
receiver is almost impossible, except when a large number of antennas
are used to estimate the signal arrival direction. A more complex version
of intermediate spoofing is sophisticated spoofing in which multiple
coordinated "intermediate spoofers" could be used to replicate the
content and "align" GNSS signals, as well as their spatial distribution,
making this form of attack more difficult to detect. However, in this type of
attack, the receiver for monitoring at another location (allocated) is likely
to have a sharp increase in the value of the output signals related to the
position of the receiver and time, since its position differs from the
position of the target receiver. Also, if the spoofing signals are high, then
the allocated monitoring receiver could potentially detect increased
activity in the GNSS frequency bands.

Numerous methods of spoofing detection and mitigation of spoofing
attacks on GNSS (Magiera & Katulski, 2015) are proposed such as AGC
surveillance, SNR (signal to noise ratio) monitoring, consistency checking
of PVT, cryptographic methods (Hegarty et al, 2018), and monitoring of
the correlation function of signals and multiple peaks (Turner et al, 2020).
For example, one of the suggested methods is based on checking
whether the received signals are modulated with the military P(Y) code,
which is usually absent in spoofing signals (Psiaki et al, 2011). Despite
being effective, this solution uses two receivers and requires that one of
them be protected from spoofing, which is not always possible. In
general, the effectiveness of the proposed antispoofing method depends
on the level of sophistication of the device for generating false signals,
i.e. scenarios of spoofing attacks, and tests in this area are performed to
find sensitive, fast, robust, and reliable methods for detecting spoofing.
As most spoofing scenarios use a single antenna to transmit counterfeit
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signals, the spatial characteristics of false signals differ from the
characteristics of authentic GPS signals. Therefore, anti-spoofing
techniques based on spatial signal processing can be used as generics,
and simulations and tests show that they are very effective in detecting
spoofing (Jafarnia-Jahromi et al, 2012).

In aviation, specific requirements for recording all GNSS data
relevant to GNSS operations are detailed in the ICAO Guidelines (ICAO,
2006). The State is the lead authority for approving GNSS-based
operations and should ensure that GNSS data relevant to those
operations are recorded, as well as support periodic confirmation that
accuracy, integrity, continuity, and availability are maintained within the
limits required for approved operations. Airport control towers and units
providing access control services must have data/information on the
operational status of airport radio navigation systems, which is essential
for the approach, landing and take-off of aircraft. The performance of all
navigation systems must be in accordance with the requirements of the
ICAO GNSS Signal in Space Performance Requirements (ICAO, 2006).

ADS-B: beckground and vulnerability against the
spoofing attack

ADS-B: a fundamental concept

The Automatic Dependent Surveillance - Broadcast (ADS-B) is a
modern technological system which combines the existing technical
solutions in the field of telecommunications, navigation, and airspace
surveillance (Ali, 2016). It is an integral part of the FAA project NextGen
and Eurocontrol CASCADE program which should improve the air traffic
system in terms of safety, economy, automation, ecology, etc. The
special importance of ADS-B technology is emphasized by the allocation
of a special category 21 ASTERIX protocol for the exchange of
information on aircraft (EUROCONTROL, 2011).

The ADS-B system automatically delivers the necessary data to
users (both on the ground and in the air). Its integral part is the GNSS, so
that the ADS-B system depends on the accuracy of the positioning
system. The ADS-B standard regulates the exchange of broadcast
messages between aircraft and ATC ground stations. It can work as a
transmitter (ADS-B Out) or a receiver (ADS-B In). The ADS-B In allows
the aircraft to receive data which is displayed on the CDTI (Cockpit
Display of Traffic Information) interfaces (most often, MFD® and EFB*

¥ MFD — Multifunction Display
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devices), and which are emitted by other aircraft positioned in a relatively
close environment. The same information is used for TCAS systems.
Within the ADS-B Out system, the status information of the aircraft is
handed over.

The ADS-B system consists of three interdependent components:

— ground infrastructure (GBT stations® and antenna system),

— aircraft equipment (ADS-B specialized transponder, GPS,
receiver, altimeter, CDTI®, etc.),

— operational procedures (regulatory basis for the implementation
and use of the ADS-B system).

Communication within the ADS-B is realized by using the radio
system according to standardized communication protocols, such as
1090 MHz extended squitter (1090-ES), 987 MHz Universal Access
Transceiver (UAT) and VHF Datalink Mode 4 (VDL-M4), which will be
used depends on the type of aircraft (in accordance with the FAA
guidelines). Each ADS-B message contains an 8 ps preamble for
synchronization and a 56-bit (short) or 112-bit (extended) data block.
Thus, an extended ADS-B message has 112 bits which are transmitted
using 1090 MHz (“extended squat”) data links (FAA, 2010). The ADS-B
protocol format with a 112-bit message frames contain a preamble (8.0
us), which is used to synchronize transmitters and receivers and 112-bit
payload which consists of five segments. The first, 5-bit segment
contains telecommunication transmission data and refers to the downlink
format used to encode broadcast messages, the second, 3-bit segment
is the field of choice, while the third, 24-bit segment contains a unique
aircraft address. The next 56 bits (ADS-B data) refer to sub-segment
data such as flight identification (call sign), position (latitude/longitude),
position accuracy, barometric and geometric height, vertical velocity,
trajectory angle, and ground spead (Ghose & Lazos, 2015). ADS-B
messages are not encrypted: the last 24 bits include a parity check that
detects and corrects transmission errors in the messages. ADS-B frames
are modulated by pulse modulation with a pulse length of 1 us. As the
ADS-B protocol transmits data at a speed of 1 Mbit/s, the total duration of
the ADS-B extended message is 120 us (including the preamble).

* EFB —Electronic Flight Bag
® GBT stations — Ground Based Transceivers stations.
¢ cDTI- Cockpit Display of Traffic Information.
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Cyber attacks on the ADS-B

The risks faced by the ADS-B system are essentially related to
communications realized by RF waves, i.e. they are related to the fact
that messages are transmitted as text and have no encryption. Because
of that, they are the main targets of malicious hackers (Kozovi¢ &
Durdevi¢, 2019). Thus, the security risks faced by the ADS-B relate to
ATC-aircraft connections, and if they are not secure, ADS-B messages
may be hacked by authorized/unauthorized persons, especially when
messages containing sensitive information are interrupted or
eavesdropped.

Attacks on the ADS-B, which can have different levels of impact on
aircraft systems, include eavesdropping, jamming, message insertion,
message deletion, and message modification (Table 1) (Wang et al,
2020).

Table 1 — Different types of attacs on the ADS-B system (Wang et al, 2020, p.3)
Tabnuya 1 — PasnuyHble munbsi amak Ha cucmemy ADS-B (Wang et al, 2020, p.3)
Tabena 1 — Pasnuyume epcme Hanada Ha ALJC-6 cucmem (Wang et al, 2020, p.3)

Attack type Purpose of attack Way of attack
Eavesdropping Eavesdrop operating status Obtain ADS-B data of the
information of aircraft corresponding airspace through
(aircraft reconnaissance) ADS-B In
Jamming Jam the transmission of an By using an ADS-B transmitting
ADS-B message in a specific | device with sufficient high transmit
airspace power in the relevant frequency
band
Message Inject fake aircraft into a By using a transmitting device
injection specific flight scenario, with sufficient high transmit power
confusing ATC systems in the relevant frequency band
(aircraft target ghost and capable of generating correct
injection/flooding) modulation and conforming to the
ADS-B message format
Message Delete some or all of the By implementation at the physical
deletion information contained in a layer through
message (aircraft constructive/destructive
disapperance) interference
Message Modifify the information Realized by overshadowing and
modification contained in a message bit-flipping at the physical layer of
(virtual trajectory the system and can also be
modification) achieved by combining two attack
methods
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Thus, eavesdropping causes minimal damage, because it does not
directly damage the ATC system, while deleting messages affects the
aircraft surveillance system (the aircraft temporarily disappears from the
ATC map), but the aircraft can be identified by radar or multilateral
systems. Message modification is a typical "spoofing" attack and has a
major impact on the ATC system. For example, a spoofing attack, the so-
called "boiled frog" (Chan-Tin et al, 2011), refers to a situation in which
an attacker continuously, but to a small extent, changes the information
about the position of the aircraft in the CSDP messages. In this case, it is
difficult for surveillance technologies such as radar surveillance systems
and positioning, to detect small differences which are within the accuracy
of adjustment, resulting in inaccurate control of aircraft by air traffic
control, as well as delayed system response to prevent collision in the
air.

ADS-B spoofing

A spoofing attack on the ADS-B refers to an attack by modifying
ADS-B messages, which is realized by inserting fake/falsified messages.
It can be considered as an attack from both the ground and the air. An
illustration of two different types of spoofing attacks on the ADS-B is
given in Fig. 2; namely, a spoofing attack by inserting messages and a
spoofing attack on the ground station. In the first type of attack, the
attacker uses a cheap SDR to re-broadcast a previously recorded
message (so-called repeat attacks) or to transmit a newly generated and
correctly modulated fake message (attack by introducing a ghost plane).
The main goal of the attack is to falsify the presence of the non-existent,
i.e. aircraft-ghost and to cause confusion of the ATC system. In the
second type of attack, the attacker modifies the ICAO address in the
ADS-B messages using the ADS-B transponder in the air posing as a
known/reliable aircraft, thus bypassing surveillance.

Thus, depending on the way the spoofed messages are generated,
ADS-B spoofing attacks can be divided into three types (Ying et al,
2019):

— message or IQ data’ replay attack,

— ghost aircraft injection attack, and

— aircraft spoofing attack.

1Q data/signals (samples or quadrature signals), are a pair of periodic signals wich
differ in a phase by 90°; designation I, refers to the in-phase (reference signal), while Q
refers to the phase-shifted signal.
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Authentic aircraft Aircraft-Based Attack
. Actual ICAQ: "CCCCCC”

ICAO: "AAAAAA™
Data: {position,
speed...}

Aircraft Spoofing Attack

ICAO: "DDDDDD"
Data: {position,speed...} _

Ghost Aircraft Injection Attach
‘ ICAO: "BBBBBB" J

ADS-B Data: {position, ...} v
receiver > /

Message/lQ Data Replay Attack [ Prupo;ed \ "Alr Traffic
‘m_. ok S ol ADS-B o ‘ontrol
: % System |
Spoofer Data: {position, speed...} Y Flagged System
Ground-base attacker Ground station

Figure 2 — Illustration of two types of attacks on the ADS-B: the ground-based attack,
using a SDR spoofer and an aircraft-based attack where the attacker uses an ADS-B
transponder with a changed ICAO address (Ying et al, 2019)

Puc. 2 — nmrocmpayus dsyx murnoe amaku Ha ADS-B: HazemHasi amaka ¢
ucrionb3osaHuem criygpepa SDR u 8o30ywHasi amaka, rpu Komopou 310yMbIWIeHHUK
ucnonb3yem mpaHcroHoep ADS-B ¢ uameHeHHbiM adpecom ICAO (Ying et al, 2019)
Cnuka 2 — Unycmpayuja 0ee spcme Hanada Ha ALJC-b: Hanad ca 3emrbe, Kopuwherem
C/AP cnyghepa u Hanad u3 ea3dywHoz npocmopa (aguoHa), npu 4emy Hanadady Kopucmu
ALlC-b mpaHcrioHdep ¢ usmer-eHom MLJAO adpecom (Ying et al, 2019)

In a message/lQ data replay attack, an attacker from the ground
records the content of the messages/IQ data of the received authentic
ADS-B messages using an SDR, and then transmits the same messages
at a later time without changing the message content. This attack is very
sophisticated, because the recorded |IQ data contains a lot of information,
such as those related to the Doppler effect, the transmitter
characteristics, and the channel characteristics, which is difficult to mimic
otherwise. In a ghost aircraft injection attack, a ground-based attacker,
using an SDR device, transmits fake ADS-B messages with arbitrary
content of its choice. In particular, an attacker can simulate the
trajectories of non-existent aircraft ("ghosts") and generate appropriate
ADS-B messages by carefully selecting Doppler displacements, thus
making these "aircrafts-ghosts" visible to earth stations. In an aircraft
spoofing attack, an aircraft-based attacker (malicious aircraft) attempts to
masquerade as a known or trusted aircraft by spoofing the ICAO address
and hide its true identity. Since the aircraft is physically present, the
masquerading attack will not be detected even if the secondary radar
surveillance system is deployed.
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To detect spoofing, i.e. for the protection of wireless ADS-B
communication, various security methods have been proposed, based on
the existing cryptographic techniques (Finke et al, 2013), (Alghamdi et al,
2018). An alternative to this are necryptographic approaches which are
based on signal separation (PHY-layer signal separation) (Leonardi et al,
2017), time and position verification (Schafer et al, 2015), Doppler shift
(Schafer et al, 2016), etc. The most recently developed methods for
ADS-B system spoofing detection are based on the predictions of
mathematically set models and network analysis. One of these is the
method based on a SODA-DNN (Deep Neural Network) spoofing
detector (Ying et al, 2019), whose application allows the detection of
spoofing attacks with a very high probability and a very small proportion
of false alarms, which is a significant improvement over other state-of-
the-art detectors.

Conclusion

Systems based on satellite positioning techniques, such as the
GNSS and the ADS-B, can be targets of various attacks, including the
so-called spoofing attacks — a sophisticated form of attack in which false
signals (which imitate authentic satellite signals, but with higher power
and different time delay in relation to authentic signals) are emitted. As a
result, aircraft will send incorrect information about their position.

One of the most important steps in the modernization of ATC is the
transition to the ADS-B wireless communication protocol, of which the
GNSS is an integral part. In addition to its advantages, the ADS-B
system also has several very important disadvantages, such as
dependence on the satellite navigation system (which can be physically
damaged, corrupt, or subject to interference) and a very simple protocol,
which does not provide full authentication and encryption. All this
increases the vulnerability of the ADS-B system to various types of cyber
attacks, such as RFI, including spoofing, i.e. deliberately inducing RFI.

Also, the role of GPS/GNSS is constantly increasing, due to the
increase in the use of UAV/drones, which is why new concepts of
navigation and ATC will be necessary in a "crowded sky" situation, where
many unmanned aerial vehicles will share airspace with crews. On the
other hand, the increasing use of drones and the GPS for their navigation
makes these systems interesting targets for the purpose of hijacking or
distracting security/safety in airspace surveillance.

Although the spoofing of the GNSS system is a potential threat -
there are still no confirmed reports of their exploitation in civil aviation,
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the technical feasibility of spoofing is realistic and the potential is great.
Research in this area shows that almost every device that uses L1
civilian GPS is vulnerable to spoofing, and the application of spoofing is
becoming more flexible and cheaper due to the very rapid advancement
of SDR technology. Therefore, the issues of detection and prevention of
spoofing attract the attention of researchers in the field of cyber security,
and due to possible more sophisticated spoofing terrorist attacks on the
aircraft system, ICAO, RTCA and EUROCAE are proactive in improving
the robustness of GPS/GNSS to RFI.

However, the aircraft system is not helplessly exposed to spoofing
attacks without any defense; by applying various anti-spoofing methods,
GNSS receivers can detect spoofing by looking for signal anomalies or
using signals designed to prevent spoofing, and advanced interference
mitigation technologies use signal processing algorithms. Certainly, the
effectiveness of the proposed antispooffing method depends on the level
of sophistication of the device for generating false signals, i.e. scenarios
of spoofing attacks, and tests in this area are performed in order to find
sensitive, fast, as well as robust and reliable methods for detecting and
mitigating spoofing.
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PYBEPUKA TPHTW: 73.00.00 TPAHCIIOPT:
73.37.17 Be3onacHOCTb NONETOB BO3AYLLUHbIX CYOO0B,
73.37.81 ABTOMaTU3MpPOBAHHbIE CUCTEMbI YNPaBEHUS U
BbIYMCIIUTENbHAs TEXHUKA BO3AYLUHOIO
TpaHcnopTa
BWO CTATbW: opurmHansHas Hay4Has ctaTbs

Pe3some:

Beederue/uyens: B cmambe npedcmassieH Kpamkul 0b30p nocriedHux
uccriedosaHuli 8 obracmu cryghuHaa/aHmucrycpuHea cucmem GPS u
ADS-B. Cucmembl, KOomopbie rofiagalomcsi Ha  MexHoI02uro
CMYMHUKOBO20 MO3ULUOHUPOBaHUS, MO2ym Cmamb MUWEHb amak C
ucrnionb3ogaHuUeM  criypuHea, C Uerblo  BHEOPEHUsT HEeB8epHO20
MO3UUUOHUPOBaHUS / CUHXPOHU3aUUU fpu 88e0eHUU JIOXHbIX CUZHaIos 8
paduornpueMHUK «xepmebl». Takum obpa3oMm riemamernbHbIl annapam
npubnuxaemcsi K 3/0YMbIWIEHHUKY, KOMOPbIU Mblmaemcs esecmu
JIOXKHYIO UHGbOpMauulo O MEeCMOIIO/IOKEHUU 8 CUCMEeMbl, KOMmOophbIe
obecriequsarom Haguzauyuto camosiemos uniu 6ecrnuiomHuUKos, ¢ Uerbio
UX yeoHa unu 3axeama, a makxke HapyweHusi 6e3onacHocmu rpu
HabmoleHuu 3a 6030yWHbIM rpocmpaHcmeoM. B daHHOU ces3u 8
bruxatiuwee spemsi nompebyromcesi pas3pabomKu HO8bIX KOHUeNnuUuUl Kak
0nst Hasueauuu, mak u YB/].

Memodbi: Vcrionb3ys Hay4yHbil no0xo0, 8 cmambe bbiia daHa oueHKa
cnygpurea / aHmucnygpurHea GPS u ADS-B u moeo, Kak criychuHe erusiem
Ha Kubepbe3sornacHocmb agualyUOHHbIX CUCMEM.

Pesynbmamel; Ha ocHogsaHuu rposedeHHo20 Memodoi02u4eCKO20
aHanusza 0okazaHa 3Ha4uUMOCMb U3y4YeHUs criychuHaa/aHmucrychuHaa 8
asuayuu.

Bbigod: Hecmompsi Ha mo, 4ymo cryghuHe 8 asuayuu rpedcmasnsem
coboli nomeHyuasbHyro y2po3y, €20 MmexHU4YecKasi oCyu,ecmeumocb
8r1o/iHe pearbHa u obnadaem 60bWUM MOMeHYUanoM; OH CmMmaHo8umcs
borniee AocmyriHbIM U OdewesbiM 8criedcmeue bbicmpo2o pasgumusi
mexHornoauti SDR. PearnbHbil puck 8 bydyuwiem — amo rnomeHyuarnsHble
amaku C Ucrosib308aHuUeM criyghuHea ¢ rnoMoujbto OPoOHO8 8 8030yWIHOM
npocmpaHcmee. OOHaKoO asuayuOHHasi cucmema camosiema ocHaujeHa
aHmucryguHe 3awumoll u 6r1aeodapsi  NPUMEHEHUKD  Pa3fuYHbIX
memodos  aHmucrychuHe — 3awumsl,  paduorpueMHUKU  Moaym
OBHapyxumpb amaky. Kpome moeo, nem4yuku rnpoxodsim rnoG20mosKy o
OBHapy»KeHUr U pelueHuto rnpobriem Ha Kaxxdom smarie rioriema. OdHako
8 853U C B03MOXHOCMSIMU 6osiee U3OWPEeHHbIX amak criyghuHaa
Mexx0yHapoOHble opaaHu3ayuu, makue Kak ICAO, akmusHo pabomarom
Had nosbiweHuemM ycmoudueocmu cucmem GPS u ADS-B u
rpedomepalyeHuem criyguHaa.

Kntouesnle cniosa: ADS-B, asuayusi, GPS, paduoyacmomHbie rnomexu,
criygbuHe, aHmucryguHe.
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CNYoUHr Yy ABUJALNIN: BESBEHOCHE MNMPETHE MO IMC U
AAC-b CUCTEME

[Hejar B. Koxosuh?, [pazaH XK. T)pr]eBlAh6
@ BEH AP, Beorpan, Peny6nuka Cpbuja

o MeratpeHa YHuBepauTeT, akynTeT umBunHe asunjaumje,
Beorpaga, Peny6nvka Cpbuja

OBJ1ACT: cajbep 6e36eaHOCT (MHPOPMaLNOHO-KOMYHUKALMOHE
TexHonoruje), Ba3ayluHu caobpahaj, KoHTpona neTexwa
BPCTA YJIAHKA: opuvruHanHun HayyHu pag

Caxemak:

Yeod/uurb: Y pady cy ykpamko ornucaHa HedGaeHa ucmpaxuearba Y
obniacmu ITIC u ALC-b cnyguHaa/anmucnychuHea. Osu cucmemu, Koju
ce ocfamajy Ha MmexHoMoaujy cameriumcKkoe ro3UyuUoHUpPama, Moey
bumu mema crnyhuHe Harnada 4uju je Yurb 2eHepucarse ospeuiHoe
MO3UYUOHUPaH-a Uru 8pemMeHckoe o0pehera, mako wmo ce y npujeMHUK
JKpmee ” ybauyjy naxHu cueHanu. Haume, Harnaday rokywasa Oa ybauu
naxHe UHgopMmauuje y cucmeme Koju, Ha npumep, omoeyhasajy
Hasuzayujy aeuoHa unu OpoHoea padu ommuuye unu oucmpakyuje
be3bedHocmu/cuaypHocmu y Had3opy ea3dywHoe npocmopa. 3602 moeaa
Cy HeOrnxo0HU HOBU KOHUenmu Hasuzauuje u ATL|-a.

Memode: lNpumeHoMm Hay4HO2 npucmyrna fpe3eHmosaHa je esarsyayuja
[TIC u AOC-b cnygpuHea/aHmucriycbuHea. HasedeHo je Kako criyghuHe
ymude Ha cajbep 6e36edHocm 8a30yxorioeHo2 cucmema.

Pesynmamu: Ha ocHosy kopuwheHe memodosiowke aHarnuse objawHeH
Je 3Havaj npoyyasar-a criychuHaa/aHmucrychuHaa y asujayuju.

Bakrbyyak: Uako criygpuHe THCC cucmema npedcmasrba nomeHyujanHy
fpemby, He208a MexHUYKa u3e00/bUBOCM je pearnHa, a rnomeHuujarn
8eJsluKU jep je hriekcubunHuju u jegbmuruju 3602 eprio bp3oe Harpemka
CAP mexHonozauja. PeanaH pu3uk rnpedcmasrbajy rnomeHuujanHu
criypuHe Hanadu Koju 6u ce Moenu ocmeapumu U3 8a30yWHo2
npocmopa, y3 kopuwhere OpoHoea/YAB. Mehymum, npumeHom
pasnuqumux aHmucrycghuHe mexHuKa npujeMHUUU aBUOHCKo2 cucmema
Mmoay Oemekmosamu criyhuHe. 3602 mozyhux coghucmuyupaHujux
obrnuka cnycghuHe Hanada, mehyHapoOHe opaaHu3auuje, nonym ULIAQ,
npoakmueHo ce base noseharem omropHocmu ITIC u AJC-6 cucmema
Ha criyguHe.

Kmbyune peuu:. ALC-b, asujayuja, [TIC, paduo-chpekseHyujcke
UHmMepghepeHuyuje, crygbuHe, aHmucrygpuHe.
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Abstract:

Introduction/purpose: Carbonation of minerals (olivine and wollastonite)
and secondary materials such as slag under high pressure in autoclaves
has high importance due to environmetal problems.

Methods: The most important for this process is to have a good
knowledge of the behavior of carbon dioxide in water solution under high
pressure, the precipitation of silica, dissolution of metals such as nickel
and magnesium as well as subsequent filtration.

Results: The carbonation process of olivine und slag under high pressure
(from 40 to 80 bar) in an autoclave was successfully performed at 175°C,
with and without additivies.

Conclusion: A comparative analysis has confirmed better carbonation of
slag (max. 300 kg/ton) in comparison to that of olivine (max. 70 kg/ton)
under the same conditions.

Key words: carbonation, olivine, slag, autoclave, additives.
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Introduction

Carbon dioxide has the fourth highest presence in Earth’s
atmosphere after nitrogen, oxygen and argon and plays a significant role
in global warming due to the greenhouse effect. Because of the
significant increase of CO, emissions, carbonation is a promising
process in which carbon oxide reacts with compounds with high metal
oxide compositions to form chemically stable and insoluble metal
carbonates. The choice of experimental parameters (temperature,
pressure, solid/liquid ratio, mixing rate, time) for carbonation in an
autoclave is of high importance. Although it is reported in literature
(Gadikota et al, 2014, pp.4679-4693) that a higher temperature favors
mineral dissolution and carbonation, there exists an optimum level of a
temperature range. The carbon dioxide solubility is reduced if the
temperature is too high. On the other hand, low temperature slows
mineral dissolution. The authors suggested that higher conversion was
achieved with higher temperature but with a limit to 185°C. They
performed an olivine experiment with varied temperatures at partial
pressure of 141 bar, for 3 hours with an additive of 1.0M NaCl + 0.64
NaHCO; with 15 wt% solid, and at a stirring speed of 800 rpm. The final
carbonation rates at 90, 125, 150, and 185°C were found to be 3.0, 28.2,
70.5 and 85.3%, rspectively. An increase in reaction time from 3 hours to
5 hours does not influence the carbonation efficiency.

The slag carbonation between 40°C to 160°C with partial pressure
set at 48 bar and a reaction time of 1 hour (Chang et al, 2011) confirmed
that conversion increased with increasing temperature because of a
higher carbonation rate of calcium at higher temperatures. In this
experiment, blended hydraulic cement BHC slag showed a more unique
route because this conversion decreased after the temperature had
exceeded 100°C. It could be caused by the reduction of carbon dioxide
dissolution as reaction temperature increased.

It is expected that higher olivine to carbonate conversion is achieved
with increased pressure of carbon dioxide (Santos et al, 2016, pp.1-6).
From his experiment, the conversion rate is almost doubled (from 8% to
16%) when the total pressure was doubled from 60 to 120 bar after 3
hours of reaction time. The reason behind it was that a higher carbonic
acid concentration improved mineral dissolution and, at the same time,
promoted carbonate precipitation.

The liquid to solid ratio L/S represents the weight ratio of water to
solid in aqueous carbonation slurry. The optimal proposed L/S ratio was
10 mL/g (Rahmani et al, 2014, pp.5953-5958). Although a high L/S ratio
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was advantageous for decreasing water treatment and saving energy
during dehydration, additional water is required to extract calcium and
magnesium in the indirect carbonation process. The reduction of the L/S
ratio also has small contribution to the overall conversion rate, which
suggested it could result in more calcium and magnesium ions in the
solution and, therefore, stronger ionic strength.

As the L/S ratio increased, the carbonation rate also increased
because aqueous carbonation was dominant (Chang et al, 2012, pp.97-
106). As the L/S increased more, however, the conversions did not
increase because the excess amount of the aqueous medium formed a
mass transfer barrier, and, as a result, the ionic strength was lower.
There was a limit to the liquid to solid ratio between 10-20 mL/g for the
carbonation process because a large amount of water could limit the
conversion rate. Dunite carbonation in a batch-tubular reactor was
performed with an increased S/L ratio of 2.8 g/ml (Agrawal & Mehra,
2020). The results revealed the precipitation of magnesite under diffusion
limited conditions. The SiO, formation and magnesite precipitation fill the
pore space and the fractured zone on the rock surface.

The positive role of the added NaHCO; in olivine carbonation was
confirmed, but not investigated in detail (Stopic et al, 2018, pp.193-207).
The synthesis of magnesium carbonate was studied using olivine under a
partial pressure of carbon dioxide higher than 100 bar at 175°C. The
combination of organic acids such as oxalic acid and ascorbic acid
accelerates the carbonation of olivine, reducing the formation of the
silicate passive layer (Stopic et al, 2019, pp.135-147). The synthesis of
nanosilica was studied via olivine carbonation using the size fraction
between 20 and 63 um with the solid/liquid ratios of 1:10 at 175 °C and a
partial pressure of CO, higher than 100 bar in an autoclave in the
presence of additives such as sodium bicarbonate, and oxalic and
ascorbic acid. Under the above-mentioned conditions, ideally spherical
particles of silica below 500 nm with amorphous grains were produced
during carbonation. An increase in stirring speed from 600 rpm to 1800
rom in an autoclave leads to the increased formation of magnesium
carbonate and silica. An increased stirring speed has a positive influence
on the separation of the formed silica-rich layer of the non-reacted
magnesium silicate. On the other hand, the pressure in an autoclave was
increased from 120 to 170 bar with an increasing stirring speed from 600
to 1800 rpm, which is an additional support for the silica separation and
precipitation from the solution. The use of strong turbulence for better
mixing of reactants to avoid the formation of a silica passivation layer
was mostly studied in literature (Stockmann et al, 2014, pp.31439-
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31445). Using a strong mixing device, such as a high gravity rotary
reactor, might also help to resolve this issue.

A new mechanism model for metal extraction (nickel, iron,
magnesium) from olivine-bearing ore by avoiding silica gel formation
during leaching with hydrochloric acid including a carbonation pre-
treatment was proposed (Matus et al, 2020, pp.811-827). This study
explains additionally the behavior of metals such as nickel, magnesium,
and iron during the carbonation of olivine-bearing ore and the leaching of
a carbonated solid product.

In accordance with the previously mentioned analysis of the reaction
parameters, an experiment was designed in order to reach maximum
carbonation efficiency. This paper will explain the carbonation of olivine
and the carbonation of slag under chosen experimental conditions. A
comparison of their carbonation efficiencies will be mentioned in order to
choose the most suitable material for scale up experiments.

Experimental

Material

The samples of olivine (Norway), ladle slag, and electric arc furnace
slag (Germany) were studied for carbonation in water solution under high
pressure conditions in an autoclave. It should be noted that, despite
different particle sizes, the results of the XRF analysis are very similar in
the case of different olivine Steinsvik. The characterization was
performed by the X-ray fluorescence (XRF) technique, type PW2404
(Malvern PANalytical, Malvern, UK). Milling was performed using a Roller
Mill, Type LWBP 2/2 (Karl Merz Maschinenfabrik GmbH, 1972 (year of
manufacture), Heschingen, Germany). Sieving was performed using a
Sieving Maschine, Type Pruf 86 (Siebtechnik GmbH, Muhlheim an der
Ruhr, Germany). In the case of slag, all tests were run with a particle size
< 63 ym, since a slag particle size analysis was not part of this work. The
presence of calcium oxide and magnesium oxide is the most important
parameter for the carbonation process. Because of different behaviors of
metal silicate and metal oxide through carbonation, the mineralogical
composition mostly influences high carbonation efficiency. The maximum
content of calcium oxide and magnesium oxide in electric arc furnace
(EAF) slag amounts to 55.90%, in contrast to its minimum presence
found in mineral olivine (43.67 %). Because of this situation, the
maximum carbonation value was expected for EAF and the minimum
carbonation value for olivine. Besides the chemical compositions of the
studied samples, the particle size and the active surface area have an
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important role in a higher carbonation level. A higher amount of silicon in
the sample can be later included in a newly formed passive layer as a
barrier for the carbonation process in an autoclave. Some part of iron can
also be carbonated. Aluminium and manganese are not included in the

carbonation process.

Table 1 — Chemical compositions of the samples used in the carbonation process
Tabnuya 1 — Xumudeckuli cocmas 06pa3yo8, Ucrosnb3yemMbix 8 npoyecce KapboHu3sayuu
Tabena 1 — Xemujcku cacmas y3opaka Koju ce Kopucme y rpouecy kapboHu3sayuje

Sample Chemical composition (%)

NiO MgO CaO Fe203 AlL,O3 SiOz MnO
Olivine- 0.4 43.45 0.24 7.41 0.51 47.34 0.11
Steinsvik
Ladle Slag - 5.19 42.45 12.45 27.56 7.65 2.69
Electric arc - 11.17 44.83 0.12 6.36 32 0.19
furnace slag
Wollastonite - 1.52 45.42 0.41 0.13 52.56 0.19

The used samples are shown in Figure 1:

Olivine, Norway

Ladle slag, Germany

Electric arc furnace slag,
Germany

Procedure

Figure 1 — The used samples in the carbonation process
Puc. 1 — Ucnonb3yembie obpa3subi 8 npouyecce kapboHu3ayuu
Cnuka 1 — KopuwheHu y30opyu y npouecy ee3ugara yerbeH-0uokcuda

The treatment of olivine first included the operations such as milling,
sieving, and carbonation under high pressure conditions with an
additional filtration and a chemical analysis of solid and liquid. The
carbonation tests were carried out in a 9.9 L autoclave (Hastelloy C22
pressure reactor) of a kiloclave Type 3E (Buichi, Switzerland) with electric
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heating and water cooling (as shown in Figure 2) at 175-C with 71.5 bar
pure grade CO, in the presence of additives such as sodium bicarbonate,
oxalic acid, and ascorbic acid. The planned experiments in this work will
show how the the previously mentioned results from the experiments
performed in the 0.25 L and 1.0 L autoclave relate to the 10 L autoclave
experiment and validate the obtained results.

| -'k '-‘;- f

Figure 2 — Autoclave for the carbonation process
Puc. 2 — Aemoknae 0ns1 npoyecca kapboHu3ayuu
Crniuka 2 — Aymokrnas 3a eesusarbe yarbeH-0uokcuda

For the carbonation of samples, the stabilization initial pressure is of
great importance. The stabilization pressure is the pressure set at the
beginning of the experiment by CO, injection. This pressure was set at
room temperature. The adjustment was made by continuously adding
gas until the pressure stabilized in the system. Since there is reduction in
the pressure in the system during gas introduction due to the chemical
reaction of CO, with water, it is important to perform stabilization. In this
regard, it was observed that the higher the stabilization, the higher
carbonation levels were obtained. However, this also depended on the
grain size and the returned liquid. The Buchi software, Switzerland, was
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used for the analysis of pressure, temperature, and stirring speed in an
autoclave.

Reaction parameters

In the carbonation tests, the increase of the carbonation degree by
changing the influencing parameters was investigated. Some parameters
were kept constant as they were found to be suitable according to the
previously mentioned literature. In the case of the tests with olivine ore,
the solid/liquid ratio and the stirring speed were kept constant.

The following listed carbonation parameters are shown in Table 2.

Table 2 — List of the reaction parameters (Additives: 0.64 M sodium bicarbonate, 0.04 M
oxalic acid & 0.01M ascorbic acid, 600 rom, solid/Liquid= 1 kg/8L)

Tabnuua 2 — Cniucok peakyUoHHbIX napamempos (0obaeku: 0,64 M 6ukapboHam
Hampus, 0,04 M wasenesas kucrioma u 0,01 M ackopbuHosasi kucrioma, 600 obopomos
8 MUHymy, coomHoweHue meepdoe sewecmso / xudkocms = 1 ke /8 n)

Tabena 2 — Jlucma peakyuoHux napamemapa (0odauyu: 0,64 M Hampujym-kapboHama,
0,04 M okcanHe kucenuHe u 0,01 M ackopbuHcke kucenuHe, npu 600 obpmaja y MuHymu
u odHocy ygpcmoe mamepujana u pacmeopa 1kg/8 |)

Material Particle Initial Max. Time Temperature
size (um) | stabilizing Pressure (hours) (°C)
pressure (bar)
(bar)
Olivine <11, <20, | 15-30 40-80 2-4 100, 175
20-63,
<63
Ladle Slag, <63 15-20 50 4 100, 175
EAF-slag,
wollastonite

By calculating the degree of carbonation, it is possible to determine
the maximum CO, absorption capacity of the feedstock. It must be taken
into account that not all of the studied material is capable of absorbing
CO.. Therefore, only the proportion of MgO is considered for olivine and
the proportion of MgO and CaO for slag. The loss on ignition gives a
global estimate of the experiment efficiency, since the higher the loss on
ignition, the more CO, was absorbed in percentage terms.

The particle size plays a decisive role in the success of olivine
carbonation. The smaller the particle size, the higher the degree of
carbonation achieved (as shown in Figure 3). The carbonation reaction of
magnesium silicate from olivine was presented with Equation 1:
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Mg,SiO, + 2 CO, > 2 MgCO; + SiO, (1)

An increase in pressure of carbon dioxide increases carbonation
efficiency. The maximum carbonation efficiency of olivine at 175 °C
amounts to 70 kg CO/ton.

a0 250
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o [=]

kg CO2 / ton
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=}
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<11 =20 <20 <20 20-63 20-63 20- 683 20-63 20-63 <63 <63 <63

Particle Size {pm)

B Carbonation (%) MEPressure (bar) —kgCO2/ton

Figure 3 — Degrees of carbonation for different particle sizes of olivine in the presence of

additives at 175°C, 600 rom, S/L=1/8

Puc. 3— CmeneHb kapboHu3sayuu rpu pasnuyHol eefuyuHe Yacmuy, onuguHa

¢ dobaskamu npu 175 ° C, 600 obopomos 8 MuHymy, coomHoweHue meepdoe
sewecmeso / xudkocmb = 1 k2 / 8 1)

Cnuka 3 — CmeneHu ee3usara yarbeH-0uokcuda 3a pasnuyume eenuquHe Yecmuuya
onuesuHa y npucycmey dofamaka Ha 175°C, npu 600 obpmaja y MuHymu u oOHocy
yspcmoa Mamepujasna u pacmeopa 1:8

The result of the test with a decreased particle size smaller than 11
pm is different from the expected value. Here, the carbonation degree
was 34.28% despite an extremely small particle size. This raises a
possibility that there is a critical particle size between 0-20um above
which further grinding of olivine is no longer worthwhile. The carbonation
of slags and wollastonite was performed in the presence and absence of
additives, as shown in Figure 4.
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Figure 4 — Degrees of carbonation for different types of slags at 175°C, 600 rom, S/L=1/8
Puc. 4 — CmeneHb kapboHu3ayuu 0115 pa3nuyHbix sudoes winakos npu 175 ° C, 600
obopomos 8 MUHymy, coomHouweHue meepdoe gewecmso / xudkocms = 1 ke /8 )
Cnuka 4 — CmeneHu ge3usara yarbeH-0uokcuda 3a pasnuyume murose Wwibaka Ha
175°C,npu 600 o6pmaja y MuHymu u 0OHOCy 4epcmoa Mamepujana u pacmeopa 1/8

After a confirmation that EAF slag is suitable for carbonation, it was
investigated whether the addition of additives affects the degree of
carbonation. As shown in Figure 4, the carbonation degree of EAF slag
both without additives and in the presence of additives amounts to
60.13%, which confirms no influence and significance of their using in
slag carbonation. This result was confirmed in the case of wollastonite
carbonation.

CaSi03 + COZ= CaCO3 + SlOz (2)

The maximum carbonation efficiency was obtained for ladle slag
(about 70 % or 300 kg COy/ton) at 175 °C in the absence of additives.
However, only one test was run with this slag because solids cemented
to the bottom of the reactor and the cleaning of the reactor was very
difficult. To free the carbonated ladle slag from the reactor, a two-hour
leaching process at 100°C with acetic acid was necessary.

In the case of electric arc furnace slag (EAF slag), the degree of
carbonation is somewhat lower than for ladle slag. However, no
cementation problems were encountered with EAF slag, making this slag
suitable for the carbonation test. The disadvantage of EAF slag is the
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formation of small stones during the carbonation tests. This caused some
problems during the subsequent filtration process.

Conclusion

Carbonation of minerals and slag in an autoclave seems to be a
prominent solution to the problem of rising carbon dioxide levels in the
air. Carbonation of olivine and slag was successfully performed at 175°C
under high pressure conditions (40-80 bar) in a 10 L autoclave. A
comparative analysis has confirmed better carbonation of slag (max. 300
kg CO,/ton) in comparison to that of olivine (max. 70 kg CO,/ton) under
the same conditions. The presence of additives such as sodium
bicarbonate and oxalic and ascorbic acid is very important for olivine
carbonation, but without influence in the case of slag, which is very
important regarding an efficient cost-effectiveness analysis.

One challenge of mineral carbonation is to make it economically
feasible. The obtained results will help to design future mineral
carbonation experiments in scale up conditions.
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r. AxeH, PepepaTtnBHasn Pecnybnvka Mepmanus

PYBPUKA NPHTU: 61.00.00 XUMUYECKAA TEXHOIIOIMMA.
XUMUYECKAA NMPOMbILWLNEHHOCTb:
61.13.21 Xumunyeckune npouecchbl
B[O CTATbW: opurmHanbHas HayyYHas ctatbsl

Pe3some:

BeedeHue/yenb: KapboHusayusi MuHeparos (ofiueuHa u 8osinacmoHuma)
U 8MOPUYHbLIX Mamepuasos o0 6bICOKUM O0asrieHUeM 8 asmokiiagax
OYeHb 8a)KHO Orsl OXpaHbl OKpyXxarou,eli cpedbil.
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Memodbi: Hauboriee 8axHbiM 8 OaHHOM MPOoUecce S18/IIeMCs No3HaHue
mozo, Kak cebsi sedem Ouokcud yeriepoda 8 800HOM pacmeope od
8bICOKUM 0asrieHUeM, KaK rpoucxooum pacmeopeHue Memarsioe makux
Kak HUKersb U Maz2Hul, a makxe ux rnocnedyrowasl ¢huribmpauyusi.

Pesynbmamai: [pouecc kapboHU3ayuu ofusuUHa U wiiaka rnod 6bICOKUM
OaenieHuem (om 40 do 80 6ap) 6bin ycriewHo nposedeH ripu 175 °C &
asmokriage ¢ dobaskamu u 6e3 HUX.

Bbigodbi: CpasHumernbHbIl aHanu3 rokasarn, Ymo kapboHu3ayus wriaka
(makc. 300 k2 / m) o cpasHeHUo ¢ KapboHusayuel onusuHa (Makc.70 ke/
m) 8 0OUHAaKOBbIX yCII08USIX MPOU380OUMCS HAMHO20 JTy4lue.

Knroyesnbie criosa: kapboHU3ayus, 0f1UBUH, Wrak, asmokrnas, 0obasku.

BESMBAHE YITBEH-AVWOKCNOA CA MUHEPAITUMA U LLTBAKOM
NPV BUCOKOM MPUTNCKY Y AYTOKIABY

Kaprioc ®. Matyc?, CpeFiko P. Cronuh?®, ayTop 3a npernucky,
BepHa . ¢pmp,pwx6
# Refratechnik Cement GmbH, FeTuHreH, CasesHa Peny6rnuvka Hemauka

® TexHNuKuM yH1BEP3UTET y AXeHy, VIHCTUTYT 3a NpoLiecHy MeTanypritjy u
peuuknupane mMeTana, AxeH, CaBeaHa Peny6nvka Hemauka

OBNACT: xemujcke TexHomnoruje
BPCTA YJIAHKA: opurMHanHun HayyHu pag,

Caxemak:

Yeod/yurb: Besusare yarbeH-Ouokcuda ca MuHepanuma (OfueuH U
80/1aCMOHUM) U CeKyHOapHUM Mamepujasiuma rpu eUCOKOM MPUMUCKY Yy
aymokiiasy 6pJio je 8aXKHO 3a 3awmumy XUgomHe cpeouHe.

Memode: 3a osaj npouec HajeaxHuje je noHaware yarbeH-duokcuda y
800eHOM pacmeopy rpu 8UCOKOM MPUMUCKY U pacmeaparbe Memarna
Kao Wwmo cy HUKan u MazgHe3ujyM, kao u HapelHa chunmpauuja.

Pesynmamu: [lpouyec ee3usar-a yarbeH-OUOKcuda ca OJIUBUHOM U
wirbakoM ycrielWwHo je ussedeH y aymoknagy Ha 175°C usmely 40 u 80
bapa y npucycmey u odcycmesy adumuea.

Sakrbyyak: YrnopedHa aHanu3sa je nomepodusia 6orbe 8e3UBaH-€ yarbeH-

duokcuda ca wrbakom (MakcumarHo 300 kg/t) y nopehery ca onueuHom
(makcumarnHo 70 kg/t) npu ucmum ycriosuma.

KrbyyHe peyqu: ee3usame yarbeH-OuoKcuda, OfuBUH, WJ/baka,
aymokrnas, dodayu.
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Abstract:

Introduction/purpose: Technological progress has led to the
actualization of the problem of construction and use of high-energy
microwave weapons, especially electromagnetic bombs. However, in
the recent military-professional literature, this issue is little represented.

Methods: The available existing literature on the subject was analyzed.

Results: It has been established that the general principles of functioning
and theoretical bases have been widely available and known for many
years. Numerous experiments in specialized institutions have confirmed
the electromagnetic pulse effectiveness. This is especially true of
sensitivity of devices based on semiconductor technology. Also, it is
assumed that, at the current technological level, technical solutions are
widely available to a large number of entities. The most common model of
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electromagnetic bomb dealt with in the literature is the realization of the
use of a compression flux generator and an oscillator with a virtual
cathode. According to the authors, this variant would ensure that the final
product has realistic physical dimensions and sufficient strength to be
useful. Another problem identified in the literature is the massive absence
of adequate protection measures against the effects of electromagnetic
pulses. This applies not only to the civilian but also to the military sector
and imposes the need to invest significant resources in order to
subsequently increase resilience.

Conclusion: The available literature indicates that it is possible to make an
electromagnetic bomb of acceptable physical dimensions and power. It is
assumed that it would generate an electromagnetic pulse with a power of
about 10 GW and a frequency of 5 GHz. In combination with high-
precision weapons, even protected devices would be successfully
disabled. The wide presence of semiconductor technology in all spheres
of life makes this weapon extremely effective and it is realistic to expect its
much wider application in the coming period.

Keywords: high energy microwave weapon, electromagnetic bomb,
electromagnetic pulse, explosively pumped flux compression
generators, vircator.

Introduction

The harmful effects of electromagnetic pulses have been known for
a long time. The most famous example is the activation of a warhead
with a power of 1.45 megatons, at an altitude of 250 miles above the
Pacific Ocean. The consequences of this experiment were much more
serious than expected. The impact of electromagnetic pulses was felt in
Hawaii, 1445 km from the explosion center. The consequences were the
destruction of street lighting, alarm systems and telecommunication
systems. Six satellites at such a distance for which the possibility of
affecting them had not even been considered were completely destroyed.
After this event, the effect of the electromagnetic pulse becomes
extremely relevant from the aspect of military use. Further research has
yielded more accurate knowledge about the consequences of using such
weapons. Thus, a nuclear warhead, with a power of 1-2 megatons,
activated at an altitude of 250 miles, would release an electric field of 10-
50 kV / m, which would cause damage to a larger continental part of the
United States (Miller, 2005, p.390).

Numerous laboratory research studies have significantly contributed
to understanding the mechanisms of influence of electromagnetic
impulses. In them, the electromagnetic pulse is not generated as a
product of a nuclear explosion, but is created by certain high-frequency
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high-power devices. Although they can be used more than once, these
technical solutions, due to their dimensional limitations, have not found
wider application outside specialized scientific research institutions.

Technical solutions called high-energy microwave weapons stand
out today as very important for military use. These are devices capable of
emitting directed high-frequency electromagnetic energy. Their pulse
power is 100 MW-100 GW, and the operating frequency is 1-300 GHz (Ni
et al, 2005, p.2). Progress in their development in recent decades has
been most pronounced in the domain of reducing physical dimensions,
while maintaining and increasing power. Currently, such systems have a
spatially limited scope, but create an electric field strong enough to
disable integrated electrical circuits (Miller, 2005, p.391). There are
different types of their construction and use, and a special focus is on a
solution realized in the form of an electromagnetic bomb. It is made as a
disposable device, whose main functional units are realized using a
compression coaxial flux generator, a high-frequency generator with a
virtual cathode oscillator, and an antenna system based on a helix
antenna.

Explosively Pumped Flux Compression Generators

The main problem in the construction of such weapons is the
provision of an adequate power source. It is easily overcome if the
concept of a disposable weapon, i.e. electromagnetic bomb (e-bomb) is
adopted. A popular approach to the problem is the choice of an
Explosively Pumped Flux Compression Generator. Its advantage is the
well-known working principle, technical simplicity and high efficiency. In
addition, estimates indicate that it can be made by any country with a
developed information technology sector (Miller, 2005, p.392).

The idea its construction is based on is to use the power of
explosion to quickly compress the magnetic field, thus ensuring the
conversion of explosion energy into electromagnetic field energy. An
explanation of this can be easily found in the available literature, and is
illustrated by a simplified cross-section in Figure 1 (Kopp, 1996, p.3).

The basis of the construction is an electric coil wound on a copper
pipe, in which there is a shaped explosive charge. The coil represents
the generator stator. On the outside, there is an additional sheath made
of dielectric material so that the electromagnetic field is better directed.
The central explosive charge extends along the entire length of the
copper pipe.

On the side of the charge, from which the detonation path begins,
there is an explosive lens which should provide a certain law of formation
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and propagation of the explosive wave. This deforms the copper tube
into a regular conical shape. The aim of this is to spread the copper tube
evenly over the entire diameter of the stator, thus causing a short circuit
between the stator windings. This deformation will move with the
explosive wave towards the stator output contacts, Figure 2 (Kopp,
1996, p.3).

Dielectric Structural Jacket Insulation Block

Armature Tube o
Stator Winding \

ononoononoo:

Input Ring Exsplosive Stator Output Ring

Insulator Block
Explosive Lense Plain Generator

Picture 1 — Construction of Explosively Pumped Flux Compression Generators
Puc. 1 — KoHcmpykuusi eeHepamopoeg cxamusi Tomoka ¢ 83pbI8HOU Hakaykoll
Cnuka 1 — KoHcmpykyuja ekcrinosujom nokpemaroe ¢hriyKCHoe eeHepamopa

Immediately before the activation of the explosive charge, the coil is
supplied with high-power current, of the order of mega amperes (for
which another, smaller flux generator can be used). Due to the flow of
current, a large, rapidly decreasing electromagnetic field is created. The
activation of the explosive charge is timed to correspond to the moment
of reaching the current peak in the stator windings.

The explosive generator with the lens is activated and forms an
explosive wave that deforms the copper tube into a conical shape, which
spreads over the inner diameter of the stator windings, short circuits
them and "traps" the current in the device.

The short circuit moving along the generator body has the effect of
compressing the magnetic field while reducing the inductance of the
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stator winding. The result is the formation of a rapidly growing impulse,
the maximum of which is reached immediately before the physical
destruction of the generator itself.

TIME

Picture 2 — Deformations of a copper pipe under the action of an explosive wave
Puc. 2 — Jecpopmayuu medHoli mpybbl nod eo3delicmauem 83pbI8HOL 807IHbI
Cnuka 2 — [Jegpbopmauuje bakapHe yesu rnod 0ejcmeom eKCrio3usHo2 manaca

According to the available results, the maximum is reached in a few
milli or micro seconds. Also, for a current peak of 10 MA, an output
power of several tens of MJ is provided (Kopp, 1996, p.5). In this way, an
electromagnetic field of 1 kV / m is created at a distance of approximately
2 km, or 10 kV / m at a distance of 175 meters. A field of this strength
would ensure the safe destruction of all electrical systems (Miller, 2005,
p.392). However, the main problem is the low frequency of this pulse,
usually below 1 MHz, which does not provide sufficient efficiency on
targets of smaller dimensions (such as integrated circuits).

Oscillator with a virtual cathode

There are several possible solutions how to provide a high
frequency pulse of sufficient power from the output pulse of the flux
generator. The available literature offers several different HF sources, the
characteristics of which can be seen in Table 1 (Ni et al, 2005, p.3).

It is interesting that the most common choice from the aspect of
making an e-bomb is a variant of a device with a virtual cathode oscillator
(vircator). Although it does not provide the highest output power, nor can
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it cover higher frequencies of the microwave spectrum and has low
efficiency, it is a popular solution for making e-bombs. The main reason
is a simple construction and small dimensions, which is why it has a
great possibility of practical use. It should be noted that the realization in
the variant of the axial vircator stands out in terms of efficiency (Kopp,
1996, p.5).

Table 1 — Different sources of HF energy
Tabnuua 1 — Pasnuy4Hble ucmoy4Huku BY sHepeauu
Tabena 1 — Pasnu4umu u3sopu B® eHepauje

Device name P F T 1
(GW) (GHz) | (ns) | (%)

Virtual cathode oscillator 1.2 5.9 - -
Freedom electronic laser >1 40 - 30
Axial driven cathode oscillator 7.5 1.17 - -
(I:Isiflg?;uxiliary slow wave 4-8 ) ) 15-25
Single pulse looping-wave oscillator | 1.5 8.-12.5 | 60 30
Looping-wave oscillator 1 10 2 30
Field radiation oscillator 0.06 7 - 25
Looping-wave oscillator 1.5 Xband | 60 50
S:gﬁ:tt(i)r;g pulse looping-wave 1 10 2 30
Relativity magnetron 0.1 - 1000 | -
Improved cyclotron tube 2 12.5 50 -
Polarized radiation microwave tube 0.06 7 700 25

Kop offers a simple explanation of the principles on which the
operation of the vircator is based, Figure 3. The basic idea is to
accelerate a strong jet of electrons to the mesh anode which is grounded
to the device body. Most electrons will pass through the anode and form
a charged space behind it. This charged area represents the virtual
cathode.

The virtual cathode will oscillate at the appropriate frequency, which
can be adjusted by manipulating its position in the cavity. The output
power ranges from 170 kW to 40 GW, and the frequency range covers
the decimeter and centimeter wavelength range.

Although it has a very low efficiency, which is only 1%, the simplicity
of design, small dimensions, and the absence of external magnetic field
makes this a popular solution (Drazan & Vrana, 2009, p.622).
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Dielectric
Window

Z Insulator

Cathode & Virtual Cathode

(C) 1996 Carlo Kopp

Picture 3 — Simplified presentation of the construction and principle of operation of the
vircator
Puc. 3 — YnpouweHHoe npedcmasnieHue KOHCMpyKyuu u npuHyuna pabomasi eupkamopa.
Cnuka 3 — YnpowheHu npuka3 KOHcmpykyuje u npuHyuna pada supkamopa

Kopp cites pulse duration as the biggest limitation in using a vircator.
It is usually of the order of microseconds and is limited by the melting
time of the anode and the stability of the oscillation frequency which are
conditioned by the emitted power.

Antenna system

The next step in the construction of the e-bomb is the selection of an
appropriate antenna system. The main problem here is the high output
power of the vircator and ensuring the maximum utilization of the
transmitting antenna.

Practical problems as an optimal choice impose the choice of a
circularly polarized antenna. This brings the following advantages in
relation to solutions with linear polarization:

- reflection - the signal strength is not reduced because it is emitted
in all planes, so its reflection is not mostly expressed on one plane;

- absorption - due to broadcasting in all planes, the probability of
coupling with the target device is higher;

- phase - since these are signals of higher frequencies, this type of
polarization provides a higher probability of coupling regardless of the
position and shape of the target object as well as obstacles;
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- multi-path problem - the problem arises when the basic and
reflected signals reach the receiver almost at the same time. This can
have the problem of creating dead spots and reducing the total power at
the reception. Circularly polarized antennas are less susceptible to this
problem;

- visibility line - when the line of sight is disturbed by obstacles such
as vegetation and smaller buildings, circular polarization has a better
ability to establish a coupling with the target object; and

- influence of atmospheric conditions - thanks to the characteristics
described above, there is greater resistance to the influence of rain, snow
and other microconditions on signal absorption.

As an optimal solution, Krop states the use of a narrowing helix or a
conical spiral antenna. According to the shown solution, Figure 4 (Kopp,
1996, p.10), the connection is by means of probes in the resonant cavity
of the vircator, which are directly connected to the antenna.

Dielectric Nosecone Radome

Antenna Feed Ports (in phase) / \ Circularly Polarised Radiation

|\
\J “ |/ ~!| H' \h|

(C) 1996 Carlo Kopp

Axial Vircator

Backfire Reflector
bt Multifilar Conical Helix Antenna

Picture 3 — An example of a link between a vircator and an antena
Puc. 4 — lNpumep ces3u mexdy supkamopoM U aHmeHHoU
Cniuka 4 — lNpumep se3e supkamopa U aHmeHe

Effect of electromagnetic pulse on electric circuits

The importance of the problem of the influence of EMP on the
operation of electrical circuits is shown by the fact that it is the subject of
work of specialized institutions. For example, in Sweden, there is The
Microwave Test Facility, whose task was originally to test the impact of
high-frequency signals on aircraft, and later to start testing with
commercial electrical devices.
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The influence of EMP is considered through: impulse characteristics,
coupling mode, and mechanism of influence. The quantities through
which EMP is defined and through which its influence on electric circuits
is estimated are: pulse growth time (v/s), electric field strength (V/m), and
frequency (Hz), (Miller, 2005, p.387). Growth time is a basic factor in
terms of "bypassing" overload protection. The strength of the electric field
directly indicates the amount of energy that can be transmitted, and the
frequency indicates transmission efficiency. Tests have shown that
integrated circuits are more sensitive to higher frequency EMP, while
physically larger electrical systems (such as power grids) are more
sensitive to lower frequency EMPs. EMPs at frequencies from 200 MHz
to 5 GHz' are considered the most dangerous for electrical systems.

Coupling is the way EMP is introduced into an electrical system, and
can be accomplished in two ways (Vasilevich & Pershenkov, 2016,
pp.621-629). The first is through the front door, i.e. the points that are
intended to be the inputs / outputs of electrical circuits. The simplest
example of this is the transceiver antennas of various devices. The
second way is through the back door or through the points whose
purpose is to connect parts of the system into a functional whole (signal
transmission, power supply elements, etc.). In this case, the correlation
with the frequency spectrum of the pulse is very important. Because EMP
covers a wide range of frequencies, it easily penetrates parasitic
antennas and connects to electrical systems.

Regardless of the type of coupling, these two authors further list four
basic levels of influence on electrical systems. As such, they single out:
upset, lock-up, latch-up, and burnout.

The first two ways are interfering with the operation of electrical
devices and as such are found in foreign literature under the name soft
kill. Uupset is the temporary interference with one or more electrical
nodes in a device. Due to the appearance of parasitic voltages, the
device does not function normally. The malfunction is rectified when the
source of interference is switched off. The lock-up is similar to the
previous case, except that now, in addition to stopping the interference, it
is also necessary to turn off or reset the device.

With greater power, permanent damage and destruction of electrical
devices is achieved. This influence is found in the literature under the
name hard-kill. The only way to eliminate the consequences of such
actions is to repair or replace certain parts of the circuit. A latch-up is an

' This is the frequency area with the largest number of radars, TV systems, mobile
telephony systems, etc.
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extreme variant of locking in which, due to the level of induced voltage,
certain nodes in circuits either self-destruct or turn off. Burnout is the
most extreme form of impact on electric circuits. It takes place physically
through the form of a short circuit or even the physical burning of certain
nodes, the melting of capacitors, resistors or conductive paths.
Incineration is most often localized at points where more conductors
intersect, more bases, collectors or emitters are connected. Damage
occurs because, due to the described phenomenon, the components of
the circuit are heated to a temperature exceeding 300 ° C.

The main factors, important for the damage of semiconductor
elements, are the following:

- occurrence of voltages and overload currents in electric circuits,

- breakdown of dielectrics and air insulation between and near
conductive roads,

- formation of short circuits in parasitic thyristor structures, and

- the induced EMP recombination currents.

Which of the mechanisms will exert a key effect depends mostly on
the distance of the target from the EMP source, its frequency, the
vulnerability of the target itself, the degree of EMP connection, as well as
the entry points.

These authors give a tabular overview, Table 2, of the voltage
quantities required for the physical destruction of certain elements
realized in semiconductor technology. What can be seen is that
semiconductor elements are extremely sensitive and that it is necessary
to achieve voltage induction of the order of several tens of volts in order
to ensure the safe destruction of such elements. Computers and
integrated circuits are especially sensitive, for which a voltage of only
10V is sufficient. In contrast, "older technology" based on pipe
technology is much more resistant.

Table 2 — Voltage levels required to damage various semiconductor components
Tabnuuya 2 — Ypo8HU HarnpsikeHusl, Heobxo0umble Orisi Io8pexx0eHUs1 PasiuYdHbIX
r1o/1yrnpo8oOHUKOBbIX KOMITOHEHMO8
Tabena 2 — HanoHcku HU8OU HeONMXxo0HU 3a owmehere pasnuqyumux
r1o7yrnPo8oOHUYKUX KOMIOHEHMU

Types of semiconductor devices Breakdown voltage
Silicon high frequency bipolar transistors 15V-65V

Gallium Arsenide Field Effect Transistors 10V

High density Dynamic Random Access Memories (DRAM) | 7V

Generic CMOS logic 7V-15V
Microprocessors running off 3.3 V or 5 V power suppliesV 3.3V-5V
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Numerous experiments are being conducted to better understand
the impact of EMP. The importance of this question shows that there
have been specialized institutes in the world for decades that deal with
research in this field. One example is the Swedish microwave test facility.
They are capable of producing electromagnetic pulse frequency up to
15GHz and pulse power up to 10GV (Backstrom et al, 2002).

An interesting resistance test of the computer network resistance to
the influence of EMP was conducted in this institution (Arnesen et al,
2005). The subject of the test were LAN and WLAN networks,
implemented on three desktops and five laptops. A field of maximum
strength of 29 kV/m at a frequency of 1.3GHz and 17.5 kV/m at a
frequency of 2.86 GHz was used as a source of interference. The tested
equipment was distributed in three different radiation areas (according to
intensity).

The results of this study were as follows. Parts of the equipment
tested showed varying degrees of failure, from interference to failure
(which could have been instantaneous or manifested with a delay of 5
minutes). Wireless networks are extremely sensitive because AP? were
damaged by a field of strength in 175 V/m. The operation of LAN
networks was already disrupted with a field of 2 kV/m, while interference
of higher intensity’ occurred with a field of over 4 kV/m. The physical
damage of the electrical components started at 8 kV/m, and the power
field of 12 kV/m had the effect of certain destruction. Computers have
shown varying degrees of sensitivity. Laptops are up to ten times more
resistant than desktops, but there were also differences depending on
the specific type and manufacturer.

It is interesting to note that parts of the network equipment are
significantly more resistant than computers themselves. Although the
LAN was already disrupted at 500 V/m, its operation was interrupted for
fields of 8 V/m, there was no physical damage to the parts of this
equipment.*

These and similar experiments indicate that it is possible to make
EMP of sufficient power to affect electrical devices. This data, in addition
to the possibility of making an e-bomb, also indicates the problem of
designing a successful protection against this type of threat.

% Acces point
3 Interference was performed at frequencies of 1.3 and 2.86 GHz
“Fora frequency signal of 2.857 GHz

509

Banjac, G. et al, High energy microwave weapon - electromagnetic bomb, pp.499-517



@VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2021, Vol. 69, Issue 2

Electromagnetic pulse protection

Protection measures and their efficiency depend on several factors,
and armor protection and grounding have proven to be the most
effective. The best example of armor protection is the use of a Faraday
cage. This type of protection is realized by complete shielding, protected
device, conductive material.

This ensures the distribution of electricity on the surface of the
armor, which cancels the electric field inside it. Although efficient, this
system has disadvantages that arise from the need to provide power and
signal flow to the protected device. This causes the need to make holes
in the armor, which will represent imperfections in the electrostatic armor.
These openings will be "open doors", for all EMP wavelengths smaller
than their dimensions and thus reduce the effectiveness of this type of
protection. In addition, the use of conductors represents additional points
for coupling with EMP.The problem with signal flow is successfully solved
by using optical cables, while the issue of power supply still remains one
of the main problems.

Although there are standard protection solutions, they must be
adapted to the specific mode of threat, i.e. the type of electromagnetic
pulse. The best example of this is a graphical representation of different
types of electromagnetic pulses, Figure 5 (Kopp, 1996, p.3). What can be
seen, as the most obvious difference, is the time of growth and duration.

Thus, the EMP caused by a nuclear explosion almost immediately
reaches its maximum value and lasts extremely short, which dictates the
specific conditions for the design of protection systems. In contrast, the
EMP created by the flux generator gradually reaches its maximum value
and lasts longer. The fact that these diffences are significant is indicated
by the results of the research conducted in the USA, to which Kopp
refers.

According to them, the protection measures developed for the
purpose of preventing the impact of EMP caused by a nuclear strike are
not sufficiently effective in preventing the effects of pulses generated by
the use of high-energy microwave weapons.
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Picture 4 — Forms of electromagnetic pulses
Puc. 5 — ®opmbi anekmpoMazHUMHbBIX UMYbCO8
Cniuka 5 — Obnuyu enekmpoMagHemHUX umryrca

The most economically viable is the design and installation of
protection during the construction of devices themselves, while the costs
of subsequent protection are significantly higher. As an example, various
studies on the sensitivity to the use of EMP conducted in the United
States can be cited (Foster et al, 2008, p.23). According to them, the
estimated costs of installing protection in the existing elements of the
high-energy electric, gas and telecommunication network range between
20 and 30 billion US $. Between $ 800 million and $ 1.5 billion need to be
set aside to protect the most basic parts of the power system (such as
high-voltage transformers). Strengthening most military systems would
amount to an additional 10% of the cost, and strengthening only the
military energy network an additional 10% of the cost. What everyone
agrees on is that there are a very large number of systems without any
protection, not only in the civilian but also in the military sphere. The
problem is still extremely current because recent estimates suggest that
the achieved level of resistance to electromagnetic pulse is still low and
requires a more vigorous approach in eliminating this danger
(Commission to Assess the Threat to the United States from
Electromagnetic Pulse (EMP) Attack, 2017)

Example of an electromagnetic bomb model

Back in 1996, Kopp presented an assessment of the dimensions
and manner of realization of the applicable e-bomb. According to him,
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this can be realized in the housing of the dimensions of an air bomb type
Mk.84, Figure 6 (Kopp, 1996, p.10).

Dielectric Nosecone
Microwave Antenna
Pulse Shaping Network

Ballast Ring
Power Supply

ot /./,, ;
/ f Vircator Tube

Coaxial FCG (Stage 1)  Coaxial FCG (Stage 2)

(C) 1996 Carlo Kopp

Battery

Coaxial Capacitor Bank

Picture 5 — An e-bomb placed in Mk.84 air bomb
Puc. 6 — OnekmpoHHasi bomba, pasmeujeHHasi 8 asuabombe Mk.84
Cnuka 6 — E-6omba cmewmeHa y merno asuo-6ombe Mk.84

The air bomb body, 3.8 m long and 0.46 m in diameter, would
successfully accommodate an e-bomb realized on a two-stage
compression flux generator, with a virtual cathode generator. This would
provide a usable model whose biggest problem would be a limited field of
action, which can be overcome by high probability of kill. Also, by
reducing the activation height, the lethal area is reduced, but the
strength of the electric field is increased. In this way, targets of greater
resistance can be destroyed.

Michael Abrams gave an estimate of how much EMP power could
be achieved (Abrams, 2003). With the application of technical solutions
stated by Kop, such a bomb would have a power of 10 GW, a frequency
of 5 GHz and would have a deadly footprint with a diameter of 400-500
m. In this area, it would create a field of several kilowatts per meter. This
would have an extremely distructive effect, even if the electrical devices
in the targeted area had a certain degree of protection.

Conclusion

The trend of digitalization of all spheres of society has brought a
wide presence of semiconductor technology. Besides numerous
advantages, however, this undoubtedly brings certain weaknesses. The
biggest one, extremely interesting from the aspect of both attack and
protection, is the sensitivity to electromagnetic pulse effects. This area is
important because the mechanisms of affecting electrical devices are
well known and confirmed by numerous experiments.
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The theoretical basis and technology of making an applicable model
of an e-bomb are known and available to a wider number of subjects.
The optimal choice of technical solutions, such as a flux generator for a
power source and a vircator for an HF generator, would ensure the
production of an e- bomb with real physical dimensions, a power of about
10 GW and a frequency of 5 GHz. In combination with high-precision
weapons, satisfactory delivery accuracy would be achieved and thus
limited power would be compensated. A large number of lucrative
targets, ranging from radar and missile systems, through communication
systems, to modern battle tanks, would justify the development and use
of such weapons.

The high efficiency of e-bombs indicates the importance of this
problem not only in the civilian but also in the military sphere. The main
reason is the declining awareness of the importance of installing
protection measures; and if they exist, they are not fully effective in
protection against EMP produced by the e-bomb. A certain problem is a
dominant trend of commercialization of the military sector, which leads to
the growing presence of electrical components, which are not sufficiently
protected. This is important because it is realistic to expect wider
application of such weapons systems in the coming period. Also, timely
protection, installed in the design phase, is significantly less financially
burdensome compared to the cost of the entire project.
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BbICOKO3HEPIETUYECKOE CBY-OPYXWNE -
ONEKTPOMAITHNTHAA BEOMBA
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78.25.00 BoopyxeHue 1 BoeHHast TEXHUKa;
78.25.23 Hoseliwmne pa3pabaTbiBaeMble cpeacTsa
BOOPY>XEeHHOW 60pbObl 1 3aLWUTEl OT HUX
B CTATbW: npodeccroHanbHas ctaTbs
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Pe3some:

BeedeHue/uenb: TexHudeckul npoepecc rpueen K akmyanusauyuu
gorpoca o0 co30aHuuU U MPUMEHEHUU 8bICOKOSHepaemu4yeckoeo CBY-
opyXusi, 8 4YacmHocmu 3reKmpomMagHUmHbeix 6omb. OO0Hako 8
Hoeelweli 80eHHO-NPOgheccUoHansHoU numepamype 3mom 80rpoc
HedocmamoyYyHO OCBEUIEH.

Memodbi: B QdaHHOU cmambe npedcmasrneH aHanu3 umerouwielics
Jnumepamypabl o daHHOU meme.

Pesynbmamei: BbisisrieHo, 4mo obujue npuHyursl hyHKUUOHUPO8aHUS U
meopemu4eckue OCHOBbI WUPOKO OGoCMmyrHbl U U38ECMHbI Ha
pPOMsKeHUU  MHoaux n1iem. MHO204UCHEHHbIE  3KCHepUMEHMbl 8
crieyuanu3upoBaHHbIX yupexoeHusix nodmeepdurnu 3ghghekmueHOCmb

3rIeKmpomacHUImMHo20 umnyribca. OcobeHHo KacameJsibHO
yyecmeumesibHocmu ycmpoflcme Ha OcCHose I'IO.I'IyI'IpOGOGHUK osol
MEexXHUKU. Takxe npednonazaemcs, 4mo Ha meKyuw,em

MEXHO/I02UHECKOM YPOBHE MEXHUYECKUE pPeuleHus] WUPOKO GOCMYyIriHbI
bonbwoMy Komudecmsy opeaHusauyul. B usyyeHHOU numepamype
Haubosiee pacripocmpaHeHHOU MOOENbIO 3rIeKmpoMagHUmMHol 60ombbI
S16/19€MCS UCIMOMb308aHUe 2eHepamopa Cxamusi nomoka u 2eHepamopa
C eupmyarsnbHbiM KamodoM. [1o MHEeHU0 aemopos, 3mom eapuaHm
2apaHmupyem, 4moO  KOHe4YHbIl  npodykm  bydem  obnadamb
docmamoy4Hol  MOWHOCMbIO U peanuCmuyHbIMU  bU3UYECKUMU
pasmepamu 07151 Mo2o 4Ymobbl uMems UeHHOCMb UCMob308aHus. Ewe
o0Ha npobriema, 0603Ha4YeHHas1 8 nniumepamype, kacaemcsi goripoca o6
omcymemeuu coomeemcmsylowux Mep 3awumsi om 8030elicmeust
3/IEKMPOMacHUMHbIX UMITY/IbCO8. 3mMO OMHOCUMCS HEe MOJbKO K
epax0aHCKOMYy, HO U K B0EHHOMY CEKMOpPY U mpebyem UH8eCmupo8aHUst
3Ha4YumeribHbIX  pecypcos  Ons  Mocredyruieeo  MosbileHUs
COMPOMUGIEHUSI.

Bbigodbl: B docmyrnHoli numepamype yKka3bleaemcs, 4mo MOXHO
paspabomampb ariekKmpomasHUmMHyro 6omby rpuemnemMbix husudeckux
pasmepoe u mowHocmu. [lpednonacaemcs, 4mo OHa 6ydem
2eHepuposampb 3r1eKMPOMacHUMHbIU UMIMYSIbC MOUHOCMbI0 oKoro 10
'Bm u 4acmomou 5 [Ty. B coyemaHuu C 8bICOKOMOYHbIM OpYyXUem
Oaxe 3aujuuieHHble ycmpolicmea MOXHO 6ydem ycrielWwHo ebi8ecmu U3
cmpos. Lupokoe npucymcmeue rosynpo8oOHUKO8bIX MEeXHOIoauli 80
8cex cghepax  KU3HU Oernaem  3MO  OpyXue  4pe3sblHaliHo
aghgpekmueHbIM, criedosamesibHO, MOXHO OXudamb €20 WUPOKO20
npumMeHeHus1 8 briuxxadiuiem repuoode.

Knrouesbie crioga: CBY-opyxue 8bICOKOU 3HEpauU, 371eKmpoMagHUMHast
bomba, anekmpomazHUMHbIU UMIYIIbC, 2eHeparmophbl CxXamusi omoka c
83pbI8HOU HakayKoU, supKkamop.
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BUCOKOEHEPIETCKO MUKPOTANACHO OPYXJE —
ENEKTPOMAIHETHA BEOMBA

lopan M. Bawau®, aytop 3a npenucky, Bradumup [. Hophesuh?®,

Munadun 3. XXuskouh®, A60esniax deppjanu

 YunsepauteT onbpare y Beorpaay, BojHa akanemuja, Katenpa
npoTnBBa3dyxonnoBHe onbpaHe, beorpaa, Peny6nuka Cpbuja

® NonuTexHuuka BOjHa akagemuja, Armkup,
HapopgHa [lemokpaTtcka Penybnvka Amxup

OBNACT: enektpomarHeTuka
BPCTA YJIAHKA: cTpy4Hu pag

Caxemak:

Yeod/uyurb: TexHonuwku Haripedak dogeo je 00 akmyenu3auuje numara
KOHCMpyKyuje u kKopuwhera BUCOKOEHEP2emcKo2 MUKpOmanacHoa
opyxja, a nocebHo erekmpomazHemeHe 6ombe. Mehymum, y Hoeujoj
80jHOCMpPYYHOj  numepamypu  oea  fnpobremamuka je  pemko
3acmyrbeHa.

Memode: UsepweHa je aHanusa nocmojehe docmynHe fumepamype u3
npedmemHe rpobremamuke.

Pe3synmamu: YcmaHoerbeHo je Oa cy onwima Hadvesia ¢hyHKYUOHUCaHa U
meopujcke ocHoge GocmyrHU U rno3Hamu eeh Ayxu HuU3 2o0uHa. bpojHu
eKkcriepuMeHmu  y crieyujanu3oeaHuM ycmaHogama romepounu cy
ehukacHoCm ymuuyaja efiekmpomMazHemHo2 uMmysca, Wwmo ce
npesacxoOHO O0OOHocu Ha ocemsbugocm ypehaja 6asupaHux Ha
nonynposodHUYKoj mexHonoauju. Takofe, npemrnocmaesba ce 0a cy, Ha
cadawibeM MEXHOMTOWKOM HUBOY, MEXHUYKa pewerba 0ocmyrnHa
serlukoM 6pojy cybjekama. Kao Hajuewhu modesn enekmpomazHemHe
bombe, y numepamypu ce ucmude peanusayuja Kopuwhemem
KOMIpecuoHoe chryKc-2eHepamopa U ocyunamopa ca eupmyernHoM
kamodom. Osa sapujaHma Moena 6u 0a 0b6e3bedu da KOHa4yHU rPou3eod
uma pearnHe husuyke OuMeH3uje u A0B0SbHY CHazy, Kao U yrompebHy
gpedHocm. Jow jedaH 00 npobriema Koju je udeHmughukosaH Yy
obpaheHoj numepamypu jecme MacosHuje 00cycmeo adeKkeamHuUx mepa
3awmume 00 Ogjcmea erlekKmpomazHemHoa umryrica. To ce He 0OHOCU
camo Ha UUBU/IHU, He20 U Ha 80jHU cekmop u Hamehe nompeby yracara
3HamHux cpedcmasa padu HakHadHoe roeehara omrnopHocMu.

Sakrbyyak: [JocmynHa numepamypa ykasyje Ha moeyhHocm uspade
efiekmpomagHemHe 6ombe rnpuxeamsbugux @U3UYKUX OUMEH3uja U
cHaze. [lpemnocmaswa ce Oa 6u HoOM buo eeHepucaH
efiekmpomagHemHu umriyric cHage oko 10 GW u gpekseHuuje 5 GHz. Y
KOMbBUHauuju ca BUCOKOIMPEeUU3HUM OpyXjeM Moenu 6u ce ycrewHo
omMemamu 4Yak U 3awmuheHu ypehaju. Llupoka 3acmyrrbeHocm
rornyrnpoeoOHUYKE MexHoMo2uje YUHU 08aK8O OpyxXje U3Y3emHo
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epukacHuM, naje  peasiHO odekugamu H-e208y 3HayajHujy NPUMEHy y
HapedHom riepuody.

KrbydHe  pe4qu:  8UCOKOEHep2emcKO  MUKpomarsacHo  opyxje,
eflekmpomazHemHa bomba, efiekmpomazHemHu umnyiric,
KOMIPeCUOHU ¢hrlyKc-eeHepamop, aupkamop.
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CABPEMEHO HAOPY>XAHE 1 BOJHA OINPEMA
COBPEMEHHOE BOOPY>XEHVE 1 BOEHHOE OBOPYJOBAHVE
MODERN WEAPONS AND MILITARY EQUIPMENT

Nneje o 6yayhvmM pycKMM OKMOMHMM KOHLenTuma'

Tokom npukasa Haopyxawa Armiya 2020, u3HeTa je pagukanHo Hosa
naeja o TEHKy Koju 61 3ameHno OCHOBHM 6opbeHun TeHk T-14 Armata. Y unaHky,
Koju je objaBrbeH 25. aBrycta 2020. rognHe, 6yayhun KOHUENT TeHKa npukasanu
Cy ekcnepTu u3 pyckor 38. MHCTUTYTa 3a UCTpaxuBame U TecTuparwe OKMOMHOT
opyXja n onpeme.

MHCTUTYT je oaroBopaH 3a OCHOBHW Npasal, pa3Boja OKIOMNHUX BO3una, Kao
N 3a TecTUparbe PasnMyYnNTUX OKIMOMHUX BO3UNAa PYCKMUX KOMHEHUX Tpyna.

MsBewrTaj pycke areHumje TASS HarosewTaBa ga he pycku TeHk T-14
Armata octatn y Haopyxawy 0o 2040. roguHe, anu ga je notpebHo noctaButn
OCHOBE 3a Jarby pa3Boj U 3aMeHy TEeHKa.

Engine compartment UAV launchers

Unmanned turret with ETC gun

Fuel tank uGv

[ I ==L i

Protected crew capsule
—_—

Source: Janes © 2020 Janes: 1774201

-EKkcneptn 38. nHCTUTYTa BMae HOBO 6opbeHO BO3MMNO Kao onuumjy 3rmobHor
BO3uNna cactaBrbeHor og Asa pgena. lNpeawun 6opbeHn mopyn mMoxe 6utu
onpemMIbeH KOHTPOMHUM OferbereM ca Tpu unaHa nocage y 3awTuheHoj
oknonHoj kancynu. Cpegtbn geo mogyna 6u 6mo onpemrbeH 6e3nocagHom
KynornoM ca MOHTMpPaHWM ereKTpO-TEePMOXEMUJCKMM TOMOM Ca ayTOMaTCKUM
nywadem”, wmsjaBuo je nykoBHMK Yevgeny Gubanov, 3ameHuk pupekTopa
UHcTutyTa.

MNMopea enekTpoTepMoxemujcKor Tona, Nnpearu Mogyn Bo3una cagpxao 6u
n henuvjy 3a BepTMKanHo naHcmpake paketa gometa Ao 12 km ca cuctemom 3a
HaBohewe. MNpegrwn aeo moayna 6uo 6m 3awTheH peakTMBHUM OKIOMOM Ha
HEeroBoM npeaweM geny rge 6w ce Hanaswno u ,3acnensbyjyhe nacepcko
opyxje”, Kao 1 ,eneKTpoMarHeTCKkun NyncHU reHepaTop”.

! Jane's Defence International December 2020

518



Opyrn moayn 3rnoBHor Bo3una HocrMo 6u MoTop, racHy TypOuHY cHare go
3.000 KC, kao n oaBojeHM [Oe0 3a faHcupawe HeBONEeHMX BasgyLUHMX U
KonHeHmx Bo3una. Ekcneptu objawraBajy ga 6u ynotpeba 3rnobHor KoHuenTa
ymamuna TexuHy Bo3una koja 6u mopana 6utn MHoro Beha 36or ynotpebe
HOBE BPCTE OKJlona M Haopyxawa. Ekcneptn MHcTuTyTa HaBoge ga 6u gpyru
3rnobHM Moadyrn Morao HOCUTM U JbYACTBO YMECTO HeBOheHux O6ecnmmoTHMX
netenuua u Bo3una, a ga 6u oba mogyna morna 6utn onpemrbeHa Kkamepama
Koje ,rnenajy” Kpo3 oknon.

Hcmopujam

[BoAenHn TEHKOBCKW NPOjeKTM pasmaTpaHu Cy W paHuje, HapouMTo ca
wBeackuM TeHkoBuma UDES XX5 n UDES XX20 — 3rnobHMM NakuM TeHKOBUMa
Koje cy passujane Tagawme WwBencke komnanvje AB Hagglunds n Séner. UDES
XX5 umao je wacujy Bv 206 Ha Kojoj ce Hanasuo Tomn, Mako ce Taga paguro
camo O AeMOHcTpaumju mobunHocTu npojekta. Kaga ce wcnoctasuno ga je
OV3ajH npukasao oAnuvyHe TepeHCKe KapakTepucTuke, OAJflydYeHO je da ce
n3pagn noTnyHM OEeMOHCTpauMoHu npojekaT ca 6opbeHom macom go 20 T.
TecTtupaHo Bo3uno pgobuno je Hasme UDES XX20 (o3Haka XX je o3HauyaBana
eKcrnepumMeHTanHo BO3MMO), a HeroBa Maca msHocuna je oo 26 1. Y jaHyapy
1982. rognHe ucnopyyuna ra je yroBopHa komnaHuja HB Utveckling AB, a
TecTupaHo je 4o Mapta 1984. roguHe.

Bosuno je nmano gea gena. MarauvH ce Hanasuo y npegwem geny, nako
je nmocTojana uaeja ga ce yrpagu aytoMaTCKu Nywady, a Aa ce MarauuH ca
rpaHatama Hahe Ha 3agwem moayny. MehyTtum, ncnoctaBuno ce ga je 6uno
noTpebHO Ja ce TOM CBakv MyT BpaTW Hasag y Mno3uvuuvjy 3a Nykere HakoH
CBaKor MCNarbeHor xuua, a 3atum Bpatu y NpBoOMTHY NO3nLUMjy Ka LnIby, LTO je
yCrnopasario UMKIYC HULLIAkEeHa U NyHerba.

TecToBM BO3WMa nokasanu cy pasnuuute pesynrtate. UDES XX20 je 6no
N3y3eTHO MOKpeTaH, caBrajaBao je Mpenpeke Ha MakwvM U cpeare TeLKUM
TepeHnMa, Kao 1 no cHery, 6orLe o4 Apyrmx TEHKOBA.

JedaH 00 meHkosa 60s/bUX Kapakmepucmuka Kojum he Pycuja onpemumu ceoje KornHeHe
cHaze 00 2027. 2oduHe je T-90M, Aok je cnedehu meHk Koju he yhu y cacmae KornHeHuUx
cHaza T-14 Armata
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LBeackn npotoTtun morao je ga ce kpehe m kaga 6w npegwun moayn
n3rybro ryceHuuy, anv cy onpaBke TEHKa Ourne KOMMIMKOBaHuje of, OnpaBKu
KnacuyHux TeHkoBa. [lojaBunm cy ce v gpyry npobrnemu. Bosuny je 6uno
notpebHO BMLIE BpeMeHa 3a npenasak M3 CTaTUYHOr, OCMaTpayvkor pexuma y
Monoxaj 3a oTBapake BaTpe, LITO je JOBOAMIIO OO pu3nKka rybrbera nokpeTHUX
mMeTa. Takohe, Hekn obnmMLUM MOBMIHOCTM MoKasanu cy ce NOLMKjU y OOHOCY Ha
KOHBEHUMOHanHa Bo3una. Ha npumep, okpetamwe y Mecty 6urno je Hemoryhe
300r Tora LITO je cBaku MoAyS UMao CBOjy MyTakwy OKpeTawa, LITO je 3Ha4uno
Aa je 6uno ckopo Hemoryhe OKpeHyTWM Leno BO3WNoO y marnom kpyry, Beh je
3axTeBasio HeKONMKO AyroTpajHujux maHeBapa.Boauno je 6uno HewTo BuLe Y
O[HOCY Ha TEHKOBE KOHBEHLUMOHAIHOr AM3ajHa, na ce MOormno nakwe npuMeTuTn
[OK je y NoKkpeTy, a uMano je n Behy ropwy nosplumHy. C apyre ctpaHe, 6uno je
mMoryhe ymawuTy LWMPUHY BO3WNMa, LWITO OM 3HAYMNO Makby npefwy MOBPLUNHY
Koja ©u 6una 6orbe 3awTuheHa.

Mopen Tora, NpeanoXxeHW AM3ajH je nogpasymMmeBao ayTOMaTCKU Myhad U
MarauMH Ha 3agweM Mmogyny, wTo Ou edmkacHuje WTUTUNO nocagy of
€eKCMNnoaunje 1 HakHagHor nsropeBaka MyHuumje. Ha kpajy, o4 oBor npojekta ce
ogyctano 360r mMexaHudke CrOXEeHOCTM OBaKkBOr BO3unia koje 6u 3axTtesano
MHOro Behe onepaTvBHe TPOLLKOBE OpXaBaka 1 NPOU3BOAHE.

Huje nosHaTo ga cy pycku UHXehepu NOKyLlanu npoussogky ABOAESHOr
TeHKka, nako je Pycuja passBujana pasnuuute npojekte 3a cBojy amunujy
Tonosa/xaybuua DT-10/20/30, kao wTto cy Ton-muHobGauay Magnolia Ha
nnatcpopmn DT-20PM v BuweueBHe naHcepe paketa Grad v Smerch Ha
nnatcpopmn DT-30PM.

TokoM ocampeceTux roamHa NpoLUMor Beka, COBjeTM Cy pa3mMaTpanuy uaejy
TEHKa ca 4YeTuMpu ryceHuue M ABa MoTopa nosHaTtor no osHaum Object 490,
.flepcrnekTnBHM TeHk 21. Beka”, ogHocHo PT21C.

Cneundukaumje Bosuna o6une cy Bpno ambuumosHe y CBakoM Morneay;
YKIby4mBane cy BaTpeHy MON, HMBO MpexuBrbaBakba U MOBUITHOCTU KOju Cy
Ounu umnpecrBHM M MO CajalkwuM cTaHgapauma. Mnak, oBakaB KOHUENT je
HanyLwTeH, npe ceera 36or Tora WTo je 6uo Bpno 3aBuncaH o TepmanHux n TB
Kamepa y CMUCIY CUTYaLUOHe CBECHOCTMU.

Y To Bpeme coBjeTCka ONTOeNeKTPoHCKa TEXHOMOrKja je 3HaTHO 3aocTajana
3a 3anagHom, na Huje 6uno moryhe npomasectun TeHk PT21C 6e3 ogroeapajyhmx
KIbydHMX KOMMNoHeHaTa. Mehytum, paHac je oBa uHOyCTpWja TONWUKO
HanpegoBana ga je moryhe peanv3oBaTu OBakBe €r3oTMyHe gu3ajHe.

AHanu3sa

KoHuent 38. wuHCTMTYTAa MMa HEKONMMKO enemMeHata Koju ce Mory
aHanuampatu. Ha npBu nornea, ynotpeba 3rnobHe wwacuje nsrnega NormyHo,
jep 6u omoryhuna Bo3uny ga OOCTUTHE MHOrO BERY TEXWHY Of KMaCUYHUX
TEHKOBa a Aa u aaree 3agpxu gobap, ako He u 6orbu, cteneH mobunHocTn. Ha
npumep, 3rnobHmn DT-30PM, koju HWje OKIonsbeH a uMa macy Ao 60 ToHa Moxe
ha ce kpehe Ha cHery m negy. Mehytum, kaga je y nuTawy TEHKOBCKA
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MOOUNHOCT, BO3UNo 6u Mopano ga ce kpehe M no MeKoM Tny, Kao LTO cy
nnoBava u necak, kao 1 Ha YBpCTMM noasiorama.

3rnobHo Bo3Mno 6u 3axTeBano crioXkeH npeHoc 6p3vHa ¢ 063Mpom Ha TO
[a ce cHara npeHocu ca 3agHer Moayna ka npegHem nNpeko NokpeTHor 3rroba
Koju 6u mopao ga ce genuv Ha ABa MOroHCKa naHdaHuka. Mnak, 3rmoGHOCT Hyau
W pasnuyuTe NOBOSBLHOCTU, YKIbYYYjyhn yxe pagujyce okpeTawa M MOryhHoCT
okpeTara 6e3 Beher noTucka Ha nogsiory no Kojoj ce kpehe. 3rmobHocT, Takohe,
omoryhaBa fa npeaku 1 3ahy MOgyNn OCTaHy Ha CBOjMM MOAoraMa nako ce
Hanase Ha Harmby koju je Ha 30 cTeneHn oA LieHTpanHe nuHuje Bo3una.

3rnobHo BO3WUMNO Ce TEOPEeTCKU MOXe M OOBOjUTM, Tako Aa CBakm Moayn
pagn HesaBUCHO. Mnak, ofdBajate nocagHoOr moayna of MOroHCKOr y OBOM
cnyyajy 6u 6uno Hemoryhe.

Moxe ce 3akbyunTh ga 3rnobHa Bo3una nocTky Behy 6p3vHy Ha TeLLKUM
JeoHuuamMa 1M Mawe ce 3arnaBrbyjy, anu wuxoBa Beha AyXnHA KOMMNIUKYje
TpaHcnopT 1 ynoTpeby y MpoCToprMa KOju Cy OrpaHnYeHN.

Wuctutyt HaBogu ga 6m noroH Bosmna umao cHary go 3.000 KC. Ykonuko
ce npeTnocTaBu ga 6v maca Bosuna 6una go 60 ToHa (10 ToHa Texa of 6uno
KOr Mo3HaTor pyckor TeHka) To 6u Boamno fo ogHoca cHare/mace og 50 KC/T.
YKONuKo ce npetnoctasun aa 6u Bosuno texuno o 80 ToHa, pesynrtart 6u 6mo
37,5 KC/1.

JlornyHo je ouvekmBaTu Aa Gy BO3UMNO 3axTeBano HEBEPOBATHY KOMUYMHY
MacuMBHOr M peakTMBHOI oknona Aa O6v npexuBeno MNpOTUBOKIOMNHE MNpeThe
2040. roguHe. JegHo oa moryhux peluemnsa je u 3awtuheHa kancyna 3a nocagy
Cca penatMBHO TaHKMM OKIIOMOM Ha OCTaTKy BO3una. Y CBakoM cny4ajy, C
003MpoM Ha noTeHuujanHe NpeTwe, BO3UNO O6u Mopano OuTn Tewko, na om
3rnobHM AM3ajH M jak NoroH morao gohu 4o nuapaxaja.

Opabup racHe TypbuHe Huje y cknagy ca pa3BOjeM PYCKMX TEHKOBA,
NPBEHCTBEHO y norneny TpowkoBa. [ogmHe 1987. amepudka Bojcka je yTBpauna
Oa Ou nokpeTawe OKMOMHe OuBMU3Mje onpemrbeHe TeHkoBumMa M1 Abrams Ha
aarevHy go 160 km 3axteBano 821.000 nuTtapa ropuBa y ogHocy Ha 605.500
nutapa konuko 6u 6uno notpebHO 3a nokpeTawe WCTe TakBe jedaunHuue
onpemMmrbeHe TeHkoBuMa M60 ca gusen motopuma. [logaTHa TexuHa TeHka M1
Abrams, Kao 1 NOTPOLWHA racHe TypOuHe, pe3ynTupajy BENMKOM MOTPOLLHOM
ropvea, na v BENMKUM TPOLLKOBMMA OfpXKaBara (onoTe.

Mopepn Tora, MmogepHW Av3en moTopu Mory goctuhu nctu HMBO ybp3arba u
ByYe, a no rabapuTy cy mawu of racHe TypbuHe. Ha npumep, amsen motop MT
883 komnaHuje MTU opg 1.500 KC 3axteBa 4,53 kyOHUX meTapa npoctopa y
opgHocy Ha 8,4 kybHuMx meTapa 3a TypbuHy AGT-1500 teHka M1 Abrams. Ha
OCHOBY OBaKBe payyHuue BuLle OM ce ucnnaTuino NocTaBUTK AU3EN arperart Ha
3rnobHy nnargopmy ca ogrosapajyhum npeHocom 6p3nHa.

Kapa je y nutamwy opyxje Bo3una, KomOUHaumnja enekTpoTePMOXEMUNjCKOT
ToMma ca pakeTama ca BepTMKaNHUM JaHcupakeM npeTnocTaBrbana 6owm
KnacuyaH Hanaj Ha TEeHKOBE, anu U Hanaj Ha UMIbeBE BaH fMHWje XOPU30OHTA.
Ob6e BpcTe Hanaga 3axteBane OM nNocTojake HanpegHUX ceHsopa, anu u
npuKynibakwe MHopMauuja o0 UMrbeBuma nyTem ogBojeHux cpeacrasa. OBaksa
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BpCTa 3axBaTakwa UurbeBa Beh NocToju y pyckoj BojcuM, Tako Aa ynoTpeba
pakeTa gyror AoMeTa Ha 3rfio6HUM TEHKOBMMA HUje HepearnHa.

Mpowny ekcnepuMeEHTU Cy Mnokasanu fa je enekTpoTEPMOXEMM|CKU Tom
edmkacaH, anum u aa je nosehawe OGp3vHe rpaHaTe Ha UCTOM Kanubpy Tona
Mahe o ybp3ara rpaHaTe Kpo3 knacudaH Ton Beher kanubpa.

Amepuuka Bojcka je nodvetkom 2000-Tux nokywana ga 3a cBoj ,o0yayhu
bopbeHn cuctem” paseuje enektpotrepmoxemujcku ton 105 mm ca garbMHama
rahawa go 50 km, omoryhaBajyhu eroBy ynotpeby kao xaybuuy ca LMKIUYHUM
6panHama narsbe og 20 po 40 rpaHata y MUHYTW. YKONUKO 38. MHCTUTYT
pasmaTtpa peBONyuMoOHapHW AM3ajH oHaa Owu nepdopmaHce Tor Tona Morne
O6uTK cnnyHe amepuyknm no nporpamy ,byayhu 6opbeHn cuctem”.

Hpaear M. Byukosuh (Dragan M. Vuckovié),
e-mail: draganvuckovic64@gmail.com,

ORCID iD: " https://orcid.org/0000-0003-1620-5601

HoBu uspaencku nacusHu pagap?

WNapaencka komnanuja Aerospace Industries’ Elta Systems npukasana je,
27. oktobpa 2020. roguHe, HOBU NACUBHU KOXEPEHTHMW JIOKALMOHUM CUCTEM —
Passive Coherent Location (PCL) koju reHepuLle CruKy cutyauuje y Ba3gyLUHOM
npocTopy kopuctehu TexHomnorujy oTkpmBarma unrba 6e3 akTMBHOr eMUTOBaHsa.
OH nocepyje n HekoonepaTMBHe opawubadye — PM paguo-ctaHuue unu
TOpHEBE 3a AWMMTANHO ayaMo-eMUTOBawe 4uje ce emucmje opdwujajy of
netenuua Koje neTte U3Hag tux.

Pednekcnje ce npumajy jegHa no jegHa, ca Mpexe, WM ca aHTeHa,
omoryhasajyhu 3[1 oMHMOUPEKLMOHAHO NOKPMBaHe BULLE LUIbEBA Yy peanHoM
BpemeHy. OBaj cucteM je jeaHoCTaBaH 3a MOHTMpPake U MoXe BUTK NOCTaBIbEH
Ha rpaHvuamMa, anu u 'y rpagcknum cpegnHama. MiHctanauuvja ykrbydyje jeaaH unu
BMLLIE CeH30pa pagu nocTusawa peayHaaHumje u noborbluaHor nokprBaka
nocebHux npobnematnyHmMx obnactu. Jlokauuje cucTtema cy noBe3aHe Y
LeHTparnHu cucteM nyteM nocebHvx gaTa-rvHKoBa.

OBaj cuctem Moxe OMTM MOCTaBSfbEH HE3aBMCHO WM Kao A0AAaTHWU CIoj
nopea pagapa 3a BasfyLluHy KOHTpony. [1pojekToBaH je 3a OTKpMBaHbe aBUOHA,
BGecnunoTHUX neTenuua M KBagkonTepa, a 3a PasfuKy Of eNeKTPOHCKOr U
KOMYHWKaLMOHOI HaA30pa MOXe OTKPUTW, floumpaT 1 NpaTuTy UUibeBe Koju He
EMUTYjy aKTUBHO.

CBaku pervoH y HeKoj 3emMSbM UMa CBOjy pagauo-CTaHuly, a YecTo U BuLle
oa jeaHe. Emwucuje paguo-ctaHvua norahajy, nopea ocTtarnor, aBWOHE Y
Ba3gyLwHoM npocTtopy. Cuctem gobuja noBpaTHe curHarne u nyteMm gurMtanHor
npouecyuvpara cTBapa marny umrbesa.

2 Jane's Defence International December 2020
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Emucuje ce o006bujajy 00 nemenuua padu nokayuje mema

3a edmkacaH pag cuctema notpebHo je ga y ogpeheHoj obnactu nocrtoju
paguo-ctaHuua, Npu Yemy Hmje BUTHO KOMKMKO je 6rmdy npaheHor unrba.

Komnanuja [Al-Elta pa3suja oBy TexHonorunjy Beh 10 rogmHa. MNpobnem je,
yrnaBHoMm, GMO y npouecyupary curHana, jep nocroje AeceTvHe LurbeBa U
CTOTMHE paguo-cTaHuua. Cuctem npuma geceTuHe xurbaga oabujeHnx emucumja
Ha OCHOBY KOjUX rpagu CruvKy neTenuua y BasgyLHOM NpocTopy.

PenatnBHO Hucka dppekBeHUMja LMBUNHUX paguo-cTaHuua — oko 100
MHz, 3HaTHO je HWxa oA dpekBeHLMja Koje KopucTu Hajsehu 6poj papapa.
OBakBe pekBeHUMje oMoryhaBajy OTKpMBawe UuIbeBa KOjU UMajy Manu
pagapcku ogpas, a ¢ 003MpoM Ha TO Aa Hema Ofaluurbaka CKoOpo je Hemoryhe
OTKPUTU CEH30PE KOjU CY NMPUKPUBEHWN M UMYHU Ha OMEeTake.

Ouekyje ce ga he cuctem 6uTtn onepaTuBaH 3a roguHy gaHa.

LpazaH M. Byukosuh (Dragan M. Vuckovi¢),
e-mail: draganvuckovic64@gmail.com,

ORCID iD: @https://orcid.org/0000—0003—1620—5601
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Nacepcku y6uua apoHosa®

KomnaHnuja Rafael Advanced Defense Systems cnposena je npBy BaTpeHy
AEMOHCTpauujy CBor cucteMa 3a cys3bujarbe GecnunoTtHux netenuua — Drone
Dome-L counter-unmanned aircraft systems (C-UASs), kopuctehu nacepcko
opyXje Benuke cHare.

Cnuka suwecmpykoz Harnada 6ecrnunomHux nemesnuya mokom 0eMoHcmpauuje
cucmema KkomnaHuje Rafael Advanced Defence Systems’ Drone Dome-L y jyxHom Oeny
U3paena, mokom deyembpa 2019. 200uHe.

HemoHcTpauumja ynotpebe oBor cuctema crnpoBegeHa je geuembpa 2019,
anu je objaBrbeHa Tek y debpyapy 2020. roguHe. Tokom AeMOHCTpauuje
npukasaHo je npahewe 1 nacepcko npecpetamwe ,Beher 6poja MaHeBpuLLyhux
BecnmnoTHux netenuua”. OBom gorahajy npeTxoaunu cy ABOroAuvLIkbN TECTOBM
KOju Cy pe3ynTupany 4eMOHCTPaLMjOM BULLECTPYKOr NpecpeTamsa.

KomnaHuja Rafael je ynotpebuna keagkontepe knace Phantom y ynosu
MeTe, anu HuUcy o6jaBrbeHe farbMHe npecpeTawa HU Bpeme Koje je 6uno
notpebHo nacepy ga HeyTpanusyje meTe.

3 Jane's Defence International April 2020
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Drone Dome-L je mogynapHu CUCTEM KOju (DyHKUMOHWLLE Yy Kpyry of 360
CTeneHn, y CBMM BPEMEHCKMM YCITOBMMa MPOTMB HEMpujaTerbCkMx MUKPO U
MUHM OGecnunoTHMx netenuua. OCHOBHa KoHdwUrypauuja oBOr cucTtema
nogpasymeBa MynTuMucCUHjckn xemuccepHn pagap RADA RPS-42 S-band,
cuctem Hagsopa Benukor gometa SPEED ER, KOMyHMKaUMOHM MakeT, Nnaku,
noTnyHO nporpamadbunHu npeHocmBu ometad C-Guard RD wn  cuctem
OEeTeKTOPCKMX CeH30opa LUMPOKOr nojaca  Koju je passuna komnaHuja Netline.
Tokom 2017. roguMHe KoMNaHwja je gogana nacepckn ycmepuead 3paka . Cucrtem
ce MOXe ynapuTuh ca pasnmyunTuMm eKCTEPHMM CUcTeMMMa, a nogpxxasa n oyagyhu
pasBoj.

RPS-42 je yeTBOpOnaHenHun (HepoTupajyhn) TakTUYKM CUCTEM Haasopa y
kpyry oa 360 cteneHun no asumyTy u 90 cTenenn no enesauunju. ONTUMU3OBaH je
3a geTekuujy, npahekwe 1 knacudukaumjy cBmx knaca 6ecnmnoTHuX netenuua.
Mocenyje akTMBHW pagap ca EerneKkTPOHCKUM CKeHWpaweM, 4uju je pagujyc
oTkpuBana umrbesa o 30 kM, a geTekTyje uurbese senuunHe 0,002 kBagpaTHa
MeTpa Ha garbuHu 0o 3,2 KM 1 Ha BucuHama og 9,14 o 9,144 m.

Drone Dome-L

LnpokonojacHn ceHsop NetSense oTkpvBa HWU3 pasHUX TpaHCMUCWja ca
O6p3vm ckeHupaweMm y cdpekBeHumjama og 20 MHz go 6 GHz, gok ometay C-
Guard RD 6nokupa Bpro BMCOKE M yNTpaBUCOKE (OpeKBeHUMje KaHana Ha
GecnunoTHUM neTenuuama nyTem peakTMBHe omeTtajyhe TexHonormje (ca no
400 W ykynHe un3nasHe cHare) v Hanaga cBe Moryhe Bese Ha cTaHOapAHUM
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(MHOycTpujcknM, Hay4yHUM 1 MeauuuHckum) n Wi-Fi Tanacuma. Ha oBom HuBoy
GecnunoTHa neTenuua je HeyTpanu3oBaHa NyTeM akTuBauuje OUPeKLMOHOT
ypehaja GPS/GNSS n omeTaweM pagno-gpekBeHumja.

Hpazar M. By4dkosuh (Dragan M. Vuc€kovic),
e-mail: draganvuckovic64@gmail.com,

ORCID iD: @https://orcid.org/0000-0003-1620-5601

Ynotpeba pycke BN Orlan-10*

Amepudke Tpyne Ha patuwTtuma y Mpaky n ABraHucTtaHy ycnocrtasune cy
HoBe rpaHuue ynotpebe OecnunoTHux netenuua (6nn) — og wusBMAaYKMX
3agjataka OO aTeHTaTa Ha MeTe Benukor 3Hadaja. [lpe Tora, Bl cy
CEKOpUCTUIE YINaBHOM Y LUMMjyHCKUM MUCWjama, Ha npumep nsHag CesepHe
Kopeje n BujeTHama.

UAV position spotting

Br]1 ,,youasajy nosuyuje ” nemom usHad nomeHyujanHe meme U criabem HeHUX
KoopOuHama

Pa3Boj TexHonorvje Tokom ocamageceTux rognHa omoryhuo je cmakwuBame
anmensunja BIMJT n gyxe Tpajawe netoBa. KopuwheHe cy y wusBuhaykmm
mucujama Ha KocoBy TokoMm 1999. roamHe pagu npukynrbarwa obaBeLuTajHuX
nogataka O CPMCKMM cHarama W Mokpetuma msbernuvua, kao u o owTteheHuM
CPMCKMM OKIIOMHMM CHarama.

lMpBa HaopyxaHa amepudka BI1J1 yBegeHa je y onepaTumBHy ynoTpeOy
2000. roguHe. BoheHa je paguwo-Tanacuma ymecTo Mpeko caTenuTa, LWTO je

4 Jane's Defence International May 2020
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npumopano npatehe ocobrbe ga Gyaoe 3HaTHO Gnwke paTHMM onepauuvjama.
HaopyxaBawe wun caTenutcko Hasohewe BINJ1 omoryhuno je amepuukom
npegcenHuky bapaky O6amu ga npowuvpu cBojy 6opOy npoTuB Tepopusma
Janeko Of amepuykMx rpaHuua 0e3 npucyctBa amepuykor ocobrba y
npocTopMMa paTHUX AejcTaga.

BecnunoTtHe netenuue OOMMWHAHTHO je KopucTMna AMepuka M HEHU
caBe3HUUM, OOK pycke Tpyne Hucy yuwrne y Ykpajuny 2014. un 2015. roguHe.
CHare [Howetcke HapogHe Penybnuke 6Gune cy nogpxaHe pyckum BIJT n
ocurypane TakTUYKy MPedHOCT Yy OOHOCY Ha YKpajuHCKY BOjcKy. Taga cy ce
MojaBMIM 1M HOBWU W3BELUTAjM KOjU Cy ykasuBanu Ha To ga cy pycke BIJ1 6une
kopuwheHe 3a oMeTakwe KOMyHuKauuja 1 pagapa. Tume je noTBpheHa Hamepa
Pycuje pa kopuctn BlNJ1 Ha TakTUYKOM HUBOY.

Ynotpeba Taktuukmx BIJT G6una je gemoHctpupaHa 2016. roauHe, a
JeTarbuM Cy Ce HakHagHO casHanm y cepuju OpudmHra pyckor cneumjanHor
TEXHOMOLLUKOr LUeHTpa Ha BOjHOj apTUrbepujckoj akagemujm ,MunxanoBcku”.
Paguno ce o ,ctBapaky u3BUhauvkor BaTpeHor komnnekca ynotpebom BI1J1
Orlan-10".

EkcnepumeHT je 610 3acHOBaH Ha TakTM4kom HuBoy. Hamme, BIJ1 je 6Guna
ynapeHa ca Tpu Oatepuje o no 4eTupu camoxogHe xaybuue 122 mm 2S7
Gvozdika. Pasnuunte ynore pobuwne cy 2S71 — jegHa Oartepuja Ouna je
onpeheHa 3a koHTpabaTupatrse, a Apyre ABe 3a Hanag Ha unrbese. batepuje cy
noapxaHe jedHOM jeaAMHULOM Koja je kopuctuna Bl Orlan-10.

Reference point spotting

Br1J1 cHumajy ,peghepeHmHe mayke ” kopuwherem demarbHuUx mana

BecnunotHa netenuua Orfan-10 6una je onpemrbeHa cuctemom Shelest. Y
npeseHTauuju je objawreHo ga je Shelest 6uo kopuwheH nytem BIJ1 pagu
obesbefuBara 24-4acoBHOr Haf3opa YKpajMHCKUX KOHTpabatunpajyhux pagapa
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AN/TPQ-48. Y TpeHyTKy ucnarbmBama apTurbepujcknx nnotyHa Shelest 6u 6uo
yKibydyeH. Ynotpeba oBor cucrtemMa 3aBapana je yKpajuHcke pagape w
oHemoryhuna ux y gobujary nosvuumje batepuje koja je Taga rahana.

Ynotpeba 6atepuja 2S1 nHTepecaHTHa je 36or ctapocT camor cuctema.
Hanwme, cuctem 2S7 je 3acHoBaH Ha ryceHuvapy MT-Lbu koju je npounsBefeH
namehy 1969. n 1991. roanHe 1 HaopyxaH je onydeHoM xayouuom 122 mm 2A31
Koja je HacTana op ByYHOr Tona-xaybuue D-30. Xaybuua 2A371 omoryhaBa
BO3WMy Aa HanagHe uurbeBe Ha parbuHama o 15.200 M KOHBEHLMOHANHOM
MYHULUMjOM Ymnju ce gomeT noeehasa ynotpebom pakeTHux rpaHaTta Ha 21.900 m.

MuHucTtapcTBo ogbpaHe Pycuje HaBogm Aa cuctem uma KageHuy Batpe o4
camo 3 o 5 rpaHata y MnHyTU. Maga nma moryhHoCT ucnarbusamwa rpaHarta ca
nacepckum BoflereM Ta onuuja je Bprio peTko y ynoTpeobu.

Batepuja 2S7 Huje HajMohHUWjU pyCcKM apTUrbepujckn cuctem. Hamme, oHa
uma cnabujy BatpeHy Moh M Mawu JOMEeT y ogHocy Ha Behe camoxoaHe
xaybvue 152 mm 2S3 Akatsiya n 2819 Msta-S. Nnak, moxe 6utn cacsum
norogHo pelwewe y obrnactuma 6e3 HemocpegHe OMAcHOCTM U TAe Huje
HeonxogHa Benuka noapLuka.

Batepnje 2S71 cy, 3ajegHo ca bBIJT Orlan-10, ynoTtpebrbeHe pagu
nouupara 1 Hanaga Ha uurbeBe gawy 1 Hohy. lNpBa akumja 3abenexeHa TOKOM
npeseHTauunje 6una je npotme pagapa AN/TPQ-48 koju ce Hanasno Ha KpoBy
jeaHe 3rpage. MNpeseHTaumja je nokasana CKpMHLLOT ca ekpaHa onepaTopa bI/1,
Kao 1 HEKOMNWKO CrnkKa fokaumje MeTe koje cy cHumune BIJl.

CkpuHwoT je Takohe nokasao cepuje catenutcknx GLONASS koopauvHaTa.
Bugeno ce ga cy npeu xvum ucnpasrbeHn curHanom ca BIJl, wro 3Haum ga cy
npBe rpaHaTte apTurbepujckor 6apaxa npomawwune, anu je Beh cnegeha Typa
nana Ha uurb. lNpeseHTalmja je Nokasana ga je ucnarbeHo 38 rpaHata Ha Unib U
Oa je pagap 6uo yHuwTeH. Taga je pevyeHo u fa je Mo CTaH4APAHOj PYCKOj
OOKTPVHM, pagu yHULITaBaka OBakBe BpPCTe uuibeBa, buno notpebHo mamehy
200 u 300 rpaHarTa.

Hucy o6jaBrbeHn getarbu y Be3u € HaunHom uurbawa bBIJ1 Orlan-10.,
MehyTtum, y jegHom 4ynaHky, objaBreeHom 2016. roguHe, HaBegeHo je ga Bl
Orlan-10 Huje y moryhHOCTM ga KOpUCTU HanpegHe MeTode uurbaka Kao LUTO
Cy nacepcko ospaymBane unu Tpuanrynaumja. KopuwheHa je metoga npeneta
came BIJ1 nsHag meTe Ha Kojy je AejctBoBana apturbepuja rae je brjl chumana
0ejCcTBO nnn je apTurbepuju npyxana uHdopmaumjy o pedepeHTHUM Taykama
Kao LTO Cy, Ha NpuMep, Hekn perbedHu penepu unu packpwha nytesa. Kaga je
y nuTamwy Kopuwhewe nyTHe MHPaCTPyKType HEONxoOHO je mocefoBaTtu m
BpIo getarbHe caobpahajHe mane.

HvjegHa o noMeHyTUX MeToga He 3axTeBa Kopuwhewe CKynux
apTurbepumjckux HaBoheHux npojektuna, a bl omoryhaBa cnpoBohewe
apTWIbLEPUjCKOT Hanaga W KOpeKkTypHe BaTtpe ynoTpebom KOHBEHUMOHanHe
MyHuumje y Bpno kpaTkoMm nepuogy. Ca camo gBe 6Gatepuje 2S7 moryhe je
ucnanutun 10 rpaHaTa Ha uusb 3a camo 60 cekyHaw.
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lMadobpaHay naHcupa BI1/1 Orlan-10 mokom eojHe sexbe 2018. 2o0uHe

Cnepeha akumja npukasaHa npeseHTaLmjoM onucaHa je Kao ,yHULITaBawe
rpyne LuibeBa apTUIbEPUJCKOM BaTpPOM Yy OCMaTpaykoM BaTpeHOM Harnagy’.
Linre ce cacTtojao o HEKOnWKO OKrnonHwux Bosuna MT-LB n BMP xoju cy ce
Hanaswnu ycknaguwTeHu y 3rpagu. Ha npeseHTaumju je peveHo ga cy aee
bGaTepuje Hanane ycknaguwiTeHa Bo3wuna, OoK je Tpeha Guna y npvnpaBHOCTU
pagu KoHTpabaTuparba.

HeTarbHo je objawreHa BaTpeHa mucuja. OCHOBHM TomoBu GaTepwuja cy
ucnanunu no jegaH xurau. HakoH Kopekuuwje cnegmo je NnoTyH. YHULWITEHe
unrba CrNpoBedeHO je HaKOH ucnarbuBawa ABe A0 YeTupu rpaHaTte no Tony.
YKyrnHo je ncnarbeHo 112 rpaHara, a yHULITEHO HajMake TpY OKMOoMNHa Bo3una u
HenosHaT 6poj yKpajuHCKMX Tpyna, LWTO je kacHuje notepauna n OpraHusauuja
3a 6e3beqHocT 1 capagmwy y EBponn.

Tpeha mucuja 6una je ycmepeHa npotuB objekaTa onMcaHUxX Kao ,TELUKO
yTBpheHa nosuuuja y GuBLLIOj BOjHOj KacapHu”. Paguno ce o cdopTudukaumju m
npunpeMrbeHMM nosuumjama 3a MmHobauade 120 MM, Kao 1 3a OKIonHa Bo3una
n posoBuma 3a Tpyne. CTaHgapgoHO cCy uvchnarbeHU npobHuM Xuuu pagu
ycknafuawa Batpe ca bIJ1 Orlan-10. HakoH Tora, cBaku uwb je
nHOuBMAayanHo rahaH 3acebHMM BaTpeHMM MucMjama ca Mo ABe OO0 YeTvpu
rpaHarte. JegHOM kafa je uuib YHULLTEH, TOMOBW Cy MOYMHanu BaTpeHy MUCUjy
no cnegehem uurby. YkynHo je ucnarbeHo 120 rpaHaTa Ha Uuib MOBPLUMHE
400x400 M W YyHUWTEHM cy MuUHOGAaua4yku nosfioXxaju, kao UK ocTanu
dopTndunkoBaHu objekTw.

MpeseHTauunjoM je KacHuje p[eTarbHO MpPUKA3aHO HEKOMUKO  CIIMYHUX
cueHapuvja n 3abenexeHo fa je 3a BpeMe ekcnepuMeHTa nssegeHo 109 netosa
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BIMJ1 u 12 BatpeHux mucuja ca ykynHo 960 ucnarbeHux rpaHata 122 mwm.
[dBageceT M Tpu MuUCUje CMNpOBeAeHe Cy pagn paguo-npecpeTawa U
npukynibakwa nogataka, a 3aTum UK noTBpae edurKacHOCTM NPETXOAHUX
BaTpPeHMX MUcKja. YKYNHWM pesynTaTn Nnokasyjy a cy yHuwTeHe Tpyu 6annctmyke
pakeTe kpaTkor gomeTta Tochka-U myHuumjom ca BIMJ1, yetnpun papapa AN/TPQ-
48, 17 ryceHuvapa, 20 Toykalla 1 jeaaH MaraumH ca MyHULNjOM.

3akbyyeHO je pga je noTpebHo dopmupaTn jeaMHuLe OnpeMIbeHe
GecnunoTHUM feTenuuama Ha HMBOY Myka pagu ogpXaBakba HajBuULLer cTakwa
NPUNPaBHOCTU apTUIBEPUJCKNX jeAMHMLA Koje Y TOM Criyyajy He 6u 3aBucune og
nogpLuke cnegehumx ewlenoHa.

Hpaear M. Byukosuh (Dragan M. Vuckovic),
e-mail: draganvuckovic64@gmail.com,

ORCID iD: " https://orcid.org/0000-0003-1620-5601

HoBa ,nameTHa” TkaHWHa 3a BOjHMKE®

MpoToTMN ,NnameTHe” TKaHWHE 3a BOjHUKE KOjy je npousBena Esponcka
areHumja 3a ogbpaHy ynasu y omHanHy ¢asy tectmpamsa.

OBaj npojekat, noa HasveBom Smart TextILE (STILE), ykrby4yje LUNaHCKO
yopyXewe  TeKCTUNHe  WHAYCTpuje, [ABe MopTyrancke  uUCTpaxuBadke
opraHudaumje CITEVE n WHCTUTYT Hayka M WHOBauuja y MEXaHU4KoM W
WHOYCTPUjCKOM WHXewepuHry. Liurb je ga ce npoussBege HaHomatepumjan ca
yrpafeH1M pasnumunTMM ceH3oprMa.

OBaj maTepwjan MNpOjekTOBaH je 3a KOHTPOsy TernecHe Temnepartype u
OTKpUBaHk-€ OMOMOLLKNX MPEeTHU, Kao M 3a MHTerpauunjy oBux qyHKuunja pagm
JarbUHCKOr oyMTaBaka NapameTapa. [laHac je ceH3opcka TexHonornja Tonmko
HanpefoBarna Ha HaHOMETapCKOM HMBOY Aa je TakBa uHTerpaumja Bpno moryha.
MehyTum, ,TeKCTpoHMKa” yrpafeHa y TKaHWHY — maTtepujan Koju ogroBopa Ha
CMoJSbHY CpeauHy, nnak je Bpno ckyn npowec.

HoBu maTepwujan koju ce HOCK ucnog 6anMcTUYKMX Nnoya MHTerpule wect
dyHKUMja U KapakTepucTuKa: MyNTUCMNEKTparHy Kamydnaxy y cTaTudHuM U
MOKPEeTHMM no3uumjama, Haa3op XeMujCKuX, OMONOLIKMX W  pPaguomoLLKMX
npeThK, OTMNOPHOCT Ha BaTpy, oabujare BOAE M MpSbaBLUTUHE, pellere 3a
onbujare Komapaua, Hags3op nynca M paga cpua, perynauujy TtenecHe
TemnepaTtype Npeko Haasopa CrorbHe TemnepaTtype U KOMyHuKauuje.

MaTtepuvjan je Bpno nak, He Buwe og 1 OO 2 kr, TakO Ja He cmeTa
BOjHMUMMA Kafa ce Ha wera goaa n 6anuctnyka sawtura.

lMpaBu M3a30B 3a NpouM3BOAHY OBaKBe TkaHWHe OMO je ga ce uspagu
mMaTepujan Koju 6u 3agpxao cBoje yHKLMje M HaKOH Buwe npaka. Opyrun
n3asoB 6UO je m3beraBawe UCKIbyYeHa jeaHe unu Buwe yHKuMja Kaga cy
Apyre akTuBMpaHe, Kao LUTO je TepmarHa perynaumja y 0gHOCY Ha ynpaBribame
KaMyriaxxom.

° Jane's Defence International July 2020
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TKaHWHa Warbe cBe MapameTpe, Kao WTO je Opoj cpyaHux OTKyuaja umu
TemnepaTypa Tena, y peariHoM BpEMEHY A0 BOjHMKA NPEKO annvkaumje heroBor
nameTHor TenedoHa. BojHuk Taga Moxe oanyyuTn kako he ce ,koxa” farbe
noHawaT! y O4HOCY Ha cnorbHy cpeauHy. OBu nogaum ce 3aTm Mory nocnatu
Ny KOMaHOHW LieHTap Ha Aarby aHanmay.

Crnepeha gasa ucnutmeawa nouunke y jyny 2020. roguHe, kaga npojekar
ynasm y cBoOjy 3aBpliHy casy. Taga crnege ucnutuBaka y KOHTPONMCAHOM
nabopaTopujCKOM OKpYKeHY, a HaKOH Tora U Ha TepeHy.

Hpaeax M. Byukosuh (Dragan M. Vuckovié),
e-mail: draganvuckovic64@gmail.com,
ORCID iD: '“'https://orcid.org/0000-0003-1620-5601

Pycka Bojcka 0o6uja ampuounjckm TeHk®

Pycko MwuHuctapctBo opbpaHe opnyywno je ga HabaBum camoxogHe
npotusTeHkoBcke Tonose (CIMT) 2S25M Sprut-SDM1, maga jow Huje nosHat
HMXOB 6pO;j.
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Sprut-SDM1 (U3eop: Army Recognition)

3a caga je nosHato ga he 242. TpeHaXHW LeHTap BasAaylHOAECAHTHUX
cHara npsu 0obuTtn HoBe npumepke Sprut-SDM1 Tokom 2021. roamHe.

6 Defense News December 2020 Global Security army industry
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OcHosHa BapujaHTa CIT, Sprut-SD, 3BaHU4HO je ycBojeHa 2006. roguHe.
OpyxaHun cuctem je 3acHoBaH Ha 6opbeHum BosunMMa newaguje 3a
BasgylwHopecaHTHe cHare — BMD-4. Mehytum, 2010. roguHe, MuHuctapcTBo
onbpaHe je 3ayctaBuno garbe Habaske Bo3una Sprut-SD 360r nower ksanuteTa
n3page n cnabe oknonHe sawTuTe.

Pagn noseharwa 6opbeHor npexvBrbaBaka MOAEPHU30BaHOr Tona, pycka
MHOYCTPUWja je pasBuria MHoro jady 6anuctmnuky sawTtuty 3a CIMT Sprut-SDM1.
OpyxaHn cuctem uma MHTErpucaH AMrmTanHu CUCTEM 3a KOHTPOMy BaTpe Koju
nosehaBa Ta4yHOCT rahawa n omoryhaBsa nocagu Hanag Ha meTe mane 6p3uvHe
Ha ManuMM BUCMHaMa, Ha npumep xenvkonTtepe u 6ecnunoTtHe netenuue. CIT je
nobuo BoheHy pakety Invar-M koja ce naHcupa u3 LeBu Tona. PasBujeHa je n
BapujaHTa pakeTe ca TepMoDapU4HOM BUCOKOEKCMO3MBHOM G0jeBOM rnaBoM
pagu Hanaga Ha norbcke opTudprkaumje.

OBo nnoeehe Ba3ayLWHOAECAHTHO BO3USIO ONPEMIBEHO j€ OCHOBHUM TOMOM
125 MM Koju npefcTaBrba CTaHAapOHO HaopyXake PYCKMX TEHKOBAa ca MyHWUM
KanauuteToMm rpaHata. CMCTEM je HaMer€eH 3a MOAPLLKY Ba3dyLHOAECAHTHUX
Tpyna Ha GojuwTy. [lo caga cy Ba3gyWHOAECAHTHE Tpyne umane MNOApPLUKY
camo y 0bnuky camoxogHux mMuHobauava Nona-S 120 MM koje Hucy morne aa
ce 6ope npoTB TEHKOBA.

Bepsuwja CIT morna je nonyHutn Ty npasHuHy. MogepHusoBaHa Bep3auja
cucTemMa onpemMrbeHa je HoBMM CUCTEMOM 3a yrnpasrbake BaTpoM U TepManHom
KamMepoM Koju Cy CIUYHU pellernma Koja NnocToje Ha TeHky T-90MS, wTo oBy
nnaTcopMy O0BOAM OO0 HMBOA OCHOBHOr 6opbeHor TeHka. Y cTtBapw, Sprut-
SDM1 je nakn amcpmbujckn TeHK. TPEHYTHO je y TPeHAy pa3Boj OBaKBMX BO3WMa,
a BehuHa nnaTtdgopmm je ckopo jegHaka MoaepHU30BaHOM TeHKy Sprut-SDM1 no
BaTpeHoj mohn. MefyTumMm, HujeoHa OpxaBa HemMa nake TeHKOBe Koju umajy
CNocoBHOCT Ba3ayLLHOr AecaHTpara U NAOBHOCTW.

BasgywHogecaHTHe Tpyne HaopyxaHe oBuMM Bo3uriom Mohm he ga
AejcTBYjy NpOTUB CTaHZapAHOr OKrona, Aok ca 6opbeHnm Bo3vnMMa newlaguje
BMD-2 Tty moryhHocT Hucy mmane. [Jo capga cy BasgyllHOAEeCaHTHe Tpyne
pacnonarane camo ca ABe BPCTe NPOTUBTEHKOBCKOr OpYXja — PYYHUM pakeTHUM
H6auaymma 1 NPpoTUBTEHKOBCKUM BONeHNM pakeTama. pBo opyhe uma gomet go
400 m, pok cTaHgapaHu 6ojeBn komnneT BoheHMX MPOTUBTEHKOBCKUX paKkeTa He
npenasu Tpu 4o YeTupu pakeTe.
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lpukas nnosHocmu amgpubujckoe meHka Sprut-SDM1

Ha oBaj HauMH pycka Bojcka HacTaBrba YCNelwlHy Tpaauuujy ynotpebe
nakux amcmburjckMx TeHKOBa Kao LITO je 6uno [1T-76 koju je yCneLlHO AejCTBOBao
nNpoTUB aMepuyknx Tpyna y BujeTHamy, a Koju cy, 3anneHuBLIN ra, YCMNELHO
KopucTunu n Miapaenuu y patoermMa npoTuB apanckmx ApXKasa.

Hpazar M. Byukosuh (Dragan M. Vuékovic),
e-mail: draganvuckovic64@gmail.com,

ORCID iD: @https://orcid.org/0000-0003-1620-5601
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Mo3mB N YTIYTCTBO AYTOPUMA
NPUMALLEHWE N MHCTPYKUNA 1A ABTOPOB PABOT
CALL FOR PAPERS AND INSTRUCTIONS FOR AUTHORS

Nno3uB U YNYTCTBO AYTOPUMA O HAYMHY NPUNPEME YJTAHKA

YnyTCcTBO aytopuma O HayvHy npunpeMe 4naHka 3a objaBrbuBarke Y
BojHOTexHMYKOM rnacHuky ypafeHo je Ha ocHoBy [lpaBunHuka O kaTeropusaumjyu u
paHrupaky Hay4Hux baconuca MuHucTapcTBa NpocBeTe, Hayke M TEXHOSOLLKOr pa3Boja
Peny6nuke Cpbuje ("Cnyx6eHun rmacHuk PC", 6poj 159/20). Mpumena osor MNpasunHuka
NPBEHCTBEHO CNyXM yHanpefewy kBanuteTa gomahmnx yaconuca n HUXOBOTr NOTNyHWjer
YKIbyunBama y meflyHapogHu cucTeM pasmeHe Hay4HUx nHdopmaumja.

BojHoTtexHu4yku rnacHuk / Vojnotehnicki glasnik / Military Technical Courier
(BTr.mo.ynp.cp6, www.vtg.mod.gov.rs, ISSN 0042-8469 — wTamnaHo u3gawe, e-ISSN
2217-4753 - online, UDC 623+355/359, DOI: 10.5937/VojnotehnickiGlasnik;
https://doi.org/10.5937/VojnotehnickiGlasnik), jecte MynTMAMCLUMNAMHAPHW  Hay4YHU
yaconuc MwuHucTapctBa opbpaHe u Bojcke Cpbuje. Yaconuc objaBrbyje HayyHe M
CTpy4YHe unaHke u3 obnactn OCHOBHMX UCTpaXuBara (MaTtemaTuke, padyHapCcKux Hayka
M MexaHuKe) M  TEexHOmoWKor pa3Boja  (eneKTpoHuKe,  TerneKoMyHWKauuja,
MHGOPMaLMOHUX TEXHOSOIKja, MallMHCTBa, MaTepujana 1 XeMUjCcKMX TeXHomnoruja), kao u
TEXHWMYKE MHOPMaLMje O CaBpEMEHMM CUCTEMMMA Haopyawa W CaBPEMEHUM BOjHUM
TexHomnorujama. Yaconuc npatu jeauHCTBEHY MHTEPBMAOBCKY TEXHUYKY MoAapLuky Bojcke
Ha MNPUHUMNY NOrMCTUYKE CUCTEMCKE noAapLuke, obracTy OCHOBHMX, MPUMEHEHUX U
pasBOjHMX UCTpaKMBarsa, Kao 1 NPOM3BOAHY U YyNoTpeby cpeAcTaBa Haopyxara U BojHe
onpeme. Yaconuc objaBrbyje M ocTana Teopujcka W npakTUyHa JocTurHyha Kkoja
OOMprHOCe YycaBpluaBaky CBWUX NpuNagHuKa cpricke, pernoHanHe wn MehyHapogHe
akagemcke 3ajegHuue, a nocebHO NpunagHvKa BOjCKM U MUHKUCTapcTaBa ogbpaHe.

YpehuBauka nonutuvka BOjHOTEXHWYKOr rnacHuka 3acHMBa ce Ha Mpenopykama
Opbopa 3a etnyHocT y wmsgasawTBy (COPE Core Practices), kao n Ha Hajoorbsum
npuxeaheHum npakcama y Hay4yHoM usaaBawTsy. BojHoTexHuuku rnacHuk je unaH COPE
(Committee on Publication Ethics) oag 2. maja 2018. roguHe.

MuvHucTapcTBO npocBeTe, Hayke W TexHomowkor passoja Penybnuke Cpbuje
yTBpauno je gaHa 18. 12. 2020. rognHe kateropusauujy BojHoTexHuYKor rnacHuka, 3a
2020. rogunHy:

3a 06nacT OCHOBHa UCTpaxuBara:
— Ha NIUCTK Yacomnuca 3a MaTemMaTuky, padyHapcke Hayke U MeXaHUKY:
KaTeropuja HauuoHanHu Yaconuc (M53),

3a 06nacT TeXHOMOLLKM pa3Boj:

— Ha NUCTKU Yaconuca 3a efieKTPOHUKY, TereKoMyHuKaumje n nHcopmaumoHe
TexHonoruje:

KaTeropuvja UCTakHyTM HaumMoHanHu Yaconuc (M52),

— Ha NMCTK Yaconuca 3a MalIMHCTBO:

KaTeropwuja UCTakHyTK HaLuoHanHu Yaconuc (M52),

— Ha NMCTU Yaconuca 3a Matepujane U xemmjcke TexHornoruje:

KaTeropuja UCTakHyTM HaumoHanHu Yaconuc (M52).

YcBojeHe nucTte gomahux yvaconuca 3a 2020. roguMHy MOry ce BMOETU Ha cajTy
BojHoTexHuukor rmacHuka, cTpaHuua Kameeopusayuja udaconuca (MwuHucTapcTBO
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npocBeTe, Hayke M TexHonowlkor pa3soja Penybnuke Cpbuje jow yBek Huje objaBuno
3BaHWYHY KaTeropusauujy HayuyHux Yaconuca 3a 2021. roguHy).

HeTtarbHuje nHopmauuje mory ce npoHahu un Ha cajty MuHucTapcTBa npoceeTe,
HayKe 1 TexHorowkor passoja Penybnuke Cpbuje.

Mopaum o kaTteropusaumjy mory ce npatutu u Ha cajty KOBCOH-a (KoH3sopuujym
6ubnunoteka Cpbuje 3a objeanHeHy HabaBky).

KaTeropusauuja yaconuca ussplleHa je npema [1paBunHuKy o kateropusauuju v
paHrupaky Hay4Hux baconuca MuHucTapcTBa NpocBeTe, Hayke M TEXHOSOLLKOr pa3Boja
Peny6nuke Cpbuje ("Cnyx6enu racHuk PC", 6poj 159/20).

Y cknagy ca OBMM MpaBUINIHMKOM W Tabenom O BpPCTU M KBaHTMMKaLMju
MHAMBMAYaNHNX HayYHOUCTpaXunsBaykmx pesyntaTa (y cactasy lNpasunHuka), objaBreeHu
pag y BojHoTexHMYkOM rnacHuky BpefHyje ce ca 2 Gopga (kateropuja M51), 1,5 6og
(kaTteropuja M52) n 1 6op (kaTeropuja M53).

Yaconuc ce npatu y koHTekcTy Cpnckor umtatHor uHgekca — CLUWHpekc (6asa
nogartaka gomahmx Hay4yHuX yaconuca) u Pyckor nHgekca HaydHor uutmpawa (PUHL).
MooBprHyT je cTanHOM BpegHOBakwy (MOHWTOPWHIY) Y 3aBMCHOCTM O YTULAJHOCTK
(nmnakTta) y camum 6Gasama u, nocpegHo, y MeRQyHapogHum (Clarivate Analytics)
uMTaTHUM  uHAekcuma. [leTarbM O WHAEKCUpawy MOry Ce BuMAeTM Ha  cajTy
BojHoTexHuyKor rnacHuka, ctpaHuua MHoekcupare yaconuca.

BojHoTexHnukn rmacHuk omoryhaBsa wu  npumenyje Creative Commons

(CC BY) ogpenbe o aytopckum npaBuma. [etarbM O ayTOpCKMM MpaBuma Mory ce
BUAETW Ha cajTy Yaconuca, cTpaHuua Aymopcka npasa u rnosumuka camoapxusuparsa.

PapgoBn ce npegajy nytemMm OHMajH cuUCTeMa 3a €EneKTPOHCKO ypehuBame
ACUCTEHT, koju je pa3suo LleHTap 3a eBanyauujy y obpasoBary 1 Hayum (LLEOH).

MpucTyn u pernctpauuja 3a cepBuC BpLUE Ce Ha cajTy www.vtg.mod.gov.rs, npeko
ctpaHuue ACUCTEHT wnu  CUMHOEKC, o0QHOCHO  AMPEKTHO  Ha  MUHKY
aseestant.ceon.rs/index.php/vtg.

[eTarbHO ynyTCTBO O perucTpauvjy 1 npujaBn 3a CEpBUC HamnasuM ce Ha cajTy
www.vtg.mod.gov.rs, cTpaHuua Yinymemeo 3a ACUCTEHT.

MoTpebHO je Hma ce cBM ayTopu KOjMu MOOHOCE pyKonNUC 3a ObjaBrbuBame Yy
BojHoTexHuuykom rnacHuky peructpyjy y peructap ORCID (Open Researcher and Contributor
ID), npema ynytcTBY Ha CTpaHuum cajta Peeucmpayuja 3a 0obujare ORCID
udeHmucgbukalyuoHe wugppe.

BojHOTEXHMYKM TMacHWK objaBrbyje YnaHke Ha CPrCKOM, PYCKOM W EHITIECKOM je3uKy
(arial, cpncka hupunuua unm cprncka naTMHuua, BenvuuHa cnosa 11 pt, npopea Single).

MocTynak npunpeme, nucarwa n ypehueara YnaHka tpeba ga Oyge y carmacHocTu ca
U3jasom 0 emuukom nocmynarsy (http://iwww.vtg.mod.gov.rs/izjava-o-etickom-postupanju.html).

UnaHak Tpeba fa cagpxu caxeTak ca KibydHUM peuvma, yBod, pa3pagy, 3akibydak,
nUTepatypy M ancTpakT ca KbydHUM peysMa Ha EHIMeckoM M pyckoM je3uky (6es
Hymepaumje HacroBa u nogHacrora). Obum unaHka Tpeba aa Gyoe oko jegHOr ayTopckor
Tabaka (16 ctpaHuua cbopmata A4 ca npopenom Single), a HajauLe 24 cTpaHuLe.

UnaHak TpebGa na Oyne HanucaH Ha obpacly 3a nucake 4rnaHka, Koju ce 'y
€neKTPOHCKOj hopMM MOXeE NpeyseTn ca cajta Ha cTpaHuumn Obpasay 3a rnucar-e YraHka.

Hacnos

Hacnoe Tpe6a [a ofpaxaBa TeMy 4naHKa. Y NHTEpecy je Yaconuca u aytopa ga ce
KOPpUCTEe peyun npuknagHe 3a MHAEKCnpawe U npetpaxunBame. AKO TakBuX pe4yn Hema y
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HacroBy, NMOXErbHO je Ja ce npugoaa u nogHacnos. Hacnos Tpeba ga 6yae npeseneH n
Ha €HrMecKn N pyCcKku jesuk.

OBwW HacnoBwm UCNUCYjy Ce UCNpen caXeTka Ha ogroBapajyhem jesuky.

Tekyhu HacnoB

Tekyhn Hacnoe ce ucrnucyje ca CTpaHe CBake CTpPaHWLEe YnaHka pagu nakwe
naeHTudukaumje, nocebHO Konumja YnaHaka y enekTpoHckoMm obnuky. Cagpxu npesvme u
MHMLMjan MMeHa ayTopa (ako ayTopa MMa BuLle, nMpeocTanu ce o3HadvaBajy ca et al.”
unu 1 ap.“), Hacnoee paga v Yaconuca u Kkonauujy (rognHa, BONyMeH, CBecka, NoveTHa
1 3aBpLUHa CTpaHuua). Hacnosu Yaconuca n YnaHka Mory ce gatu y ckpaheHoM obnuky.

Ume ayTopa

Hasogm ce nyHo ume 1 npesnme (CBMX) ayTopa. Beoma je noxersHo Aa ce HaBedy
n cpegwa cnosa aytopa. MiMeHa u npesumeHa gomahux aytopa yBek ce ucnucyjy y
opuvrnHanHoM obnuky (ca CpnckuM AUjakpUTUHKMM 3HAKOBMMA), HE3aBUCHO Of je3nka Ha
KojeM je HanucaH pag.

Ha3uB ycTaHoBe ayTopa (acdhmnujauuja)

HaBogu ce nyH (3BaHWYHM) Ha3MB 1 CeduLUTe YCTaHOBE Y KOjoj je ayTop 3anocrieH, a
€BEeHTyalHoO M Ha3vWB YyCTaHOBe Y KOjoj je ayTop 00aBvO uUCTpaxuBamse. Y CrOXEHUM
opraHv3aumjama HaBoau ce ykynHa xujepapxuja (Hnp. YHuBepauTeT oabpaHe y Beorpagy,
BojHa akagemwuja, Kategpa npupogHo-maTemaTtvdkvx Hayka). bap jegHa opraHusauuja y
xvjepapxvju Mopa GuUTW MpaBHO Nnuue. AKO ayTopa uMa BWLLIE, a HEeKU NOoTU4y K3 ucte
ycTaHoBe, Mopa ce, MocebHVMM O3Hakama UMM Ha ApYrv Ha4vH, HasHa4YMTU U3 Koje of
HaBeJeHMX YCTaHOBa MNOTMYE CBaky O HasedeHux aytopa. Adwunujaumja ce ucnucyje
HernocpeaHo HaKoH MMeHa ayTopa. PyHKUMja 1 3Bake ayTopa Ce He HaBogde.

KoHTakT nogauu
Agpeca unu e-agpeca CBMX aytopa aje ce nopes MMeHa 1 npes3umeHa aytopa.

KaTteropuja (Tun) unaHka

KaTeropusauuvja unaHaka obaBes3a je ypegHuwTBa M of nocebHe je BaXHOCTW.
KaTteropujy unaHka mory npegnaratv peueH3eHTW U YnaHOBWM YPEeAHWULLTBA, OLHOCHO
ypeoHuum pybpuka, anum OOroBOPHOCT 3a KaTeropusauujy CHOCU WUCKIbYYMBO [NaBHU
ypenHuK.

UnaHun y BojHOMexXHU4YKOM enacHUKy Knacudukyjy ce Ha HayyHe U CTpy4dHe
ynaHke.

HayyHn ynaHak je:

— opurMHanaH HayyYHu pag (pag Yy KojemM ce M3HOCe NPeTXoAHO HeobjaBrbeHu
pesynTaTi COMCTBEHNX UCTPaXuBarka Hay4YHUM METOO0M);

— npernegHu paz (pag Koju cagpXv OpurMHanaH, getarbaH U KPpUTUYKU Mpukas
UcTpaxusaykor npobrema wnu nogpyyja y Kojem je ayTtop ocTBapuo oppeheHu
OONpYHOC, BUASLYB Ha OCHOBY ayTouuTara);

— KpaTKO WM NPeTXO4HO caonwiTexwe (OpUrMHamHU HayYyHu pag nyHor dopmarTa,
anu mawer obvMa nnu NpenuMUHapHor Kapakrepay);

— HayyHa KpuTMKa, OOHOCHO nonemuka (pacnpaBa Ha oapeheHy Hay4dHy Tewmy,
3aCHOBaHa MCKIbYYMBO Ha Hay4HOj apryMeHTaLmju) U OCBPTU.

M3y3eTHO, y Hekum obnactma, HayyHu paf Yy 4Yacomucy Moxe uMatn obnuk
MoHorpadcke CTyauvje, kao W KpUTUYKOr u3gawa HayyHe rpahe (MCcTopujcko-apXmBeke,
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nekcukorpadpcke, Oubnuorpadcke, npernega nogataka WM cn.), OOTad HenosHate unm
HeOO0BOSbHO NPUCTYNaYHe 3a Hay4Ha UCTpaXKuBaH-a.

PapoBu knacmdgukoBaHu kao Hay4HU Mopajy nMmatu 6ap ABe nosmtmneBHe peLl,eH3VIje.

Ako ce y yaconucy objaBrbyjy 1 Npunosn BaHHay4YHOr KapakTepa, Hay4yHW YnaHum
Tpeba aa Oyay rpynmMcaHun u jacHo M3LBOjEeHN y MPBOM Aeny CBECKE.

CTpy4HM YnaHak je:

— CTpyYHM paf (npwrnor y KojeM ce HyAe WCKYCTBa KopucHa 3a yHanpehewe
npodecroHanHe npakce, anu Koja HUCY HYXXHO 3acHOBaHa Ha Hay4YHOM MeToaY);

— MHpOpPMaTUBHM NpUnor (YBOOHWUK, KOMEHTap v cn.);
— NpuKa3s (Kkure, padyHapcKor nporpama, crny4aja, HayvHor gorahaja, u crn.).

Je3suk paga
Jesvnk paga Moxe GUTU CPMCKU, PYCKU UMW EHFNECKM.

TekcT Mopa BUTK je3anyku U CTUIICKM JOTepaH, cucTematusoBaH, 6e3 ckpaheHuua
(ocum cTaHpapaHvx). CBe u3nyke BenuurHe mMopajy 6utu napaxere y MehyHapogHom
cuctemy MepHux jeamHuua — Sl. Pegocnen o6pasaua (hopmyna) o3HavaBa ce pefHuM
6pojeBrMa, ca AecHe CTpaHe Y OKpyrnuM 3arpajamMa.

CaxeTak

CaxeTak jecTe KpaTak MHGOPMAaTMBaH Mpukas cagpxaja 4naHka Koju uutaouy
omoryhaBa ga 6p30 1 Ta4HO OLEHWN HEroBy PeneBaHTHOCT. Y MHTepecy je ypeaHuLTasa
N ayTopa fa caxeTak cagpXu TepMMHe KOju Ce 4eCcTO KOpUCTe 3a MHAEKCcMpake U
npetpary unaHaka. CacTaBHM [enoBW caxeTka Cy yBOA/UMIb UCTpaxuBama, MeToaw,
pesyntati u 3akrbyyak. Caxetak Tpeba ga mma og 100 go 250 peum n Tpeba ga ce
Hanasn namehy 3arnaerba (Hacrnos, MMeHa ayTopa U Ap.) U KIbYYHUX Peyn, HAaKOH KOjUX
cneawu TEKCT YnaHka.

KrbyuHe peun

KrbyyHe peun cy TepmuHu unu dpase Koje agekBaTHO npeacTaBrbajy caapkaj
ynaHka 3a noTpebe MHOekcMpara 1 npeTpaxusawa. Tpeba ux gogersmatu ocnamajyhu
ce Ha Heku MehyHapoaHu wM3BOp (MOMUC, PEYHMK UMM Tesaypyc) Koju je Hajwupe
npuxsaheH wnn yHyTap gate HayyHe obnactu. 3a Hnp. HayKy yonwTe, TO je nucTa
Kby4HUX peun Web of Science. Bpoj kibydHux peun He moxe 6utn Behm og 10, a y
MHTEepecy je ypeOHULITBA M ayTopa Aa yyecTanocT wuxoBe ynotpebe byae wro Beha.
KrbyyHe peuun Aajy ce Ha je3uKy Ha KOjeM je HanucaH unaHak (CaxkeTak) M Ha eHrneckom
jesnKky. Y unaHky ce nuLly HeMocpedHO HaKOH caxeTka.

Cuctem ACUCTEHT vy Ty cBpxy kopuctu cneunjanny anatky KWASS: aytomatcko
€eKCTpaxoBame KrbyYHUX Peyn M3 AUCUMNIMHapHUX Tesaypyca/peyHuka no usbopy u
pyTMHE 3a HMXOB ofabup, Tj. NpuxBaTakwe OAHOCHO ofbauuBare Of CTpaHe ayTopa
n/vnu ypeaHuka.

D,aTyM npuxeaTtama 4naHkKa

[JaTtym kafa je ypeOHWLITBO NPUMWUIIO YnaHak, AaTyM Kaja je ypeOHWLITBO KOHa4Ho
NMpUXBaTWMoO u4naHak 3a objaBrbMBame, Kao W aaTymu kaja cy y MefyBpemeHy
[OCTaBIbeHe eBEHTYyarlHe UCMpaBKe pPyKonuca HaBode Ce XPOHOMOLLKUM peflocreaom, Ha
cTarHoM MecTy, No NpaBuy Ha Kpajy YnaHka.
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3axBanHuua

Ha3aue n 6poj npojekTa, 04HOCHO Ha3MB Nporpama y OKBMPY KOjer je YraHak HacTao,
Kao U Ha3uB MHCTUTYLUMje Koja je puHaHCMpana npojekaT unu nporpam, HaBogau ce Yy
nocebHoj HaNoOMeHW Ha cTanHoOM MecCTy, MO NPaBWIy Npy AHY NPBE CTpaHe YnaHka.

MpeTxoaHe Bep3uje papa

AKO je unaHak y MnpeTxodHOj Bepauju 61O M3MNOXeH Ha CKymy y Buay YCMeHor
caonwTewa (Mo4 MCTMM WNW CRUMYHUMM HACcMOBOM), nogatak o Tome Tpeba ga Gyae
HaBegeH y nNocebHOj HanomeHw, No Npaswuny Npu AHY NpBe cTpaHe uynaHka. Pag koju je
Beh objaBrbeH y HeKOM 4aconucy He Moxe ce 06jaBuTu y BOjHOTEXHUYKOM rracHuKy
(npewTamnatu), HA NOA CAMYHUM HACNOBOM U M3MEHEHOM OBMUKY.

TabenapHu u rpacnykmu npukasm

MoxercHo je Aa HacnoBu CBUX Mpukasa, a no MoryhcTBY M TEKCTyanHu cappxaj,
Oyay Aatv 4BOje3NYHO, Ha je3nKy pada M Ha eHrMeCcKoM je3uKy.

Taberne ce nvLy Ha UCTWM HAYWH Kao M TEKCT, a 03Ha4vaBajy ce peaHum BpojeBrma
ca ropte cTpaHe. Potorpaduje u upTexu Tpeba aa 6yay jacHu, NnpernegHu 1 NOrogHu 3a
penpoaykuujy. Liptexe Tpeba pagutu y nporpamy word unu corel. ®otorpadmje u
LpTexe Tpeba NOCTaBUTU Ha KEILEHO MECTO Y TEKCTY.

3a crnuke u rpaduKoOHE He CMe Ce KOPUCTUTM CHMMaK ca eKpaHa padyHapa
nporpamMa 3a NpuKynrbarwe nogataka. ¥ camoMm TEeKCTy unaHka npenopydyyje ce ynotpeba
cnvka u rpadmkoHa HenocpeaHo M3 nporpama 3a aHanuay nogartaka (kao wrto cy Excel,
Matlab, Origin, SigmaPlot n gpyrn).

HaBohewe (uMTupame) y Tekcty
HauvH nosmBara Ha M3BOpE Y OKBMPY YnaHka Mopa 6uTu jefHoobpasaH.

BojHoTexHMuYkM rmacHuK 3a pedepeHumpatbe (LMTupawe u HaBohewe nutepartype)
npumetrsyje XapBapAcku cuctem pedepeHLmn, 0AHOCHO XapBapAcku NPUPYYHUK 3a CTUM
(Harvard Referencing System, Harvard Style Manual). ¥ camom Tekcty, y 0OMYHUM
3arpagama, Ha MecCTy Ha KOjeM Ce BpLUM MOo3uBare, OAHOCHO LuTMpamwe nutepaType
HabpojaHe Ha Kpajy YnaHka, o6aBe3HO y 06MYHOj 3arpagun HanucaTu Npe3nMe UmMTrpaHor
ayTopa, roguHy usgamwa nybnukauuje M3 kKoje uMtTupaTte u, eBeHTyanHo, 6poj cTpaHuua.
Hnp. (Petrovi¢, 2012, pp.10-12).

[eTarbHO ynyTCTBO O HauuHy LUMTMpara, ca npuMepuma, AATo je Ha CTpaHuum
cajta Ynymcmeo 3a Xapeapdcku npupyd4HuUk 3a cmus. MNoTpebHo je aa ce nosmBakwe Ha
nuTepaTypy y TeKCTy ypaau y cknagy ca NOMeHyTUM YryTCTBOM.

Cuctem ACUCTEHT y cBpxy KoHTpone HaBohewa (uuTupara) y TeKCTY KOpUCTU
cneumnjanHy anatky CiteMatcher: oTkpuBarwe M30CTaBrbEHUX UMTaTa y TEKCTy paga v y
nonucy pedgepeHum.

HanomeHe (cpycHoTe)

HanomeHe ce gajy npu AHy cTpaHe Ha Kojoj Ce Hanasu TeKCT Ha Koju ce OAHOcCe.
Mory cagpxatun make BaxHe AeTarbe, AOMnyHcka objaltbersa, HasHake o0 kopuwheHum
n3BopuMa (Ha npumep, Hay4dHoj rpafu, npupyyHuumMma), anv He Mory 6uTu 3ameHa 3a
LUTMpaHy nuteparypy.

INucra pedepeHumn (nutepatypa)

Liutuparna nutepaTypa obyxsaTa, no npaeuiy, Gubnuorpadcke n3Bope (UnaHke,
MoHorpacuje 1 cn.) U faje ce UCKIbYYMBO y 3aceGHOM oferbKy YnaHka, y Bugy nucTe
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pedepeHun. PedepeHue ce He npeBode Ha je3uk paga M Habpajajy ce y nocebHom
OferbKy Ha Kpajy YnaHka.

BOjHOTEXHMYKM MMACHWK, Kao Ha4uH McnMca nutepaTtype, NpMMenyje XapBapacku
cucteMm pedpepeHUn, oOHOCHO XapBapAcku npupydHuk 3a ctun (Harvard Referencing
System, Harvard Style Manual).

JNutepatypa ce obaBe3HO nuLle Ha NaTUHUYHOM MMCMYy U Habpaja no abeuegHoM
pepocneny, HaBogehu Hajnpe npe3vmeHa ayTopa, 6e3 Hymepauuje.

[eTarbHO ynyTCTBO O HauMHy nonuca pedepeHun, ca npumepvma, AaTto je Ha
cTpaHuum cajta Ynymcmeo 3a Xapeapdcku npupyyYHuUk 3a cmus. [NoTtpebHo je pga ce
nonuc nuTepaType Ha Kpajy YnaHka ypaaum y cknagy ca noMeHyTUM yrnyTCTBOM.

HecTtangapgHo, HenoTnyHo unn HegocnegHo HaBOf]eH::e nntepartype y cumcremmma
BpegHoOBawa 4aconuca cmatpa ce [OOBOJbHMM pasfioroMm 3a ocnopaBawe HaydHor
CTaTycCa 4Yaconuca.

Cuctem ACUCTEHT y cBpxy KOHTpOne npaBWiHOTr uchiuca nucte pedepeHum
Kopuctu cneumjanHy anaTtky RefFormatter: koHTpona obnukoBara pedepeHum y cknagy
ca XapBapacKnM NpyYpy4YHUKOM 3a CTWII.

U3jaBa o aytopcTBY

[Nopen unaHka goctaerba ce M3jasa 0 aymopcmey y KOjoj ayTopu HaBode CBOj
nojeaAvHayYHn JONPUHOC Yy u3pagu YnaHka. Takohe, y Toj usjasu NnoTBphyjy Aa Cy YnaHak
ypagunu y cknagy ca [losusom u ynymcmeoMm aymopuma w M3jagomM 0 emuykom
nocmynary Yacornuca.

CBM pagoBu NoAarnexy CTPy4YHOj peLieH3uju.

Cnuncak peleH3eHata BojHOTEXHMYKOr rmacHWka MoXe ce BuAeTU Ha CTpaHuuuM
caita Crnucak peueHseHama. [lpouec peLeH3npawa O0bjalkeH je Ha CTpaHuum
cajta PeueH3aeHmcKuU rnocmynak.

Appeca pepakumje:

BOjHOTEXHMYKM rNacHUK

Berbka Jlykuha Kypjaka 33

11042 Beorpag

e-mail: vojnotehnicki.glasnik@mod.gov.rs.
"MaBHM 1 0QrOBOPHN ypeaHuK
mMp Hebojwa Mahewwua, Avnn. nHX.
nebojsa.gacesa@mod.gov.rs,

https://orcid.org/0000-0003-3217-6513,
Ten: BojHu 40-260 (011/3603-260),
066/8700-123
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NMPUIMALLEHUE U UHCTPYKLIUA O ABTOPOB O NMOPAOKE
noAaAroToBKU CTATbM

MHCTpyKUMst Ans aBTOpPOB O Mopsidke MOArOTOBKW CTaTbM K OMNybruvkoBaHWiO B
XypHane «BoeHHO-TexHUYeckuii BecTHUK» paspaboTaHa cornacHo PernameHTty o
KaTeropmsaumm 1 paHXMpoBaHWM HayyHbIX XypHanoB MwuHuctepcTBa obpasoBaHusg,
Hayku 1 TexHonornyeckoro passutusa Pecnybnuku Cepbus («Cnyx6erun rnacHmk PCy», Ne
159/20). TpumeHeHne aToro PernameHTa CcNOCOOCTBYET MOBLILEHWIO KayecTBa
OTEYECTBEHHbIX XypHanoB W uX 6oree MOMNHOMY BOBMEYEHUIO B MEXOYHAPOAHYO
cnucTemy obMeHa Hay4yHoln nHdopmaumen.

BoeHHo-TexHMuyeckun BecTHUK (Vojnotehni€ki glasnik / Military Technical
Courier), BTr.Mo.ynp.cp6, www.vtg.mod.gov.rs/index-ru.html, ISSN 0042-8469 —
neyatHoe wusgaHue, e-ISSN 2217-4753 - online, UDK 623+355/359, DOI:
10.5937/VojnotehnickiGlasnik; https://doi.org/10.5937/VojnotehnickiGlasnik, sBnsetca
MYynbTUANCLUMNNHAPHBIM Hay4HbIM XypHanoMm MuHuctepctesa 060poHbl 1 Boopy»KeHHbIX
cun Pecnybnnkn Cepbus.. B xypHane nybnukytloTca HayuHble M npodpeccroHanbHble
cTaTbMn, uccrnegylowye Takne obnacTv Kak: MaTemaTuka, KOMMbIOTEPHble Hayku U
MexaHuka, a Takke 00nacTu  TEeXHONMOrMYeckoro  pas3BUTUSL:  3MEKTPOHMKA,
TEeNneKoMMYyHUKaLuMK, MHOPMaLIMOHHbIE TEXHOMOMMM, MalIMHOCTPOEHWe, maTtepuansl U
XMMUYECKME TEXHOMOMMK, B XypHarne Takke nybnukyeTcs: TexHuyeckas uHgopmaums o
COBPEMEHHBIX CUCTEMAaX BOOPYXEHWUS U COBPEMEHHBIX BOEHHbIX TexHomorusx. XXypHan
cneauvT 3a eOuMHON  MEXBWOOBOW TEXHMYECKON MNOAAEPXKON BOOPYXKEHHbIX CuI,
OCHOBAHHOW Ha NMPUHLMMIAX CUCTEMHON NOMMCTUKK, 3a MPUKNAGAHLIMW U MHHOBALIMOHHbLIMU
Hay4HbIMW UCCMegoBaHWAMK, B TOM 4ucne, B obnactu npou3BOACTBa BOOPYXEHUS U
BOEHHOWN TexHWKW. B xxypHane nybnukyloTca v npoyne TeopeTudeckue u npaktuyeckne
OOCTWKEHUs, KOTOpble CNocobCTBYIOT MOBbILLEHWIO KBanudukaumn npeacraButenein
cepObcKoro, permoHanbsHoOro 1 MexayHapoaHOro akagemmnyeckoro coobLecTsa, 0Co6eHHO
BOeHHocnyxawmx MuHnctepctea O60poHbI U BOOpYXEHHBIX cun.

PepakuvoHHasa nonutuka XypHana «BoeHHO-TEXHUYECKUI BECTHMK» OCHOBaHa Ha
pekomeHpaumax Komuteta no atuke HaydHbix nybnukauui (COPE Core Practices), a
TawKe Ha nydlwen MpakTMke B Hay4YHO-U3JaTenbCKOW AesiTenbHoCTU. «BoeHHo-
TEXHMYECKU BeCTHUK» siBnseTcs uneHom COPE co 2 maa 2018 ropa.

MuHncTepcTBOM 06pasoBaHWsA, HaykM M TEXHOMOrMYecKoro passutna Pecrybnvku
Cepbus ytBepxaeHa 18 pekabps 2020 r. kateropusauusi XypHana «BoeHHO-TEXHUYECKUN
BecTHMK» 3a 2020 roa;

KaTteropun B 06nacTv OCHOBHbIX NCCReA0BaHWIA:

— O6nactb MmaTemMaTuKa, KOMNbIOTEPHbIE HAayKN, TEXHUYECKUE HaYKW:

HaumoHanbHbIN xypHan (M53).

KaTteropun B 06nactv TEXHONOrM4eCcKoro passuTus:

— O6nacTb 3NEeKTPOHMKWU, TENEKOMMYHUKaLMIA U MHOPMALMOHHbLIX TEXHOMOTUN:

BbICOKOKa4YeCTBEHHbIV HaLMoHanbHbIn xypHan (M52).

— Obnactb MexaHUKK:

BbICOKOKA4YeCTBEHHbIV HaLMoHanbHbIN xypHan (M52).

— O6nacTb MaTepnanoB U XMMMYECKON TEXHONOTUK:

BbICOKOKa4YeCTBEHHbIV HaLMoHanbHbIn xypHan (M52).

C vHopMaLmen oTHOCUTENBHO kaTeropusaumm 3a 2020 rog MOXHO O3HAKOMUTBCS
Ha cTpaHuue camnTta «BoeHHO-TexHu4eckoro BecTHuKa» Kameesopu3ayusi BecmHuka
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(MUHMCTEPCTBOM MNPOCBELLEHNS,, HayKM W TEXHOMOrM4eckoro passutua Pecnybnuvku

Cepbusi noka He npousBedeHO OUUMANbLHOTO PaHXMPOBAHUA HAay4HbIX XXypHanoB 3a
2021 rog).

Bonee nogpobHyd wWHGOPMaUMIO MOXHO HaWTM Ha cante MuHUCTepcTBa
06pas3oBaHus, HayKu 1 TexHonornyeckoro passuTtusi Pecnybnuvkm Cepbus.

C uvHdopmMaLmen o kaTeropusaumm MOXHO O3HakoMuTbca M Ha cante KOBCOH
(KoHcopuunym 6ubnuotek Pecnybnukn Cepbusi no Bonpocam o6beanHeHUs 3aKyrok).

Kateropusauusi BecTHuka npoBegeHa cornmacHo PermameHTy O karteropusaumm um
paHXMpOBaHNK Hay4HbIX XypHanos MuHucTepcTBa 06pa3oBaHmns, Haykv Y TEXHONOTMYECKOro
passutusa Pecny6nukm Cepbus («Cnyxberu rnacHuk PCx», Ne 159/20)

B cooTBeTCTBUMM C BblleykadaHHbIM [lonoxeHnem u Tabnuuel C nokasaTensmm
Knaccudpukaumm M KaTeropusauuMmM - MHOMBUAYarbHbIX  HayYHO-WUCCREAOoBaTENbCKUX
pe3ynbTaToB, SBMSAOWENCA HeoTbeMneMon uYacTbto [lonoxeHusi, HayyHasa craTbs,
onybnvkoBaHHas B «BOEHHO-TEXHMYECKOM BECTHUKEY, OLIEHMBAETCS CreayroLwymM criocobom:
2 6anna (kateropusa M51), 1,5 6anna (kateropusa M52) n 1,5 6ann (kateropusa M53).

XKypHan cootBetcTByeT cTtaHgaptam Cepbckoro MHAEKCa Hay4yHoOro LMTUPOBaHUS
(CUMHpekc/SCIndeks) — HaykomeTpuuecko 6a3bl  AaHHbIX Hay4HbIX >KypHanoB
Pecny6nukn Cepbusi, a Takke Poccuiickoro nHaekca HayvHoro umtupoBanus (PUHLL).
KypHan nocTosiHHO nogBepraeTcss MOHWTOPUHIY W OLEHMBAETCH KONUYECTBEHHbLIMU
HayKOMETPUYECKUMMN MOKasaTensaMu, OTpaXKaloLMMKU €ro Hay4Hyl LEHHOCTb, B T.4.
0onocpenoBaHHO B MeXAyHapOAHbIX nHaekcax umtnpoBaHus (Clarivate Analytics).

C uHdopmauven 06 MHAEKCUPOBAHUM MOXHO O3HAKOMWTBCSA Ha CTpaHuue canta
XypHana MHdekcuposaHue BecmHuka.

«BoeHHOo-TexHMYeckniA  BeCTHMK»  obecneuyMBaeT 4uTaTensM  BO3MOXHOCTb
OTKPbITOTO ~ AOoCTyrna, B COOTBETCTBMM C  MOMOXeHWsAMM 06  aBTOPCKUX
npaeax, yTBepxaéHHbimn  Creative Commons (CC BY). C wuHcTpykumen o6
aBTOPCKMX NpaBax MOXHO O3HAKOMWTLCS Ha CTpaHuue Asmopckue npasa u noaumuka
camoapxusuposaHusi, nepenasa no ceoinke http://www.vtg.mod.gov.rs/index-ru.html.

Pykonucu ctaten HanpaensioTCA B pedakumio XXypHana ¢ ucnonb3osaHuem online
cuctembl ASSISTANT, 3anyweHHon LieHTpom noaaepxu passuTusi obpasoBaHus u
Hayku (LINMPOH).

Pernctpauus B cucteme n ocopmneHne npas [OCTyna BbINOMHAETCA MO agpecy
http://www.vtg.mod.gov.rs/index-ru.html, yepes ctpanuuy ASSISTANT wnv CUMHLOEKC
(aseestant.ceon.rs/index.php/vtg).

C VHCTpyKUMen no pernctpauumM 1 npaBaM AOCTYyNa MOXHO O3HaKOMWUTbCS MO
apgpecy http://www.vtg.mod.gov.rs/index-ru.html, Ha cTpaHuue MHcmpykyus o
ASSISTANT.

Bce aBTOpbl, NMpegocTaBnsiolMe CBOM pyKkonucu AN nybnukauum B pegakuumio
XKypHana «BOEHHO-TEXHUYECKMIA BECTHUK»  [OMMKHbI  MPOWTU  MpeaBapUTENbHYHO
pernctpauuio B peectpe ORCID (Open Researcher and Contributor ID). 3Ta npoueaypa
OCYLLECTBMAETCA B COOTBETCTBUM C WHCTPYKUMEN, pa3MELLEeHHOW Ha CTpaHuue canTta
Peaucmpauus 8 peecmpe ORCID 0nsi npuceoeHusi udeHmughukayUuoHHO20 Kooa.

«BoeHHo-TexHuYecknii BECTHUK» nybnukyeT ctatbn Ha cepbCKOM, pyCcCKOM wnuv
aHrnumnckom aseikax (Arial, wpudT 11 pt, npoben Single).

lMpouecc NOArOTOBKM, HanNWCaHWA W pedakTMpoBaHUs  CTaTbWM  [OIDKEH
OCYLLECTBNATbCS B COOTBETCTBUMM € NpuHUMNamu  Omuyecko2o  Kodekca
(http://www.vtg.mod.gov.rs/etichyeskiy-kodyeks.html).
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CraTtbs JOMmMKHA coaepXkaTb pestoMe C KIMHYeBbIMY CITOBaMu, BBEAEHME, OCHOBHYHO
YacTb, BbIBOAbI, CMIMCOK UCMONb30BAHHOW NUTepaTypbl 1 PE3OME C KIHOYEBLIMU CIOBaMU
Ha aHrmuickom a3bike (6e3 Hymepaumy 3arofioBKOB M noasaronoBkoB). O6bHEM cTaTby He
OOJDKEH MpeBblwaTb OOUH aBToOpckui nucTt (16 cTpanuy copmata A4 ¢ npobernom
Single).

Ctatbs gomkHa ObITb HabpaHa Ha KOMMbOTEPE C UCMOMb30OBAHMEM CreuuarnbHO
NoAroTOBMEHHOIO  pedakuMen  MakeTa, KOTOpbIi  MOXHO CkadaTb Ha  CTpaHuue
canTta lMpasuna u obpasey cocmasneHuss cmambu.

3aronoBok

3aronoBok JOMmKeH oTpaxaTb TeMy cTaTbu. B uWHTepecax XypHana u aBTopa
HeobxoaMMO MCnosb30BaTh CroOBa WM CIOBOCOYETAHUs!, yAOOHble AN MHAEKcauun u
novcka. Ecnu Takne cnoea He coaepxaTcsi B 3aronoBke, TO XenaTemnbHO Ux JobaBuTb B
noAs3arofioBoK. 3arofoBOK [OSMKeH ObiTb nepeBeféH Ha aHrmuMAckuin s3blk. HassaHue
3aronoBka (NoA3aronioBka) NULLETCH Nepes pe3toMe Ha COOTBETCTBYHOLLIEM SI3bIKE.

Tekywwmit 3aronoBok

TekylWil 3arofioBOK MULIETCS B TUTYNME KaOoW CTpaHuubl cTaTb C LEMbio
YMpOLLEHMS NpoLiecca MaeHTUdMKaLUK, B NEPBYIO 04epefb KOMWUIA CTaTbel B 9NIEKTPOHHOM
Buae. 3arornoBok cogepxuT B cebe hamunuio U MHULMan UMeHU aBTopa (B criydyae ecnu
aBTOPOB HECKOMbKO, OCTarbHble 06o3HavatoTes ¢ «et al.» unu «u ap.»), HaseaHWe paboTbl
M XypHana (rog, TOM, BbINYCK, HauanbHas W 3akmounTenbHas cTpaHuua). 3aronoBok
cTaTby 1 Ha3BaHWe XXypHana MoryT ObiTb NPUBEAEHbI B COKPALLEHHOM BUAE.

®PUO aBTOpa

MpuBoaATCcs nonHas haMunus 1 NosiHoe UMsl (BCex) aBTopoB. XKenaTtensHo, YTo6bl
6blNMM yKa3aHbl UHWUMAnNbl OTYeCTB aBTOpoB. ®amMunus U Msa aBTopoB U3 PecnyGnuvku
Cepbua Bcerga nuyTCS B OpuUriHarnbHOM Buae (C cepBCKUMU  AMaKpUTUHECKUMMU
3HaKamu), He3aBUCKMO OT sA3blka, Ha KOTOPOM HanvcaHa paborTa.

HanmeHoBaHue yupexaeHusa aBTopa (addunumauus)

MpuBognTCcA MonHoe (odMuUManbHOE) HaMMEHOBaHWe U MEeCTOHAaXOXAeHve
yypexaeHusi, B KoTopoM paboTaeT aBTop, a Takke HaUMEHOBAaHVE YYpexXaeHnsl, B KOTOPOM
aBTOp NPOBEN nccrnegoBaHne. B criyyae opraHnsaumin Co CIOXHOWM CTPYKTYPON NPUBOAUTCS
MX Mepapxuyeckasl COMOAYMHEHHOCTb (Hanp. BoeHHas akagemus, kadedpa BOEHHbIX
3MNEKTPOHHbIX cuctem, r. Benrpag). Mo kpanHen Mepe, ogHa M3 opraHM3aumnin B nepapxmm
[OIMKHa MMETb CTaTyC IopuanYeckoro nuua. B cnyyae ecnm ykasaHo HECKOMbKO aBTOPOB, U
€CnM  HekoTopble K3 HUX paboTaloT B OOHOM YYPEXOEHWW, HYXHO OTAernbHbIMK
0603Ha4YeHNAMN UM KakMM-nmbo Apyrum cnocobom ykasaTb B KakOM W3 MPUBEAEHHbLIX
yypexaeHuin paboTtaeT Kaxabli M3 aBTOPOB. Adhdunuauus nueTcs HenocpencTBEHHO
nocne PO aBTopa. [JOMKHOCTb 1 CNELManbHOCTb NO AUMIIOMY He YKasbiBaOTCS.

KoHTakTHble AaHHble

OneKTPOHHbI aipec aBTopa yKasbiBAOTCH PSOOM C €ro MMEeHeM Ha nepBoii
CTpaHu1Lbl CTaTby.

KaTteropus (tun) ctratbmn

KaTteropusauunsa crtatbent aBndeTcd 0053aHHOCTbIO penoakumm 1 nMMmeet ocoboe
3HayeHune. Kateropuio ctatbu MOryT npegnaratb peueH3eHTbl U 4YieHbl peJakuuu, T.e.
penaKkTopbl py6pV|K, HO OTBETCTBEHHOCTb 3a KaTeropmsauunto HeceT WCKNMIYUTEeslbHO
rnaBHbIN penakTop. Cratbu B XypHarne pacnpenenatoTca no cneagyrwmnm Kateropmam:
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Hay4yHble cTatbu:

— oOpurMHamnbHas HayyHas cratbs (paboTa, B KOTOpOW MpMBOAATCA paHee
HeonybnunkoBaHHbIe pe3ynbTaTbl COOCTBEHHbLIX WCCNEAOBaHWA, MOMYYEHHbIX HayYHbIM
MEeTOAO0M);

— obs3opHas cTatbs (paboTa, cogepXalias OpUrMHamnbHbIA, [eTanbHblidi U
KpUTUYeckuii o63op uccredyemoint npoGriembl Unu obracTi, B KOTOPbIA aBTOp BHEC
onpenenéHHbIn BKNag, BUOVMMbIA Ha OCHOBE aBTOLMTAT);

— KpaTkoe coobLieHVe (opurmHanbHasi Hay4Has pabota nomnHoro copmarta, Ho
MeHbLUero o6béma unu nveroLasa npeaBapuTenbHbIA XapakTep);

— HayyHasi KpuTudeckasl cTaTbsl (AMCKyCCUS-MONeMMKa Ha OnpeaeniéHHY HayyHyo
TeMy, OCHOBaHHasi MCKITIOUMUTESIbHO Ha Hay4HOW apryMeHTauum) 1 HayYHbIi KOMMEHTapWIA.

OpHako, B HEKOTOpbIX 06nacTax 3HaHW Hay4yHasi paboTa B KypHane MoXeT UMeTb
hopmy MOHOrpacnyeckoro nccrnefoBaHus, a Takke KpUTUYECKOro oBCyaeHNs Hay4yHOro
maTtepuana (MCTOPUKO-apXMBHOTO, NeKCuKorpaduyeckoro, bubnunorpaduyeckoro, ob63opa
AaHHbIX W T.N.) — 4O CMX NOP HEW3BECTHOTO UMM HEAOCTATOMHO AOCTYNHOMO AN Hay4HbIX
nceneposaHnii. PaboTbl, knaccuduumpoBaHHble B Ka4eCTBE Hay4HbIX, JOMMKHbI UMETb,
Mo MeHbLUen Mepe, ABE NOMNOXWUTENbHbIE PELeH3NN.

B cnyyae ecnu B XypHane o0bsBASIOTCA U MPUMOXEHWS, HE UMeOLWMe HayYHbIN
XapakTtep, Hay4Hble CTaTbW AOIKHbI ObITb CrpyNMUPOBaHbl U YETKO BblAeneHbl B NepBow
4YacTn Homepa.

[podheccroHanbHble cTaTbi:

— npodpeccroHanbHaa paboTta (NPUNoXeHusi, B KOTOPbIX NpeanaralnTcs OnbiThl,
nonesHble [Afs COBEPLUEHCTBOBaHWS MpodeccMoHanbHoW MPakTUKK, HO KOTOpble He
[OIMKHbI B 06513aTenbHOM nopsiake bbiTb 060CHOBaHbLI HA HAyYHOM MeToAe);

— UH(OPMaTUBHOE NpUNoXeHue (NepefoBas CTaTbsl, KOMMEHTAPUIA 1 T.M.);
— 0630p (KHMIM, KOMNBIOTEPHOM NPOrpamMMmbl, Criydasi, Hay4Horo cobbITs 1 T.M.).

A3bik paboThl

Pa6Gota MmoxeT 6bITb HanncaHa Ha Cep6CKOM, PYyCCKOM nnu aHIMUIACKOM A3bIKe.

TeKkcT fomkeH OblTb B NMHIBUCTUYECKOM U CTUMMCTUHECKOM CMbICNE YMOpPSA0YEH,
cucTemaTtusmpoBaH, 6e3 cokpalleHuii (3a UCKNYeHneM ctaHaapTHbIX). Bee dusnyeckne
Benn4nHbl OOIMKHbI COOTBETCTBOBATbL Me>|<,quapo,J:lH0|7| cucrteme egnHUL, U3MepeHna —
CW. OuepepHocTb hopmyn o60o3HavaeTcs NOpAAKOBLIMM HOMEPamu, NPOCTaBAEMbIMU C
NpaBol CTOPOHbI B KPYrfbIX CKOOKaXx.

Pe3rome

Pesiome aBnseTca kpaTkmMm MHGOPMaTMBHBIM 0630pOM COAEepXKaHuUs CTaTbMy,
obecneymBaowMM yuTaTento ObICTPOTY M TOYHOCTb OUEHKM eé penesBaHTHOCTU. B
MHTepecax pefjakuuM W aBTopoB, YTOObI pes3loMe COoAepXano TEepMWHbl, 4acTo
ncnosnb3yemble AN MHOAEKCUPOBaHMA 1 noucka ctatbei. CocTaBHbIMM YacTAMU pesiome
ABNATCA BBeAeHWe/Lenb uccrnegoBaHns, Metodbl, pesynbTaTbl U BbiBOAbl. B pestome
JomkHo ObiTb oT 100 go 250 cnoB, U OHO [JOMKHO HaxoAWUTCS Mexay TuTynammu
(3aronosok, PO aBTOpPOB U AP.) M KNOYEBLIMK CIOBaMU1, 3a KOTOPbIMU CrieayeT TeKCT
craTbu.
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KniouyeBble cnoBsa

KnioyeBbiMM  crioBamMu  SBASOTCS  TePMUHbI MM dpasbl,  afaekBaTHO
npeacTaensowme cogepxaHve cratbl, HeOOXoAMMblE ANS UHOEKCUPOBAHUS U Moucka.
KnioueBble cnoeBa Heobxogumo BblOMpaTh, onupasick NpuM 3TOM Ha Kakon-nnubo
MeXAYHapOAHbIN WCTOYHWK (pernctp, crosapb, Tesaypyc), Hanbonee nCNoOnNb3yembin
BHYTPW AaHHOW HayyHom obnacTtu. Ymcno Kno4veBbIX CrnoB He MoxeT npesbiwaTe 10. B
MHTepecax pedakumn 1 aBTopoB, YTOObI YacToTa MX BCTPeUn B cTaTbe Oblna kak MOXHO
Gonblien. Knoyesble crioBa 4aloTCa Ha S3blke, HA KOTOPOM HanucaHa ctaTtbs (pesiome),
1 Ha aHIMUIACKOM si3blke. B cTaTbe OHM NULLYTCA HENOCPEACTBEHHO NOCHe pesioMe.

Mporpamma ASSISTANT npepocTtaBnsieT BO3MOXHOCTb WCMOSb30BaHUS cepBuca
KWASS, aBTomaTtnyeckm UKCUPYIOLLIErO KITHoYeBble CoBa U3 MCTOYHUKOB/CoBapew no
BblOOpY aBTOpa/pegakTopa.

[aTa nony4yeHus ctatbu

[ata, korga pegakums monyyuna craTtblo; AaTta, Korga pefdakuusi OKOHYaTenbHO
npuHAna crTaTblo K NybnukaumMu;, a Takke [aTa, Korga Obinyv  NpeaocTaBreHbl
HeoGXoauMble UCMPaBIeHNs PYKOMUCK, NPUBOAATCA B XPOHOMOMMYEcKOM Mopsiake, Kak
npaBuno, B KOHLE CTaTbM.

BbipaxeHue 6narogapHocTH

HanmeHoBaHMe M HOMep MpoekTa, T.e. Ha3BaHWE nporpammbl 6narop,ap9| KOTOpOMN
CTaTbsA BO3HMKIAQ, COBMECTHO C HaMMeHOBaHMEM Yy4pexngeHud, KoOTopoe dunHaHcHpoBano
NPOEeKT nnu nporpammy, NnpMBoOATCA B OTAENTbHOM NpuMedaHun, Kak npasmno, BHU3Y I'IepBOI7I
CTpaHuUbIl CTaTbW.

MNpeabiaywme Bepcumn paboThbl

B cnyyae ecrnu cTtatba B npedplgylueni Bepcun Obina m3noxeHa ycTHO (nog
OOMHAKOBbIM MMM MOXOXWMM Has3BaHWeM, Hanpumep, B Buae [JokNaga Ha HaydHoWn
KoHdpepeHLUmm), cBeaeHns 06 3TOM OOIKHbI OblTh Yka3aHbl B OTAENbHOM MPUMEYaHuu, Kak
npaewro, BHW3y NepBON CTpaHuubl cTatbn. PaboTa, koTopas yxe Gbina onybnukoBaHa B
Kakom-nmbo 13 XypHanoB, He MOXeT ObITb HanevataHa B « BOEHHO-TEXHMYECKOM BECTHMKE»
HW Nop, MOXOXUM HasBaHWEM, HN B UIBMEHEHHOM BUae.

Hymepauus v HasBaHue Tabnuy u rpadmkoB

XKenartenbHo, 4Tobbl HyMmepaums 1 Ha3BaHve Tabnuy, 1 rpadmkoB ObiNM NCNOMNHEHb! Ha
OBYX fA3blkax (Ha s3blke opuriHana u Ha aHrnuMnckom). Tabnuubl NoANMCHLIBAIOTCA TaKUM Xe
cnocobom Kak n TeKCT M 0603HaYalTCs MOPSAKOBbIM HOMEPOM C BEPXHEN CTOPOHbI.
doTorpacpum N PUCYHKN AOSKHBI BbITb MOHATHBI, HAMSAAHBI M YAOOHBI ANS penpogyKumm.
PucyHkn Heobxoammo aenatb B nporpammax Word munu Corel. doTtorpacdum u pucyHkM Hago
MocTaBUTb Ha JXernaemoe MeCcTo B TekcTe. [Insi co3faaHvst u3obpakeHWd u rpadukos
ncronb3oBaHne PyHKLMN CHUMKa C 3KpaHa (CKpUHLLIOTa) He fJornyckaetcs. B camom TekcTe
CTaTbu PEKOMeHOYeTCs MPUMEHEHWEe M306paxeHuin 1 rpadmkoB, obpaboTaHHbIX TakMMu
KOMMbIOTEPHBLIMM Nporpammamu, kak: Excel, Matlab, Origin, SigmaPlot n gp.

CcbInku (UMTUPOBaHME) B TEKCTe

OdbopmMreHre CCbINoK Ha UCTOYHMKM B pamKax CTaTby JOIMKHO ObiTb 04HOOOPa3HLIM.
«BOEHHO-TEXHMYECKUIA  BECTHMK» Ans  OOPMIEHUss  CCbINOK, UMTaT U Crucka
MCMoNb30BaHHOW nuTepatypbl npumeHseT [apBapackyto cuctemy (Harvard Referencing
System, Harvard Style Manual). B TekcTe B ckobkax npuBoauTcs bamunns uuTMpyemoro
aBTopa (Unv damunusa NepBoro aBTopa, €CNM aBTOPOB HECKONbKO), MOA M3AaHus M no
HeobxoaumocTn HoMep cTpaHuubl. Hanpumep: (Petrovi¢, 2010, pp.10-20). PekomeHaauum
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0 cnocobe UMTUPOBaHUS pasMeLLieHbl Ha CTpaHuue canTa MHCMpyKyuUs rno ucroib308aHU
Fapeapdckoeo cmuns. NMpu 0OPMMEHUN CCbINOK, LUTAT U CNMCKa WUCMOSb30BAHHOW
nuTepaTtypbl  HeOOXOAUMO  MPUOEPXKMBATBCA  YCTAHOBMEHHbIX  HOpM. [porpamma
ASSISTANT npegoctaBnsieT nNpv LUTMPOBAHMM BO3MOXHOCTb WMCMONb30BaHUS CepBuca
CiteMatcher, doukcupytoLero nponyLeHHbIe LMTaTel B paboTe 1 B cnncke nutepaTtypsbl.

MpumeyaHus (cHOCKuK)

MpyMeyaHusi (CHOCKM) K TEKCTY YKasblBalOTCs BHWU3Y CTPaHuLbl, K KOTOPOWA OHU
oTHOcATCS. [MpumeyaHns MOryT cogepaTb MeHee BaXHble AeTanu, OOMOofHUTEenbHble
006bsACHeHUs, ykaszaHus 06 MCMONb30BaHHbLIX MCTOYHUKaX (Hamnp. Hay4yHOM martepuvane,
CnpaBOYHMKax), HO He MOryT GbiTb 3aMEHOIN NPOLEeAypPb! LUTUPOBAHNSA NUTEpaTypbl.

INuTtepaTtypa (pecdepeHumnn)

LinTnpoBaHHoW nuTepaTtypon oxBaTbIBalOTCS, Kak npaswuno, Takue
6ubnuorpacuyeckne UCTOYHMKM Kak cTaTbW, MoHorpadvm u T.n. Bca ncnonb3yemas
nuTepatypa B Buae pedepeHumnii pasmeLlaeTcs B OTAeNbHOM pasaerne cTaTbu.

Ha3sBaHusa nutepaTypHbIX UICTOYHMKOB HE NepeBoasTCA Ha s3blk paboThl.

«BOEHHO-TeXHMYECKMN BECTHUK» Ans  OPOpMIeHnss crnmcka WCnorib30BaHHOM
nutepaTypbl npumeHsieT [apBapackyto cuctemy (Harvard Style Manual). B cnucke
nMTepaTypbl UCTOYHMKM YKasbiBalOTCA B andaBMTHOM mopsAake damunuii aBTopoB WUnn
pepakTopoB. PekomeHgaumm o criocobe LMTMPOBaHMS pas3MelleHbl Ha CTpaHuue canta
WHcmpykyusi mo  ucrionb3oeaHuto  apeapdckozo cmuns. [Tlpyn  odopmMneHun  cnucka
MCMOb30BaHHOM NMUTEPaTYpbl HEOBXOAUMO NPUAEPKMBATLCS YCTAaHOBMEHHBIX HOPM.

Mpn odopmnennn cnucka nutepatypbl nporpamma ASSISTANT npepoctasnset
BO3MOXHOCTb UCMonb3oBaHusA cepBuca RefFormatter, ocywectensiowero KoHTponb
ochopmMneHns cnmcka nuTepartypbl B COOTBETCTBUM CO CTaHAapTamu [[apBapAcKoro CTuns.

HectaHpgapTHoe, HemonHoe W HemocrnegosaTeribHOe MpuUBEAeHWe nuTepaTtypbl B
cucTeMax OLEHKM XKypHana cyuMTaeTcs AOCTaTOYMHOW MNPUYMHOW AN OCnapuBaHUs
Hay4Horo craTtyca XypHana.

ABTOpCKOE 3asBneHune

ABTOpCKOE 3asiBfieHMe NpeaoCcTaBnseTcss BMECTe CO CTaTbeil, B HEeM aBTopbl
3aABNAIOT O CBOEM JIMYHOM BKMage B HanucaHvwe cratbW. B 3asBneHun aBTopbl
noATBEepXdalT, 4YTO CTaTbdl HanucaHa B COOTBETCTBMM C [IpuenaweHuem u
uHcmpykyusiMmu 0 aemopos, a Takke ¢ KodekcoMm npogheccuoHasbHol amuKu
XKypHana.

Bce pykonucu cTaten nognexar npocbeccuouaanomy peueH3npoBaHUIo.

Cnuncok peueH3eHTOB XypHana «BOEHHO-TEXHMYECKUI BECTHUK» pasmeu.l,éH Ha
CTpaHuue canta Criucok peueH3eHmMos. I'Ipou,ecc peueH3npoBaHna onucaH B pasgene

Mpasuna peyeH3uposaHus.

MouToBbIM agpec pepakuun:

«BojHOTEXHUYKM rNaCHUK»

yn. Benbka Jlyknua Kypsika 33

11042 Benrpag, Pecnybnuka Cepbus

e-mail: vojnotehnicki.glasnik@mod.gov.rs.
[NaBHbIA M OTBETCTBEHHLIN peaakTop
KaHompat TexHudecknx Hayk Heboliwa Nayewa
nebojsa.gacesa@mod.gov.rs

https://orcid.org/0000-0003-3217-6513

Ten: +381 11 3603 260, +381 66 8700 123
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CALL FOR PAPERS AND ARTICLE FORMATTING INSTRUCTIONS

The instructions to authors about the article preparation for publication in the
Military Technical Courier are based on the Regulations on categorization and ranking of
scientific journals of the Ministry of Education, Science and Technological Development
of the Republic of Serbia (Official Gazette of the Republic of Serbia, No 159/20). This
Regulations aims at improving the quality of national journals and raising the level of their
compliance with the international system of scientific information exchange.

The Military Technical Courier / Vojnotehnicki glasnik (www.vtg.mod.gov.rs/index-
e.html, BTr.mo.ynp.cp6, ISSN 0042-8469 — print issue, e-ISSN 2217-4753 — online,
ubC 623+355/359, DOI: 10.5937/VojnotehnickiGlasnik;
https://doi.org/10.5937/VojnotehnickiGlasnik) is a multidisciplinary scientific journal of the
Ministry of Defence and the Serbian Armed Forces. The journal publishes scientific and
professional papers covering fundamental research (mathematics, computer science and
mechanics) and technological development (electronics, telecommunications, information
technologies, mechanical engineering, material science and chemical technologies) as well
as technical data on modern weapon systems and military technologies. The journal covers
inter-service technical support to the Army on the principle of logistic system support;
fundamental, applied and development research; production and use of weapons and
military equipment. Also, the journal publishes other theoretical and practical achievements
leading to professional development of all members of Serbian, regional and international
academic communities as well as members of the military and ministries of defence in
particular.

The editorial policy of the Military Technical Courier is based on the COPE Core
Practices and the journal articles are consistent with accepted best practices in their
subject areas. As of 2 May 2018, the Military Technical Courier is a member of COPE
(Committee on Publication Ethics).

The Ministry of Education, Science and Technological Development of the Republic
of Serbia classified the Military Technical Courier for the year 2020, on December 18,
2020

in the field fundamental research:

- on the list of periodicals for mathematics, computer sciences and mechanics,

category: national journal (M53),

in the field technological development:

- on the list of periodicals for electronics, telecommunications and IT,

category: quality national journal (M52),

—on the list of periodicals for mechanical engineering,

category: quality national journal (M52),

- on the list of periodicals for materials and chemical technology,

category: quality national journal (M52).

The approved lists of national periodicals for the year 2020 can be viewed on the
website of the Military Technical Courier, page Journal categorization (The Ministry of

Education, Science and Technological Development of the Republic of Serbia has not yet
published the official evaluation of scientific journals for 2021).

More detailed information can be found on the website of the Ministry of Education,
Science and Technological Development of the Republic of Serbia.

The information on the categorization can be also found on the website of KOBSON
(Consortium of Libraries of Serbia for Unified Acquisition).
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The periodical is categorized in compliance with the Regulations on categorization
and ranking of scientific journals of the Ministry of Education, Science and Technological
Development of the Republic of Serbia (Official Gazette of the Republic of Serbia, No
159/20). More detailed information can be found on the website of the Ministry of
Education, Science and Technological Development.

In accordance with the Regulations and the table about types and quantification of
individual scientific and research results (as a part of the Regulations), a paper published
in the Military Technical Courier scores 2 (two) points (category M51), 1,5 (one and a
half) point (category M52) and 1 (one) point (category M53).

The journal is in the Serbian Citation Index — SCIndex (data base of national
scientific journals), in the Russian Index of Science Citation/Poccuinckun nHaekc
Hay4yHoro uutuposaHusa (RINC/PUHL) and is constantly monitored depending on the
impact within the bases themselves and indirectly in the international (e.g. Clarivate
Analytics) citation indexes. More detailed information can be viewed on the website of the
Military Technical Courier, page Journal indexing.

Military Technical Courier enables open access and applies the Creative Commons
Attribution (CC BY) licence provisions on copyright. The copyright details can be found on
the Copyright notice and Self-archiving policy page of the journal's website.

Manuscripts are submitted online, through the electronic editing system
ASSISTANT, developed by the Center for Evaluation in Education and Science — CEON.

The access and the registration are through the Military Technical Courier
site http://www.vtg.mod.gov.rs/index-e.html, on the page ASSISTANT or the page

SCINDEKS or directly through the link (aseestant.ceon.rs/index.php/vtg).

The detailed instructions about the registration for the service are on the website
http://www.vtg.mod.gov.rs/index-e.html, on the page Instructions for ASSISTANT.

All authors submitting a manuscript for publishing in the Military Technical Courier
should register for an ORCID ID following the instructions on the web page Registration
for an ORCID identifier.

The Military Technical Courier publishes articles in Serbian, Russian or English,
using Arial and a font size of 11pt with Single Spacing.

The procedures of article preparation, writing and editing should be in accordance
with  the Publication ethics statement (http://www.vtg.mod.gov.rs/publication-ethics-
statement.html).

The article should contain the abstract with keywords, introduction, body,
conclusion and references (without heading and subheading enumeration). The article
length should not exceed 24 pages of A4 paper format.

The article should be formatted following the instructions in the Article Form which
can be downloaded from website page Article form.
Title

The title should be informative. It is in both Journal’'s and author’s best interest to
use terms suitable for indexing and word search. If there are no such terms in the title, the
author is strongly advised to add a subtitle. The title should be given in English as well.

The titles precede the abstract and the summary in an appropriate language.

Letterhead title

The letterhead title is given at a top of each page for easier identification of article
copies in an electronic form in particular. It contains the author’'s surname and first name
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initial (for multiple authors add “et al”), article title, journal title and collation (year, volume,
issue, first and last page). The journal and article titles can be given in a shortened form.

Author’s name

Full name(s) of author(s) should be used. It is advisable to give the middle initial.
Names are given in their original form (with diacritic signs if in Serbian).

Author’s affiliation

The full official name and seat of the author’s affiliation is given, possibly with the
name of the institution where the research was carried out. For organizations with
complex structures, give the whole hierarchy (for example, University of Defence in
Belgrade, Military Academy, Department for Military Electronic Systems). At least one
organization in the hierarchy must be a legal entity. When some of multiple authors have
the same affiliation, it must be clearly stated, by special signs or in other way, which
department exactly they are affiliated with. The affiliation follows the author's name. The
function and title are not given.

Contact details
The postal addresses or the e-mail addresses of the authors are given in the first page.

Type of articles

Classification of articles is a duty of the editorial staff and is of special importance.
Referees and the members of the editorial staff, or section editors, can propose a
category, but the editor-in-chief has the sole responsibility for their classification.

Journal articles are classified as follows:
Scientific articles:

— Original scientific papers (giving the previously unpublished results of the author’s
own research based on scientific methods);

— Review papers (giving an original, detailed and critical view of a research problem
or an area to which the author has made a contribution demonstrated by self-citation);

— Short communications or Preliminary communications (original scientific full
papers but shorter or of a preliminary character);

— Scientific commentaries or discussions (discussions on a particular scientific
topic, based exclusively on scientific argumentation) and opinion pieces.

Exceptionally, in particular areas, a scientific paper in the Journal can be in a form
of a monograph or a critical edition of scientific data (historical, archival, lexicographic,
bibliographic, data survey, etc.) which were unknown or hardly accessible for scientific
research.

Papers classified as scientific must have at least two positive reviews.

If the journal contains non-scientific contributions as well, the section with scientific
papers should be clearly denoted in the first part of the Journal.

Professional articles:

— Professional papers (contributions offering experience useful for improvement of
professional practice but not necessarily based on scientific methods);

— Informative contributions (editorial, commentary, etc.);
— Reviews (of a book, software, case study, scientific event, etc.)
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Language
The article can be in Serbian, Russian or English.

The grammar and style of the article should be of good quality. The systematized
text should be without abbreviations (except standard ones). All measurements must be
in Sl units. The sequence of formulae is denoted in Arabic numerals in parentheses on
the right-hand side.

Abstract and summary

An abstract is a concise informative presentation of the article content for fast and
accurate evaluation of its relevance. It contains the terms often used for indexing and
article search. A 100- to 250-word abstract has the following parts: introduction/purpose
of the research, methods, results and conclusion.

Keywords

Keywords are terms or phrases showing adequately the article content for indexing
and search purposes. They should be allocated heaving in mind widely accepted
international sources (index, dictionary or thesaurus), such as the Web of Science
keyword list for science in general. The higher their usage frequency is, the better. Up to
10 keywords immediately follow the abstract and the summary, in respective languages.

For this purpose, the ASSISTANT system uses a special tool KWASS for the
automatic extraction of key words from disciplinary thesauruses/dictionaries by choice
and the routine for their selection, i.e. acceptance or rejection by author and/or editor.

Article acceptance date

The date of the reception of the article, the dates of submitted corrections in the
manuscript (optional) and the date when the Editorial Board accepted the article for
publication are all given in a chronological order at the end of the article.

Acknowledgements

The name and the number of the project or programme within which the article was
realised is given in a separate note at the bottom of the first page together with the name
of the institution which financially supported the project or programme.

Article preliminary version

If an article preliminary version has appeared previously at a meeting in a form of
an oral presentation (under the same or similar title), this should be stated in a separate
note at the bottom of the first page. An article published previously cannot be published in
the Military Technical Courier even under a similar title or in a changed form.

Tables and illustrations

All the captions should be in the original language as well as in English, together
with the texts in illustrations if possible. Tables are typed in the same style as the text and
are denoted by Arabic numerals at the top. Photographs and drawings, placed
appropriately in the text, should be clear, precise and suitable for reproduction. Drawings
should be created in Word or Corel.

For figures and graphs, proper data plot is recommended i.e. using a data analysis
program such as Excel, Matlab, Origin, SigmaPlot, etc. Itis not recommended to use a
screen capture of a data acquisition program as a figure or a graph.

949

POZIV | UPUTSTVO AUTORIMA / MTPUTNMAWEHWE U MHCTPYKUWA ONA ABTOPOB PABOT / CALL FOR PAPERS, pp.534-550



VOJNOTEHNICKI GLASNIK / MILITARY TECHNICAL COURIER, 2021, Vol. 69, Issue 2

Citation in the text

Citation in the text must be uniform. The Military Technical Courier applies the
Harvard Referencing System given in the Harvard Style Manual. When citing sources
within your paper, i.e. for in-text references of the works listed at the end of the paper,
place the year of publication of the work in parentheses and optionally the number of the
page(s) after the author’'s name, e.g. (Petrovic, 2012, pp.10-12). A detailed guide on
citing, with examples, can be found on Military Technical Courier website on the page
Instructions for Harvard Style Manual. In-text citations should follow its guidelines.

For checking in-text citations, the ASSISTANT system uses a special tool
CiteMatcher to find out quotes left out within papers and in reference lists.

Footnotes

Footnotes are given at the bottom of the page with the text they refer to. They can
contain less relevant details, additional explanations or used sources (e.g. scientific
material, manuals). They cannot replace the cited literature.

Reference list (Literature)

The cited literature encompasses bibliographic sources such as articles and
monographs and is given in a separate section in a form of a reference list.

References are not translated to the language of the article.

In compiling the reference list and bibliography, the Military Technical Courier
applies the Harvard System — Harvard Style Manual. All bibliography items should be
listed alphabetically by author's name, without numeration. A detailed guide for listing
references, with examples, can be found on Military Technical Courier website on the
page Instructions for Harvard Style Manual. Reference lists at the end of papers should
follow its guidelines.

In journal evaluation systems, non-standard, insufficient or inconsequent citation is
considered to be a sufficient cause for denying the scientific status to a journal.

Authorship Statement

The Authorship statement, submitted together with the paper, states authors’
individual contributions to the creation of the paper. In this statement, the authors also
confirm that they followed the guidelines given in the Call for papers and the Publication
ethics and malpractice statement of the journal.

All articles are peer reviewed.

The list of referees of the Military Technical Courier can be viewed at website
page List of referees. The article review process is described on the Peer Review
Process page of the website.

Address of the Editorial Office:

Vojnotehnicki glasnik / Military Technical Courier

Veljka Lukica Kurjaka 33

11042 Belgrade, Republic of Serbia

e-mail: vojnotehnicki.glasnik@mod.gov.rs.
Editor in chief
Nebojsa GaceSa MSc
nebojsa.gacesa@mod.gov.rs

https://orcid.org/0000-0003-3217-6513

tel.: +381 11 3603 260, +381 66 8700 123
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